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Abst r act

Thi s document specifies the Scal e-Up Network Header that is a concise
and efficient network |ayer header. The primary use case is high
performance networking in limted domains, and in particular in

scal e-up networks for Al where even nodest packet overhead packet may
be detrinental to overall performance

Status of This Meno
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1.1. Pr obl em st at enent

Al and Machine Learning are pushing networking requirements to
stratospheric | evels of perfornance. This is especially true in so
call ed "scal e-up networks for Al" which consist of clusters of
tightly coupled GPUs or generically XPUs. The perfornmance
requirenents include multi-terabits of throughput and | atencies
measured in the tens of nanoseconds. Sone traffic patterns may
exhibit a mpjority of small packets, like for KVcache in Al, where
packet sizes may commonly be 256 bytes or less. For traditiona
network | ayer protocols, including IPv4 and | Pv6, network headers
represent appreci able protocol overheard and can reduce throughput in
hi gh performance scenarios. For instance, the twenty byte header of

| Pv4 represents about 8% overhead in a 256 byte packet, and the forty
bytes of IPv6 header woul d be about 16% over head.

In addition to the problens of per packet overhead, there is also the
cost of looking up I P addresses for routing or matching addresses in
a table | ookup. Long addresses require CAMs, TCAMs, or tree
mechani sms that increase | atency and power consunption in routers.

1.2. Scal e-Up Ethernet approach

Scal e-Up Ethernet, or SUE [SUE], is a proposal for a new Ethernet
protocol for scale-up networks. SUE addresses the network | ayer
over heads by redefining the Ethernet header based on the Structured
Local Address Plan in | EEE 802. c-2017 [| EEE 802c-2017]. SUE defi nes
two "Al Header Formats" for the Ethernet header: AHF Gen 1 and AHF
Gen 2. These formats turn the Ethernet header into a quasi network
| ayer header. AFH Gen 1 uses the standard Et hernet header format,
however switching is performed only on the | ow order sixteen bits of
the Ethernet addresses. AF Gen 1 also allows a four byte shi mheader
to foll ow the Ethernet header that contains pertinent network |ayer
fields like Hop Limt and Traffic Cass. AFH Gen 2 repurposes the
entire Ethernet header to contain sixteen bit addresses as well as
Net wor k Layer fields.

The fundanental problemwi th the Al Header Formats in the SUE
approach is that it’s not conmpatible with cormmodity switches. In
order to properly forward AFH packets, swi tches nust be updated
specifically with new functionality. The nodifications are invasive
since switches need to fundanmentally reinterpret the Ethernet header

In addition to the creating inconmpatibility with | egacy swi tches, AFH
headers are also inconpatible with deployed NICs. Wen a NIC
receives a packet it attenpts to match the destination MAC address as
being local. Typically, this is done by an exact match CAM | ookup on
the forty-eight bit Destination MAC address. For AFH, only a subset
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of bits in the forty-eight bits of the Destination address are valid
so the normal CAM | ookup will fail. The work around would be to

pl ace the NIC in Prom scuous node and then match the XPU Destination
address in software.

1.3. Introducing Scal e-Up Network Header

Thi s docunent specifies the Scal e-Up Network Header, or SUNH, that is
a conci se and efficient network | ayer protocol header. SUNH defines
a conmon four byte SUNH header prefix that is followed by a source
and destination address of sonme size. |It's a "scal e-up protocol"”
since an intended use case is in scale-up networks for Al, however
the protocol is generic and may have broad use cases in datacenter
net wor ks.

The SUNH net wor k header provides four primary benefits:
* |t reduces the anpbunt of on-the-wire protocol overhead
* It sinplifies route lookup to be nore efficient with | ower |atency

* |t retains the properties and benefits of a Network Layer header
including conpatibility with depl oyed Ethernet switches

* |t obviates the need to use a UDP shim header before the
encapsul ated transport protocol. An encapsul ated transport
protocol could be directly encapsulated in SUNH using it’s own
protocol nunber and the UDP header is not needed for conpatibility
with switches.

The primary difference between SUE's AFH format and SUNH i s that SUNH
is a proper Network Layer header. Oher than a new Et her Type, SUNH
is transparent to the Ethernet Header. This means that SUNH is
conpatible with existing depl oyed Ethernet switches. Layer 2
switching "just works" with SUNH as only the Ethernet addresses are
consi dered when switching and they're not nodified by SUNH.  Layer 3
swi tching would work the sane way that switches can switch I P packets
based on I P addresses. A Layer 3 switch could identify SUNH packets
by EtherType, parse the header, performroute | ookups on the SUNH
destination address, and then forward the packet. The SUNH header
includes Hop Linmt, Traffic Cass, and Flow Label fields that can be
used with the same semantics as for routing |IP packets.

We can conpare the header overhead of SUNH to | Pv4 and | Pv6, and can
compare SUNH to cases where a shim UDP header is used
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e S +
| Protocol header | # bytes |
[} g ——————————————————— Ll p—p—p—p—(—(—————r
| SUNH with 8-bit addresses | 6 bytes |
. S TR +
| SUNH with 16-bit bit addresses | 8 bytes |
e S IR +
| SUNH with 24-bit bit addresses | 10 bytes

o e e e e e e e e e e e o m o R +
| SUNH with 32-bit bit addresses | 12 bytes

. S T +
| 1PV4 | 20 bytes |
e S ISRy +
| IPV4 + UDP header | 28 bytes |
o e e e e e e e e e e e o m o R +
| 1PV6 | 40 bytes |
. S T +
| 1PV6 + UDP header | 48 bytes

e S ISRy +

1.4. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Design and Requirenents

A SUNH header is conprised of a four byte comon prefix followed by a
source and destination address. The common prefix contains a Next
Prot ocol number, Hop Limt, Traffic O ass, and Fl ow Label. The
source and destination addresses can have sizes of eight, sixteen,
twenty-four, or thirty-two bits (one, two, three, or four bytes).

The addresses nmay be onmitted to create an "address-less" network
header. ENdpoi nt addresses would be inferred from Layer 2 addresses
(e.g. Ethernet addresses).

2.1. SUNH dormmai ns
SUNH only works within a limted domain called a "SUNH domain". THe

addresses of SUNH are effectively private addresses that are not
routabl e on the Internet.
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2.2. SUNH Et her Type

SUNH i s distinguished by its own EtherType when encapsul ated in
Ethernet. Different EtherTypes may indicate the size of the SUNH
addresses in packets, or one size may be configured in the SUNH
domai n. For other Layer 2 technol ogi es, an equivalent identifier nmay
indicate SUNH i s encapsul ated. Using an EtherType specific to SUNH
facilitated filtering of SUNH at boundaries of a limted domain.

2.3. Interpretation of a SUNH header

Wthin a linmted donmain a SUNH header nmay be interpreted as a the
header for a standal one network | ayer protocol, or as a conpressed
I Pv4 or 1 Pv6 header. Note that any interpretation of SUNH is |oca
to the SUNH domain. There are no fields in the SUNH header that
indicate which interpretation is applicable in the domain. It is
expected that all the nodes in the domain are configured with the
same interpretation.

2.3.1. SUNH as a standal one network | ayer header

SUNH header may be interpreted as its own network |ayer protocol in a
limted domain. Effectively, SUNH would be a variant of IP with
addresses of some length. Host stacks could be adapted to support
SUNH as anot her network | ayer protocol

2.3.2. SUNH as a conpressed | P header

The SUNH header may be interpreted as a conpressed | Pv4 or |Pv6
header. In this case, a "SUNH prefix" is specified for a domain.

The prefix serves as the inplied network prefix for SUNH addresses.

A SUNH address is thus the host part (i.e. low order bits) of a fully
qualified IPv4 or I Pv6 address. THe SUNH prefix is either for |Pv4
or IPv6. A SUNH address can be expanded to an fully qualified |Pv4
or | Pv6 address by prepending the SUNH prefix to the SUNH address. A
SUNH header can be expanded to an |Pv4 or |Pv6 header by expanding
the SUNH addresses and copyi ng the common fields fromthe SUNH header
to the I Pv4d or | Pv6 header.

Al'l participating hosts in a SUNH domain are configured with the
common SUNH prefix and whet her SUNH headers sent in the domain are
conpressed | Pv4 or | Pv6 headers. Note that SUNH does not have an IP
versi on nunmber, any interpretation of a SUNH header as being a
compressed | Pv4 header or |Pv6 header is local to nodes in a SUNH
domai n.
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2.4. Switching and Routing

O her than defining a new Et her Type, SUNH has no inpact on the |ink
| ayer. SUNH packets may be Layer 2 switched by commodity switches
since Layer 2 switching is based on solely Ethernet addresses such
that the EtherType and Ethernet payload are transparent to the
forwardi ng operati on.

A SUNH packet may be routed or Layer 3 switched. In this case the
router would be nodified to understand and route SUNH packets. The
routing decision can be based entirely on the SUNH Desti nation
Address, and there are no nulticast or broadcast addresses.

This specification allows four sizes of SUNH addresses. This allows
use an address size that scales well for the domain. For instance,
there were at nost 1000 nodes in some network then 16-bit SUNH
addresses could be used and the nodes coul d be assigned addresses in
in the range 0 to 1023. A route |ookup can be inplemented with a
sinmple array where the address is used to index the array. This
array could easily be in SRAM so that route | ookups degenerate to
very fast indexed nmenory | oads.

The size of SUNH addresses in a packet can either be inferred from

the EtherTYpe or fromconfiguration in the SUNH domain. In the case
of using EtherTypes, different EtherType woul d be defined for
different size SUNH addresses. In the case of configuration, all the

nodes in the SUNH woul d assunme that size of SUNH addresses in the
domain is the configured val ue.

2.5. SUNH Domai ns and VLANs
Mul tiple SUNH domai ns may be defined in a network using VLANs. Each
VLAN coul d be associated with its own SUNH domain. A host may have
SUNH addresses in different donmins that are associated with VLANs
and Layer 3 switches would have forwardi ng tables for each VLAN that
defines a SUNH donai n.

3.  SUNH For mat
The SUNH header format is shown below, Note that definitions of the
non- address fields are consistent with the anal ogous fields in the
| Pv6 header [RFC8200].

3.1. Common prefix

The common SUNH prefix is shown bel ow
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1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Traffic Class | Next Header | HopLim| FI ow Label |
i i i T i I S i e s o o i i

Fi el ds:

Traffic O ass
8-bit Traffic Cass field equivalent to the IPv6 Traffic O ass
field and has the same semantics. The current use of the Traffic
Class field for Differentiated Services and Explicit Congestion
Notification is specified in [ RFC2474] and [ RFC3168].

Next Header
8-bit selector. Identifies the type of header inmrediately
following the SUNH header. SUNH defines its own nunber space that
is distinct fromIP Protocol nunbers [I ANA-PN], however there may
be some overlap for conveni ence.

HopLi m
4-bit integer Hop Limt field. This is equivalent to the |Pv6 Hop
Limt field except that the SUNH Hop Limt is four bits adn the
handling is slightly differ. The field value is decrenmented by 1
by each node that forwards the packet. When forwarding, the
packet is discarded if Hop Limt was zero when received. A node
that is the destination of a packet MJUST NOT di scard a packet with
Hop Limt equal to zero.

FI ow Label
12-bit flow label. This is smaller version of the IPv6 Fl ow Labe
and is otherwi se set and processed with the sane senantics

Note that the SUNH header does not have a Total Length field or

Payl oad Length field as IPv4 and | Pv6 has. The total |length of the
packet is deternmined fromthe length of the Layer 2 frame. That is
the last byte in a SUNH packet coincides with the last byte in an

Et her net packet for exanple. Since the SUNH header does not have a

| ength, care must be taken to ensure that the real |ength of a packet
can be unanbi guously interpreted especially with regards to neeting
the m ni mum Et hernet packet size requirenent (see Section 4.4).

3.2. SUNH with 8-bit addresses

The format of the SUNH header with 8-bit address is show bel ow
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3.

3.

3.

4.

1 2 3
01234567890123456789012345678901
B S e i s s I e S I S S
ffic dass | Next Header | HopLim | FI ow Label |
e i i e o T e e e e oI SR N S S e
Addr ess | Dest Address

r
s S T

+
T
+
Sr
+

+— +— 4+

+
a
+
c
+
Addr esses:

Sour ce Address
8-bit SUNH address of the originator of the packet. This naybe
the host part of a fully qualified |IPv4 (24-bit prefix) or |Pv6
address (120-bit prefix).

Destination Address
8-bit SUNH address of the intended recipient. This may be the
host part of a fully qualified |IPv4 (24-bit prefix) or |IPv6
address (120-bit prefix).

SUNH with 16-bit addresses
The format of the SUNH header with 16-bit addresses is show bel ow
1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Traffic Class | Next Header | HopLim| FI ow Label |
i i i T i I S i e s o o i i
| Sour ce Address | Destinati on Address |

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Addr esses:

Sour ce Address
16-bit SUNH address of the originator of the packet. This may be
the host part of a fully qualified IPv4 (16-bit prefix) or |1Pv6
address (112-bit prefix).

Destination Address

16-bit SUNH address of the intended recipient. This maybe the
host part of a fully qualified I Pv4 (16-bit prefix) or |IPv6
address (112-bit prefix).

SUNH wi th 24-bit addresses

The format of the SUNH header with 24-bit addresses is show bel ow
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01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Traffic Cass | Next Header | HopLim | Fl ow Label |
el i I e i it T e e e e i i T o S e e S e T R R
| Sour ce Address | Dest Addr |

I S i o T s S S S e s s T
| Destinati on Address cont |
il s ST I S S I S T T S

Addr esses:

Sour ce Address
24-bit SUNH address of the originator of the packet. This may be
the host part of a fully qualified IPv4 (8-bit prefix) or IPv6
address (104-bit prefix).

Destinati on Address
24-bit SUNH address of the intended recipient (note that the
Destination Address is split over two rows in the diagran). This
may be the host part of a fully qualified IPv4 (16-bit prefix) or
| Pv6 address (104-bit prefix).

3.5. SUNH with 32-bit addresses
The format of the SUNH header with 32-bit addresses is show bel ow

1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Traffic Cass | Next Header | HopLim | Fl ow Label |
i e e R e s o e e b i o i N S o
| Sour ce Address |
B i s T T i i o S o T Ji I
| Destination Address |
e L o i e S  th o i R S

Addr esses:

Sour ce Address
32-bit SUNH address of the originator of the packet. This may be
a fully qualified | Pv4 address or the host part of an |IPv6 address
(96-bit prefix).

Destinati on Address
32-bit SUNH address of the intended recipient of the packet. This
may be a fully qualified | Pv4 address or the host part of an | Pv6
address (96-bit prefix).
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4. Host requirenents
The requirenents for host with regard to SUNH are descri bed bel ow.

4.1. SUNH dommi ns

A sender MJST only send a packet with an SUNH header if the SUNH
domain prefix is properly configured and the destination is within
the domain. The SUNH source and destinati on addresses MJST be host
addresses (not multicast or broadcast).

Nodes within a SUNH MAY use SUNH addresses as canoni cal endpoints.

In this case SUNH addresses mi ght not correspond to | P addresses, and
al |l conmmuni cati ons woul d be done only using SUNH as the network | ayer
protocol. If this interpretation is valid within a SUNH domai n then
all nodes MJST be configured with the sane interpretation

4.2. Encapsulation in SUNH

The SUNH Next Protocol MAY used with any I P protocol that is

i ndependent of the IP address format in the network header of the
packet. In other cases the protocols may be used with adaption or
prohi bited as described bel ow.

A SUNH packet is constructed froman Ethernet header (or other Layer
2 header), followed by a SUNH header, followed by an | P protoco

(e.g. TCP or UDP). The EtherType in the Ethernet header MJST be set
to the EtherType for SUNH (or the equival ent next protocol identifier
in another Layer 2 protocol is set to indicate SUNH).

4.3. TCP UDP in SUNH

A SUNH header MAY encapsul ate TCP or UDP. The pseudo checksum for
the TCP or UDP checksumincludes the I Pv4 or |Pv6 addresses. Wen
TCP or UDP is encapsulated in SUNH a pseudo header with SUNH
addresses MJST be used as shown bel ow.

The pseudo header with 8-bit addresses is:

0 78 15 16 23 24 31
S S S S +
| Src addr | Dst addr | zero | protocol |
Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| TCP/UDP I ength |
TS TS +

The pseudo header with 16-bit addresses is:
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0 78 15 16 23 24 31
Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| source address | destination address
TS TS TS TS +
| zero | protocol | TCP/ UDP | ength |
S S S S +
The pseudo header with 24-bit addresses is:

0 78 15 16 23 24 31
S S S S +
| source address | dest |
S S S S +
| dst address cont | zero | protocol
TS TS TS TS +
| TCP/UDP | ength |

S S +

The pseudo header with 32-bit addresses is:

0 78 15 16 23 24 31
TS TS TS TS +
| source address |
S S S S +
| destination address |
Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| zero | protocol | TCP/ UDP | engt h |
TS TS TS TS +

Note that the TCP and UDP pseudo headers for SUNH are fewer bytes

than that for
benefit

| Pv4 or
in calculating

4. 4. M ni nrum packet

| Pv6,

thi s does provide a minor perfornmance
the pseudo header checksum

| ength

The mini mum Et hernet frane size is sixty-four bytes which translates

to a m ni num Et hernet payl oad size of forty-six bytes.

does not have a total |
header s do,
mai nt ai ned and the rea
det er m ned.

Si nce SUNH
ength or payload length like IPv4 and | Pv6

care nmust be taken to ensure the m ni mum packet size is

| ength of a packet can be unanbi guously

There are three ways to ensure Ethernet frames have a proper m ni mum

| engt h.

Her bert

These are descri bed bel ow.
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4.4.1. SUNH header and SUNH payload is greater than forty-six bytes

If the length of the SUNH header including addresses plus the |length
of SUNH payload is greater than or equal to forty-six bytes in length
then the mninmumfrane length requirenent is automatically satisfied

For this method a sender would just need to check that the SUNH
header plus the payload length is greater than or equal to forty-six
byt es.

4.4.2. The SUNH payl oad has sel f-describing | ength

If the SUNH payl oad has self-describing | ength then the m ni num
Il ength requirement is satisfied by paddi ng the packet with zeroes up
to be at |east sixty-four bytes in size.

An exanpl e of this case is a UDP packet encapsulated in SUNH ( Next
Protocol is 17). The UDP header contains a UDP Length field that
unamnbi guously gives the length of the SUNW payl oad. For instance, if
a UDP packet with mininmumlength of eight is encapsulated in a SUNH
header with sixteen bit addresses then the total |ength of the

Et hernet payload is sixteen bytes and the packet is sent by paddi ng
it with thirty bytes (zeroes after the UDP header).

4.4.3. Explicit padding
If the SUNH header plus payload is less than forty-six bytes length
the payl oad | ength cannot be deduced fromthe protocol headers in the
SUNH payl oad, then explicit padding can be used. The idea is to
insert a "SUNH Paddi ng Header" after the SUNH header

The format of the padding header is:

1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Next Header | Lengt h | |
B i T S S e oE +
| |
~ zeroes ~
I I
I S i o T s S S S e s s T
Fi el ds:
Next Header
The sane semantics as Next Header in the SUNH header (see
Section 3.1).
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Lengt h
Length of the padding. This includes two bytes for the Next
Header and Length and the nunber of follow ng zeroes.

An example of this case is TCP that unlike UDP does not have a

payl oad length field in its header. For instance, if a pure ACK were
sent without any TCP options that would be a twenty byte header with
no TCP payl oad. When encapsulated in SUNH with sixteen bit addresses
the length of the Ethernet payload is twenty-eight bytes which is

ei ght een bytes short of the mininumlength. Zero bytes cannot be
padded to the packet since they would be interpreted as bytes of TCP

payl oad. 1In order to handle this case, explicit padding is inserted
into the packet using the SUNH Paddi ng Header with Length of
ei ght een.

For our exanple, the SUNH Paddi ng Header woul d be:

01234567890123456789012345678901
T T I e T
I 6 I 18 I I
e S T s +
I I
I I
+- +

16 bytes of zeroes

B i T i T S i s S S N e s o T S
The next protocol field in the SUNH woul d be set to 252 to indicate
t he Paddi ng Header follows the SUNH header. The Next Header field in
the Paddi ng Header is set to 6 to indicate TCP

4.5. Receiver processing

A configured host receiver SHOULD accept SUNH packets. Packets
received with a SUNH Et her Type are processed by the network | ayer
If the Destination Address matches the | ocal SUNH per the applicable
SUNH domain then the recipient is the intended receiver. |If a
properly formatted SUNH packet is received to the |ocal address, the
Next Protocol is used to parse into the next protocol

A receiver has two options for howto treat SUNH addresses
internally:

* |t may append the SUNH prefix and then performinternal processing
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as though the packet had been received to the unconpressed address
(e.g. the TCP connection table uses plain |IP addresses in
connection tupl es)

* The host MAY treat the packet as having standal one network
protocol where protocol tuples include the SUNH addresses. The
|atter case m ght be appropriate for a scale-up protocol wth
packets that are only ever sent in SUNH.

The choice is specific to each SUNH donai n.
5. Router requirenments

A router MAY support routing (or Layer 3 switching) of SUNH packets.
The basic idea is that the router perforns route | ookup on the SUNH
destination address to get next hop information and then forwards the
packet accordingly.

A router forwards a SUNH packet solely base on the contents of the

Et hernet and SUNH headers. The router SHOULD NOT parse the SUNH

payl oad. If the router is perform ng ECMP routing it SHOULD use the
SUNH Fl ow Label for flow entropy input, and it SHOULD NOT parse
beyond the SUNH header to extract information fromthe transport

| ayer headers (i.e. a router should not use transport port nunbers as
flow entropy input).

A router processes the Hop Limt field in expected fashion. Wen a

router receives a SUNH packet, the Hop Limt is checked. [If the Hop
Limt is zero or one then the packet is discarded and an "I CVP Ti ne

Exceeded" error MAY be sent in response. |If the router forward the

packet then the non-zero hop linit is decrenented.

6. | ANA Consi derations
I ANA is requested to create a new registry named "Assi gned SUNH

Protocol Numbers". These are 8-bit nunbers. The initial assignnents
are |isted bel ow
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S T I dememmememeeaaaas S RIS +
| Decimal | Keyword | Protocol | Reference |
S R TS o e e e oo T +
| 6 | TCP | Transmi ssion | RFC9293 |
| | | control | |
S TR Ry R . +
| 17 | UDP | User | RFC768 |
| | | datagram | |
S R TS o e e e oo T +
| 196- 250 | | User defined | [This |
| | | | docunent] |
S TR Ry R . +
| 252 | SUNHPAD | SUNH paddi ng | [This |
| | | and testing | docunent] |
S R TS o e e e oo T +
| 253 | | Experinentation | RFC3692 |
| | | and testing | |
S TR Ry R . +
| 254 | | Experinentation | RFC3692 |
| | | and testing | |
S R TS o e e e oo T +
| 255 | Reserved | | RFC3692 |
I I I I I
S TR Ry R . +

7. Security Considerations

SUNH i s a new network protocol explicitly designed for use in limted
domai ns. Border routers of linted domains can di scard packets with
SUWH headers based on their EtherType. Wthin the limted domain it
is expected that nodes are trusted. Oherw se, SUNH does not

i ntroduce any new security concerns.
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