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Abst r act

Thi s docunent specifies a Checksum Option for IPv6. This is a
Destination Option that allows a checksumto be computed over a

vari abl e nunber of bytes in the packet. The option allows the | CVPV6
checksumto be optional, and the UDPv6 checksumto be generally

opti onal

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 August 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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| Pv6 [RFC8200]. This

i ncludes a checksum coverage field and

If the option is

beyond that all owed by

t hat works

This is pertinent for

1. Introduction
Thi s docunent specifies a Checksum Option for
is a Destination Option that
checksumfield simlar to UDP-Lite [ RFC3828].
present then the checksumis conputed starting fromthe first byte of
the Destination Options header through the nunber of bytes indicated
by the checksum coverage. The checksum i ncludes coverage over a
pseudo header conposed of the |P addresses in the packet.
The Checksum Option allows the follow ng | CVPv6 checksum [ RFC4443] to
be optional, and generalizes the foll owi ng UDPv6 checksum of
Section 8.1 of [RFC8200] to be optional
[ RFC6935] .
1.1. Motivation
The notivation and goals for the | Pv6 Checksum Option are:
* Provide an optional checksum w th checksum coverage,
with any transport protocol.
* Alowthe | CMPv6 checksumto be optional.
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routers that wish to send ICMP errors but don’t have the
capability to efficiently cal cul ate checksuns over hundreds of
byt es.

* Allowthe UDPv6 checksumto be generally optional. The Checksum
Option allows the UDPv6 checksumto be zero outside of use with
UDP tunnels. Also, the Checksum Option allows partial coverage
simlar to UDP-lite.

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
2. Protocol fornmat
The Checksum Option is a Destination Option with the format:
0 1 2 3

01234567890123456789012345678901
e S S i S S S S S

I Opt Type | Opt Len I
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Checksum Cover age | Checksum

T S e s o S e T St S S S S S St

Opt Type
The Option Type is TBD. The highest-order two bits MJST be 10,
01, or 11 to indicate that the packet MJST be dropped if the
option type is unrecogni zed. The third-highest-order bit MJST be
0 to indicate that the option may not change en route.

Opt Len
The Option Length is set to 4.

Checksum Cover age
The nunber of bytes, counting fromthe first byte of the
contai ning Destination Options header, that are covered by the
checksum

Checksum
The 16-bit one’s conplement of the one’s sum of a pseudo-header of
information collected fromthe | P header and over the nunber of
byt es specified by the Checksum Coverage (starting fromthe first
byte of the containing Destination Options header), virtually
padded with a zero byte at the end (if necessary) to make a
multiple of two bytes.
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The Checksum Option includes coverage for a pseudo header consisting
of the I P addresses in the packet. The format of the pseudo header
is:

3.

3. 1.

0 31
ST +
I I
| | Pv6 Source Address |
| |
I I
O +
I o I
| | Pv6 Destination Address |
I I
| |
o e m e e e e e e e e e e e e mo oo +
Qperation

Sender operation

The procedures for setting the Checksum option are:

1.

A sender creates the option in a packet. The Option Type field
is set with an appropriate option type. The Checksum Option
SHOULD NOT be set in Destination Options before the Routing
header .

The Checksum Coverage field is set to nunber of bytes covered by
the checksum The Checksum Coverage field MJST be | ess than or
equal to the length of the I P packet starting fromthe first byte
of the Destination Options header.

The Checksumfield is set to zero for conputing the checksum

The ones’ conpl ement sum over the pseudo header is conputed.
This covers the source and destination | P addresses.

The ones’ conpl ement sum over the bytes starting fromthe first
byte of the Destination Options header for the nunber of bytes
set in the Checksum Coverage field is conputed. Note that any
other options in the Destination Options header as well as any
data followi ng the Destination Options header that is covered by
the checksum MUST be set before checksum computation

The results of set #4 and step #5 are ones’ conpl ement sunmmed and
a sixteen bit value is produced. The 'not’ of the value is set
in the Checksum field.
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3.

4.

4.

4.

2

1.

1.

Recei ver operation
The procedures for processing the Checksum Option are:

1. If the value in the Checksum Coverage field is greater the length
of the packet starting fromthe first byte of the Destination
Options header then that is considered an error. |In this case
the packet is discarded, and if the high-order two bits of the
Option Type is 10 or 11 then the receiver MAY send a Paraneter
Pr obl em nessage with code 0 ("erroneous header field
encountered") back to the sender

2. The ones’ conpl enent sum over the pseudo header is conputed.
This covers the source and destination |P addresses.

3. The ones’ conplenment sum over the bytes starting fromthe first
byte of the Destination Options header for the nunber of bytes
set in the Checksum Coverage field is conputed

4. The results of set #2 and step #3 are ones’ conpl ement sunmed and
a sixteen bit value is produced. |If the resultant value is equa
to all ones (OxFFFF) then the checksumis valid and the packet
may be accepted. |If the resultant value is not all ones then the
checksumis invalid. In this case, the packet MJST be discarded,
and if the highest-order two bits of the Option Type is 10 or 11
then the receiver MAY send and Paraneter Problem nessage with
code 0 ("erroneous header field encountered") back to the sender

Optional | CVMP and UDP checksuns

The |1 CWPv6 checksum and UDPv6 checksum are optional with the Checksum
Option per the requirements in this section

| CMP checksuns

If a Destination Options header containing a Checksum Opti on

i medi ately precedes an | CMP header, that is the Next Header field of
the Destination Options header is equal to 1, then requirenents of
the 1 CGvWP checksum are nodifi ed.

1. Sender requirenents

The | CVMPv6 checksum MAY be set by a sender to be skipped. This is
done by setting a Checksum Option in the Destination Options header
i medi atel y preceding the | CVPv6 header and setting the | CMPv6
checksumfield to 0. Effectively, this nakes the | CMPv6 checksum
opti onal
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4.

4.

4.

If the Checksum Option is present in the Destination Options header
i medi ately preceding the | CvPv6 header, the | CMPv6 checksumis being

comput ed, and the conmputed checksumis zero, then the I CMP checksum
field is set to all ones (OxFFFF).

1.

1.

2

2. Receiver requirenents

If 1CVMPv6 checksumis zero in a received packet and the | CMPv6 header
is preceded by a Destination Options header containing the Checksum
Option then the packet MAY be accepted wi thout further consideration
of the | CWP checksum

If the |CMPv6 checksumis non-zero then the checksum processed as
normal regardl ess of whether the Checksum Option is present.

3. Considerations

The requirements for optional |ICMPv6 checksuns are sinilar to those
for a optional UDPv6 checksunms described in Section 5 of [ RFC6936]
with a few anmendnents.

* Since the Checksum Option includes the checksum over the pseudo
header this mitigates concerns of packet m sdelivery.

* A sender MAY include the | CMP header in the checksum coverage of
the Checksum Option. This provides protection of the | CVMP header.

* A sender MAY include sone nunber of bytes of the ICMP payload in
the checksum coverage of the Checksum Qption. This could, for
i nstance, include coverage of the |IP headers and naybe transport
| ayer headers of the invoking packet.

* It is optional at a receiver to accept | CMPv6 packets with a zero
checksum The default behavi or SHOULD be to not accept packets
with a zero | CVPv6 checksum

UDP checksumns

If a Destination Options header containing a Checksum Operation

i medi ately precedes a UDP header, that is the Next Header field of
the Destination Options header is equal to 17, then the requirenents
of the UDP checksum are nodifi ed.

Her ber t Expi res 24 August 2025 [ Page 6]



I nternet-Draft | Pv6 Csum Option February 2025

4.2.1. Sender requirenents

The UDPv6 checksum MAY be set by a sender to be skipped. This is
done by setting a Checksum Option in the Destination Options header
i medi ately preceding the UDPv6 header and setting the | CMPv6
checksumfield to 0. Effectively, this nakes the UDPv6 checksum
general |y opti onal

4.2.2. Receiver requirenents

If a UDPv6 checksumis zero in a received packet and the UDP header
is immedi ately preceded by a Destination Options header containing
the Checksum Option then the packet MAY be accepted without further
consi deration of the UDP checksum

If UDPv6 checksumis non-zero then the checksumis processed nornally
regardl ess of whether the Checksum Option is present.

4.2.3. Considerations
[ RFC6936] permits a zero UDPv6 checksumto be used with UDP tunnels.
This specification extends that to allow the UDPv6 checksumto be
zero in non-UDP tunnel scenarios. The requirenments of Section 5 of
[ RFC6936] are generally applicable to the protocol of this
specification with the foll owi ng anendnents.

* Since the Checksum Option includes the checksum over the pseudo
header that mitigates concerns of packet m sdelivery.

* The Checksum Coverage all ows alternate coverage. A sender MAY
ensure that the UDP header is covered by the Checksum Opti ons.

5. Security Considerations
Thi s specification does not introduce any new security concerns.

6. | ANA Consi derations
IANA is requested to allocate an | Pv6 Destination type for the
Checksum Option in the "Destination Options and Hop- by-Hop Options"

registry within the "Internet Protocol Version 6 (lIPv6) Paraneters"
registry group [l ANA-DESTOPT]. Variants are:

Her ber t Expi res 24 August 2025 [ Page 7]



I nternet-Draft | Pv6 Csum Option February 2025

S S RIS . S RIS +
| Hex Value | Binary value | Description | Reference |
| | act chg rest | | |
S S S S +
| TBD | o1 0 xxxxx | Checksum | This docunent |
| | | option | |
S IR I IRy I I IRy +
| TBD | 10 0 xxxxx | Checksum | This document |
| | | option | |
S S S S +
| TBD | 11 0 xxxxx | Checksum | This docunent |
I I | option I I
S IR I IRy I I IRy +

7. Ref er ences
7.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(1 Pv6) Specification", STD 86, RFC 8200,
DO 10.17487/ RFC8200, July 2017,
<https://www.rfc-editor.org/info/rfc8200>.

7.2. Informative References

[ | ANA- DESTOPT]
"Destination Options and Hop-by-Hop Options",
<https://wwv. i ana. or g/ assi gnnent s/ i pv6- par anet er s>.

[ RFC3828] Larzon, L., Degermark, M, Pink, S., Jonsson, L., Ed., and
G Fairhurst, Ed., "The Lightwei ght User Datagram Protocol
(UDP-Lite)", RFC 3828, DO 10.17487/ RFC3828, July 2004,
<https://ww.rfc-editor.org/info/rfc3828>.

[ RFC4443] Conta, A., Deering, S., and M Gupta, Ed., "Internet
Control Message Protocol (1CWMPv6) for the Internet
Protocol Version 6 (IPv6) Specification", STD 89,
RFC 4443, DO 10. 17487/ RFC4443, March 2006,
<https://ww.rfc-editor.org/info/rfc4443>.

Her ber t Expi res 24 August 2025 [ Page 8]



Internet-Draft

[ RFC935]

[ RFC6936]

| Pv6 Csum Option February 2025

Eubanks, M, Chinmento, P., and M Wsterlund, "IPv6 and
UDP Checksuns for Tunnel ed Packets", RFC 6935,

DA 10.17487/ RFC6935, April 2013,
<https://ww.rfc-editor.org/info/rfc6935>.

Fairhurst, G and M Westerlund, "Applicability Statenent
for the Use of | Pv6 UDP Datagrams with Zero Checksuns",
RFC 6936, DO 10.17487/ RFC6936, April 2013,

<https://www. rfc-editor.org/info/rfc6936>.

Aut hor’ s Addr ess

Tom Her bert
Los Gat os,
Uni ted Stat

C“Af
es of America

Emai | : tom@ner bertl| and. com

Her bert

Expi res 24 August 2025 [ Page 9]



