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1. Introduction

Thi s docunent specifies a protocol to allow intermedi ate nodes to
renove | Pv6 Hop-by-Hop Options headers or Routing headers from
packets inflight.

Current data suggests that there are very high drop rates for packets
wi th Hop-by-Hop Options sent over the Internet. The goal of this
protocol is to reduce the probability of the packet being dropped by
a downstream node w thout reducing functionality, thereby inproving
the viability and usability of Hop-by-Hop Options.

A second goal is to allow renoval of Hop-by-Hop Options headers and
Rout i ng headers when packets egress a limted domain in order to
limt exposure of data to only those nodes that legitimtely need to
process it. This an alternative to discarding packets at an egress
router of alimted domain and facilitates the use Hop-by-Hop Options
or Routing headers for the portion of a packet’'s delivery path within
a source’s limted domain

This specification is limted only to renoval of the whol e Hop-by-Hop
Opti ons header or Routing header. It does not set requirenents for
renovi ng i ndi vi dual Hop-by-Hop options in a Hop-by-Hop Options
header, nor does it specify any nmethod for routers to insert a Hop-

by- Hop Options header, options in a Hop-by-Hop header, or a Routing
header in packets.

I f approved, this docunent updates [RFC8200].

1.1. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Motivation

This section provides the notivations for allow ng internedi ate nodes
to renmove Hop-by-Hop Options or Routing headers from packets.

2.1. Hop-by-Hop Options drop rate

The | atest neasurenents indicate that packets with Hop-by-Hop Options
have hi gh drop rates when sent on the Internet. From[APN C EH:

| The HBH option was experiencing an average packet drop rate of
| 99.5%across all HBH option sizes
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The reported drops rates for Hop-by-Hop Options are greater than that
of packets with Destination Options headers or Fragnment headers. An
expl anation for this difference is that Hop-by-Hop Options are

i ntended to be processed by internediate nodes in a network, and
hence a network operator may be notivated to drop packets w th Hop-
by- Hop options entering their network fromuntrusted sources to
protect their infrastructure. This is nmentioned in [RFCI098] as a
reason that packets containing |IPv6 Hop-by-Hop Options are dropped:

| The Hop-by-Hop Options header has been particularly challenging
| since, in nbst circunstances, the correspondi ng packet is punted
| to the control plane for processing. As a result, many operators
| drop IPv6 packets containing this extension header [ RFC7872].
| [RFC6192] provides advice regarding protection of a router’s
| control plane.

G ven that there doesn’t seemto be an easy fix to make Hop- by- Hop
Options work over the Internet, the commonly proposed alternative is
to limt use of Hop-by-Hop Options to limted domains [RFC8799]. It
shoul d be noted that Hop-by-Hop Options are only useful when at | east
some of nodes in the path process them so a network operator would
likely only deploy routers that process Hop-by-Hop Options if they
perceived there is sonme benefit. |If a network supports val ue add
services that use Hop-by-Hop Options, it stands to reason that
packets wi th Hop-by-Hop Options wouldn’t be dropped while their
within the limted domain of the network operator.

If a destination is not within the limted domain, a source host

m ght still desire to use Hop-by-Hop Options to affect packet
processing in the part of the path that is within the source’s
limted domain. To facilitate this, a packet mght be created with
Hop- by- Hop Options, the packet traverses the |local network to an
egress router, and at the egress router the Hop-by-Hop Options header
is renoved fromthe packet and the packet is forwarded outside of the
limted domain without Hop-by-Hop Options.

2.2. Routing domain firewalls

VWhen a host sends a packet with a Routing header, for exanple a
Segnent Routing header [RFC8754], the internediate destinations are
considered to be in the sane linited domain. For exanple, in Segnent
Routing all of the internedi ate destinations in a Segment Routing
header nust be in the sane segnent routing domain

The final destination of a Routing header might not be in the routing
domain. It may, in fact, be outside of the limted domain. An
exanpl e use case of this would be if a Routing header was used to
route a packet to an egress router of the domamin. The egress router
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woul d be the penultimate destination in the segnent list such that
the Segnments Left field is set to zero and all downstream nodes woul d
ignore the Routing header. In this case, a packet can forwarded
beyond the limted domain wthout a routing header and no inpact on
behavi or.

Renovi ng extensi on headers
1. Rempoval by egress routers

To contain the Hop-by-Hop Options and Routing header to their linited
domai n, this specification proposes that egress routers nay renpve

t he extension headers from packets before forwarding them beyond the
limted domain.

Hop- by-Hop Options woul d be renoved by an egress router in order to
increase the |likelihood that packets sent with Hop-by-Hop Options are
successfully delivered. The assunption is that the Hop-by-Hop
Options are typically not useful beyond the limted domain

A Routing header would be renoved at an egress router when its being
used to route a packet froma host beyond the |limted domain. Wen
the penultinate destination processes the routing header, it sets the
final Destination Address and Segnents Left to zero, so at that point
the Routing header can be renoved without inpacting downstream
processi ng of the packet.

2. Renoval by ingress routers

Hop- by- Hop Options could be renoved from packets by ingress routers
as an alternative to the current common practice of dropping the
packets with Hop-by-Hop Options. |In this case, the network operator
doesn’t process Hop-by-Hop Options, or it only processes Hop-by-Hop
Options fromsource hosts in the |ocal donmain that it trusts.
Renovi ng Hop- by-Hop Options instead of dropping them all ows packets
to be delivered without |oss of functionality or risk to the network
infrastructure. Note that renoving Hop-by-Hop Options has the same
operational effect in routers as ignoring themwhich is permtted by
[ RFC8754] and [ RFC9673] .

2.4. Alternatives to Extension Header renoval

This section discusses sone of the alternatives to extension header
renoval that have been proposed.
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2.4.1. Host routing

It is conceivable that a host network stack could nmaintain routes to
destinations or networks with an indication that the destination is
within the limted domain. So when a packet is being created, the
routing table could be consulted to deternine if it's safe to send
packets wi th Hop-by-Hop Options to the destination

The main drawback of this approach is that it requires significant
changes to the host networking stack: in the routing infrastructure,
the APIs presented to the application to set Hop-by-Hop Options, and
probably applications thensel ves need changes. Additionally, in al
but trivial network topologies it won't be obvious just given an
address whether the destination is in the same limted domain as the
host. In sonme sinpler topologies, it mght be possible to configure
hosts with all the network prefixes that belong to the limted
domai n, however for a nore conpl ex topol ogy hosts may need to
participate in a routing protocol or a discovery protocol with the
net wor k.

2.4.2. Probing

Capabi lities probing has been successfully enployed in other contexts
such as "Happy Eyeballs" for IPv6. Probing could sinilarly be used
to determine the viability of Hop-by-Hop Options to a destination

In this case, a host could probe each destination to determne if
Hop- by-Hop Options are viable. The advantage of this nmethod is that
it requires no special assistance fromthe network.

The main drawback of this approach is the conplexity in the host
stack and applications. Probing assunes bidirectiona

communi cati ons, state needs to be maintained for each destination or
flow, procedures need to be specified for probing, and considerations
need to be nmade for route changes that mght affect the disposition
of packets with Hop-by-Hop Options in the network. Additionally, the
i mpl erentation for probing would be different for UDP and TCP

probing in the UDP case would nost |ikely need support in the
application and userspace libraries, probing for TCP would |ikely
need to be supported in the Operating System ker nel
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2.4.3. 1PinlP Encapsul ation from source

In order to use Hop-by-Hop Options in the part of the path in a
limted domain, a source host may encapsul ate the packet in an IPinlP
encapsul ati on [ RFC2473]. The outer |Pv6 header would contain the
Hop- by- Hop Opti ons header and the destination would be the address of
an egress router for the limted domain. At the egress router, the
packet woul d be decapsul ated and the packet can be forwarded without
Hop- by- Hop Opti ons.

The nmain problemto this approach is that the sendi ng host woul d need
to know the correct Destination Address to set in the encapsul ating
header; that is, the host woul d need to know the address of the
correct egress router for the packet. That information is not
normal |y avail able to hosts and m ght not even be available to

i ntermedi ate nodes including the first hop router. 1In a conplex,

mul ti-homed, network topology that m ght support nobile hosts, the
only way to deternine the current egress router for a packet nmay be
to actually route through the network to the external destination
addr ess.

If the network did maintain the association between destinations and
the egress router then conceptually it could share that infornmation
with hosts using a routing protocol or discovery protocol. This

i nformati on could be saved in an augnented routing table on the host
simlar to that described in Section 2.4.1

If the network provides the addresses of egress routers that is
potentially divul ging network topol ogy information to the hosts and
coul d be considered a security risk

Concei vably, a host could be configured with a single anycast address
to be used as Destination Address of the egress router when

encapsul ating. |If the host routing table includes limted domain
information, as described in Section 2.4.1, then this would be
sufficient to route packets to an egress router. In this case

t hough, the anycast address represents a default router which mnight
not be the same one had the packet been routed based on its fina
destination-- this could be suboptinmal routing or cause out-of-order
packets if not all packets of a flow are encapsul at ed.

This solution is conplex froma host inplenmentation point of view

An | PinlP encapsul ati on adds at |east forty bytes of overhead to the
packet, which reduces the effective MU for the application and
requires special end host processing that may be prohibitive on | ow
end devices. Even if an anycast address is configured, a host stack
will need to maintain routing information to deterni ne which packets
need to be encapsul ated. Furthernore, setting the Hop-by-Hop Options
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is done by the application without regard to whether the packet is
bei ng encapsul ated. Wen a packet is sent and it needs to
encapsul ated, the host stack will need to renove the Hop-by-Hop
Options fromthe original packet and set themin the encapsul ating
| Pv6 headers.

2.4.4. 1PinlP Encapsul ation from egress router

Anot her sol ution using |IPinlP encapsul ati on woul d be for an egress
router to encapsul ate a packet containing Hop-by-Hop Options in
IPinlP. The outer |Pv6 header contains no Hop-by-Hop Options and the
i nner | Pv6 header contains the options. The Destination Address of
the outer and inner |P headers are the sane.

This solution is not robust since the encapsul ation increases packet
size and reduces the Path MIU seen by the sender which can cause
systenmatic packet drops. For exanple, suppose a host sends a packet
with mni mum MU si ze of 1,280, and an egress router encapsul ates the
packet so that its length increases to 1,320 bytes. |If a downstream
router has link MIU of 1,280 then the packet will be dropped since
its length exceeds the Iink MU Since the host sent a m ni mum MU
sized packet, it cannot fallback to a smaller MIU usi ng PLMIUD hence
there is no recovery. Note the encapsulation is being done when
packet egress a domain and there is no expectation that all the
potential paths outside of the donmain have a | arge enough MIU to
acconmodat e encapsul ati on

Sendi ng encapsul at ed packets into the Internet requires that they can
successfully transit the Internet. |PinlP encapsulation nunber coul d
be filtered by sone networks (simlar to how networks can bl ock
packets w th Hop-by-Hop Options header). Using a UDP encapsul ati on,
such as VXLAN [ RFC7348], mnight have better success than IPinlP

Al'l potential receivers would need to do decapsulation. This could
be nodel ed as an anonynous encapsulation. Currently, this is not
enabl ed on comodity host stacks, and would be a najor change in
depl oynent .

Packets to a destination may undergo Network Address Translation such
that the outer addresses might not match the inner addresses of an
encapsulation. If a flow contains a mx of encapsul ated and non-
encapsul ated packets then the destination may view packets in the
same flow as being in different flows. In order to prevent this, a
router could encapsul ate all packets, but that would be very costly
for what is currently a narrow use case
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3.

Argunments against in-flight extension header renoval

Section 4 of [I-D.smth-6man-in-flight-eh-insertion-harnful] presents
the problens of in-flight extension header renpbval in the context of
ext ensi on headers being inserted in-flight. |If extension headers are
inserted in-flight then it is expected that those headers are renpved
before exiting the domain in which they were inserted. Failure to
renove inserted extension headers could have detrinmental behaviors

i nclude systematic packet drop and and | eaking sensitive information
outside of a limted domain.

This specification only allows renoval of extension headers that were
created by the source host, so the problens related to failing to
renove inserted extension headers are not directly rel evant.

However, the effects of failing to rempove non-inserted extension
headers that we’'re intended to be renoved by the operator can stil

be consi der ed.

[1-D.snith-6man-in-flight-eh-insertion-harnful] describes the
possi bl e causes of extension header renoval to fail

* | nplenmentation bugs
* Partial Node Failure
* (Qperator Configuration Error

Wth respect to renoving non-inserted extension headers, the effects
of these different failure nodes are the sane.

G ven the current data, the npbst probable effect when extension
headers are not renoved as intended is that those packets will be
dropped in the Internet. Since the primary purpose of dropping Hop-
by-Hop or Routing headers is to avoid packet loss, failure to renove
an extension header does not introduce any new detrinental or
incorrect behavior. |f extension headers aren’t renoved as intended
then they may be processed by the network instead of dropped; this
behavior is also correct and protocol conformant.
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The secondary purpose for renpving extension headers in-flight is to
avoi ding | eaking information outside of a limted domain. If an
egress router fails to renobve an extension header then sensitive
informati on may be exposed and this is a security risk. However,
even without extension header renoval, a firewall would still be
needed to bl ock packets wi th Hop-by-Hop Options or Routing headers
fromleaving the linited domain in order to enforce security policy.
There is no reason to believe that a firewall that bl ocks packets
woul d be no | ess susceptible to bugs, partial node failures, or
configuration errors than one that renoves extension headers and
forwards packets.

Consi der ati ons
1. Reflection of Hop-by-Hop Options

Sone Hop-by-Hop options are designed to be reflected by a renote host
back to the sender. For exanple, | OAM Loopback [ RFC9332] is used to
report neasurenments on the forward path of a sender, and the M ni mum
Pat h MIU Hop- by-Hop Option [RFC9268] returns the path MIU of the
forward path to a sender. Note that Hop-by-Hop Options reflection is
not guaranteed and hence is an opportunistic nechanism hence it
cannot be assuned that options will always be properly reflected.

In the case that an intermnmedi ate node renpoves Hop-by-Hop Opti ons,
reflection won’t happen since the destination host does not see the
Hop- by-Hop option to be reflected. A sender should be cogni zant of
this and may want to limt the use of options that require reflection
to destinations that it knows are in the same linmited donmin as
itself.

2. End host processing of Routing Headers

Per [ RFC8200], "If Segnents Left is zero, the node nust ignore the
Rout i ng header and proceed to process the next header in the packet".
Ef fectively, this neans once the | ast segnent has been processed and
the final destination is set then the routing header carries no
useful information to any downstream nodes, so renoval of the

ext ensi on header doesn’t affect how the packet is processed.

A possi bl e exception is that the destination host may elect to

val idate the Routing header. For instance, the end host nay validate
the HVAC TLV in a Segnent Routing header. Since routing headers are
most likely used only in limted domains, which is an explicit

requi renent in Segnment Routing, the network nodes processing the
routing header should know if the final destination participates is
required to validate the routing header-- if it’'s not then the header
can be safely renoved
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4. 3. ICMP errors

VWhen an I CVWP error nessage is sent for a packet with renoved

ext ensi on headers, the packet headers in the ICVWP data will be
different then what the host sent. Operationally, this should not be
an i ssue since a sender doesn’t nornally need to correlate | CWP
errors to packets that were originally sent with Hop-by-Hop options
or a Routing header, host stacks don't typically maintain sufficient
state to nake a precise correlation

4.4. Use with Authentication Header

In-flight renoval of Hop-by-Hop Options or the Routing header is
inconpatible with the Authentication Header. A node may attenpt to
detect the presence of an Authentication header and one is present it
can take sone other action than renoving the Hop-by-Hop Options or
the Routing header. Note that the Authentication Header is
essential ly deprecated.

5. Requirenents

An internedi ate node MAY renove a Hop-by-Hop Options extension header
froma packet if the followi ng conditions are net:

* The Payl oad Length of the packet is non-zero and the Hop-by-Hop
options does not include a Junmbo Payl oad Option (if the packet
contains a Junbo Payl oad option then the Payl oad Length should be
Zer o)

* The packet does not contain an Authentication Header. This is an
optional condition as it is not required that a node scans the
| Pv6 header chain to determine if an Authenticati on Header is
present. If it is unknown whether the packet contains an
Aut hentication Header then it is the discrection of the node to
proceed with renoving the Hop-by-Hop Options header or take sone
ot her action such as discarding the packet.

An internedi ate node MAY renove a Routing header extension header
froma packet if the followi ng conditions are net:

* The Destination Address has been set to the address of the fina
destination and the Segnments Left field is zero

* The final destination is not required to process or validate the
Rout i ng header

* The routing header does not contain options (segnent routing TLVs
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for instance), or the destination host doesn’t need to process or
val i date the options.

* The packet does not contain an Authentication Header. This is an
optional condition as it is not required that a node scans the
| Pv6 header chain to determine if an Authenticati on Header is
present. If it is unknown whether the packet contains an
Aut hentication Header then it is the disrection of the node to
proceed with renoving the Routing header or take sone other action
such as discarding the packet.

Pr ocedur es

Thi s section describes the procedures for renoving a Hop-by-Hop
Options header, renmoving a Routing header, and renoving a Hop-by-Hop
Opti ons header and Routing header at the sane tine.

1. Renpving a Hop-by-Hop Options Header
The procedures for renmoving a Hop-by-Hop Options header are:

1. Save the value in the Next Header field of the Hop-by-Hop Options
header in a tenporary variable

2. Determine the Iength of the Hop-by-Hop Options header and save in
a tenporary variable. This is equal to the value of the Hdr Ext
Len field times eight plus eight

3. Copy the I Pv6 header with Iength forty bytes to the offset in the
packet equal to the |length of the Hop-by-Hop options header that
was determined in step 2

4. Set the Next Header field in the copied | Pv6 header to the val ue
saved in step 1

5. Subtract the length of the Hop-by-Hop Options header (determ ned
in step 2) fromthe Payload Length in the copied | Pv6 header
Set the result as the Payload Length in the copied | Pv6 header

An exanpl e of renobving Hop-by-Hop Options header is shown in the
di agrans bel ow.

The di agram below illustrates shows an exanple TCP/ I Pv6 packet with a
Hop- by- Hop Opti ons header. The Payl oad Length is 1200 bytes and the
| ength of the Hop-by-Hop Options header is sixty-four bytes.
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The di agram below illustrates the packet after the Hop-by-Hop Options
header has been renoved. Note that the Payload Length is now 1,136

bytes which is the original payload | ength mnus the length of the
Hop- by- Hop Opti ons header that was renoved.

Her ber t Expires 5 July 2026 [ Page 13]



I nternet-Draft I nflight-EH Renoval January 2026

6.

2.

T e L o o o e i i s it NN R SR S B S
| Version| Traffic Cdass | Fl ow Label
B i T S S I il T sl i i
| Payl oad Length = 1136 | Next Hdr =
L o i T S e e

B it (T B T TR

6 | Hop Limt

R O el It o S S
Sour ce Address

B T T e e ik e e s S S e i S T S S S S

Desti nati on Address

T S S i Sl S S S S T wi S S S e S A

T+ +— +— +— +— +— +— +—

T+t +— +— +— +— +—

TCP packet and payl oad
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Renovi ng a Routi ng Header

The procedures for renoving a Routing header are:

1.

Save the value in the Next Header field of the Routing header in
a tenporary variabl e

Determine the offset of the first byte of the Routing header
This is equal to the forty plus the sumof |engths of any
ext ensi on headers that precede the Routing header

Determ ne the length of the Routing header and save in a
tenporary variable. This is equal to the value of the Hdr Ext
Len field times eight plus eight

Copy the I Pv6 and any extension headers preceding the Routing
header to the offset in the packet equal to the length of the
Routing header (determined in Step 3), where the nunber of bytes
copied is equal to the offset deternmined in step 2
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5. If there are no preceding extensi on headers then set the Next
Header field in the copied | Pv6 header to the value saved in step
1, else if there are precedi ng extension headers then set the
Next Header field in the extension header that imediately
preceded the Routing header to the value save in step 1.

6. Subtract the length of the Routing header (determined in step 2)
fromthe Payl oad Length in the copied | Pv6 header. Set the
result as the Payload Length in the copied | Pv6 header

An exanpl e of renobving a Routing header is shown in the diagrans
bel ow.

The di agram below illustrates shows an exanple TCP/IPv6 packet with a
Routi ng header. The Payl oad Length is 1400 bytes and the | ength of
the Routing header is 160 bytes. The Segnents Left field is set to
zero so that the Routing header may be renoved
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T e L o o o e i i s it NN R SR S B S
| Version| Traffic Cdass | Fl ow Label

i T s T i T S S I S i (T S S S e S
| Payl oad Length = 1400 | Next Hdr = 43| Hop Limt
i e T L T i i T S e i NI RIS SR S

Sour ce Address

B S T S S s i S e S T it SN S SR o

Desti nati on Address

]
+

]
+

]

]
+

]

B S e Th s ol I S S S S S S S i o
| EHLen =19 | Routing Type | Segs Left =0
B S S ik s i i SIS N S T T S T
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X
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1
+
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+ o +

|
+
|
+
|
+ 11+
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I i e T i R i i

type-specific data

I I

e L o i e S  th o i R S

I I

TCP packet and payl oad

I I

e L o i e S  th o i R S
The diagram below illustrates the packet after the Routing header has
been renoved. Note that the Payload Length is now 1,240 bytes which

is the original payload length mnus the I ength of the Routing header
that was renoved.
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6. 3.

T e L o o o e i i s it NN R SR S B S
| Version| Traffic Cdass | Fl ow Label
B i T S S I il T sl i i
| Payl oad Length = 1240 | Next Hdr =
L o i T S e e

B it (T B T TR

6 | Hop Limt

R O el It o S S
Sour ce Address

B T T e e ik e e s S S e i S T S S S S

Desti nati on Address

T S S i Sl S S S S T wi S S S e S A

T+ +— +— +— +— +— +— +—

T+t +— +— +— +— +—

TCP packet and payl oad
B i s T T i i o S o T Ji I

Renovi ng both Hop-by-Hop Options and a Routing Headers

The procedures for renoving both a Hop-by-Hop Options header and a
Rout i ng header where the Routing header i mmediately follows the Hop-
by- Hop Options header:

1.

Save the value in the Next Header field of the Routing header
ext ensi on header in a tenporary variabl e

Determ ne the |l ength of the Hop-by-Hop Options header and save in
a tenporary variable. This is equal to the value of the Hdr Ext
Len field tinme eight plus eight

Determ ne the length of the Routing header and save in a
tenporary variable. This is equal to the value of the Hdr Ext
Len field time eight plus eight
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4. Copy the IPv6 header with Iength forty bytes to the offset in the
packet equal to the length of the Hop-by-Hop Options header
(determined in step 2) plus the length of the Routing header
(determined in step 3)

5. Set the Next Header field in the copied | Pv6 header to the val ue
saved in step 1

6. Subtract the length of the Hop-by-Hop Options header plus the
| ength of the Routing header (values deternmined in step 2 and
step 3) fromthe Payload Length in the copied | Pv6 header. Set
the result as the Payload Length in the copied | Pv6 header

An exanpl e of renoving a Hop-by-Hop Options header a Routing header
is shown in the diagrans bel ow.

The diagram below illustrates an exanple TCP/IPv6 packet with both a
Hop- by- Hop Opti ons header and a Routing header. The Payl oad Length
is 1,300 bytes, the length of the Hop-by-Hop Options header is sixty-
four bytes, the length of the Routing header is 160 bytes. The
Segnments Left field is set to zero so that the Routing header may be
removed.
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7.

The di agram below illustrates the packet after the Hop-by-Hop Options
header and the Routing header have been renpved. Note that the

Payl oad Length is now 1,076 bytes which is the original payl oad

Il ength mnus the length of the Hop-by-Hop Options header and the
Routi ng header that were renoved.

T e L o o o e i i s it NN R SR S B S
| Version| Traffic Cass | Fl ow Label
B i T S S I il T sl i i
| Payl oad Length = 1076 | Next Hdr =
L o i T S e e

B it (T B T TR

6 | Hop Limt

R O el It o S S
Sour ce Address

B T T e e ik e e s S S e i S T S S S S

Desti nati on Address

T S S i Sl S S S S T wi S S S e S A

T+ +— +— +— +— +— +— +—

T+t +— +— +— +— +—

TCP packet and payl oad
I

B i s T T i i o S o T Ji I
I mpl enent ati on Consi derati ons

Renoval of extension headers must be efficient and considered a "fast
pat h" operation in a router [RFC9673]. The nobst conputationally
compl ex part of renoving extension headers is noving the | Pv6 header.
There are two nethods to nove the bits of the I Pv6 header: nenory
copy and scatter/gather.
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7.1. Copying the | Pv6 Header

Ext ensi on header rempval can be acconplished by performng a data
copy of the IPv6 header (forty bytes) to the offset after the

ext ensi on header being renoved nminus forty bytes. Since the nunber
of bytes being noved is relatively snmall and fits within a typica
cacheline, the data copy is anenable to efficient inplenentation in
hardware or software. Once the copy conpletes, the pointer to the
packet is advanced by the I ength of data renoved. Note that an

i npl ementati on nay choose to nove the link |ayer header as well

7.2. Scatter/gather

Scatter/gather allows a packet to be constructed froma list of
menory buffers where each buffer has a data pointer and |l ength. To
use scatter/gather for extension header renoval, a receiver m ght
enpl oy header/data split to store the packet as two buffers in
menory: the first buffer contains the link layer and | Pv6 headers,
and the second buffer contains the data followi ng the | Pv6 header.
Renovi ng an extension headers entails advancing the pointer to the
second buffer by the length of the extension header being renoved.

8. Updates to RFC8200

[ RFC8200] is updated to allow inflight removal of Hop-by-Hop Options
and the Routing header.

The followi ng text replaces the third paragraph of Section 4 of
[ RFC8200] (where [ THI S- DRAFT] woul d be replaced by a reference to the
RFC for this draft).

OLD (RFCB8200)

| Ext ensi on headers (except for the Hop-by-Hop Options header)

| are not processed, inserted, or deleted by any node along a

| packet’s delivery path, until the packet reaches the node (or

| each of the set of nodes, in the case of multicast) identified
| in the Destination Address field of the |Pv6 header.

NEW
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10.

11.

11.

11.

Ext ensi on headers (except for the Hop-by-Hop Opti ons header and
the Routing header) are not processed, inserted, or deleted by
any node al ong a packet’s delivery path, until the packet
reaches the node (or each of the set of nodes, in the case of
multicast) identified in the Destination Address field of the

| Pv6 header. A Hop-by-Hop Options header and a Routing header
may be renmoved from a packet by a node al ong a packet’s
delivery path per the requirements and procedures of [TH S
DRAFT] .

The foll owi ng should be inserted before the last third paragraph of
Section 4.4 of [RFC8200] (where [TH S-DRAFT] woul d be replaced by a
reference to the RFC for this draft).

NEW ( RFC8200)
| A Routing header may be renoved from a packet by a node along a
| packet’s delivery path per the requirenents and procedures of
| [ TH S- DRAFT] .
Security Considerations
Renovi ng Hop-by-Hop Options and Routing headers inflight is a
potential security advantage in that it reduces visibility of
sensitive data to untrusted parties. Oherwi se, this specification
does not introduce any new security concerns,
I ANA Consi derations
There are no | ANA considerations in this specification
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