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Abst ract

Thi s docunent deprecates Destination Options before the Routing
header. It also requires that if a Routing header is present in a
packet then it nust imediately follow the | Pv6 header or inmediately
foll ow the Hop-by-Hop Options header if an Hop-by-Hop Options header
is also present in the packet. These requirenents inply that at nost
one Routing header may be present in a packet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 July 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

Thi s docunent deprecates | Pv6 Destination Options before the Routing
header since there are no known depl oynents or uses for it. A
related requirenent is that if a Routing header is present then it
must imedi ately follow the I Pv6 header or inmmediately follow the
Hop- by- Hop Opti ons header if a Hop-by-Hop Options header is also
present. These requirenents inply that a packet may contain at nost
one Routing header.

1.1. Modtivation to deprecate DestOpts before the Routing Header

Destination Options before the Routing are defined by [ RFC8200] as a
Destination Options header with options that are processed by each
intermedi ate node in a Routing header and the final destination.
Destination options before the Routing header have not proven useful
and there is either very little or no deploynent. None of the | ANA
regi stered Destination options [|ANA-1PV6- PARAMS] are designed for
use as Destination options before the Routing header. Wile it’s
concei vabl e that soneone may be perform ng experiments with
Destination options before the Routing header using RFC3692-style
Experinment types, it does not seemlikely that any Destination
options intended to be in Destination Options before the Routing
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header will be standardi zed in the foreseeable future.

In lieu of using Destination Options before the Routing header to
convey optional information to each internmedi ate node, the Routing
header itself may contain its own options that are processed by each
intermedi ate node. This is the case of Segnent Routing (SRv6)

[ RFC8574] wherein TLVs as are defined as part of the SRv6 Routing
header. Since the Routing header can have its own options,
Destination options before the Routing header are redundant and
unnecessary. There are a handful of other Routing headers defined,
however they have |imted depl oynent and even if they are depl oyed
it’s not likely that Destination options before the Routing header
are al so used.

1.2. Modtivation to restrict the Routing header to one ocurrence and
follow | Pv6 or Hop-by-Hop options

If Destination options before the Routing header are elimnated then
the prescribed extension header ordering in [ RFC8200] becones | Pv6
header, foll owed by Hop-by-Hop Options, followed by the Routing
Header. The internediate nodes in a routing header are much nore
closer to routers than hosts in inplenentation, and in fact nodes
that process the routing header are effectively routers that are
often inmplemented in a hardware forwardi ng plane. Performance is
paranount so it’'s reasonable to require that the routing header be
set as as one of the first headers in a packet to avoid requiring an
implementation to fish through a stack of extension headers to find
the Routing header (if the Routing header isn't easily accessible
it'’s likely that an inplenentation would drop the packet).

If a Routing header nust follow the | Pv6 header or Hop-by-Hop options
header then that precludes the possibility of nmore than one Routing
header being present in a packet. |If it’'s desirable to route a
packet with nore than one Routing header then the packet can be
tunneled in I Pv6-1Pv6 encapsul ati on where the outer header contains
the first Routing header, and the inner header contains the second
Rout i ng header.

1.3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here
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2. Updates to RFC3200

Both the requirements for deprecating Destination Options before the
Routi ng header and requirenents for the ordering of the Routing
header relative to other extension headers can be specified as
updates to [ RFC8200].

The follow ng text replaces the list and notes of Section 4.1 of
[ RFC8200] .

OLD ( RFC8200)

| Pv6 header

Hop- by- Hop Opti ons header

Destination Options header (note 1)

Rout i ng header

Fragment header

Aut henti cation header (note 2)

Encapsul ati ng Security Payl oad header (note 2)
Destinati on Options header (note 3)
Upper - Layer header

that appears in the | Pv6 Destination Address field
pl us subsequent destinations listed in the Routing
header .

note 2: additional recommendations regarding the relative
order of the Authentication and Encapsul ating Security
Payl oad headers are given in [ RFC4303].

I
I
|
I
I
I
I
I
I
| note 1. for options to be processed by the first destination
I
I
I
|
I
I
|
| note 3: for options to be processed only by the final

| destination of the packet.

NEW

| | Pv6 header

| Hop- by- Hop Opti ons header

| Rout i ng header

| Fragnment header

| Aut henti cati on header (note 1)
| Encapsul ating Security Payl oad header (note 1)
| Destinati on Options header
| Upper - Layer header

|

I

I

I

note 1: additional recommendations regarding the relative

order of the Authentication and Encapsul ating Security
Payl oad headers are given in [ RFC4303].
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The followi ng text replaces the paragraph after the list and notes of
Section 4.1 of [RFC8200].

OLD ( RFC8200)

| Each extension header should occur at nost once, except for the
| Destination Options header, which should occur at npbst twice

| (once before a Routing header and once before the upper-I|ayer

| header) .

NEW
| Each extension header should occur at npbst once.

The following text replaces the fourth paragraph after the list and
notes of Section 4.1 of [RFC8200].

OLD ( RFC8200)

| | Pv6 nodes must accept and attenpt to process extension headers
| in any order and occurring any nunber of times in the sane

| packet, except for the Hop-by-Hop Options header, which is

| restricted to appear immediately after an | Pv6 header only.

| Nonet hel ess, it is strongly advised that sources of |Pv6

| packets adhere to the above recommended order until and unless
| subsequent specifications revise that recomendati on

NEW

| | Pv6 nodes must accept and attenpt to process extension headers
| in any order and occurring any nunber of tines in the same

| packet, except for the Hop-by-Hop Options and the Routing

| header. Hop-by-Options is restricted to appear inmediately

| after an | Pv6 header only, the Routing header is restricted to
| appear imediately after an I Pv6 header or immediately after a
| Hop- by- Hop Opti ons header. Nonetheless, it is strongly advised
| that sources of | Pv6 packets adhere to the above reconmended

| order until and unl ess subsequent specifications revise that

| reconmendat i on.

The followi ng text replaces the first paragraph of Section 4.4 of
[ RFC8200] .

OLD ( RFCB8200)
| The Routing header is used by an IPv6 source to |ist one or

nore internedi ate nodes to be "visited" on the way to a
| packet’s destination. This function is very simlar to |Pvd's
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5

5.

NEW

Loose Source and Record Route option. The Routing header is
identified by a Next Header value of 43 in the i mediately
precedi ng header and has the follow ng fornmat:

The Routing header is used by an IPv6 source to list one or
more internedi ate nodes to be "visited" on the way to a
packet’s destination. This function is very simlar to IPv4d' s
Loose Source and Record Route option. The Routing header, when
present, nust inmediately follow an | Pv6 header or inmrediately
foll ow a Hop-by-Hop Options header if it is also present. The
Routing header is identified by a Next Header value of 43 in
the i medi ately precedi ng header and has the foll owi ng format:

| ANA Consi der ati ons

There are no actions required for | ANA defined in this document.

Security Considerations

Thi s docunent does not introduce any new security concerns.
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