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Abst ract

Thi s docunent specifies the TLS Ti meToken Secure Protocol (tttps://),
a protocol extension that augments TLS 1.3 [ RFC8446] with
cryptographically verifiable tenporal ordering.

Internet infrastructure assunes that channels are passive: noise is
random and channel operators have no ordering preferences. This
assunption is structurally violated when ordering has econonic val ue
-- NTP servers, BGP routing authorities, DNS resolvers, and
transacti on sequencers all have incentive to m srepresent ordering.
Thi s docunent fornalises the problemas the Strategic Channe
Control l er Problem (SCCP), absent fromclassical infornmation theory.

Tenmporal ordering attacks are structurally nore acute for autononous
Al agents than for human participants: as agent reaction tines
converge toward symmetry, ordering advantage can no | onger be earned

t hrough superior human |l atency. No existing protocol -- including

Q n"2) BFT consensus, which tolerates but does not elimnate
Byzanti ne nodes -- provides a cryptographic pre-ingestion defense for
this case.

TTTPS introduces Proof-of-Time (PoT): a nulti-source synthesised
timestanp protected by the GRGintegrity pipeline (Golonb-Rice ->
Reed- Sol onon -> Gol ay(23,12,7) -> HVAC), whose stage ordering is

mat hemati cal |y necessary (Theorens 1-3 of the conpani on paper

[ POT2026]). PoT achi eves Byzantine tenporal elimnation at (1) per
record, independent of network size. An AdaptiveSw tch mechani sm
makes ordering mani pul ati on econom cally sel f-defeating; the
equilibriumthreshold is derived in closed formand enpirically
calibrated fromdepl oyed data (Section 6.4).

Depl oyment on Base Sepolia produces 70,000+ verified records; 55% are

gener ated by aut ononobus Al agents -- an unanticipated finding that
confirns the structural severity of the ordering problemin agent
econom es.

Thi s docunent has Experinental status. The GRG pipeline
specification will be published upon concl usi on of pendi ng patent
proceedi ngs (Section 12).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/1lid-abstracts. htm
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Thi s docunent is being discussed on the dispatch@etf.org
mailing list. The authors intend to request a Birds-of-a-
Feat her (BoF) session to explore working group formation for
tenporal ordering protocols. Conments and participation are
wel cone.

The Internet’s trust infrastructure rests on two pillars.
ldentity trust, solved by TLS/ PKlI, answers "who" sent a message.
Temporal trust remains unsolved at the protocol |evel: "when" did
a nmessage originate, in a manner no single party can falsify?

This gap was irrelevant in 1948 when Shannon nodel | ed channel s as
passive. It becane critical as networks were built by econonic
agents: NTP servers can bias timestanps to nmani pul ate financial
settlenment wi ndows; BGP routing authorities can reroute traffic
[ RFC4272]; DNS resolvers exploit tenporal priority. Autononous
Al agents executing hyperagent architectures generate ordering-
sensitive transactions at nmachine speed with no hurman audit cycle.

These are not independent failures. They are instances of one
structural property: in any network where nessage ordering has
econom ¢ val ue, the ordering authority has incentive to n srepresent
it. Shannon’s channel theory has no nodel for this.

1.1. njectives



The obj ectives of TTTPS are as foll ows:

o0 Tenporal origin authentication: prove "when" a nessage
originated, conplenenting TLS s proof of "who".

0 Byzantine time source elimnation: transform detection
probability fromP(detect) < 1 (Shannon nodel) to
P(detect) >= 1 - 2~{-61} via GRG context binding.

0 Delay attack prevention: enforce that PoT subm ssions
outside the tier tolerance window are rejected pre-ingestion,
as defined for delay attacks in [ RFC8915] Section 8.6.

0 Economic eviction of dishonest nodes: via AdaptiveSw tch
equilibriumthreshold V*, bel ow which ordering nmani pul ati on
i s self-defeating.

o Transport-layer agnosticism operate over TLS 1.3 [ RFC8446],
QUI C [ RFC9000], and HTTP/ 3 [RFC9114] wi thout nodification to
t hose protocols.

o0 Backward conpatibility: deployabl e al ongside existing TLS 1.3
wi t hout requiring server-side changes.

o Experinental deploynent: accunul ate inplenmentation experience
prior to consideration for the Standards Track.

o Privacy-preserving tenporal attestation: PoT binds to context
wi t hout revealing transaction content or participant identity.

Primary use cases include MEV-resistant decentralised exchange
(DEX) transaction ordering, Al agent-to-agent paynent sequencing,
I oT mssion-critical command ordering, and financial settlenent
ti mest anpi ng.

1.2. Protocol Overview
TTTPS operates in tw phases:
Phase 1 -- PoT Generation:

dient PoT | ssuer
| |
--- Tinme synthesis request ---------- >
ery N ST, Coogl e,
oudfl are NTP (k>=3)
medi an(T_1..T_Kk)

Tt

I
I
I
|
| <-- PoT record (signed) ------------- |
| [ts | ctx_id | nonce |

| grg_comm tnment | Ed25519 sig] |

Phase 2 -- TLS Binding (TLS Exporter, RFC 5705):

dient Server
|--- TLS dientHello -------------- >|
| <-- TLS ServerHello + ... --------- |
| <-- TLS Finished ----------------- |

I I
| Both derive PoT binding key: |
| EXPORTER-tttps-pot-binding |
| = TLS-Exporter(label, pot_bytes, |
| 32 octets) |
I I
I
I

--- 1-RTT[ POT frane] ------------ >|
<-- 1-RTT[PoT-Ack] -------------- |
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Byzanti ne nodes that submt manipul ated ordering are identified
with probability >= 1 - 27{-61} and economi cally penalised
via AdaptiveSwitch FULL node.

TTTPS does NOT modify the TLS handshake. No new TLS Extension
Type is required. This approach foll ows RFC 8915 Section 5.1

Scope

Thi s docunent specifies:

0 The PoT data structure and wire format (Section 4)

0 The GRG Integrity Pipeline abstract interface (Section 5)

0 The AdaptiveSwitch Byzantine eviction nmechani sm (Section 6)
o The TTTPS transport binding (Section 7)

Thi s docunent does NOT specify:

o0 Concrete inplenentation of GRG pipeline cryptographic
operations (covered by pending patent; see Section 12)

0 Specific NTP server selection policies

o0 Snmart contract inplenentations for on-chain anchoring

o Pricing or fee schedul es (inplenentation-defined; Section 8)

o0 Satellite time source integration (future work)
Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",

"SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOMVENDED',
"NOT RECOMMVENDED', "MAY", and "OPTIONAL" are interpreted
as described in BCP 14 [RFC2119] [ RFC8174].

SCCP (Strategi c Channel Controller Problen
A systemsatisfies SCCP if (i) a controller C has authority
over nessage ordering; (ii) UC is strictly nonotone in
that ordering; (iii) no external party can verify origina
ordering without C s cooperation. Instances include NTP
ti mestanp bias, BGP hijacking, DNS poisoning, and
transacti on sequencer NEV

Pr oof - of - Ti me (PoT):
A cryptographically authenticated record of a synthesised
ti mestanp, bound to a context identifier via GRG context
bi ndi ng, and protected agai nst replay and del ay.

GRG Pi pel i ne:
A four-stage integrity pipeline: G 1 (CGol onb-Rice encoding),
R (Reed- Sol oron erasure coding), G2 (Colay(23,12,7) forward
error correction), H (HVAC- SHA256 context binding). The
stage ordering is mathematically necessary (Section 5.4).
I npl enentation is proprietary; only the abstract interface
and external properties are specified here.

AdaptiveSwi tch
A state nmachi ne cl assifying nodes as TURBO (ordering-
compliant, ~50 ms verification, 20%fee discount) or FULL
(potentially Byzantine, ~127 ns, exponential backoff).

Byzantine Tine Attack
An adversarial action in which a network participant reports
a fabricated or manipulated tinmestanp to gain ordering
advant age.

V* (Equilibriumthreshol d):
V¥ = ¢ 0 + lanbda * Delta tau. For MEV opportunity val ue
V < V¥, ordering nmanipulation is elimnated in the unique
symretric Nash equilibrium Enpirically calibrated from



151, 423 Ti neboost auctions: V* in [$8.67, $87.13].

FI LO+GRG
The processing discipline in which PoT subm ssions are
subject to two sequential gates (HVAC context gate, then
AdaptiveSwi tch recency gate) before entering the processing
queue; within the queue, the nost recently generated
qual i fying PoT is processed first.

PoT | ssuer:
An entity authorised to generate and sign PoT records.
Anal ogous in function to a Certificate Authority, but
attesting time rather than identity.

Tier:
An ordered set of time resolution |evels (TO_epoch through
T3_micro) controlling the tier tol erance wi ndow for PoT
submi ssion recency. See Section 8.

The key words "MJST", "MJST NOT", etc. in this docunment are to
be interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when,
and only when, they appear in all capitals.

3.1. The Shannon Gap: SCCP

Shannon (1948) nodelled a channel as Y = X + N.rand, where
noi se N is random and the channel operator is passive.

Al'l subsequent coding theory, information theory, and
crypt ographi ¢ channel nopdels assume NOT- SCCP

This assunption is structurally violated by nodern internet
infrastructure. Table 1 maps documented attack classes to
SCCP Definition 1.1.4.

Table 1: SCCP instances in deployed infrastructure.

Domai n | SCCP mechani sm | |anbda
.............. |-------------------------------|------------------
NTP server Ti mestanp bias shifts Low
settl enment w ndows
BGP router Traffic rerouting disrupts Medi um
ordering
Low

tenmporal race
Reordering extracts MEV
Agent ordering captures
surpl us

$0.11--1.13/ s
H gh (scaling)

Tx sequencer
Al agent
coor di nat or

I
I
I
I
DNS resolver | Forged response w ns
I
I
I
I

Shannon’ s noi se nodel has no mechanismfor strategic N
PoT changes this: Byzantine manipul ati on becones
cryptographically self-identifying and econom cally
sel f - penal i si ng.

3.2. Existing Mtigations and Their Limtations

Tabl e 2: Conparison with existing tenporal protocols.



| Roughtime | NTS/PTP | PoT
-------------- R R Rt

Ti m ng | Retro | Session | Pre-ingestion
Enf or cenent | Signal | Reject | Economic penalty
Cross-domain | No | No | Yes

SCCP | No | No | Yes

Conpl exity | Alog n) | Q1) | (1) per record
BFT overhead | NA | NA | O(1) vs Q(n"2)

Al'l existing BFT protocols (PBFT [ RFC], Tendernint, Hot Stuff)
TOLERATE f < n/3 Byzantine nodes with Q(n"2) nessage conplexity.
PoT ELI M NATES Byzantine ordering mani pul ation at Q(1) per
record: the manipulation is not outvoted but cryptographically
identified and econom cally penalised. As network size grows
fromn to 10n, BFT overhead grows 100x; PoT overhead is
unchanged.

The urgency of this gap has increased as Al systems acquire
aut ononous capability to identify and exploit protocol-I|ayer
vul nerabilities wi thout human direction [ GLASSWNG. The
same agentic capabilities that enabl e autononous security
research equal ly enabl e aut ononous tenporal attack on
ordering-sensitive networks. TTTPS provides a pre-ingestion
crypt ographi ¢ defense that is independent of network size and
agent count.

4.1. PoT Wre Formt

A PoT record is encoded as a fixed-structure binary sequence.
Al multi-byte integer fields are in network byte order
(bi g-endi an) .

0 1 2 3
01234567890123456789012345678901
B s o T ol i R R S e i ik i Sh SRR N S
Version (4) | Tier (4) | Source Cnt | Reserved |
B S S e i S S T A S S S S S S i S S

Ti mestanp (64 bits)
nanoseconds since epoch
R e s s e i o T i i i i S e o T o
Confidence (32 bits)
parts-per-mllion
B i T S S g i S s Tk S S N S

Nonce (256 bits)
crypt ographi cally random
B i T S S g i S s Tk S S N S
GRG Commi t ment (256 bits)
out put of GRG pi peline
B i T S S g i S s Tk S S N S

Ed25519 Signature (512 hits)
over all preceding fields

+-—+-+-+-——+——+-—+—+— +—— +— +— +— +

+—+—+— +— +— +— +— +— +— +— +—



4. 2.

4. 3.

i S S T i S S e S AT i S S

Total: 3 +8 + 4 + 32 + 32 + 64 = 143 bytes.
(Version[1B] + SourceCnt[1B] + Reserved[1B] = 3 bytes
for the header row, all remaining fields as shown.)

Field Definitions

Version (4 bits):
Protocol version. This docunent defines version 1 (0x1).
I mpl enent ati ons MJST reject PoT records wth unknown versions.

Tier (4 bits):
Identifies the tinme resolution |evel (Section 8).
Val ues: 0x0 = TO_epoch, Ox1 = T1_bl ock, 0x2 = T2_slot,
0x3 = T3_m cro. Values 0Ox4-0xF are reserved.

Source Count (8 bits)
Nunber of independent NTP sources consulted.
MUST be >= 3. Inplenentations SHOULD use >= 4.

Reserved (8 bits):
MJST be set to O0x00 by senders.
Recei vers MUST ignore this field.

Timestanp (64 bits):
Synt hesi sed tinmestanp: T _synth = nedian(T_1, ..., T k),
k >= 3 sources fromindependent domai ns. Nanoseconds
since Uni x epoch. Synthesis MJST use at |east three
i ndependent sources fromdistinct adm nistrative domains
(e.g., NI ST, Google, doudflare).

Confi dence (32 bits):
Synthesis quality nmetric in parts-per-nmillion. Conputed
frominter-source agreenment. Val ues above 1,000,000 ppm
MUST NOT be i ssued.

Nonce (256 bhits):
Cryptographi cally random val ue. MJST be generated with
a cryptographically secure random nunber generator.
Provi des replay prevention in conjunction with Section 9. 2.

GRG Commitment (256 bits):
Qut put of the GRG Integrity Pipeline (Section 5) applied
to the preceding fields. The comm tnent cryptographically
bi nds the PoT payload to its context (chain_id, pool _address).

Ed25519 Signature (512 bhits)
Signature over all preceding fields using the PoT |Issuer’s
Ed25519 private key [Bernstei n2012], foll owi ng EUF CVA
security. The signature seals the GRG Conmmitnent (double
seal property, Section 5.2).

Generation Al gorithm
1. Query k >= 3 NTP sources fromindependent donmi ns.
2. Conpute T_synth = median(T_1, ..., T_k).
3. If max|T_i - T_synth| > stratumtol erance: ABORT
4. GCenerate 256-bit cryptographically random Nonce.
5. Assenble payload P = [Version | Tier | Source_Cnt |

Reserved | Timestanp | Confidence | Nonce].

6. Compute GRG Commitnment = GRG P, ctx_id) (Section 5).
7. Conpute Sig = Ed25519. Sign(sk, P || GRG Commitnent).
8. Qutput PoT = P || GRG Commitnent || Sig.



4.4, On-Chain Comm tnent
The on-chain anchor is the keccak256 hash of the PoT record:

on_chai n_hash = keccak256( ABl _encode(
ti mestanp, grg_commtnent, ctx_id, nonce))

This provides an i mmutabl e public record independently of
the TTTPS protocol |ayer.

4.5. Verification
I mpl enent ati ons MJST verify PoT records in the foll owi ng order:

1. Version check: reject unknown versions.

2. HWMAC context gate (~6 microseconds):
Reconpute HVAC(k, shard_i) for all shards.
If any HMAC fails: REJECT i mmediately.
DO NOT proceed to Ed25519 verification.

3. Ed25519 signature verification (~100 m croseconds):
Verify Sig over the full PoT record.

4. Recency check (AdaptiveSwitch gate, Section 6):
If submission_tine - tinestanp > tier_tol erance: REJECT.
Tri gger FULL node per Section 6. 3.

5. Nonce freshness: reject duplicate nonces.

NOTE: The HMAC-first verification order (step 2 before step 3)

achi eves 16x cost reduction on invalid subm ssions. Invalid
context binding -- which includes del ayed resubni ssions of
valid PoTs in a different execution context -- is detected at

the HVAC | ayer wi thout incurring Ed25519 over head.

5.1. External Interface

The GRG pipeline accepts a payload P and a context identifier
ctx_id, and produces a 256-bit commtnent:

GRG Comm tment = GRE P, ctx_id)
I mpl enentati ons of the GRG interface MJST sati sfy:

0 Lossless round-trip: GRG Inverse(GREGP)) =P
0 FErasure tolerance: any k of n shards reconstruct P
(where k and n are inplenentation-defined, m ni mum k=4, n=6)
0 Bit-error correction: up to t=3 bit errors per 23-bit block
are corrected
0 Context binding: GRGP, ctx_id A !'= GREP, ctx_id_B)
for ctx_id A!= ctx_id_B, with probability >= 1 - 2~{-61}

Ful I pipeline specification is in Appendix B. Reference
i npl ementation: [OPENTTT].

5.2. Context Binding
The HVAC context key is derived as:
k = keccak256(chain_id || pool_address)
NOTE: This key is publicly derivable by design

Pur pose: domain separation (context binding), NOT secrecy.
Security nodel:



Confidentiality/Authenticity
Cont ext bi ndi ng

= Ed25519 private key (Issuer)

= HVAC key (public, determnistic)
Attack prevented: A PoT shard from pool A cannot be

replayed into pool B even if an attacker knows both HVAC keys,
because the Ed25519 signature over grg_conmtnment makes
cross-context replay detectable at signature verification

This follows the donai n-separation pattern of TLS 1.3
key schedul e [ RFC8446] Section 7.1, where |abels are
public constants providing domai n separation w thout secrecy.

5.3. Stage External Properties

Stage G 1 (Gol onb-Rice):
Achi eves Shannon source codi ng bound for geonetric
distributions. PoT integer fields (tinestanp delta,
stratum confidence) are geonetrically distributed by
construction (Poisson inter-arrival tinmes, discretised).
Qut put is byte-aligned. Conplexity: Qn).

St age R (Reed- Sol onon(4, 6) over GF(278)):
Achi eves the Singleton bound as a Maxi mum Di st ance
Separabl e (MDS) code. Any 4 of 6 shards reconstruct
the original payload. Fixed-size equal shards output.
Pol ynom al : x"8 + x4 + x"3 + x"2 + 1.

Stage G 2 (CGolay(23,12,7)):
Achi eves the Hamm ng bound exactly as a perfect code:
sum {i=0}"{3} C(23,i) = 2048 = 2~{11}.
The uni que non-trivial binary perfect code with t >= 2
correction (Tietavainen 1973). Corrects up to 3 bit
errors per 23-bit block. Requires fixed-size input.

St age H (HMAC- SHA256, 8-byte tag):
P(forge) <= 6 * 2~{-64} (union bound over 6 shards).
Public key by design (context separation, not secrecy).
Ed25519 seal s GRG Commitnment: forging HVAC i nval i dates
Ed25519 (doubl e seal property).

5.4. Stage O dering Rationale

The ordering G1 -> R-> G2 ->His mthemtically necessary.
Any pernutation degrades one or nore provably tight properties:

G 1 before R (Theorem 1 of conpani on paper [POT2026]):
G 1 output is byte-aligned, providing G-(2"8)-optimal
synmbol boundaries for Reed-Sol omon. Applying R before
G 1 vyields strictly greater RS parity overhead.

R before G 2 (Theorem 2 of conpani on paper):
CGol ay(23,12,7) requires fixed 23-bit input bl ocks.
G 1 output is variable-length. R produces fixed-size
equal shards, enabling zero-waste Col ay encodi ng.
RS and Col ay provide orthogonal protection:
P(fail) = P(RS) * P(Golay) < P(RS) + P(Col ay).

G 2 before H (follows from Theorem 2):
HVAC seal s the post-Colay shards. Ed25519 w aps
grg_conm t ment (doubl e seal).

These codes were selected for the sanme reason as deep-space
m ssions: provably tight properties when retransmssion is

i mpossi ble. Golonb-Rice: JPL deep-space conpression
Reed- Sol onon: Cassini, Mars rovers. Golay(23,12,7): Voyager
1 and 2 Saturn inmages transmitted across 1079 km (1980).



5.5. Verification Sequence

See Section 4.5. HWMAC verification MUST precede Ed25519.
This provides early rejection of context-invalid subnissions
at ~6 m croseconds vs ~100 m croseconds for Ed25519.

6.1. State Machine

AdaptiveSwi tch nai ntains per-node state in {TURBO FULL}.

o e e e oo +
+--- - TURBO | <---+
| | ~50 ns | |
| | -20%fee | | match_rate >= 0.85
| | GRG over head: | | (sustai ned)
| | ~0.3 ms/record | |
| . + |
I I I
| match_rate < 0.85 match_rate >= 0. 95
| OR GRG fail over 20 bl ocks
I I I
| . + |
+--->| FULL —— -+
| ~127 s

I
I
| standard fee |
| backoff applied |

6.2. Transition Conditions and Hysteresis

TURBO entry:
match_rate >= 0.95 sustai ned over >= 20 bl ocks.
Al'l PoT subnissions within tier_tol erance.
No GRG pipeline failures.

TURBO nai nt enance:
match_rate >= 0.85 (relaxed threshold prevents fl apping).

TURBO -> FULL:
match_rate < 0.85 over any 20-bl ock wi ndow, OR
any GRG pipeline failure, OR
any subm ssion outside tier_tol erance (delay attack).

The hysteresis asymmetry is deliberate: trust is earned
slowy and lost quickly (hard to earn, easy to |ose).

6.3. Penalty and Exponential Backoff
On integrity failure in TURBO node:
Backof f penalty = 20 * 2~{f-1} bl ocks, naxi mum 320 bl ocks.
(f = consecutive failure count)
On submi ssion outside tier_tol erance:
I medi ate FULL node transition.
Backoff applies to TURBO re-entry.
6.4. Equilibrium Analysis (V* Threshol d)

Let | anmbda = operator opportunity cost per millisecond.
Let ¢_0 = baseline ordering cost.



Let Delta tau = 77 ms (TURBO vs FULL | atency difference).
V¥ = ¢ 0 + lanbda * Delta_tau

For V < V*: ordering spamelininated (E[S] = 0) in the
uni que symretric Nash equilibrium

For V >= V*: spamreduced by c_PoT / c_0 factor

Enpirical calibration from 151, 423 Ti meboost aucti ons
(Arbitrum April-July 2025):

Phase | lanbda ($/nms) | W | Result

St abl e (May+) | 0.11 - 0.23 | $8.67 | Spam el i m nat ed
Central est. | 0.16 | $12.82 | Spam el i ni nated
Conpetitive | 1.13 | $87.13 | Spam el i m nated
ETH L1 sandwich | -- | ($131) | Spam reduced

The Et hereum L1 average sandwi ch MEV ($131) |ies above V*_max,
consistent with "reduced but not elimnated" for highest-val ue
attacks. For V < $8.67, PoT elinminates ordering manipul ation

entirely.

7.1. TLS 1.3 via TLS Exporter Labe

TTTPS uses the TLS Exporter mechani sm [ RFC5705] to derive
PoT binding material from an established TLS 1.3 sessi on,
foll owi ng the nodel of [RFC8915] Section 5.1

Thi s approach requires NO new TLS Ext ensi on Type codepoi nt
and is fully backward-conpatible with existing TLS 1.3

i mpl ementations. It resolves the codepoint collision risk
of draft-hel nprotocol-tttps-00 (OxFF50, Private Use range).

Exporter paraneters:
Label : "EXPORTER-t tt ps- pot - bi ndi ng"

Context: PoT record bytes (all fields except Sig)
Length: 32 octets

Usage:
bi ndi ng_key = TLS- Exporter (" EXPORTER-ttt ps- pot-bi ndi ng",

pot _record_w t hout _sig,
32)

The bi ndi ng_key MJST be used to verify that the PoT was

generated within the current TLS session context. This

prevents cross-session replay.

7.2. QUIC lIntegration

TTTPS operates over QUI C [ RFC9000] post - handshake.
The TLS Exporter is available after QU C handshake conpl etion

QUIC + TTTPS fl ow

Cient Server
|--Initial[CRYPTQ-------------- >  (TLS CientHello)
| <-Initial [CRYPTOQ-------------- | (TLS ServerHell o)

| <- Handshake[ CRYPTQ - ----------- | (TLS Encrypt edExt ensi ons)



| - - Handshake[ CRYPTQ ----------- >  (TLS Fi ni shed)
I I

| Both derive binding key: |
| TLS-Exporter("EXPORTER |
| tttps-pot-binding", ...) |
I I
I I
I

-- 1- RTT[ STREAM PoT franeg] - - - - - >
<- 1- RTT[ STREAM PoT- Ack] - - -- - - - - |

PoT frames MUST be sent in a dedicated QUI C stream
Streamtype: O0x74 (defined in Section 11.4).

7.3. HITP/ 3 Frame Type

Over HTTP/ 3 [ RFC9114], PoT records are conveyed in a
dedi cated HTTP/ 3 frame type.

HTTP/ 3 PoT Frane format:

Frame Type: 0x4C4F5400 (ASCII "LOT\0", |ANA assigned,
see Section 11.4)

Frame Length: variable (143 bytes for standard PoT)

Franme Body: PoT record (Section 4.1)

PoT frames MAY appear in any HITP/ 3 request or response stream
Servers MJST NOT reject requests solely on the basis of
absent PoT franes (backward conpatibility).

7.4. Handshake Fl ow Di agrans
7.4.1. TLS 1.3 Flow

dient Server
|--CientHell0------------------ >
| <-ServerHell0------------------- |
| <- Encrypt edExt ensi ons----------- |
| <-Certificate ------------------ |
| <-CertificateVerify------------- |
| <-Finished---------------------- |

--[Certificate]---------------- > (optional)
--[CertificateVerify]---------- > (optional)

I

TTTPS bi nding after Finished: |
--Application[PoT franme]------- >|

| <- Application[ PoT- Ack]--------- |

I

| --[Cer
|--Finished--------------------- >|
I

I

I

7.4.2. QUJC Flow
See Section 7. 2.

7.4.3. HTTP/ 3 Fl ow

dient Server
| - - HEADERS[ GET /resource]------- >|
| --PoT Framg-----------=-------- >|

| <- HEADERS[ 200 OK] --------------- |
| <- DATA[resource]---------------- |
| <-PoT-Ack Framg----------------- |

7.5. Backward Conpatibility

Servers that do not inplenent TTTPS MJUST be able to process
TLS 1.3, QU C, and HTTP/ 3 connections that include TTTPS

bi nding material. TTTPS MJUST NOT nodify the TLS handshake

in a way that causes negotiation failure with non-TTTPS peers.



I mpl enent ati ons SHOULD use ALPN [ RFC7301] extension identifier
"tttps/1" (I ANA registration, Section 11) to negotiate
TTTPS capability between peers.

Tier | ID | Interval | Tolerance | Use Case
------------ R e e LR
TO_epoch | OXO | 6.4 mn | 60 s | Epoch ordering
T1 bl ock | Ox1 | 2 sec | 2 s | L2 bl ock (Base)
T2_sl ot | 0x2 | 12 sec | 12 s | L1 slot (ETH)

T3 _mcro | Ox3 | 100 ns | 100 s | Hi gh-frequency

Tier tol erance defines the nmaxi num acceptabl e subni ssi on
del ay (submission_ tinme - tinestanp). Subm ssions outside
tolerance trigger FULL node per Section 6. 3.

Fee discounts in TURBO node are inpl enentation-defined.
Ref erence i npl enentation: 20% di scount [ OPENTTT].

9.1. NTP M TM Attacks

A singl e conproni sed NTP source biases the synthesised
timestanp by at nost 1/k of the manipulation, where k >= 3
is the source count. For k=4 independent sources,

singl e-source bias inmpact <= 0.25 of manipul ati on magni t ude.

I mpl enent ati ons MJST use sources fromdistinct adm nistrative
domains (e.g., NI ST, Google, Cloudflare) to nmaxi m se

i ndependence. Sources from a single autononous system MJST
NOT be counted as independent.

9.2. Replay Prevention

Each PoT record includes a 256-bit cryptographically random
Nonce (Section 4.1). Verifiers MJST maintain a nonce cache
for the duration of the tier tolerance wi ndow. Duplicate
nonces MJUST be rejected.

The Ed25519 signature seals the nonce. Cross-session replay
is additionally prevented by the TLS Exporter binding
(Section 7.1).

9.3. Sybil Tinme Sources

An attacker controlling nultiple NTP sources nay attenpt

a Sybil attack on the synthesis nedian. The nedian is
resistant to Sybil attacks when fewer than k/2 sources are
comprom sed, for k >= 3. Inplementations using k=4 are
resistant to any singl e-source conprom se

9.4. Side-Channel Considerations

The HVAC verification (~6 mcroseconds) and Ed25519
verification (~100 m croseconds) MJST be inplemented in



constant tinme. Variable-tine inplenentations risk
ti mng side-channel attacks agai nst the HVAC key.

The Nonce MJST be generated with a constant-time CSPRNG
9.5. Byzantine Econom c Attacks

An attacker nmay attenpt to nmani pul ate ordering for economc
gain (MEV). The AdaptiveSwitch V* threshold (Section 6.4)
ensures that for V< V* _mn = $8.67, ordering spamis
elimnated in the uni que Nash equilibrium

Attackers with V >= V*_max = $87.13 may find mani pul ation
economcally rational at the margin. PoT reduces expected
spam for such cases by a factor of ¢ PoT / c_0 (Section 6.4).

9.6. Delay-Based Tenmporal Attacks

[ RFC8915] Section 8.6 identifies delay attacks as a primary
threat to tinme synchronisation security, noting that an
adversary who del ays NTP packets can cause a client to
accept a stale tinestanp as current.

TTTPS addresses this threat through two conpl enentary gates,
applied in sequence at verification time (Section 4.5):

(1) HMAC context gate (Section 5.2, ~6 mcroseconds):
A PoT generated at tine T with context ctx_id cannot be
presented in a different execution context ctx_id wthout
HVAC verification failing. Context includes chain_id and
pool _address. An attacker cannot reuse a valid PoT from
a previous context w ndow.

This is anal ogous to the cookie freshness nechani sm of
[ RFC8915] Section 5.4, which binds cookies to TLS session
keys that expire with the session.

(2) AdaptiveSwitch recency gate (Section 6.3):
A PoT submitted at tine S where (S - T) > tier_tolerance
is treated as a conformance failure. FULL node is triggered
i medi ately. The submission is rejected regardl ess of
cryptographic validity.

This reflects the operational observation, consistent with

[ RFC8915] Section 8.6, that in correctly functioni ng networks
legitimate submissions arrive within tier tol erance bounds.
Subm ssions outside this window correlate with Byzantine
behavi our.

FI LO+GRG processi ng di sci pline:
Anmong PoT records that pass both gates, the nobst recently
generated qualifying submi ssion is processed first. This
creates an adverse incentive structure for delay attackers:
a del ayed-but-valid PoT that bypasses the HVAC gate is
rejected at the recency gate; a PoT that passes both gates
conpetes at a recency di sadvant age agai nst honest peers.

Toget her, these nechani sns render del ay-based attacks
economically irrational:

0 A delayed PoT fails the recency gate -> FULL node
0 Repeated FULL node triggers exponential backoff

o Backoff cost exceeds MEV opportunity for V < V*

FI LO+GRG fl ow

Message arrives



%
[ GATE 1: HMAC context binding ~6us]
|-- FAIL (wong ctx or expired) --> REJECT inmediately
| -- PASS
v
[ GATE 2: AdaptiveSwi tch recency check]
| -- FAIL (submission > tier_tolerance) --> FULL node
| -- PASS
v
[ Enter FILO processing queue]
I
%
Most recently generated qualifying PoT processed first

9.7. CRG Pipeline Security

Byzanti ne context binding provides:
P(detect Byzantine mani pul ation) >= 1 - 2"{-61}

This follows from P(forge i) = 2*{-64} per shard (PRF
security of HVAC [Bell arel996]); union bound over 6 shards:
P(forge all) <= 6 * 2°{-64} < 27{-61} ~= 4.3e-19.

This transforms SCCP from P(detect) < 1 (Shannon nodel)
to P(detect) >= 1 - 2~{-61}.

I mpl ement ati ons MUST NOT expose GRG internal state, shard
val ues, or internediate pipeline results through public APIs
or error nessages.

10.1. Unlinkability

PoT records include a 256-bit random Nonce (Section 4.1)
that MJUST be freshly generated for each record. This
prevents |inkage of PoT records fromthe sane issuer across
sessi ons.

The TLS Exporter binding (Section 7.1) ensures that PoT
records are bound to specific TLS sessions and cannot be
used to correlate activity across sessions.

I ssuers SHOULD NOT include in PoT records any information
beyond the fields defined in Section 4.1 that could enable
participant identification.

10.2. Mnimal Disclosure

The PoT wire format (Section 4.1) does not include:
o Participant identity or address

o Transaction content

0 Economic paraneters or bid val ues

The ctx_id (chain_id || pool _address) is a public identifier
al ready disclosed by the on-chain context. Its inclusion
in the HVAC key does not introduce new di scl osures.



11.

11.

11.

11.

11.

1. TLS Exporter Labels Registry

I ANA is requested to add the following entry to the "TLS
Exporter Labels" registry [ RFC5705]:

Label : EXPORTER-t tt ps- pot - bi ndi ng
DTLS- OK: Y
Recomrended: Y
Ref er ence: [this docunment] Section 7.1

2. TTTPS Tier Registry

IANA is requested to create a newregistry "TTTPS Ti er
Identifiers" with the following initial val ues

Val ue | Name | I'nterval | Reference
| TO_epoch | | [this docunent]
| T1_bl ock | | [this docunent]
0x2 | T2_ sl ot | 12 sec | [this docunent]
| T3_mcro | | [this docunent]
| Reserved | | [this docurent]
Regi stration procedure: Specification Required.
3. Tine Source Type Registry

I ANA is requested to create a newregistry "TTTPS Ti ne
Source Types" with the following initial values:

Val ue | Name | Reference

0x01 | NIST | [this docunent]

0x02 | Coogle | [this docurent]

0x03 | Coudflare | [this docunent]
|

0x04 | Apple [this docunent]
0x05- FE | Unassigned | Specification Required
OXFF | Private Use | [this docunent]

4. HITP/ 3 and QUI C Stream Types

IANA is requested to add the following entries:

HTTP/ 3 Frane Types registry:

Type: TBD (to be assigned by | ANA; 0x4C4AF5400 proposed)

Narne: TTTPS_POT_FRAME

Ref erence: [this docunment] Section 7.3

Not e: I mpl enent ati ons MUST use the | ANA- assi gned val ue
QUI C Stream Types registry:

Type: TBD (to be assigned by | ANA)

Narne: TTTPS_POT_STREAM

Ref erence: [this docunment] Section 7.2

Not e: I mpl enent ati ons MUST use the | ANA- assi gned val ue

Until assigned, use 0x74 for testing only.
5. PoT Extension Type

TTTPS- 00 referenced TLS Extension Type OxFF50 (Private Use
range). TTTPS-01 does NOT use a TLS Extension Type. The
TLS Exporter nmechanism (Section 7.1) requires no codepoint.

If a future version requires a TLS Extension Type, the
authors will request a codepoint via Specification Required
procedure per [RFCB447].



The GRG Integrity Pipeline is covered by pendi ng patent
applications filed by the authors. Full specification of
the GRG pi peline, including stage inplenentations and
parameter selection, will be nmade avail abl e upon concl usi on
of patent proceedings (targeted B 2026).

In accordance with | ETF policy [BCP79], the authors are
prepared to |license any patents essential to this specification
on FRAND terns.

I ndependent inplementation is possible using:
0 The abstract interface in Section 5.1

o The external properties in Section 5.3

0 The reference inplenentation [ OPENTTT]

This follows the precedent of [RFC8915] Section 6, which
speci fies cookie format as inplenentation-dependent.
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The following TLA+ nodule formally specifies the AdaptiveSwi tch
state machine. The nodule is verified by the TLC nodel checker
wi th parameters MaxNodes=3, MaxBl ocks=10, Ti erTol eranceMs=100,
Tur boEnt r y=95, Tur boMai nt ai n=85.

The nodul e specifies:

0 Typelnvariant: all five state variables are well-typed.

0 Sl1 (NoForcedTurbo): TURBO requires natch_rate >= 85 AND
fail _count = 0 -- conjunction, not disjunction.

0 S2 (Del ayRejectionTriggersFull): submi ssion outside tier
tolerance is incompatible with TURBO

0 S3 (FailureExcludesTurbo): any integrity failure forces FULL.

0 L1 (Eventual Turbo): a node with sustained good behavi our
eventual ly reaches TURBO (liveness under weak fairness).

EnvSt ep nodel s the environnent updating match_rate, fail_count,
and subm ssion_del ay nondeterm ni stically, ensuring the
invariants hold under all adversarial input sequences.

The nodul e structure follows the AgentLifecycle pattern of
Hel m Aut onony Layer Yellow Paper v2.0 [ Hel myP2026] .

---- MODULE AdaptiveSwitch ----
EXTENDS Naturals, FiniteSets

CONSTANTS MaxNodes, MaxBl ocks, TurboEntry, TurboMi ntain,
Ti er Tol eranceMs

ASSUME /\ TurboEntry 95 \* 95% match_rate required for TURBO
/\ Tur boMai ntai n 85 \* 85% mnimumto stay in TURBO
/\ TierToleranceMs > 0 \* positive tier tolerance (ns)

Nodel d == 1.. MaxNodes \* finite set of node identifiers

Mbdes == { "TURBO', "FULL" }
VARI ABLES
node_node, \* [ Nodeld -> Modes] per-node state
mat ch_rate, \* [Nodeld -> 0..100] ordering-match percentage
fail _count, \'* [ Nodeld -> Nat] consecutive integrity failures
bl ock_count, \* Nat current bl ock nunber
submi ssion_delay \* [Nodeld -> Nat] ms since | ast PoT generation
vars == <<node_node, match_rate, fail _count,

bl ock_count, subni ssion_del ay>>

Submi tt edQut si deTol erance(n) ==
submi ssi on_del ay[n] > Ti erTol eranceMs

Typel nvari ant ==

/\ node_nvode \in [Nodeld -> Mbddes]

/\ match_rate \in [Nodeld -> 0..100]

/\ fail _count \in [Nodeld -> Nat]

/\ bl ock_count \'in Nat

/\ subnission_delay \in [Nodeld -> Nat]
\* —— Initial state (all nodes start in FULL, zero counters) ———————
Init ==

/\ node_nvode
/\ match_rate
/\ fail _count
/\ bl ock_count

[n\in Nodeld |-> "FULL"]
[n\in Nodeld |-> 0]
[n\in Nodeld |-> 0]

0



/\ submission_delay = [n \in Nodeld |-> 0]

\* Pronbte n from FULL to TURBO when match_rate sufficient
\* and no pending failures.
Pr onot eToTur bo(n) ==

/\ node_nvode[ n] = "FULL"

/\ match_rate[n] >= TurboEntry

[\ fail _count[n] =20

/\ ~Submi ttedCQutsideTol erance(n)

/\ node_node’ = [node_nobde EXCEPT ![n] = "TURBO']

/\ UNCHANGED <<match_rate, fail _count,

bl ock_count, subni ssion_del ay>>

\* Denpote n from TURBO to FULL on poor match_rate, integrity
\* failure, or subm ssion outside tier tolerance.
Denot eToFul | (n) ==
/\ node_node[n] = "TURBO'
[\ \/ match_rate[n] < TurboMintain
\/ fail _count[n] >0
\/ SubnittedQutsideTol erance(n)
/\ node_node’ = [node_node EXCEPT ![n] = "FULL"]
/\ UNCHANCED <<match_rate, fail_count,
bl ock_count, subni ssion_del ay>>

\'* Environment step: update match rate / fail _count / del ay
\* (nodel s external inputs; unconstrained for nodel checking)
EnvStep(n, nr, fc, sd) ==

/\ match_rate’ = [match_rate EXCEPT !'[n] = nr]
/\ fail_count’ = [fail _count EXCEPT ![n] = fc]
/\ submi ssion_delay’ = [subm ssion_delay EXCEPT ![n] = sd]

/\ bl ock_count’ bl ock_count + 1

Next ==
\E n \in Nodeld
\'/ PronoteToTur bo(n)
\'/ Denot eToFul | (n)
\/ \Enr \in 0..100, fc \in 0..5, sd \in O..(TierTol eranceMs+50)
EnvStep(n, nr, fc, sd)

Spec == Init /\ [][Next] _vars /\ W _vars(Next)

\* S1: TURBO requires healthy match_rate AND no integrity failures.

NoFor cedTur bo ==
\A n\in Nodeld
node_node[n] = "TURBO' =>
/\ match_rate[n] >= TurboMaintain
[\ fail _count[n] =0

\* S2: Delay outside tier tolerance nmust not coexist with TURBO
Del ayRej ecti onTri ggersFul | ==
\A n \in Nodeld
Submi tt edCut si deTol erance(n) => node_node[n] = "FULL"

\* S3: fail _count > 0 nmust not coexist with TURBO
Fai | ur eExcl udesTurbo ==
\A n\in Nodeld
fail _count[n] > 0 => node_node[n] = "FULL"

\*»—— Livepess ———————-—1-—H—"—""H—""——————————— —— —( —(— — — — — — — —



\* L1: A node with sustained good behavi our eventually reaches TURBO
Event ual Turbo ==
\A n \in Nodeld

(match_rate[n] >= TurboEntry /\ fail_count[n] =0
/\ ~Submi ttedCQutsideTol erance(n))
~> node_node[ n] = "TURBO'
\* —— TLC nodel val ues (for nodel checkingg - ——m———m—————————#F———F—"7"——————
\* MaxNodes 3, MaxBl ocks = 10, TierTol eranceMs = 100

\'* TurboEntry = 95, TurboMaintain = 85

The invariant NoForcedTurbo corresponds to Safety Property S4
of Hel m Yel |l ow Paper v2.0 (AS score external inmmutability).

The GRG Integrity Pipeline (Section 5) processes PoT payl oads
through four stages: Golonmb-Rice (G 1), Reed-Sol omon (R)
Gol ay(23,12,7) (G_2), and HVAC SHA256 (H)

The stage ordering G1 -> R-> G2 ->His mathematically
necessary, as proven in [POr2026] Theorenms 1-3.

Ful | specification of internal cryptographic operations,
paraneter selection, and inplenentation details will be
publ i shed upon concl usi on of pendi ng patent proceedi ngs
(targeted @ 2026).

Ref erence i npl enentation: https://github. com Hel m Protocol / QenTTT
npm npminstall openttt

I ndependent inplenentations of the abstract interface
(Section 5.1) and external properties (Section 5.3) are
permitted under BSL-1.1 |license ternmns.

Test vectors for PoT generation and verification are provided
as property-based tests rather than determ nistic byte vectors.
Thi s approach prevents reverse-engi neering of GRG pipeline
paraneters from expected byte sequences.

Required properties (all MJST pass):

C.1 Lossless round-trip:
GRG I nverse(GRE P, ctx)) = P for all P, ctx

C. 2 Nonce uni queness:
Two calls to Generate() MJUST NOT produce equal Nonces

C.3 Context separation
GRE P, ctx A !'= GRE P, ctx B) for ctx Al=rctx B
(negligible probability of collision: < 2*{-61})

C.4 \Verification correctness:
Verify(Generate(P, ctx), ctx) = TRUE



C.5 Forgery resistance:
Verify(tanpered record, ctx) = FALSE for any
single-bit nmodification to P or GRG Conmitnent.

C.6 Delay rejection:
A PoT submitted at T + tier_tolerance + 1lnms MJST
trigger FULL node.

C.7 HVAC gate priority:
HVAC verification MUST conpl ete before Ed25519 is
attenpted. Invalid HVAC MUST NOT result in Ed25519
i nvocation (neasurable via timng).

Ref erence test suite: 365 tests, 31 suites, 100% pass rate
[ OPENTTT]. The test suite uses property-based testing only
(no determnistic byte vectors).

Thi s appendi x provi des a normative ASCI| di agram of the
FI LO+GRG del ay rejection mechani sm described in Section 9.6.

TI ME AXI S:

|[----T------ | ---(T+epsilon)---|--------- (T+Delta)-------- >
PoT gen tier tolerance del ayed submi ssi on
tinme wi hdow end zone

VALI D SUBM SSION WNDOW [T, T + tier_tolerance]
DELAYED ZONE: (T + tier_tolerance, infinity)

GATE 1: HWVAC context binding (~6 m croseconds)

I nput: PoT record + subm ssion context

If HVAC(k, shard_i) does not match for any i:
-> REJECT i mredi ately
-> DO NOT invoke Ed25519
Covers: wong context, tanpered payl oad

GATE 2: AdaptiveSwi tch recency check

I nput: PoT record + current submission tine S

If (S - PoT.Tinmestanp) > tier_tol erance:
-> REJECT
-> Trigger FULL node
-> Apply exponential backoff
Covers: valid PoT submitted outside tol erance w ndow

FILO QUEUE (Gate 1 AND Gate 2 passed)

Queue discipline: nost recently generated PoT first.

If multiple PoTs qualify:
Sel ect max(PoT. Ti nestanp) for processing.
Earlier PoTs remain in queue.

Ef fect on delay attackers:

0 Cannot pass Gate 2 (recency check rejects)

o Even if sonmehow past Gate 2, lose priority to fresher PoTs
0 Repeated failures -> exponential backoff -> self-defeating



COVPLEXI TY NOTE:

Gate 1 (HMACQ): (1) per record, ~6 m croseconds

Gate 2 (recency): (1) per record, ~0.1 mcroseconds

Queue ordering: Olog q) for g queued records (priority queue)
Total per-record: (1) -- independent of network size n

Conpare with BFT consensus protocols:
PBFT/ Tenderm nt/ Hot Stuff: Q(n”2) network-w de nessage
exchanges to reach Byzantine TOLERANCE (tolerate f < n/3
Byzanti ne nodes) for n total nodes.

TTTPS achi eves Byzantine ELIM NATION at Q(1) per record.
Honest user verification cost: ~106 m croseconds (constant).
Attacker econom c cost: increases as V* threshol d makes
mani pul ation irrational (E[profit] < 0 for V < $8.67).

At t acker backoff cost: Q(2”~f) blocks for f failures.

Net work scaling: 100 nodes -> 1,000, 000 nodes: BFT cost
grows 1078x; TTTPS per-record cost unchanged.
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