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Abst ract

Thi s docunment specifies the TLS Ti neToken Secure Protocol
(tttps://), an application-layer protocol extension that augments
TLS 1.3 [RFCB446] with cryptographically verifiable tenpora
ordering. Where TLS authenticates identity ("who"), tttps://

aut henticates tenporal origin ("when") in a manner resistant to
Byzanti ne mani pul ati on.

The protocol introduces Proof of Tine (PoT): a multi-source NTP-
synt hesi zed, cryptographically authenticated tinmestanp bound to a
distributed | edger anchor. PoT enabl es honest participants to
achi eve preferential execution, while Byzantine nodes are
economical ly evicted through an adaptive state machine (the
AdaptiveSwi tch nmechani sm.

Primary use cases include MEV-resistant decentralized exchange (DEX)
transaction ordering, Al agent-to-agent paynent sequencing, |oT

m ssion-critical comand ordering, and satellite inter-1link

conmmuni cation ti mestanpi ng.

Thi s docunent has Experinmental status to all ow depl oynent experience
to accurnul ate prior to consideration for the Standards Track. The
GRG Integrity Pipeline specification will be nmade avail able for

i ndependent i npl enentation upon concl usi on of pendi ng patent
proceedi ngs (see Section 10).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 15, 2026

Thi s docunent is being discussed in the context of a proposed Birds
of a Feather (BoF) session to explore the formation of a new working
group on tenporal ordering for distributed systens. Interested
parties are invited to review the draft and participate. Comments
are wel cone on the dispatch@etf.org mailing list.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of



publication of this docunment. Please review these documents
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respect to this docunent. Code Conponents extracted fromthis
docunment must include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
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Tabl e of Contents

1. Introduction
1.1. Motivation
1.2. Scope
1.3. Term nol ogy

2. Problem Statenent: Tenporal |ndeterninacy
.1. The Byzantine Tinme Problem
.2. Existing Mtigations and Their Limitations
3. Proof of Time (PoT) Specification
.1. PoT Data Structure
2. PoT Generation Al gorithm
.3. On-Chain Hash (Determnistic ABI Encodi ng)
4. PoT Verification
4. GRGIntegrity Pipeline (Abstract Specification)
Pi pel i ne Overvi ew
St age Descriptions
Verification Interface
daptiveSwi tch: Byzantine Node Eviction Mechani sm
St ate Machi ne
Transition Conditions and Hysteresis
Penal ty and Exponenti al Backoff
Nash Equilibrium Anal ysis
ttps:// Protocol Integration
TLS Extension Definition
Handshake Augnentation
Backward Conmpatibility

Tier Structure

I ANA Consi derati ons

Security Considerations
.1. NTP M TM Att acks
2. Replay Attacks
3. Sybil Tinme Sources
.4. Side-Channel Considerations

5. Byzantine Node Economic Attacks

10. Intellectual Property Rights

11. References

11.1. Nornmative References
11.2. Informative References

Acknowl edgrent s
Aut hor’ s Addr ess

© @~
OO U BARAR WY NN
WNRETRONREPONE

©oooo

1. Introduction
1.1. Motivation
The Internet operates under two inplicit trust axions:

0 ldentity trust (solved by TLS/PKI): "Wio am | conmmuni cating
with?"

0 Tenporal trust (currently unsolved at the protocol |evel): "Wen
did this nessage originate, in a manner that cannot be falsified
by any single party?"

Emer gi ng application donains -- decentralized exchanges, autononous
Al agent networks, industrial 10T systems, and inter-satellite
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communi cation links -- share a common requirenment: verifiable
tenmporal ordering of events across nmutually untrusted parti es.
These environnments were not addressed by existing tine
synchroni zation or trust infrastructure, which were designed
primarily for single-domain or human-supervi sed contexts.

Thi s docunent describes an experinental protocol for a tempora
trust layer leveraging distributed | edgers. The proposed nechani sm
provides a transparent and verifiable franework for tine-ordered
event sequencing in multi-party, adversarial environments. It is
designed to operate alongside existing trust infrastructure, not as
a replacenent for it.

Bl ock builder timestanp mani pul ati on enabl es MEV sandw ch attacks

[ FLASHBOTS] costing an estinmated $60 million annually in DEX user

| osses as of 2025. GPS spoofing enabl es coordinate falsification

i n aut ononobus systenms. NTP M TM attacks allow ti nestanp
mani pul ation in financial systens.

Thi s specification addresses tenporal Byzantine faults: network
participants that report plausible but fabricated tinmestanps to gain
economni ¢ advantage or di srupt system operation

Scope

Thi s docunent specifies:

o0 The Proof of Tinme (PoT) data structure and generation algorithm

0o The GRG Integrity Pipeline abstract interface (inplenmentation
details are outside the scope of this docunent)

0 The AdaptiveSwitch Byzantine eviction mechani sm

0o The tttps:// TLS extension for embedding PoT in TLS 1.3
handshakes

Thi

s docunent does NOT specify:

0 Concrete inplenmentation of the GRG pipeline cryptographic
operations (covered by pending patent applications; see
Section 10)

0 Specific NTP server selection policies

o Smart contract inplementations for on-chain anchoring

o Pricing or fee schedul es (inplenmentation-defined; see Section 7)
Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [RFC2119] [ RFCB174].

Proof of Time (PoT):
A cryptographically authenticated record of a synthesized
timestanp derived frommultiple i ndependent NTP sources, bound
to a context identifier and protected agai nst replay.

GRG Pi pel i ne:
A multi-stage integrity pipeline that encodes and authenticates
PoT payl oads. "GRG' denotes the three pipeline stages:
G ol onb- Ri ce encodi ng), R(eed-Sol onmon erasure coding), and
G olay forward error correction), with keyed integrity
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aut hentication applied at each stage. The abstract interface
is specified in Section 4; concrete inplenentation details
are proprietary and covered by pending patents (Section 10).

AdaptiveSwi tch
A state nmachine that classifies network participants as TURBO
(honest, preferential execution) or FULL (potentially Byzanti ne,
standard execution) based on observed PoT confornance.

Byzantine Tine Attack
An adversarial action in which a network participant reports a
fabricated or mani pulated timestanp to gain ordering advant age.

Tenporal Ordering:
The verifiabl e sequence in which transacti ons or nessages were
initiated, independent of network propagation del ays.

PoT | ssuer:
An entity authorized to generate and sign Proofs of Tinme for
consunption by verifying parties. Analogous in function to a
Certificate Authority in the TLS PKI nodel, but operating over
time attestations rather than identity certificates.

Probl em St at enent: Tenporal | ndeterm nacy
The Byzantine Tinme Probl em

In current decentralized systens, "time" is approxi mated. Bl ock

ti mestanps in Ethereum are provided by block builders with second-

| evel granularity and no cryptographic conmtnment to external tine
sources. This creates a "dark w ndow' wi thin which transactions may
be reordered, front-run, or censored.

Formally, let T actual be the actual transaction subm ssion tinme and
T bl ock be the block timestanp assigned by the builder. Current
systens provide no nechanismto verify that:

| T_block - T actual| < epsilon

for any meani ngful epsilon. A malicious builder may set T_bl ock
arbitrarily within consensus tol erance, enabling sandw ch attacks
[EIGENPHI ], front-running, and other tenporal manipul ation

The sane vul nerability exists in:

o Al agent nulti-step transactions where ordering deternines
econoni ¢ out cone

0 Industrial IoT command sequences where ordering detern nes
physi cal safety

0 Inter-satellite comunication where propagation delay variance
is exploited

Exi sting Mtigations and Their Limtations

Private nenpools (e.g., Flashbots Protect [FLASHBOTS- PROTECT])
reduce front-running exposure but do not elimnate it. As
docunented in [ SANDW CH STUDY], private sandw ch attacks affecting
3,126 transactions produced $409, 236 in | osses during Novenber -
Decenber 2024, with 50.1% of Ethereumtransactions using private
routing by February 2025. Private routing does not provide tenporal
aut hentication; it only obscures order flow.

Network Tinme Security (NTS) [RFC38915] addresses NIP



aut hentication within a single network domai n but does not provide:
0 Coss-domain Byzantine fault tol erance

o Econonic incentive alignment for honest participation

0 Integration with distributed | edger anchoring

| EEE 1588 Precision Tinme Protocol (PTP) provides sub-nicrosecond
synchroni zation within | ocal networks but is not Byzantine fault
tol erant and does not operate across adm nistrative domains.

3. Proof of Time (PoT) Specification
3.1. PoT Data Structure

A Proof of Tine is defined as the followi ng JSON-serializable
structure. Inplenentations MIJST preserve all fields for
verification purposes.

struct Proof O Ti me {
uint64 tinestanp_ns;
/1 Synthesized Unix timestanp in nanoseconds.
/1 Derived fromnulti-source NTP nmedi an synthesis
/1 per the algorithmin Section 3.2.

uint64 expires_at_ns;
/1 Validity window expiry in Unix mlliseconds.
/] Default: timestanp_ns / 1,000,000 + 60, 000.
/1 1mplenmentati ons MIST rej ect PoTs where
/[l current tine_ns > expires_at_ns.

uint8 sour ces;
/1 Nunber of independent NTP sources contributing
/1 to synthesis. MJST be >= 2 for TURBO eligibility.
/1 A PoT with sources == 1 is valid but carries
/1 degraded confidence and is ineligible for TURBO

uint8 stratum
/1 M nimum NTP stratum across contributing sources.
/1 Lower values indicate proximty to atom c cl ocks.
/1 MJST be <= 15 (RFC 5905 Section 7.3).

uint32 confidence_ppm
/]l Source availability confidence scal ed by 10"6.
/1 Value = (respondi ng_sources / configured_sources)
I * 1, 000, 000.
/1 MJST be >= 500,000 (0.5 confidence) for
/1 TURBO eligibility.

byt es32 nonce_hash;
/'l keccak256(random nonce_bytes).
/1 Provides replay protection. The underlying
/1 nonce MJST be generated using a cryptographically
/'l secure random nunber generator.

byt es32 grg_hash;
/1 Qutput of the GRG Integrity Pipeline applied to
/1 the PoT payl oad. See Section 4.3.

byt es i ssuer _si gnat ure;
/1 Optional Ed25519 signature over on_chai n_hash
/1 by the PoT issuer. Enables non-repudiation

Sour ceReadi ng[] source_readi ngs;
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/1 Per-source evidence supporting timestanp_ns.

}

struct SourceReadi ng {
string source_nane; /1 ldentifier of the time source
uint64 tinestanp_ns; /1 Per-source tinestanp
float32 uncertainty_ms; // Per-source uncertainty (ns)
uint8 stratum /'l Per-source NTP stratum

}

PoT Generation Al gorithm

A PoT is generated as foll ows:

(1

(2)

(3)

(4)
(5)

(6)

(7

3. 3.

Query N configured tinme sources in parallel. Sources MAY
i ncl ude NTPv4 [ RFC5905] servers and HTTPS- aut henti cat ed
endpoi nts. | nplementati ons SHOULD use a m ni mum of 3 sources.

Di scard responses where:

- stratum == 0 or stratum> 15

- Round-trip del ay exceeds inplenentation-defined threshold
- Response tinmestanp is prior to 1970-01-01 (Uni x epoch)

For each valid response i, conpute
theta_i = ((T2_i - T1_.i) + (T3_.i - T4_i)) / 2

where T1 is local originate time, T2 is server receive tineg,
T3 is server transmt tine, and T4 is |ocal receive tinme, al
i n nanoseconds.

timestanp i = T4 i + theta i
Sort valid timestanps: t_1 <=t_2 <= ... <=1_Kk.
ct synthesized tinestanp:
== 1: T_synth t_ 1 (with degraded confidence warni ng)

== 2: T_synth (t. 1+t 2)/ 2
t

Se
- >= 3: T_synth {floor(k/2)} (nmedian)

—- — = D
XXX

Verify all source readings are within tol erance of T_synth:
|t_i - T_synth] <= TOLERANCE(stratum

where TOLERANCE is defined in Section 5.2.

Construct PoT with T_synth, a fresh cryptographi c nonce, and

expiry window. Apply GRG pipeline (Section 4) to produce
gr g_hash.

On-Chain Hash (Determ nistic ABlI Encodi ng)

The on-chain representation of a PoT MJST use the follow ng
determnistic encoding to enabl e i ndependent third-party
verification:

on_chai n_hash = keccak256(
ABI . encode(

ui nt 64(ti nestanp_ns),
ui nt 64( expi res_at _ns),
ui nt 8( sources),
uint8(stratuny,
ui nt 32( confi dence_ppnj,
byt es32( keccak256( nonce_bytes))



This encoding is field-order-fixed and i ndependent of serialization
library inplementation, enabling any conform ng inplenentation to
reproduce the hash given the same PoT fi el ds.

NOTE: JSON serialization MJST NOT be used for on_chai n_hash
comput ation, as key ordering varies across inplenentations.

3.4. PoT Verification

A verifying party MIST reject a PoT if any of the follow ng
condi ti ons hol d:

(a) current _time_ns > expires_at _ns
(b) confidence ppm < 500, 000
(c) sources <1 (a PoT with zero sources is invalid by
definition; sources == 1 is valid but TURBOineligible
per Section 3.1)
(d) stratum > 15
(e) The nonce has been previously observed (replay protection)
(f) grg_hash fails GRG pipeline verification (Section 4.3)
(g) Any source reading deviates fromtimestanp_ns by nore than
TOLERANCE( stratum) nanoseconds, where TOLERANCE i s:
- stratum <= 1: 10, 000,000 ns (10 ns)
- stratum == 2: 25,000,000 ns (25 ns)
- stratum >= 3: 50, 000,000 ns (50 ns)

A PoT with sources < 2 or confidence_ppm < 750,000 MJST NOT be
admitted to TURBO node regardl ess of other fields.

Optionally, verifying parties SHOULD val i date issuer_signature
agai nst a trusted PoT issuer public key registry.

4. GRG Integrity Pipeline (Abstract Specification)

4.1. Pipeline Overview

The GRG Integrity Pipeline is a nulti-stage encodi ng and

aut henti cati on mechani smapplied to PoT payl oads. |t provides:
0 Structured encoding for error correction (Stage 1)

o0 FErasure coding with configurabl e redundancy (Stage 2)

o Forward error correction per shard (Stage 3)

0 Keyed integrity authentication per shard (Stage 4)

The pipeline accepts an arbitrary byte sequence and produces a set
of authenticated shards. Any conform ng subset of shards can
reconstruct the original payload and verify its integrity.

The specific algorithmparaneters, optimzation strategies, and

i mpl ementation techniques are proprietary and covered by pendi ng
patent applications (see Section 10). This specification defines
only the abstract interface required for interoperability.

4.2. Stage Descriptions
Stage 1 -- Structured Encoding (Q:

The input payload is transformed into a structured bit
representation using a Gol onb-Ri ce based encoding optinized for



subsequent error correction. |Inplenentations MJST preserve the
original byte length as netadata to enabl e exact reconstruction.

Stage 2 -- Erasure Coding (R):
The structured payload is divided into K data shards and M
parity shards (K + Mtotal), using a systematic Reed- Sol onon
codi ng schene over a finite field. Any K of the K+ M shards
MUST be sufficient to reconstruct the original payload. Default
paraneters: K=4, M2 (total 6 shards; recovers fromany 2
shard failures).

Stage 3 -- Forward Error Correction (Q:
Each individual shard is protected with a Gol ay-based bi nary
bl ock code capable of correcting up tot bit errors per
codeword, where t >= 3.

Stage 4 -- Keyed Integrity Authentication
Each shard is appended with a truncated keyed hash (m ni mum 8
bytes) conputed with a context-derived key. The key MJST be
derived fromthe depl oynent context (e.g., chain identifier and
pool address) to prevent cross-context replay. The specific
key derivation function is inplementation-defined; inplenmentations
MUST ensure that shards produced for one context cannot be used
to satisfy verification for a different context.

4.3. \Verification Interface

The GRG pi peline MJST expose the followi ng abstract interface:

I nput : original _data (bytes), shards (list of byte arrays),

context _id (opaque identifier)
Qutput: VerifyResult { ok: bool, hmac _failures: int,
recovered: bool }

A result with ok=true and recovered=true indicates that the payl oad
was successfully reconstructed despite one or nore shard integrity
failures, using the erasure codi ng redundancy of Stage 2
| npl enent ati ons SHOULD | og hmac_failures for security nonitoring.
The grg_hash field in the PoT structure is conputed as:

grg_hash = keccak256( concat enat e( shar ds))

where shards are the output of Stage 4.

5. AdaptiveSwitch: Byzantine Node Eviction Mechani sm
5.1. State Machine

The AdaptiveSwitch classifies each network partici pant as one of
two operational states:

TURBO. Preferential execution node
Latency target: 50 ns.
Fee di scount: 20% (i npl enent ati on-defi ned).

FULL: Standard execution node
Latency target: 127 ms.
No fee di scount.

Al'l participants begin in FULL state. Transitions are determ ned
by the observed PoT conformance rate over a sliding w ndow

5.2. Transition Conditions and Hysteresis



Let R match be the fraction of recent bl ocks whose observed
transaction order and tinestanp are consistent with the participant’s
submitted PoT records, conputed over a sliding wi ndow W (default

W£20 bl ocks).

Ti er-specific tenmporal tolerance

TO _epoch (6.4 mn intervals): 2000 ns
Tl block (2 s intervals): 200 ns
T2_slot (12 s intervals): 500 s
T3_micro (100 ns intervals): 10 s

Transitions:
FULL -> TURBO R match >= 0.95 over Wbl ocks AND
penal ty cool down == 0 AND
GRGintegrity verified for all Wbl ocks

TURBO -> FULL: R match < 0.85 OR
any GRG integrity failure detected

The hysteresis gap (0.95 entry vs. 0.85 nai ntenance) prevents
oscillation and ensures stable TURBO participation requires
sust ai ned honest behavi or.

5.3. Penalty and Exponential Backof f

Upon a CRG integrity failure while in TURBO state, a mandatory
cool down period is applied:

cool down_bl ocks = 20 * 2"(consecutive failures - 1)

subj ect to a maxi num of 320 bl ocks, with consecutive failures
capped at 4.

Thi s exponential backoff ensures that repeated Byzantine behavi or
results in extended exclusion from TURBO node, creating a strong
econom ¢ disincentive for tinmestanp nmani pul ati on

5.4. Nash Equilibrium Anal ysis
Let R be the block reward, V_nmev be the extractable MEV val ue,
C turbo and C full be the per-block costs in TURBO and FULL nodes
respectively, and L_penalty be the expected penalty cost.

U honest = R - C_turbo
U byzantine = R+ V.nev - C full - L_penalty

The protocol paraneters are chosen such that:
U honest > U byzantine

Specifically, the fee discount in TURBO node conbined with the
exponenti al backoff penalty ensures that sustained honest
participation yields strictly higher utility than occasi onal MEV
extraction, provided V_nev does not exceed the penalty cost.
Specific parameter calibration is inplenentation-defined.

6. tttps:// Protocol Integration

6.1. TLS Extension Definition

Thi s docunent requests the allocation of a new TLS extension type
val ue from | ANA
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Ext ensi onType: pot_tenporal _attestati on (TBD)

The extension carries a serialized Proof O Ti ne structure as defined
in Section 3.1.

struct {
opaque pot_dat a<l1..2"16-1>;
} Tenporal Att estati onExt ensi on;

where pot _data is the canonical JSON encoding of a Proof O Ti nme
with Bigint fields represented as decimal strings.

Handshake Augnentati on
The tttps:// handshake augnents TLS 1.3 as foll ows:

ClientHello:
MAY include a pot_tenporal _attestation extension carrying the
client’s current PoT.

ServerHell o (or EncryptedExt ensions):
If the server supports tttps://, it MIST include a
pot tenporal _attestation extension carrying the server’s current
PoT.

Verification:
After the TLS handshake conpl etes, each party MJST verify the
counterpart’s PoT per Section 3.4. Additionally:

|client.tinmestanp_ns - server.tinmestanp_ns| <=
max( TOLERANCE( cl i ent . stratum, TOLERANCE(server.stratun))

If this condition is violated, the connection MAY be term nated
with a new alert: tenporal _inconsistency(TBD).

Backward Compatibility

If either party does not include the pot tenporal attestation

ext ension, the connection proceeds as standard TLS 1.3 without
temporal attestation. This ensures conpl ete backward conpatibility.
Applications MAY require tttps:// as a policy matter; this docunent
does not nandate such requirenments

Tier Structure

tttps:// defines four operational tiers, balancing tenporal

resol ution against verification overhead. The tier deternines the
tenmporal tol erance window (Section 5.2) and eligibility for TURBO
node:

| TO epoch | 6.4 min | | Batch / standard DEX

| Ti_block | 2 s | medi um | L2 block ordering |
| T2 slot | 12 s | high | L1 slot ordering |
| T3 _mcro | 100 ns | | I'nstitutional / HFT

NOTE: Per-tick pricing and fee schedul es are inplenmentation-defined
and outside the scope of this specification. Reference pricing
for the OQpenTTT inplenentation is docunented separately [ OPENTTT].

| mpl enent ati ons operating at T3_micro SHOULD enpl oy asynchr onous
GRG processing to nmeet the 100 ns interval constraint.



8. | ANA Consi derati ons
Thi s document requests the follow ng | ANA acti ons:

1. Registration of TLS extension type pot_tenporal attestation
in the "TLS ExtensionType Val ues" registry.

2. Registration of TLS alert tenporal _inconsistency in the
"TLS Alerts" registry.

3. Creation of a new "PoT Source Type" registry with the follow ng
initial values: ntp_udp, https_date header, roughtine.

9. Security Considerations
9.1. NTP M TM Attacks

Pl ain NTPv4 [ RFC5905] is transmitted over unauthenticated UDP
making it vulnerable to on-path attackers. |nplenentations SHOULD
use Network Time Security (NTS) [RFC8915] for at |east one
configured source. Additionally, including HTTPS-authenticated
sources provides TLS-protected tenporal evidence even at reduced
preci sion (1-second resolution from HITP Date headers)

The nulti-source nedian synthesis algorithmis inherently resistant
to single-source conprom se: an attacker nust conpromise a mgjority
of configured sources sinultaneously to neaningfully affect the
synt hesi zed ti nest anp.

9.2. Replay Attacks

The nonce_hash field MIST be generated fresh for each PoT and MJUST
NOT be reused. Verifying inplenentations MJST maintain a bounded
nonce cache with TTL >= expires_at_nms to reject replayed PoTs.
Recommended cache paraneters: capacity 10,000 entries, TTL 300
seconds (5x the default 60-second expiry w ndow).

9.3. Sybil Time Sources

A single entity controlling multiple NTP servers could fabricate
a consistent false tinmestanp across "nultiple" sources.

| mpl enent ati ons SHOULD use sources fromdistinct administrative
domains (e.g., NI ST, KRISS, Google, Coudflare) with verified
different operators.

9.4. Side-Channel Considerations

The key derivation function for the GRG pi peline MJST be

i mpl ement ed using constant-tinme operations where applicable to
prevent tining side-channel attacks. The specific derivation
algorithmis inplementation-defined (see Section 10).

9.5. Byzantine Node Economi c Attacks

Section 5.4 denonstrates that the AdaptiveSwi tch nechani sm creates
a Nash equilibriumfavoring honest participation. However,

i mpl ement ati ons MJUST set penalty paraneters such that L _penalty
exceeds the expected V_mev for the deployed context. Operators
SHOULD nonitor the TURBO FULL ratio across participants and

i nvestigate sustained FULL operation as a potential indicator of
Byzanti ne behavi or.



10. Intellectual Property Rights

The contributor represents that to the best of the contributor’s
know edge, there are | PR clains under which RAND |icensing terms
woul d be available, in the event the | ETF takes any action based
on the contribution (pursuant to BCP 79 [ RFC8179]).

Specifically, pending patent applications cover aspects of the
technol ogi es described in this docunment, including:

(a) The multi-stage GRGintegrity pipeline (Stage 1 through Stage 4
as described in Section 4), including specific algorithm
par aneter sel ection, key derivation nethodol ogy, and
performance optim zati on techni ques;

(b) The AdaptiveSwi tch Byzantine node eviction nmechani sm including
the specific hysteresis thresholds, penalty calculation formula,
and Nash equilibrium paraneterization;

(c) The conbination of nulti-source NTP synthesis with on-chain
determni stic hash anchoring as specified in Section 3. 3.

Pat ent applications have been filed in nultiple jurisdictions.
Application nunbers are not yet publicly avail abl e pendi ng
exam nation. The anticipated |icensing franmework is:

0 Open-source non-comercial inplenentations: royalty-free

0o Entities operating as PoT Issuers in a commercial capacity
(see Section 1.3): tiered royalty schedule to be published
upon patent grant

0 End-user inplenentations that consune but do not issue PoTs:
royalty-free

A formal 1PR disclosure will be filed on the | ETF Dat atracker
(https://datatracker.ietf.org/ipr/) concurrent with the proposed
BoF session. |Inquiries may be directed to: peter@enosian.com
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