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Abst ract

Agentic Al systens operate on behal f of human principals, often

del egating tasks through nmulti-step chains of Al agents. There is
currently no standard nechanismto record who authorized an agent to
act, under what scope, and through what chain of delegation, in a
way that can be verified offline, without a central registry, and

wi thout third-party trust anchors.

Thi s docunent specifies the Human Del egati on Provenance Protoco
(HDP) version 0.1, a lightweight token-based protocol that captures,
structures, cryptographically signs, and verifies hunman del egation
context in agentic Al systens. An HDP token binds a human

aut hori zation event to a session, records each agent’s del egation
action as a signed hop in an append-only chain, and enabl es any
participant to verify the full provenance record using only the

i ssuer’s Ed25519 public key and the current session identifier
Verification is fully offline. No registry |ookup, no network call
and no third-party trust anchor is required.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026
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1. Introduction

Aut ononpbus Al agents are increasingly used to execute consequenti al
actions: sending emails, nodifying files, running code, calling APIs,
and transacting on behalf of users. When a human aut horizes an
orchestrator agent, which in turn del egates to sub-agents, which
further delegate to tool-execution agents, the originating human

aut hori zati on becones di sconnected fromthe term nal action. There
is no standard record of the authorization chain.

This gap creates accountability, auditability, and safety problens:

*  Downstream agents cannot verify that the action they are being
asked to performwas actually authorized by a hunman.

* Post-hoc audits cannot reconstruct who approved what, and when

* Pronpt injection attacks , where malicious content in the
environment instructs an agent to act , cannot be distinguished
fromlegitimte human del egati on.

HDP addresses this by defining a token that:

* Records the human principal, their declared scope, and the session
bi ndi ng at issuance.

* Accumrul ates a cryptographically signed hop record for each agent
that handl es the token.

* Allows any recipient to verify the entire chain , root signature

plus all hop signatures , using only the issuer’s Ed25519 public
key and the session identifier
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1.1. Motivation

The need for agentic del egati on provenance is not hypotheti cal
Producti on depl oynents of Al orchestration systens (LangChain,

Aut oGPT, CrewAl, and simlar franeworks) today pass natural | anguage
task descriptions between agents with no cryptographic binding to the
ori gi nal human authorization. The operational risk conpounds as
nmodel s beconme nore capabl e and agents are granted access to higher-
consequence tool s.

A provenance token that travels al ongsi de the task , tanper-evident,
of fline-verifiable, and scoped to what the human actually approved ,
provi des the foundation for auditable, accountable agentic systens.

1.2. Design Goals
HDP is designed with the followi ng goals in order of priority:

1. *Ofline verifiability.* Verification MJST require only a public
key and session ID. No network call, registry | ookup, or third-
party endpoint is required.

2. *Self-sovereignty.* Any organi zation MJST be able to issue and
verify HDP tokens without registering with a central authority or
anchoring to a third-party key.

3. *Tamper evidence.* Any nodification to a token , in its header
principal, scope, or any hop , MJST be detectable by the
verification pipeline.

4. *Mninmal footprint.* The protocol MJST be inplenentable in any
| anguage with Ed25519 and JSON support. No mandatory
i nfrastructure beyond key managenent is required.

5. *Privacy by design.* Principal identity fields MJUST be separable
fromthe audit-rel evant parts of the token, so tokens can be
transmtted to agents wi thout exposing PlI

1.3. Relationship to I PP (draft-haberkanp-ipp-00)

The I ntent Provenance Protocol [I-D. haberkanp-ipp] addresses the sane
probl em space. HDP and | PP share the use of Ed25519 signatures and
append-only provenance chains but make different architectural trade-
offs, which are detailed in Section 12. The two protocols are not
interoperable. HDP is offered as a distinct design point, not a
revision of |PP.
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The full HDP protocol specification is available at [HDP-SPEC]. A
TypeScript reference inplenentation is available at [HDP-1MPL].

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] and [RFC8174] when, and only when, they appear in al
capitals, as shown here

I ssuer: The system or person that creates and signs an HDP t oken on
behal f of a human princi pal

Principal: The human who authorized the agentic task. Represented
in the token’s principal object.

Agent: Any Al system nodel, or autonmated process that receives and
acts upon an HDP token.

Hop: A single delegation event, recorded as a signed entry in the
token’s chain array.

Root signature: The Ed25519 signature over the token's header,
principal, and scope, conputed by the issuer at token creation
time.

Hop signature: The Ed25519 signature conputed by an extendi ng agent
over the cunulative chain state at the tinme of extension

Session: A logical unit of work identified by a session_id string,
est abl i shed between the issuer and the agent franework before the
token is issued.

3. Token Structure
An HDP token is a JSON object with six top-level fields. The token

MUST conformto the followi ng structure. All integer tinmestanps are
Unix mlliseconds (mlliseconds since 1970-01-01T00: 00: 00Z).

{

"hdp" "0.1", /1 protocol version

"header" { }, /1 session binding + lifecycle
"principal" { .} /1 authorizing human

"scope” { .} /1 authorized intent + constraints
"chai n" [ . ], /1 del egation hops (append-only)
"si gnature" { .} /1 root Ed25519 signature
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Fi gure 1: HDP Token Top-Level Structure
3.1. Header

The header object carries token |ifecycle and session binding fields.

{

"t oken_i d" : "550e8400- e29b-41d4- a716- 446655440000",
"issued_at" : 1711483200000,

"expires_at" : 1711569600000,

"session_id" . "sess-20260326-abc123",

"version" o "0.1",

"parent _token_id" : "..." /] OPTIONAL: re-authorization |inkage

}
token_ id: REQU RED. UUI D v4. Unique identifier for this token
issued at: REQU RED. Unix nilliseconds. Tinme of issuance.

expires_at: REQU RED. Unix mlliseconds. Token MJUST NOT be
accepted after this tine. Default lifetime is 24 hours.

session_id: REQUJ RED. Opaque string. Established out-of-band
bet ween i ssuer and agent franework before token issuance.
Provi des replay defense: a token is only valid within the session
for which it was issued.

version: REQU RED. MJST equal the value of the top-level hdp field.

parent _token_id: OPTIONAL. |If present, identifies the token this
token supersedes in a re-authorization chain. See Section 6.

3.2. Principa

The principal object identifies the authorizing human. It MJST
contain id and id_type. Al other fields are OPTI ONAL.

{

"id" : "usr_alice_opaque",
"id_type" . "opaque",

"di spl ay_nane" : "Alice Chen",
"poh_credential" oo,

"met adat a" :{}

}

The id_type field MJUST be one of the follow ng regi stered val ues, or
a customstring prefixed with x-
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* opaque: Application-defined identifier. No resolution senmantics
are inplied.
* email: RFC 5321 enmil address.
* uuid: RFC 4122 UUI D.

* did: WBC Decentralized Identifier [WBC.DID]. DIDresolution is
application- defined and not required by this protocol.

* poh: A Proof-of-Hurmanity credential identifier. Verification
semantics are application-defined; see Section 9. 3.

HDP does not nandate any specific identity nodel. The did id_type is
avail abl e for deployments with existing DID infrastructure; it is not
required.

3.3. Scope

The scope object records what the human authorized. It is signed as
part of the root signature and MJST NOT be nodified after issuance.

{

"intent" . "Analyze QL sales data and produce a report.",
"aut hori zed_t ool s" . ["database_read", "file wite"],

"aut hori zed_resources" : ["db://sal es/ql-2026"],

"data_classification® : "confidential",

"net wor k_egress" . fal se,

"persi st ence" . true,

"max_hops" 3

}

intent: REQU RED. Natural |anguage description of the authorized
task. Free-formstring. This is the human-readabl e authori zation
st at ement .

aut hori zed_tools: OPTIONAL. Array of tool identifiers the principa
has explicitly authorized. Enforcement is application-defined.

aut hori zed resources: OPTIONAL. Array of resource identifiers
(URI's, paths, etc.) the principal has authorized access to.

data_cl assification: REQU RED. One of: public, internal,
confidential, restricted. Expresses the sensitivity |level of data
the agent is authorized to access.

networ k_egress: REQU RED. Boolean. Wether the agent is authorized
to make out bound network requests.

Hel i xar Expi res 26 Septenber 2026 [ Page 7]



I nternet-Draft HDP Agentic Del egation March 2026

persi stence: REQU RED. Boolean. Whether the agent is authorized to
wite persistent state.

max_hops: OPTIONAL. Positive integer. Maxi mum nunber of del egation
hops pernmitted. Verification MJST reject tokens whose chain
| ength exceeds this val ue.

HDP does not nandate a central taxonomy for intent, authorized_tools,
or authorized_resources. These are self-described by the issuer
Senmantic validation of agent actions agai nst declared scope is an
application-layer concern

3.4. Chain

The chain array is append-only. Each element records a single

del egation event (hop). The array is enpty at issuance and grows as
the token passes through agents. Agents MJST NOT renove or nodify
existing entries.

{
"seq" 1,
"agent _id" : "orchestrator-v2",
"agent _type" : "orchestrator",
"agent _fingerprint" : "sha256:abcl123...",
"timestanmp" : 1711483260000,
"action_sumary" : "Deconpose anal ysis task; delegate to sub-agents.",
"parent _hop" : 0,
"hop_si gnat ure" . "<base64url - encoded Ed25519 si gnat ure>"
}

seq: REQUI RED. Positive integer. Sequential index, starting at 1.
MJST be exactly one greater than the previous hop’s seq. Gaps in
sequence are a protocol violation

agent _id: REQU RED. Identifier of the agent adding this hop

agent _type: REQU RED. One of: orchestrator, sub-agent, tool-
execut or, custom

agent _fingerprint: OPTIONAL. Model or binary fingerprint for the
acting agent.

timestanp: REQUIRED. Unix milliseconds. Tine of hop extension

action_sunmary: REQUI RED. Human-readabl e description of the action
this agent intends to take.

parent _hop: REQUI RED. Non-negative integer. Index of the hop that
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triggered this del egation, where 0 indicates the root (human)
aut hori zati on.
hop_signature: REQUI RED. Base64url-encoded Ed25519 signature. See
Section 4.2. Absence is a protocol violation per Rule 6 of
Section 4. 3.
3.5. Signature

The signature object carries the root signature conputed by the

i ssuer.

"ki d" : "alice-signing-key-v1",

"al g" : "Ed25519",

"val ue" : "<base64url -encoded Ed25519 signature over canonical JSON>"
}

The alg field MUST be Ed25519 for HDP v0.1. The kid field SHOULD be
used by verifiers to identify the correct public key when multiple
keys are in circul ation

4. Cryptographic Signing

4.1. Root Signature
The root signature is conputed by the issuer at token creation tine.
It covers the token's header, principal, and scope , the fields that
constitute the hunman authorizati on event.
The signing procedure is:

1. Construct the unsigned token object containing the hdp, header,
principal, scope, and chain (enpty array at issuance) fields.

2. Serialize the object to canonical JSON using RFC 8785 [ RFC8785]
(JSON Canoni calization Scherme). This ensures determnistic byte
representation across inplenentations and pl atforns.

3. Conpute the Ed25519 [ RFC8032] signature over the canonical JSON
bytes using the issuer’s private key.

4. Encode the signature bytes as base64url [RFC4648] (no paddi ng).

5. Attach the signature object (kid, alg, value) to the token
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The signature field itself MJUST NOT be included in the canonical JSON
payl oad before signing. The signed payload is deterninistically
recoverabl e by stripping the signature field fromthe conplete token
and re-serializing with RFC 8785

4.2. Hop Signature
Each hop MJUST carry a hop_signature. This signature binds the new
hop record to the entire accunul ated del egation history and to the
root signature, nmaking retroactive chain nodification detectable.
The hop signing procedure is:
1. Construct the new hop record (all fields except hop_signature).
2. Build the signing payload as a JSON array: [hop_1, hop 2, ...,
hop_(n-1), new hop_unsigned] where hop_1 through hop (n-1) are
the previously signed hops (WTH their hop_signature fields) and
new_hop_unsigned is the new hop record WTHOUT its hop_signhature
3. Prepend the root signature val ue (base64url string) to the array
as its first elenent: [root_sig value, hop_ 1, ...,
new _hop_unsigned]. This chains the hop signature to the root.
4. Serialize the array to canoni cal JSON per RFC 8785

5. Conpute the Ed25519 signature over the canonical JSON bytes using
the extending agent’s private key.

6. Encode as base64url and attach as the hop_signature field on the
new hop record.

7. Append the signed hop to the token’s chain array.
The asymretry between previously-signed hops (WTH hop_si gnature) and
the new hop (W THOUT hop_signature) in step 2 is intentional and
critical. The verifier MJST reconstruct this exact payload structure
when verifying each hop. See Section 5.

4.3. Chain Integrity Rules

The following rules govern chain construction and MJIST be enforced by
both extenders and verifiers:

1. Hop seq values MJST start at 1 and increnent by exactly 1. No
gaps are pernitted.

2. Existing hop records MJST NOT be nodified or renoved.

Hel i xar Expi res 26 Septenber 2026 [ Page 10]



I nternet-Draft HDP Agentic Del egation March 2026

A hop’s parent _hop MJST reference a valid prior hop index (0 for
the root human authorization, or the seq value of a prior hop).

If scope.max_hops is set, the chain |l ength MJUST NOT exceed it. A
token with a full chain MJST NOT be extended.

Each hop’s timestanp SHOULD be nonotoni cal |y non-decreasi ng.
The hop_signature field MIST be present on every hop. A hop

wi thout a hop_signature is a protocol violation and MJST cause
verification to fail.

5. Verification Pipeline

A verifier MJIST execute the follow ng seven steps in order. A

fail

ure at any step MJST cause inmediate rejection with an

appropriate error. The verifier MJST NOT proceed to subsequent steps
after a failure.

1.

Hel i xar

*Version check.* The hdp field MJST contain a recogni zed protoco
version string. For this specification, the only recognized
value is "0.1".

*Expiry check.* The token’'s header.expires_at MJST be strictly
greater than the current tine. Expired tokens MJST be rejected.

*Root signature verification.* Reconstruct the canoni cal JSON
payl oad by stripping the signature field and serializing the
remai ni ng token object per RFC 8785. \Verify the Ed25519
signature in signature.val ue against this payl oad using the
issuer’s public key. A failure indicates tampering with the
header, principal, or scope.

*Hop sequence integrity.* For each hop in chain, verify that
hop.seq == (index + 1). Any gap or duplication MJST cause
rejection.

*Hop signature verification.* For each hop at index i

a. Verify that hop_signature is present. Absence MJUST cause
rejection.

b. Reconstruct the signing payl oad as described in Section 4.2,
using the hops at indices 0...(i-1) with their signatures,
plus the hop at index i wi thout its hop_signature, prepended
by the root signature val ue.
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c. Serialize the payload per RFC 8785 and verify the
hop_si gnature agai nst the issuer’s public key (the same key
used for the root signature in HDP v0.1)

6. *max_hops check.* If scope.max_hops is defined, the | ength of
chain MUST NOT exceed it.

7. *Session binding check.* The token’s header.session_id MJST
exactly match the session_id provided by the verifying
application. This prevents token replay across sessions. See
Section 10. 4.

An optional eighth step MAY be perforned if the application has

regi stered a Proof-of-Humanity verifier: if principal.poh_credentia
is present and a verifier callback is configured, the credential MJST
be validated by that call back. See Section 9.3.

Verification is fully offline. Steps 1 through 7 require only the

i ssuer’s Ed25519 public key and the current session identifier. No
network call, registry |ookup, or third-party contact is required at
any step.

6. Re-Authorization
Long-runni ng or streani ng sessions may exhaust the max_hops limt,
require scope expansion, or encounter situations where a high-risk
action warrants fresh human confirmation. In these cases, the issuer
(acting on behalf of the human principal) issues a new token that
super sedes the original
Re-aut horization is indicated by setting header.parent_token_id to
the token_id of the token being superseded. This field MJST be set
bef ore conputing the root signature, so the parentage link is
cryptographically covered by the new token’s root signature.
A re-authorized token
* Has a new token_id, issued_at, and expires_at.

* |Inherits session_id, principal, and scope fromthe original unless
explicitly overridden.

* Starts with an enpty chain (del egation count resets).

* Records parent_token_id pointing to the original, creating an
audi t abl e |i neage of scope evol ution.
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8.

8.

Verifiers that require re-authorization chain traversal SHOULD retain
all tokens in a session and verify the full parent_token_id |inkage.

Mul ti-Principal Del egation

HDP v0.1 supports one principal per token. Joint authorization by
mul ti pl e humans i s achi eved by sequential chaining: Human A issues
token T1; Human B issues token T2 with parent_token_id equal to T1's
token_id. Each token is independently signed with its issuer’s key.

To verify a nmulti-principal chain, the verifier MJST:

1. Verify each token individually against its issuer’s public key
usi ng the standard 7-step pipeline.

2. Verify that T[i].header.parent token id == T[i-1]. header.token_id
for all i > 0.

3. Verify that all tokens in the chain share the same session_id.

This pattern provides joint authorization auditably w thout requiring
a threshold signature schenme. Each principal’s authorization is a
distinct signed artifact. A future version of HDP (v0.2) is planned
to introduce simultaneous nulti- signature primtives using threshold
si gnature schenes.

Transport
1. HITP Header: X-HDP-Token

HDP t okens MAY be transmitted in HTTP requests and responses using
the X- HDP- Token header. The header value is the base64url encoding
(RFC 4648, no padding) of the UTF-8 JSON serialization of the

conpl ete token object.

PCST /api/task HTTP/ 1.1

Host: agent. exanpl e. com

X- HDP- Token: eyJoZHAI O | wij Ei LCJoZWFkZXl i Onsi . .
Cont ent - Type: application/json

Fi gure 2: X-HDP-Token HTTP Header Exanpl e

| mpl enent ati ons MUST NOT include tokens in URL query paraneters, as
this exposes sensitive data in server |ogs and browser history.
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8.

8.

9

9

2. Token by Reference: X-HDP-Token- Ref

When token size is a concern (e.g., large chains), the token MAY be
stored server-side and referenced by its token_id using the X-HDP-
Token- Ref header

POST /api/task HTTP/ 1.1
Host: agent. exanpl e. com
X- HDP- Token- Ref :  550e8400- e29b- 41d4- a716- 446655440000
Fi gure 3: X-HDP- Token-RRef HTTP Header Exanpl e

| mpl enent ati ons usi ng token-by-reference MIST secure the token store
and use transport-layer security (TLS) for all reference resol ution.

3. Key Distribution: Well-Known Endpoi nt
I ssuers that wish to publish their EJd25519 public keys for autonated

di scovery SHOULD serve a JSON docunent at /.well-known/ hdp-keys.json
with the follow ng structure:

"keys": [
"kid" : "alice-signing-key-v1l",
"al g" : "Ed25519",
"pub" : "<base64url -encoded 32-byte Ed25519 public key>"
}
]
}
This format is intentionally mnimal. |nplenmentations MAY extend it

with additional netadata. The alg field MJST be "Ed25519" for HDP
v0. 1 keys. Consuners MJST reject entries with unrecogni zed al g
val ues. Consuners MJST validate that the decoded public key is
exactly 32 bytes.

Privacy Consi derations
1. M™MninmumDisclosure Principal Fields
The principal object may contain Pll (ermail address, display nane).
| ssuers SHOULD apply the principle of mninmdisclosure when

constructing tokens that will traverse multiple agents.
Speci fically:
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* Use id_type: "opaque" with an application-internal identifier
rat her than emnmbeddi ng the user’s email address in tokens that wll
be sent to third-party agents.

* Omt display_nane when the receiving agent does not require a
human- r eadabl e identity.

The token structure separates the identity fields (principal) from
the audit-relevant fields (header, scope, chain). |Inplenentations
MAY strip the principal object when forwardi ng tokens to agents that
do not require principal identity, while preserving the integrity of
the signature chain. Note that stripping principal invalidates the
root signature; stripped tokens MJST be clearly marked as audit-only
records and MUST NOT be presented for signature verification

Data Retention and the Right to Erasure

HDP t okens may constitute personal data under applicable privacy
regul ations (e.g., GOPR Article 4(1)) when the principal.id or
princi pal . display_nane fields contain directly or indirectly
identifying informtion.

| mpl enent ati ons SHOULD:

* Store tokens with explicit retention periods derived from
header . expi res_at.

* Provide deletion mechani sns that renove stored tokens upon erasure
requests.

* Use opaque identifiers in principal.id where possible, nmaintaining
a separate mappi ng that can be destroyed i ndependently of the
token audit | og.

Proof of Humanity

The optional principal.poh_credential field MAY carry a credenti al
attesting that the principal is a human (e.g., a Wrldcoin Wrld ID
proof, a CAPTCHA session token, or a bionmetric attestation
identifier). The HDP protocol does not define the semantics of this
field; verification is entirely application-defined.

When a PoH verifier is configured, the verification pipeline MIST
validate the credential as the final step (after session binding) and
MJST reject the token if validation fails. The verifier callback
SHOULD be idenpotent and SHOULD NOT have side effects
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Security Considerations
1. Threat Model

HDP i s designed to provide provenance and tanper evidence, not
runti me enforcenent. An agent that exceeds its declared scope is
still a bad actor , HDP creates an evidence trail, not a capability
boundary. Applications requiring runtime enforcenent MJST inpl enent
it at the application layer using the HDP token as audit input.

2. Token Forgery

A forged token , one whose header, principal, or scope fields do not
mat ch the original issuance , will fail Step 3 of the verification

pi peline (root signature check). The security of this step relies on
the unforgeability of Ed25519 signatures and the collision resistance
of SHA-512 (used internally by Ed25519). An attacker who does not
possess the issuer’s private key cannot produce a valid root
signature for a nodified token

3. Chain Tanpering

Modi fication of any hop in chain , including renoval, reordering, or
field nodification , will cause hop signature verification (Step 5)
to fail for the tanpered hop and all subsequent hops, because each
hop signature covers all previous hops. Insertion of a fabricated
hop will simlarly fail unless the attacker possesses the issuer’s
private key.

4. Replay Attack Defense
HDP provi des two orthogonal replay defenses:

1. *Expiry.* Tokens are short-lived (expires_at, 24h default). An
expired token is rejected at Step 2 regardl ess of network
condi tions.

2. *Session binding.* The token carries the session_id established
out - of - band between issuer and verifier. A token is valid only
within the session for which it was issued. Even a non-expired
token cannot be replayed across sessions.

Toget her, these defenses ensure that a stolen token is useful to an
attacker only within the original session and only before it expires.
Applications with high security requirenments SHOULD use short token
lifetimes (mnutes, not hours).
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5. Prompt Injection

Prompt injection attacks attenpt to cause an agent to act as if it
received instructions froma legitimte principal, when in fact the
instructions originate fromadversarial content in the agent’s
environment (e.g., a malicious web page or docunent). HDP nitigates
but does not fully prevent this attack

An HDP- aware agent SHOULD refuse to extend a token’s chain with an
action_summary that contradicts the token's scope.intent. However,
the protocol cannot enforce this semantically , the conparison

bet ween action intent and token scope is application-defined.

The primary nitigation HDP provides is that injected actions MJST be
recorded in the chain to be valid, creating an auditable record that
the action occurred. Post-hoc detection of pronpt injection attacks
i s thereby supported.

6. Key Managenent

The security of all HDP guarantees depends on the confidentiality of
the issuer’s Ed25519 private key. |nplenentations MJST:

* Store private keys in a secrets nanager, HSM or equival ent secure
encl ave. Private keys MJST NOT be stored in source code,
configuration files, or environment variables in production

* Use distinct key pairs per environnent (devel opnent, staging,
producti on).

* Support key rotation by issuing new tokens with a new kid while
mai ntaining the old key in the verifier’'s registry until al
tokens signed with it have expired.

7. Ofline Verification Guarantee

HDP rmakes a strong architectural guarantee: a correct inplenmentation

of the 7-step verification pipeline requires no network calls, no

registry |l ookups, and no third-party contact. The conplete trust
state required for verification is:

*  The issuer’s Ed25519 public key (32 bytes).

* The current session identifier (string).

* The current tine (for expiry checking).
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Thi s guarantee enables HDP verification in air-gapped environnents,
edge deploynents with intermttent connectivity, and | atency-
sensitive contexts where a network round-trip before every action is
unaccept abl e.

I ANA Consi derations
1. HITP Header Field Registration
Thi s docunent requests registration of the foll owing HTTP header
fields in the "Hypertext Transfer Protocol (HTTP) Field Nane
Regi stry" maintained at <https://ww.iana. org/assi gnnents/http-
fields/>.
Header Field Nane: X-HDP-Token
Status: provisiona
Ref erence: This docunent, Section 8.1

Comments: Carries a base64url-encoded HDP token for agentic
del egati on provenance.

Header Field Nanme: X-HDP- Token- Ref
Status: provisiona
Reference: This docunent, Section 8.2

Conments: Carries the UUID token_id of an HDP token stored by
ref erence

2. Media Type Registration

Thi s docunent requests registration of the nedia type application/

hdp-t oken+json in the "Media Types" registry for use in contexts

where the Content-Type of an HDP token nust be explicitly identified.
Conparison with Rel ated Wrk

1. | PP (draft-haberkanp-ipp-00)

The I ntent Provenance Protocol [I-D. haberkanp-ipp] and HDP address

the sane root problemw th different architectural trade-offs. The
key differences are:
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1. *Revocation nodel.* IPP requires agents to poll a centra
revocation registry at a configurable endpoint before every
action, with a recomended interval of 5,000 mlliseconds. |If
the registry is unreachabl e, agents cannot safely act. HDP uses
short-lived tokens with session_id binding as the revocation
mechani sm no registry polling is required at any point.

2. *Trust anchor.* | PP tokens contain a genesis_seal , a
cryptographic artifact |inking every token to the specification
author’s public key at https://ipp. khsoverei gn. conf keys/
foundi ng_public.pem Self-hosted | PP deploynents are
cryptographically bound to this third-party key. HDP tokens
carry no genesis seal and no spec-level attribution; any
organi zation can issue and verify HDP tokens wi thout anchoring to
a third party.

3. *ldentity nodel.* | PP mandates WBC DI D Core-conformant principa
identifiers. HDP supports id type: "opaque" as a first-class
option, making DID infrastructure optional rather than required.

These are design choices, not defects. Deploynments with reliable
connectivity to a central registry, existing DID infrastructure, and
a requirenent for mid-chain revocation may prefer |PP. Deploynents
that prioritize offline operability, self-sovereignty, and m ni mal
infrastructure nmay prefer HDP

2. QAuth 2.0 Token Exchange (RFC 8693)

QAuth 2.0 Token Exchange [ RFC8693] defines a mechani smfor exchangi ng
one security token for another, including del egation and

i mper sonation use cases. HDP and RFC 8693 are conpl enentary rather
than conpeting: RFC 8693 governs access token issuance and del egati on
in an QAuth 2.0 authorization server context, while HDP governs the
provenance record that travels with an agentic task regardl ess of the
aut henti cati on mechani sm used.

HDP t okens do not replace QAuth access tokens. An agent franmework
MAY use QAuth 2.0 for resource authorization and HDP for del egation
provenance si multaneously.

3. JSON Wb Token (RFC 7519)

JSON Wb Token [ RFC7519] provi des a general - purpose signed clains
format. HDP differs fromJW in three respects:

* HDP tokens carry an append-only, mnulti-party-signed del egation
chain (chain) that has no equivalent in the JW standard cl ains
set.
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* HDP uses RFC 8785 canonical JSON for signing payl oads, rather than
t he base64url - encoded header. payl oad convention used by JW5 (RFC
7515). This allows direct JSON mani pul ati on wi thout base64
decodi ng.

* HDP's verification pipeline is domain-specific to agentic
del egati on (session binding, hop verification, max_hops) rather
than general - pur pose.

4. UCAN (User Controlled Authorization Networks)

UCAN defines a capability-based authorization token system using JW
wi th chai ned del egation. HDP and UCAN share the concept of

del egation chains but differ significantly in scope: UCANis a
general capability authorization system while HDP is specifically a
provenance record for human-authorized agentic tasks. HDP nakes no
cl ai ns about capability enforcenent; UCAN tokens carry executable
capabilities that are enforced by receiving systens.
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Appendi x A.  Conpl ete Token Exanpl e

The following is a conplete HDP token with a two-hop del egation

chain, for illustrative purposes. Signature values are truncated.
{
"“hdp": "0.1",
"header": {
"t oken_i d" : "550e8400- e29b- 41d4- a716- 446655440000",
"issued_at" : 1711483200000,
"expires_at" : 1711569600000,
"session_id" : "sess-20260326-abcl123",
"version" "0, 1"
},
"principal": {
"id" : "usr_alice_opaque",
"id_type" : "opaque",
"di splay_nanme" : "Alice Chen"
"scope": {
"intent" . "Analyze QL sales data and produce a report.",
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"aut hori zed_t ool s" . ["database _read", "file wite"],
"data_classification" : "confidential",
"net wor k_egress” . fal se,
"persi stence" . true,
"max_hops" 3
},
"chain": [
{
"seq" 1,
"agent _id" : "orchestrator-v2",
"agent _type" : "orchestrator",
"timestanmp" . 1711483260000,
"action_summary" : "Deconpose analysis task; delegate to sub-agents.",
"parent _hop" : 0,
"hop_si gnature” : "base64url-sig-1..."
H
{
"seq" T2,
"agent _i d" : "sgl -agent-v1",
"agent _type" : "sub-agent",
"ti mestamp" : 1711483320000,
"action_summary" : "Execute read query agai nst sal es database.",
" par ent _hop" :1,
"hop_signature" : "base64url-sig-2..."
}
1,
"signature": {
"Kki d" : "alice-signing-key-v1",
"al g" : "Ed25519",
"val ue" : "base64url-root-sig..."
}
}
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