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Abst ract

In situ Operation, Adnministration, and Mai ntenance (I QAM is used for
recordi ng and coll ecting operational and telenetry information.
Specifically, passport-based 10OAM allows telenetry data generated by
each node along the path to be pushed into data packets when they
traverse the network, while postcard-based | OAM al | ows | OAM dat a
generated by each node to be directly exported without being pushed
into in-flight data packets. This docunment extends | QAM Trace Option
for incorporating the Alternate-Mrking Mthod.

Status of This Meno

l“'e,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 May 2026.

et al. Expires 17 May 2026 [ Page 1]



Internet-Draft | QAM Trace Option Extensions for Incorpo Noverber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

| OAM [ RFC9197], which defines two possible | OAM Trace Opti on-Types:
Pre-all ocated Trace and Increnmental Trace, is used for nonitoring
traffic in the network and for incorporating |OAM data fields into
in-flight data packets. |QOAM Trace Option is known as the passport
node, in which each node on the path can add telenetry data to the
user packets (i.e., stanps the passport). |OAM Direct Export (DEX)

[ RFC9326] is used as a trigger for 1 0AM nodes to directly export | QAM
data to a receiving entity such as a collector, analyzer, or
controller. 1OQAMDEX is also referred as the postcard node, in which
each node directly exports the telenetry data using an i ndependent
packet (i.e., sends a postcard) while the user packets are
unnodi fi ed.
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2.

2. 1.
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The Iimtation of the passport node lies in that if a packet is |ost
on the path, the collected |OAM data are also lost. So the passport
mode such as |1 OQAM Trace Option-Type is not able to nonitor packet
drop and its | ocation.

| OAM DEX Option-Type can conpl enent | OAM Trace Option-Type in that
even if a packet is lost on the path, the collected partial data are
still available. By correlating the data fromdifferent nodes, the
nunber of the discarded packets can be counted accurately and packet
drop | ocation can be pinpointed.

The Alternate-Mrking [ RFC9341] techni que has been proven to work
well to perform packet |oss, delay, and jitter neasurenments on |ive
traffic. RFC9343 describes how the Alternate-Mrking Method can be
used to measure performance netrics in IPv6. It defines an Extension
Header Option to encode Alternate-Marking information in both the
Hop- by- Hop Opti ons Header and Destination Options Header. In order
to facilitate the deploynent and i nprove the scalability of the

Al 't ernat e- Marki ng Met hod, the Flow Monitoring ldentification
(FlowonI D) field is introduced. The benefits of introducing

Fl omvonl D are obvious: First, it helps to reduce the per-node
configuration; Second, it sinplifies the counters handling; Third, it
eases the data export encapsul ation and correlation for the

col l ectors.

[draft-he-ippmioam dex-extensions-incorporating-an] presents the
probl ens statenment currently faced by | OAM DEX Option in measuring
performance netrics such as packet loss. |n order to augnent
performance neasurenent of OAM it also defines the | OAM DEX Opti on
extension to incorporate the Alternate-Marking Method into | CAM
Therefore, the Extended | OAM DEX Opti on can be used for both | QAM
trace nonitoring and perfornmance measurenent such packet |oss,
latency and jitter, sinplifing the conplexity of forwarding chips.

For the sane purpose, this docunent defines the | OAM Trace Option
extensions for incorporating the Alternate-Marking Method to augnent
| OAM i n performance neasurenent.

Conventi ons

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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2.2.
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Ter mi nol ogy

Abbrevi ati ons used in this docunent:

DEX: Direct Exporting

IOAM I n situ Operation, Administration, and Mii ntenance

MPN: Measurenent Period Nunber

OAM Qperation, Adm nistration, and Mi ntenance

SN:  Sequence Nunber

The Extended | OAM Trace For nat

The format of the Extended DEX Option-Type is depicted in Figure 1.
Al fields are same as | OAM Trace Option-Type header format defined
in RFC9197 except the 8-bit Reserved field. The Extended Trace
Option-Type format uses the nost significant 5 bits of the Reserved
field.

0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Nanespace- | D | NodeLen | Flags | Remmi ninglLen|
B i s T T i i o S o T Ji I
| | OAMt Tr ace- Type | O L| F] S| M Resvd|

e L i i e e S h h o i R S
| Flow I D (Optional) |
i e e R e T o e R i i i ol S SR B S
| Sequence Nunber (Optional) |
B i s T T i i o S o T Ji I
| Measur enent Period Nunber (Optional) |
e s o i e e ki R S
Figure 1: The Extended | OAM Trace Opti on Header For nat
Wher e:

Nanespace-|I D: 16-bit identifier of the | OAM nanespace, as defined in
[ RFC9197] .

NodelLen: 5-bit unsigned integer, as defined in [ RFC9197].
Flags: 4-bit field, as defined in [ RFC9197].

Rermai ni ngLen: 7-bit unsigned integer, as defined in [ RFC9197].
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| OAM Tr ace- Type: 24-bit identifier that specifies which data types
are used in the node data list, as defined in [ RFC9197].

L: 1-bit Loss flag, defined in this docunment for Packet Loss
Measur enent as described in Section 4.1

D 1-bit Delay flag, defined in this document for Packet Del ay
Measur enent as described in Section 4. 2.

F: 1-bit Flow ID flag, defined in this docunent. This flag that is
set to 1 indicates the existence of a corresponding optional 4-octet
field.

S: 1-bit Sequence Nunber (SN) flag, defined in this docunent. This
flag that is set to 1 indicates the existence of a corresponding
optional 4-octet field.

M 1-bit Measurenent Period Nunber (MPN) flag, defined in this
docunent. This flag that is set to 1 indicates the existence of a
correspondi ng optional 4-octet field.

Reserved: 3-bit field, reserved for future use. These bits MJST be
set to zero on transm ssion and ignored on receipt.

Optional fields: The optional fields, if present, reside after the
Reserved field. The order of the optional fields is according to the
order of the respective bits, which are enabled in the F, S and M
Flag field. Each optional field is 4 octets |ong.

Flow I D: An optional 32-bit field representing the flow identifier.
If the actual Flow ID is shorter than 32 bits, it is zero padded in
its nost significant bits. The field is set at the encapsul ating
node and exported to the receiving entity by the forwardi ng nodes.
The Flow I D can be used to correlate the exported data of the sane
flow frommultiple nodes and fromnultiple packets. Flow ID val ues
are expected to be allocated in a way that avoids collisions. For
exanmpl e, random assi gnnent of Flow I D values can be subject to
collisions, while centralized allocation can avoid this problem The
collision probability (CP) for random all ocation of Flow ID as well
as the Flow ID allocation nmethod in the distributed way is detail ed
in Setion 5.

Sequence Number: An optional 32-bit sequence number, starting fromO
and increnented by 1 for each packet fromthe sane flow at the
encapsul ati ng node that includes the DEX option. The Sequence
Nunber, when conbined with the Flow I D, provides a conveni ent
approach to correlate the exported data fromthe sane user packet.
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Measur ement Period Nunber (MPN): An optional 32-bit field representing
t he measurenent period nunmber of the nonitored flow, starting fromO
and increnented by 1 for the specified floww th the same Flow ID.
The field is set at the encapsul ati ng node and exported to the
receiving entity by the forwardi ng nodes. The MPN, when conbi ned
with the Flow I D, provides a conveni ent approach to correlate the
exported data of the same flow during the same nmeasurenent period
frommltiple nodes.

The |1 OAM Oper ati on

The Extended Trace Option-Type SHOULD support the three | OAM
operation nodes: only IOQAM trace nonitoring; only perfornmance
measur enent ; hybri d.

*

Only 1OAMtrace nonitoring: As Trace Option-Type does, an | OAM
encapsul ati ng node that supports the Extended Trace Option-Type
MUST support the ability to incorporate the Extended Trace Option-
Type into all packets or a selective subset of the packets that
are forwarded by the | OAM encapsul ati ng node. At the sane tine,
it MIUST set corresponding bit flag to 1 in | OAM Trace-Type field
of the Extended Trace Option-Type so that each node al ong the path
needs to add the specified |OAM data to the user packets. Al so,
it MIUST set the L flag and D flag of the extended Trace Opti on-
Type to zero on transmit and ignored by the nonitoring nodes.

Only performance neasurenent: To ensure the fidelity of
performance neasurenent, an | OAM encapsul ati ng node MJST

i ncorporate the Extended Trace Option-Type into all packets of the
measured user traffic it forwards. Like the Alternate-Mrking

Met hod [ RFC9343], for packet |oss neasurenment, it MJIST switch the
value of the L bit between 0 and 1 after a fixed nunmber of packets
or according to a fixed tinmer; for packet delay neasurenent,

Si ngl e- Mar ki ng or Doubl e- Mar ki ng net hodol ogy can be adopted by
switching the value of the L bit or D bit between 0 and 1. But it
MUST set all 24 bits flag to 0 in | OAM Trace-Type field of the

Ext ended Trace Option-Type so that each node al ong the path does
not need to add the IOAM data to the user packets.

Hybrid: To performboth IOAMtrace nonitoring and perfornmance
measur enent concurrently, an | OAM encapsul ati ng node MJST

i ncorporate the Extended Trace Option-Type into all the traffic of
interest it forwards. For perfornmance neasurenent, an | QAM
encapsul ati ng node MJUST mark each packet it forwards in L flag and
D flag of the extended Trace Option-Type; for OAMtrace
monitoring, all packets or only a subset of the packets may be

sel ected by an | OAM encapsul ati ng node. For every sel ected
packet, an | OAM encapsul ati ng node MJUST set corresponding bit flag
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to 1 in |OAM Trace-Type field of the Extended Trace Option-Type so
that each node al ong the path needs to add the specified | OAM dat a
to the user packets; for all the other packets not selected, an

| OAM encapsul ati ng node MJST set all 24 bits flag to 0 in | OAM
Trace-Type field of the extended Trace Option-Type, such that each
node al ong the path does not need to add the | OAM data to the user
packets.

Packet Loss Measurenent

The neasurenent of the packet loss is detailed in [ RFC9341] and

[ RFC9343]. The packets of the flow identified by Flow ID are grouped
into batches, and all the packets within a batch are marked by
setting the L bit (Loss flag) to a same value. The source node (I QAM
encapsul ati ng node) can switch the value of the L bit between 0 and 1
after a fixed nunber of packets or according to a fixed tinmer, and
this depends on the inplenentation. The source node is the only one
that marks the packets to create the batches, while the internediate
nodes only read the nmarking values and identify the packet batches.
By counting the nunber of packets in each batch and conparing the

val ues nmeasured by different network nodes along the path, it is
possi bl e to neasure the packet | oss that occurred in any single batch
bet ween any two nodes. Each batch represents a neasurable entity
recogni zabl e by all network nodes al ong the path, which export the
counter value of this batch along with the Flow ID and the MPN (if
present) to the receiving entity (e.g., the collector).

By enpl oying the optional MPN field, it provides a sinpler and
accurate approach for the receiving entity to correlate the packet
counter val ues belonging to the sanme neasurenent bl ock (or

measur enent period) fromdifferent nodes, especially in the case
where nilliseconds-|evel neasurenent block for real-tinme network
performance nonitoring is required, e.g., Precision Availability
Metrics (PAM described in RFC9544.

Packet Del ay Measurenent

Delay metrics may be cal cul ated using the followi ng two
possibilities:

Si ngl e- Mar ki ng Met hodol ogy: This approach uses only the L bit to

cal cul ate both packet loss and delay. |In this case, the D flag MJST
be set to zero on transnit and ignored by the nonitoring nodes. The
alternation of the values of the L bit can be used as a tine
reference to calculate the delay. Whenever the L bit changes and a
new batch starts, a network node can store the tinestanp of the first
packet of the new batch; that tinmestanp can be conpared with the
timestanp of the first packet of the sane batch on a second node to
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comput e packet delay. However, this measurement is accurate only
when the first packet of the new batch has not experienced packet
| oss or packet reordering.

Doubl e- Mar ki ng Met hodol ogy: This approach is to use the first marking
with the L bit to create the alternate batch and, within the batches
identified by the L bit, a second marking with the D bit set to 1 is
used to select the packets for neasuring delay. The D bit creates a
new set of marked packets that are fully identified over the network
so that a forwarding node can store and export the tinestanps of
these packets; these tinmestanps can be conpared with the tinestanps
of the sane packets on a second node to conpute packet delay val ues
for each packet. Conpared to selecting a single doubl e-marked packet
for each batch, which may lead to an invalid delay result if this
doubl e- mar ked packet is lost, selecting nultiple doubl e-marked
packets for each neasurenent batch provides a robust and accurate

met hod for packet delay neasurenment. Furthernore, the average del ay
can al so be obtained for every neasurenent period.

Sequence Nunber can be used to identify rmultiple tinestanps in
different packets that pertain to the sane neasurenent block in case
of packet reordering. Also, It can be used to identify which doubl e-
mar ked packet is |ost.

In summary, the approach with Doubl e-Marking is better than the

approach with Single-Marking. |In the inplenentation, the timestanps
along with Flow I D, MPN and Sequence Nunber (if present) can be sent
out to the receiving entity that is responsible for the cal cul ation

Fl ow I dentification

The Flow Identification (Flow ID) identifies the flowto be measured
and is required for sone general reasons, which is described in
Section 5.3 of [RFC9343]. [RFC9343] uses 20-bit FlowibnID to
determne a nonitored flow within the measurenent domain. Conpared
to the FlowMonI D, the Flow ID in this docunent is a 32-bit field,
which anplifies the Fl owvbnl D space by 4096 times. Accordingly, a
chance of collision is greatly reduced in a distributed way.

When the 32-bit Flow ID is used for every source node, if there are N
edge nodes (source nodes) in a |large-scal e operator network, and each
source node can generate a unique Flow ID for every neasured flow

i ndependently and randomy in a distributed way. Assunmi ng that each
node randonmy generates Mdifferent Flow IDs fromthe avail able K
flowidentification space, then the total possible sanple space (PSS)
is

the Nth power of C (K M (1)
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and the total possible sanple space without overlapping (PSSno)is
Cl (K M*C2 (KM M)*....*CN (k-(NN1)M M (2)

Theoritically, the collision probability (CP) is calcul ated as:
CP=1- PSSno/ PSS ( 3)

Take K=32nd power of 2 as an exanple, which corresponds to 32-bit
Flow I D space. Wen the nunber N and Mare given different val ues,
we can obtain the corresponding CP val ues shown in the follow ng
tabl e.

| N=100 | N=100 | N=200 | N=200 | N=200 | N=200

| ME100 | M=200 | ME200 | ME300 | ME400 | MES00

It is not difficult to observe that as the nunmber of concurrent

moni tored flows increases,the collision probability is rapidly
increasing. As shown in the table, when generating 10000 concurrent
flows, the CP is 0.0115; when generating 100000 concurrent flows, the
CP rises to 0.6860. |If K=20th power of 2 is taken, which corresponds
to 20-bit Flow I D space, when generating 10000 concurrent flows, we
can calculate the collision probability will drastically rises to
approxi mately 100% In practical depl oynent scenarios of |arge-scale
net wor ks, the concurrent neasurenent flows could reach orders of
magni t ude of 100000 or even higher, thus the collision probability
will rise sharply.

It is preferred that Flow I D be assigned by the central controller.
Since the controller knows the network topology, it can allocate the
val ue properly to guarantee the uni queness of Flow ID all ocation.

In sone cases where the central controller is not available and the
di stributed way nmust be adopted, every source node (encapsul ating
node) needs to allocate Flow I D i ndependently. In order to avoid the
collision, Flow ID field may be devided into two sub-fields: Nodel D
and Fl owmvbnI D. NodelD is assigned uniquely in nmeasurenment donain (by
the unified planning)and Fl owibnl D is assigned randomy and uni quely
in a device. The length allocation of the two sub-fields depends on
practical inplenentation, for exanple, NodelD uses 20 bits and

Fl omvonl D uses 12 bits, or both use an average of 16 hits
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| ANA Consi derati ons
| OAM Type

The "1 OAM Option-Type" registry is defined in Section 7.1 of
[ RFC9197] .

I ANA is requested to allocate the following code point fromthe "I QAM
Option-Type" registry as foll ows:

Code Point: TBA

Nane: | OAM Ext ended Trace Option Type

Description: |1 QAM Trace Option Type

Ref erence: This document

If possible, 1ANA is requested to allocate code point 6(TBA-type).
Per f or mance Consi derati ons

The Extended Trace Option-Type triggers |OAMtrace data to be filled
in live data packets and performance neasurenent data to be exported
to a receiving entity. The performance inpact fromI|IOAMtrace data
could be limted by only on subsets of the |live user traffic, e.g.,
per interface, based on an access control list or flow specification
defining a specific set of traffic, etc.

Per f or mance neasurenment is inplenented based on the Alternate-Mrking
Met hod. I n Hop-by-Hop node for | oss nmeasurenent, every node al ong
the path exports only a packet carrying counter value of each

measur enent bl ock including a batch of packets; In End-to-End node
for | oss nmeasurenent, only the | OAM encapsul ati ng node and the | OAM
decapsul ati ng node export a packet carrying counter val ue of each
measur enent bl ock. Simlarly, in Hop-by-Hop node for del ay

measur enent, every node along the path exports one or nultiple
packets carrying the tinmestanps of the marked packets in each

measur enent bl ock; In End-to-End node for delay nmeasurement, only the
| OAM encapsul ati ng node and the | OAM decapsul ati ng node export one or
mul tiple packets carrying the tinmestanps of the sane marked packets
in each nmeasurenent bl ock. Because of the very snall amount of
exported traffic, it would not affect the network bandwi dth and woul d
not overload the receiving entity.
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9.

9.

9.

Security Considerations

The security considerations of 1OAMin general are discussed in

[ RFC9197], and the security considerations of the Alternate-Mrking
met hod are discussed in [RFC9394]. There are not additional security
considerations in this Extended | OAM DEX Opti on- Type.
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