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Abst ract

Border Gateway Protocol (BGP) Flow Specification (FlowSpec) is an
extension to BGP that supports the dissem nation of traffic flow
specifications and resulting actions to be taken on packets in a
specified flow In-situ Flow Information Telenmetry (I FIT) denotes a
famly of floworiented on-path telenetry techniques, which can

provi de high-precision flow insight and real-tinme network issue
notification. This docunment defines BGP extensions to distribute BGP
Fl owSpec based traffic filtering carrying IFIT infornmation.

Therefore, I FIT behavior can be automatically applied to the nmatched
flowto capture real-time network dynam cs.

Status of This Meno

l“'e,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Novenber 2026.
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1.

l“'e,

I nt roducti on

Border Gateway Protocol (BGP) Flow Specification defined in [ RFC8955]
and [ RFC8956] (Fl owSpec) is an extension to BGP that supports the

di ssemnation of traffic flow specifications and resulting actions to
be taken on packets in a specified flow It |leverages the BGP
Control Plane to sinplify the distribution of ACLs (Access Control
Lists). Using the Flow Specification extension, new filter rules can
be injected to all BGP peers sinultaneously w thout changing router
configuration.

BGP Fl ow Specification [ RFC8955] and [ RFC8956] define sonme BGP

Net wor k Layer Reachability Information (NLRI) formats used to
distribute traffic flow specification rules. The NLRI for (AFI=1
SAFI =133) specifies IPv4 unicast filtering and the NLRI for (AFI=1
SAFI =134) specifies | Pv4 BG/MPLS VPN filtering. The NLRI for

(AFl =2, SAFI =133) specifies IPv6 unicast filtering and the NLR for
(AFI =2, SAFI =134) specifies I Pv6 BGP/ MPLS VPN filtering. The Flow
Specification match part defined in [ RFC3955] and[ RFC38956] i ncl ude L3/
L4 information |like |IPv4/6 source/destination prefix, protocol
source/ destinati on port.

In-situ Flow Information Telemetry (I FIT) denotes a famly of flow
oriented on-path telenetry techni ques, which can provi de hi gh-
precision flow insight and real-time network issue notification, such
as Path tracking, packet |oss |ocalization, queue depth/congestion

| evel, as well as SLA conpliance verification. so on. |In particular,
IFIT refers to network Operations, Adm nistration, and Mii ntenance
(OAM data plane on-path telenetry techniques, including In-situ OAM
(IOAM [RFC9197] and Alternate Marking [RFC9341]. It can provide
flowinformation on the entire forwarding path on a per-packet basis
in real tinme.

Wth the evolution of I P carried networks towards the intent-based
and aut ononous networ ks, fl exi bl e depl oynent of |FIT based on network
dynani cs and service requirenments is getting a nust. [I-D.draft-
ietf-idr-sr-policy-ifit] defines BGP extensions to distribute SR
policy carrying IFIT informati on so that | FI T behavior can be enabl ed
automatically when the SR policy is applied. [I-D.draft-ietf-idr-
bgp-ifit-capabilities] defines a new Characteristic to advertise the
IFIT capabilities fromthe endpoint node to the headend node, so that
the headend can determ ne whether a particular IFIT Option type can
be encapsul ated in data packets.

More generally, this docunment defines the BGP extensions to
distribute BGP Fl owSpec based traffic filtering together with IFIT
information. So the IFIT behavior can be applied to the natched
flow, and be automatically enabled and running. |In particular, this
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docunent defines a new BGP path attribute - IFIT attribute, attached
to the BGP UPDATE nmessage. It is is worth noting that this IFIT
attribute could also applied to any ot her BGP use case.

2. Conventions

2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2.2. Term nol ogy
Abbrevi ations used in this docunent:
ACL: Access Control List
AFl : Address Famly ldentifier
AS: Aut ononpbus System
DEX: Direct Exporting
IFIT: In-situ Flow Information Tel enetry
IOAM I n situ Qperation, Administration, and Mi ntenance
NLRI: Network Layer Reachability Information
OAM Operation, Adm nistration, and Mintenance
SAFl : Subsequent Address Family ldentifier

3. IFTAttribute
IFIT attribute is an optional non-transitive BGP path attribute.
IANA is requested to allocate the reserved value as the type code of
the attribute in the "BGP Path Attributes" registry [| ANA- BGP-
PARAMS]. The attribute is conposed of a set of Type-Length-Val ue
(TLV) encodings. Each TLV contains information corresponding to a

particular IFIT type. An IFIT TLV is structured as shown in
Figure 1.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| IFIT Type (2 octets) | Length (2 octets) |
i i i T i I S i e s o o i i
I
I
I
+-

Val ue (vari abl e) |
i S i T S i S S Tl sl i i S S

Figure 1: IFIT TLV

IFIT Type (2 octets): ldentifies a type of IFIT. This docunent
defines two types of IFIT as foll ows.

* \When the IFIT Type is 1, it is the | OAM Type [ RFC9197], [ RFC9326].
* When the IFIT Type is 2, it is the AltMark Type [ RFC9343].

Length (2 octets): The total nunber of octets of the Value field.

Val ue (variable): Conprised of one or nultiple sub-TLVs.

Each sub-TLV consists of three fields: A l-octet type, a 1l-octet

I ength, and zero or nmore octets of value. A sub-TLV is structured as
shown in Figure 2.

T +
| Sub- TLV Type (1 octet) |
o m e e e e e e i e e ee oo +
| Sub- TLV Length (1 octet) |
o m e e e e e e e e e +
| Sub- TLV Val ue (vari abl e) |
T +

Figure 2: IFIT Sub-TLV

Sub- TLV Type (1 octet): Each sub-TLV type defines a certain QAM
option about the IFIT TLV that contains this sub-TLV.

Sub-TLV Length (1 octet): The total nunber of octets of the Sub-TLV
Val ue field.

Sub- TLV Val ue (vari able): Encoding of the Value field depends on the

sub-TLV type. The follow ng subsections define the encoding in
detail .
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4.

4.

IFIT Attribute Sub-TLVs

This section specifies a nunber of sub-TLVs. These sub-TLVs can be
included in two TLVs of the IFIT attribute.

For IFIT Type 1, nanmely the | OAM Type, four sub-TLVs are defined in
thi s docunent as follows:

* | OAM Pre-allocated Trace Option [RFC9197] Sub-TLV, Type=1l.

* | OAM Increnental Trace Option [RFC9197] Sub-TLV, Type=2.

* |OAM Directly Export (DEX) Option [ RFC9326] Sub-TLV, Type=3.
* | OAM Edge-t o- Edge Option [RFC9197] Sub-TLV, Type=4.

For IFIT Type 2, nanmely the AltMark Type, two sub-TLVs are defined in
this docunment as follows:

* Alternate Marking [ RFC9343] Sub-TLV, Type=1.

* Enhanced Alternate Marking sub-TLV, Type=2.

.1. 1 CAM Sub- TLVs

| OAM Sub- TLVs i ncl ude four sub-TLVs, and every sub-TLV structure is
defined in the foll ow ng subsecti ons.

1.1. 10AM Pre-allocated Trace Option Sub-TLV

The 10AM tracing data is expected to be collected at every node that
a packet traverses to ensure visibility into the entire path a packet
takes within an | OAM dormai n. The preallocated tracing option wll
create pre-allocated space for each node to populate its information.
The structure of 10OAM pre-all ocated trace option sub-TLV is defined
as foll ows:

0 1 2 3
01234567890123456789012345678901
S S o mm e e e e e e a— oo oo +
| Type=1 | Lengt h=6 | Nanespace | D |
o o o Fomm o - Fomm o - +
| | OAM Tr ace Type | Flags | Rsvd |
o m e e e e e e e e e e e e e e e e e e e e e e emamao o N N +

Figure 3: | OAM Pre-allocated Trace Option Sub-TLV

Type: 1 (to be assigned by | ANA).
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Length: 6, the total number of octets of the Sub-TLV Val ue field.

Nanespace ID: A 16-bit identifier of an | OAM Nanespace. The
definition is described in Section 4.4 of [RFC9197].

| OAM Trace Type: A 24-bit identifier which specifies which data types
are used in the node data list. The definition is described in
Section 4.4 of [RFC9197].

Flags: A 4-bit field. The definition is described in [RFC9322] and
section 4.4 of [RFC9197].

Rsvd: A 4-bit field reserved for further usage. It MJST be zero on
transm ssion and i gnored on receipt.

4.1.2. |1 OAM Increnental Trace Option Sub-TLV

The incremental tracing option contains a variable node data fields
where each node allocates and pushes its node data inmredi ately
followi ng the option header. The structure of OAMincrenmental trace
option sub-TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
S RIS S RIS e T +
| Type=2 | Lengt h=6 | Nanespace | D |
T T T R, R, +

| | OAM Trace Type | Flags | Rsvd
T S DT S D +

Figure 4: 1 0AM I ncrenmental Trace Option Sub-TLV
Type: 2 (to be assigned by | ANA).
Length: 6, the total nunber of octets of the Sub-TLV Val ue fi el d.

The definition of other fields is the sane as the pre-allocated trace
option sub-TLV defined in Section 4.1.1

4.1.3. |1 OAM Directly Export (DEX) Option Sub-TLV
| OAM DEX option is used as a trigger for IOAM data to be directly

exported to a collector without being pushed into in-flight data
packets. The structure of | OAM DEX sub-TLV is defined as foll ows:
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0 1 2 3
01234567890123456789012345678901
T T +
| Type=3 | Lengt h=12 |
e Fom e +
| Nanespace | D | Fl ags | Ext ensi on- Fl ags
o m oo Fom e Fom e +
| | OAM Tr ace Type | Rsvd |
oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o T +
| Flow I D |
Fo m o m o e oo +

Figure 5: | OAM DEX Option Sub-TLV
Type: 3 (to be assigned by | ANA).
Length: 12, the total nunber of octets of the Sub-TLV Value field.

Nanmespace I D: A 16-bit identifier of an | OAM Nanespace. The
definition is described in Section 4.4 of [RFC9197].

Flags: A 8-bit field. The definition is described in Section 3.2 of
[ RFC9326] .

Extensi on-Fl ags: A 8-bit field. The definition is described in
Section 3.2 of [RFC9326]. Every bit in the Extension-Flag field that
is set to 1 indicates the existence of a correspondi ng opti ona
4-octet field. Bit O (the nost significant bit) is defined as Fl ow
ID and bit 1 as Sequence Nunber. Flow ID nay be uni quely assi gned by
the collector. |In this docunent, when bit 1 is set to 1, Sequence
Nunber MJST be sequentially assigned by the headend device
(encapsul ati ng node).

| OAM Trace Type: A 24-bit identifier that specifies which | OAM Dat a-
Fi el ds shoul d be exported, as defined in Section 3.2 of [RFC9326].

Rsvd: A 4-bit field reserved for further usage. It MJST be zero on
transm ssion and i gnored on receipt.

Flow ID: A 32-bit flowidentifier. The definition is described in

Section 3.2 of [RFC9326]. Flow ID may be uniquely assigned by the
col l ector.
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4.1.4. | OAM Edge-t o- Edge Option Sub-TLV

The | OAM edge-to-edge option is to carry data that is added by the
| OAM encapsul ati ng node and interpreted by | OAM decapsul ati ng node.
The structure of | OAM edge-to-edge option sub-TLV is defined as

fol |l ows:

0 1 2 3
01234567890123456789012345678901
R R +
| Type=4 | Lengt h=4 |
o m m e e e e e e e e e e e e e e e e e e e e mee— o on o +
Nanespace | D | | CAM E2E Type |
o mm e e e e e e e e e e e memmao-- o mm e e e e e e e e e e e memmao-- +

Figure 6: | OAM Edge-to- Edge Option Sub-TLV
Type: 4 (to be assigned by | ANA).
Length: 4, the total nunber of octets of the Sub-TLV Val ue fi el d.

Nanespace ID: A 16-bit identifier of an | OAM Nanespace. The
definition is described in Section 4.4 of [RFC9197].

| OAM E2E Type: A 16-bit identifier which specifies which data types
are used in the E2E option data. The definition is described in
Section 4.6 of [RFC9197].

4.2. A tMark Sub-TLVs

Al t Mark Sub-TLVs include two sub-TLVs, and every sub-TLV structure is
defined in the foll owi ng subsecti ons.

4.2.1. Alternate Marking Sub-TLV

The structure of Alternate Marking sub-TLV is defined as follows:

0 1 2 3
01234567890123456789012345678901
S S +
| Type=1 | Lengt h=4 |
o m e e e e e e aaao o Fomm o - B T (T STy +
FI owMonl D | L] D] H EJ Rsvd |
o m e e e e e e e e e e e e e emamao - I T S +

Figure 7: Alternate Marking Sub-TLV

Type: 1 (to be assigned by | ANA).
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4. 2.

l“'e,

Length: 4, the total number of octets of the Sub-TLV Value field.

Fl omvonI D: A 20-bit identifier to uniquely identify a nonitored fl ow
within the nmeasurement domain. The definition is described in
Section 5.3 of [RFC9343].

L: 1-bit Loss flag set to 1 indicating Packet Loss Measurenent as
described in Section 5.1 of [RFC9343].

D: 1-bit Delay flag set to 1 indicating Packet Del ay Measurenent as
described in Section 5.2 of [RFC9343].

H 1-bit flag set to 1 indicating that the measurenent is Hop-by-Hop
node.

E: 1-bit flag set to 1 indicating that the neasurenent is End-to-End
node.

Rsvd: 8-bit field reserved for further usage. It MJST be zero on
transm ssion and i gnored on receipt.

2. Enhanced Alternate Marking Sub-TLV

The structure of Enhanced Alternate Marking sub-TLV is defined as
fol | ows:

0 1 2 3
01234567890123456789012345678901
Fom e Fom e oo - I R N Supupup U +
| Type=2 | Lengt h=6 | Period |L| Dl H E|F|l SIM Rsvd |
Fom e Fom e S R N S S Supup +
| Fl ow | D( Opti onal ) |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e mee——o oo +

Fi gure 8: Enhanced Alternate Marki ng Sub-TLV
Type: 2 (to be assigned by | ANA).
Length: 6, the total nunber of octets of the Sub-TLV Val ue fi el d.
Period: 4-bit field used for encoding at nost 16 neasuenent peri ods.
The definition of its value and the correspondi ng neasuenent peri od

is out of this docunent.

L: 1-bit Loss flag set to 1 indicating Packet Loss Measurement as
described in Section 5.1 of [RFC9343].

et al. Expi res 26 Novenber 2026 [ Page 10]



I nt

l“'e,

ernet-Draft BGP Extensions to Enable BGP Fl owSpec ba May 2026

D 1-bit Delay flag set to 1 indicating Delay Measurenent as
described in Section 5.2 of [RFC9343].

H 1-bit flag set to 1 indicating that the neasurenment is Hop-by-Hop
node.

E: 1-bit flag set to 1 indicating that the measurenent is End-to-End
nmode.

F: 1-bit flag set to 1 indicating an optional 32-bit Flow ID, which
uniquely identify a nonitored flow within the neasurenent donain.

The definition and usage is described in section 7 of [I-D.draft-he-

i ppm i oam dex- ext ensi ons-i ncorporating-am. |In the centralized way,
Flow ID is uniquely assigned by the controller; in the distributed
way, Flow IDis locally assigned by the headend devi ce (encapsul ating
node) .

S: 1-bit flag set to 1 indicating an optional 32-bit Sequence Nunber,
starting fromO and increnented by 1 for each packet fromthe sane
flow at the encapsul ati ng node. The Sequence Number field is set at
the encapsul ati ng node and exported to the receiving entity by the
forwardi ng nodes. The Sequence Nunber, when conbined with the Fl ow

I D, provides a convenient approach to correlate the exported data
fromthe same user packet.ln this document, when bit Sis set to 1,
Sequence Nunber MJST be sequentially assigned by the headend device
(encapsul ati ng node).

M 1-bit flag set to 1 indicating an optional 32-bit Measurenent

Peri od Nunber(MPN), starting fromO and incremented by 1 for the
specified flowwith the sanme Flow ID. The field is set at the
encapsul ati ng node and exported to the receiving entity by the
forwardi ng nodes. The MPN, when combined with the Flow I D, provides
a conveni ent approach to correlate the exported data of the same fl ow
during the sane neasurenent period fromnultiple nodes. 1In this
docunent, when bit Mis set to 1, MPN MJST be sequentially assigned
by the headend devi ce (encapsul ati ng node).

Rsvd: 5-bit field reserved for further usage. It MJST be zero on
transm ssion and i gnored on receipt.

Traffic Sanpling Action

IFIT may be applied on all the traffic flow or a subset of the
traffic. For the | OAM Type, take I OAM trace nonitoring as exanpl e,
when an | OAM encapsul ati ng node incorporates the | OAM Pre-al |l ocat ed
Trace Option type (passport node) or the DEX Option type (postcard
nmode) into all packets of the user traffic it forwards, nore
bandwi dt h and processing resources are required. So it is preferable
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5. 1.

l“'e,

for an | OAM encapsul ati ng node to apply the 1OAM functionality to the
sel ected subset of the traffic. But for the AltMark Type, it is nore
perferable for an encapsul ating node to color all the traffic of
interest it forwards, not a subset of the traffic such that the
fidelity of performance neasurenent for user traffic flow (e.qg.,
packet | oss) can be ensured.

Thi s docunent defines a new Traffic Sanpling Action that it
st andardi zes as BGP Extended Communities [ RFC4360].

Traffic Sanpling Extended Conmunity

The structure of the traffic sanpling Extended Community is defined
as foll ows:

0 1 2 3
01234567890123456789012345678901
o o o m e e e e e e aaao o +
| Type | Sub- Type | ASN |
o mm e e e e e e e e e e e memmao-- o mm e e e e e e e e e e e memmao-- +
| Sanpling Rate | Reserved |
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

Figure 9: Traffic Sanpling Extended Comunity
Type: 1l-octet, BGP Transitive Extended Community Type, set to 0x80.
Sub- Type: 1l-octet, TBA (to be assigned by | ANA).

ASN:. 2-octet AS nunmber, which can be assigned froma 2-octet AS
nunber. When a 4-octet AS nunber is locally present, the 2 |east
significant octets of such an AS nunber can be used. This value is
purely informational and SHOULD NOT be interpreted by the

i mpl ement ati on.

Sanpling Rate: 2-octet as a percentage in packets, restricted to

[ 0x0000, Oxffff], with val ue 0x0000 (0) indicating a sanpling rate of
0, value 0x8000 (32768)indicating a sanpling rate of 50% and val ue
oxffff (65535) indicating a sanpling rate of 100% A sanpling rate
of 0 should result in no packet for the particular flow to be applied
to IFIT, and a sanpling rate of 100% should result in all traffic for
the particular flowto be be applied to IFIT. On encoding, the
sampling rate MUST NOT be negative

Reserved: 2-octet reserved field, It MJST be zero on transm ssi on and
i gnored on receipt.
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BGP Fl owSpec Operations with IFIT Attributes

A Flow Specification is an n-tuple consisting of several matching
criteria that can be applied to IP traffic flow. A given |IP packet
is said to match the defined Flow Specification if it natches all the
specified criteria. This n-tuple is encoded into a BGP NLRI. Fl ow
Speci fications can be seen as nore specific routing entries to a

uni cast prefix, and the routing systemcan take advantage of the ACL
(Access Control List) capabilities in the router’s forwardi ng path.

Typically, in operator network, the centralized controller deternines
the particular user traffic to be nonitored according to service
requirenents; at the sane tine, the centralized controller also need
to determine th IFIT type applied to the specified traffic flow.
Based on BGP Fl owSpec, the centralized controller sends the BGP

Fl owSpec UPDATE nessage to the headend device (i.e., | 0AM
encapsul ati ng node), carrying NLRI and IFIT attributes along with the
traffic sanpling Extended Cormmunity(if present). The BGP Fl owSpec
update nessage is used to instruct the headend device to performIFIT
automatic configuration on the nonitored traffic flows. The headend
device automatically generates ACLs according to the received traffic
filter rules, and encapsulates IFIT for the incom ng specified
traffic fl ow packets, achieving the automated configuration for the
monitored traffic flows.

Once the centralized controller determnes to ternminate nonitoring
the specified traffic flow, it can withdraw the correspondi ng NRL
routes, indicating that the headend device will renpove the ACLs
related to the traffic filter rules and stop encapsulating IFIT for
the incoming specified traffic fl ow packets.
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| Centralized |
| Controller |

Send BGP Fl owSpec UPDATE nessage to Headend, carrying:
NLRI: Traffic filter rules

IFIT attribute

Traffic Sampling Extended Community (rmay be present)

(nmmmemmmeennnnes )
B S, + ( ) B +
( Native I P or )
| Headendl -( ——=—=—=—=—=—=—=—=—=—=—==—=—==—=—=======> )- | Endp0| ntl
PR + ( BGP/MPLS VPN Network ) PR +
( )
(nmmmemmmeennnnes )

Figure 10: IFIT applied to the specified traffic flow
Val i dation Procedure and Error Handling

Fl ow Specifications with IFIT attribute received froma BG® peer that
are accepted in the respective Adj-RIB-1n are used as input to the
route sel ection process. The validation procedure is the same as
specified in [ RFC8955], [ RFC8956], and [ RFC9117].

Additionally, the IFIT attribute (if present) MJST be attached to the
BGP UPDATE message and MUST have an | FIT TLV whose |FIT Type sets to
the 1 0AM Type (1) or the AltMark Type (2).

The validation of the TLVs/sub-TLVs introduced in this document and
defined in their respective sub-sections of Section 4 MIST be
performed to deternmine if they are malforned or invalid. |In case of
any error detected, either at the attribute or its TLV/ sub-TLV | evel,
the "treat-as-withdraw' strategy MJST be applied. This is because a
BGP update without a valid IFIT attribute (comprising of all valid
TLVs/ sub-TLVs) is not usable.

A router that receives a BGP update that is not valid according to
these criteria MJST treat the update as nal f or med.

A BGP update that is determined to be not valid, and therefore
mal f ormed, MJST be handled by the "treat-as-w thdraw' strategy.
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When an IFIT TLV includes any valid sub-TLV that is but unrecognized
or unsupported, the BGP update SHOULD NOT be consi dered unusable. An
i mpl ement ati on MAY provide an option for ignoring unsupported sub-
TLVs.

An i npl enentati on SHOULD | og any errors found during the above
validation for further analysis.

8. | ANA Consi derations
8.1. IFIT Attribute Type Code

I ANA is requested to allocate the reserved value as the type code of
the attribute in the "BGP Path Attributes” registry [| ANA- BGP-

PARANE] .

Type Code Description Ref erence

TBA IFIT Attribute Thi s docunent

8.2. IFIT Type

IANA is requested to create a IFIT Type fromIFIT Attribute registry.
I ANA is requested to allocate the foll owi ng values as the type code

of the IFIT Attribute TLVs. Unassigned Type values will be assigned
on a First Come First Served (FCFS) basis.

Val ue Descri ption Ref erence
1 | OAM Type Thi s docunent
2 Al t Mark Type Thi s docunent

8.3. IFIT Attribute Sub-TLVs

8.3.1. | OAM Type Sub- TLVs
I ANA is requested to create a | OAM Type registry. [1ANA is requested
to allocate the foll owi ng values as the type code of the | OAM Type

Sub-TLVs. Unassigned Type values will be assigned on a First Cone
First Served (FCFS) basis.
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Val ue Descri ption Ref erence
1 IO Pre-allocated Trace Option Sub-TLV This docunent
2 | OAM I ncrenental Trace Option Sub-TLV Thi s docunent
3 IOCAM Directly Export (DEX) Option Sub-TLV Thi s docunent
4 | OAM Edge-t o- Edge Option Sub-TLV Thi s docunent

8.3.2. A tMark Type Sub-TLVs

I ANA is requested to create an AltMark Type registry. I1ANAis
requested to allocate the foll owi ng values as the type code of the
Al t Mark Type Sub-TLVs. Unassigned Type values will be assigned on a
First Come First Served (FCFS) basis.

Val ue Descri ption Ref er ence
1 Al ternate Marking Sub-TLV Thi s docunent
2 Enhanced Alternate Marking sub-TLV Thi s docunent

8.4. Traffic Sanpling Extended Comunity

I ANA is requested to allocate the reserved value as the Sub-type code
of Traffic Sanpling Extended Community in the registry entitled
"Generic Transitive Extended Community Sub- Types".

Type Val ue Sub- Type Val ue Descri ption Ref erence
ox80 BA Traffic Sampling  This docunent
9. Security Considerations
The security mechani snms of the base BGP security nodel apply to the

ext ensi ons described in this docunent as well. See the Security
Consi derations section of [RFC4271] for a discussion of BGP security.
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10.

11.

11.

l“'e,

The BGP extensions specified in this docunment enable IFIT within an
controll ed domain, as defined in [RFC9378] and [|.D.draft-ietf-ippm
alt-mark-deployment]. |IFIT operates within a controlled domain and
its security considerations also apply to BGP sessions when carrying
IFIT information. The IFIT configurations distributed by BGP are
expected to be used entirely within this trusted IFIT domai n which
conprises a single AS or nmultiple ASes/ domains within a single
provi der network. Therefore, precaution is necessary to ensure that
the IFIT informati on advertised via BGP sessions is limted to nodes
in a secure manner within this trusted | FI T domain.

Fl ow Specification BGP speakers (e.g., the centralized controller)
al so need to be cautious for sending BGP updates. For exanpl e,
sendi ng updates at a high rate, or generating a high number of Flow
Speci fications may stress the receiving systens (the Headend
devices), or exceed their capabilities.

Anot her maj or concern is that enabling IFIT on all the traffic flows
may have some inpact on network forwardi ng perfornmance, thus the
traffic sanpling action is needed for protecting network resources.
In particular, settting the appropriate traffic sanmpling rate for the
IOAM trace nonitoring is al so necessary.
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