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Abst ract

The Border Gateway Protocol, Version 4 (BGP-4) (RFC 4271) uses TCP
(RFC 9293) as its transport layer protocol. There are proposals to
run BGP over TLS-based transport protocols, including QUC  This
docunent di scusses authentication considerations for running BGP over
TLS protocol s and defines a PKI framework to provide for

aut henti cati ng BGP peering sessions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Border Gateway Protocol, Version 4 (BGP-4) [RFC4271] uses TCP

[ RFC9293] as its transport |layer protocol. TCP provides a sequenced,
reliable byte streamfor BGP to deliver its PDUs for a BGP session
BGP is provides its own framing |layer. TCP provides no security
mechani sms, including authentication, data integrity, or privacy, for
its users. (See [RFC4949] for definitions of these properties.)
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At t acks agai nst BGP running over TCP |l ead to the devel opnent of TCP-
MD5 [ RFC2385] and | ater the TCP Authentication Option (TCP-AQ

[ RFC5925]. These nechani sns protect against disrupting the TCP
stream In particular, it provides for data integrity of the TCP
stream and al so provides a form of authentication via using shared
secrets needed to inplenment these nmechanisms. Section 1.2 of

[ RFC5925] di scusses how TCP-AO is not intended to replace the use of
| Psec [ RFC4301] or TLS [ RFC8446].

There are proposals to run BGP over alternative transport protocols,
including QUC [I-D.draft-retana-idr-bgp-quic] [RFCO000]. QUJC

| everages TLS version 1.3 [RFC9001], which provides for

aut hentication and also privacy. Data integrity is also a property
of TLS, however when TLS is carried over TCP, it does not provide
protection of the TCP stream

TLS nakes use of certificates as part of its authentication
infrastructure. This docunent defines a public key infrastructure
(PKI') [RFC5280] profile for authenticating BGP peering sessions when
carried over TLS transport.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
AS: Aut ononpbus System
ASN:  Aut ononpus Syst em Number .
CA: Certificate Authority.
RPKI: Resource Public Key Infrastructure.

3. A Hstory of Securing BGP Transport Sessions
Modernly, BGP-4 [ RFC4271] doesn’t provide for authentication of its
sessions within the protocol. An earlier version of BGP-4 defined in
[ RFC1771] attenpted to define an authentication nechanism however it
was probl emati c and not depl oyed.
BGP' s security issues using TCP were noted in [RFC1773] and | ater as

part of [RFC4272]. By that tine, the use of TCP-MD5 - even with its
deficiencies - were part of best current operational practice.
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Securing BGP using | Psec has been offered as an option, as was
typical of IETF routing protocols carried over TCP. However, the
general depl oynent of routing protocols using | Psec has been

probl ematic for various reasons. Wile many inplenentations offer
| Psec as an authentication option, it is not commonly depl oyed.

Mechani sns such as TCP- MD5, TCP-AO and | Psec provide for

aut henticating a BGP session through the use of shared secrets.
These are used to provision their mechanisnms for a given BGP peering
session and are tied to a pair of |IP addresses for the session

4. Way Aut henticate BGP

Pair-w se authentication of BGP session endpoints provide assurance
that each side of the BGP session is the expected party. However,
this authentication only provides assurance that each side has
provi ded the necessary credential for the nmechanismand that it is
associated with the BGP speaker’s | P address.

Validating that each party supplying this information is a trusted
party requires additional scrutiny. Nothing in the BGP protocol or

| P address assignment for a BGP speaker attests to whether that party
is legitimte or not. For exanple, a fraudulent party claimng to be
the trusted party could be supplying the credentials to secure the
session. This pernmits the fradulent party to participate in BGP
routing in the sane role as the trusted party for devi ous reasons.

A trusted channel for distributing these security credentials is thus
needed.

5. Using TLS Certificates for BG?

TLS 1.3 is |l everaged by many protocols to provide for authentication,
data integrity, and privacy. It |leverages PKI certificates to
validate the TLS session. Sone of the details for validating
certificates are left to applications using those certificates.

The web PKI is inappropriate for validating TLS sessions protecting
BGP. Many resources addressed by web PKI certificates are particul ar
to websites and a certificate validation nodel where a | arge nunber
of trust anchors are distributed to web browsers and ot her HTTPS
clients for validation of TLS sessions.

The resources appropriate for validation in the BGP protocol include

the Aut ononmous System (AS) nunber for the peering session, and the IP
address for the peering session.
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6. Authenticating BGP Using TLS Certificates

Aut henti cating BGP peering sessions needs only to be done in a pair-
wi se fashi on between two BGP speakers. Authentication of BGP
sessions using this profile rely upon end entity certificates carried
in TLS that contain the follow ng fields:

* One or nore "ASldentifer" fields for that BGP speaker’s |ocal AS
nunbers.

* (Optionally, one or nore "I PAddress" fields for that BGP speaker’s
| ocal | P address endpoints for the BGP session

6.1. High Level Validation Procedure

1. The local BGP speaker receiving the end entity certificate from
the renote BGP speaker validates the TLS certificate; details of
this validation are described in subsequent sections.

2. If the certificate has been successfully validated, the received
ASldentifier is checked against the expected renpte AS for the
BGP sessi on.

3. If the ASldentifier successfully validates, and an | PAddress
field is present, the I PAddress prefix is validated agai nst the
renote peer’s expected | P endpoints.

4. 1f all of these procedures have succeded, the peer has been
aut henticated and the BGP protocol nay use this TLS session.
O herwi se, the session should be closed.

6.2. AS-|evel Trust Anchors

Since BGP sessions are pair-wise, in principle the peering session
could be provisioned with the local end entity certificate and the
expected remote end entity certificate. This is sonmewhat sinmlar to
provi si oni ng per-session shared secrets for other mechanisms. |n the
absence of additional validation, it also is no better froma trust
perspective: How did you get this end certificate in the first place
and why do you trust it?

Consi der the case where the end entity certificates are issued by a
certificate authority that is operating at the BGP AS level. If all
end entity certificates protecting BGP peering sessions are issued by
their AS-level CA, and the AS' s CA certificate is used as the trust
anchor for the session, then all that is required to be installed on
a BGP speaker is the renpte peer’s AS-level CA certificate.
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6

8.

8.

Unli ke per-session end entity certificates, the AS-|level CA
certificate may be nade avail abl e through channel s where validation
of authenticity of the certificate is easier. This permts service
providers to have a hi gher degree of confidence that the end entity
certificate supplied during the TLS handshake has been issued by the
servi ce provider.

3. Trusted Third Party Trust Anchors

An option that may appeal to sone service providers to validate AS-

| evel certificates is to pernmit a trusted third party to be a nutual
parent in the validation hierarchy. One such exanple night include
the Regional Internet Registries (RIRs) that are already issuing AS
nunbers to service providers for BGP use. While RIRs appear at first
gl ance to be a natural fit for such mutual trusted third parties, any
party that has the trust of two parties participating in validation
can serve this purpose

The core proposition to this nodel is that the third party is
trusted. Such a party can issue certificates that would permt
validation to proceed in a pair-wise fashion for a service provider
using this trust relationship.

I ssuing End Entity Certificates

In nodel s where an AS-level CA exists, end entity certificates
protecting BGP peering sessions are created on an as-needed basis and
provi sioned onto the protected systens.

This may be "push" nodel where a centralized provisioning system
creates and distributes the end entity certificates and associ ated
BGP peering configuration for each BGP speaker.

Anot her possible nodel is a "pull" nodel where sufficient trust

exi sts between the requesting BGP speaker and the AS-|eve

certificate infrastructure. Such a nodel has sone resenblance to the
use cases enabl ed by the ACME protocol [RFC8555].

BGP TLS Certificate Profile
1. Introduction

Thi s docunment defines a profile for X 509 Public Key Certificates

i ntended for use in identifying BGP autonomous systens (ASes) by
their registered Autononous System Nunber (ASN) for purposes of TLS
authentication. This profile specifies the use of a new Subject

Al ternative Nanme (SAN) extension type to carry the ASN, facilitating
the verification of the certificate holder’'s identity as a legitimte
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hol der of the AS and supporting cryptographi c authentication in
routing and network security protocols. 1t defines a new O her Nane
for inclusion in the X 509 Subject Alternate Nanme (SAN) to carry an
AS nunber.

The intention of this docunent is to define a certificate profile for
use in a TLS handshake for transport connections used by protocols to
exchange routing information

X. 509 certificates are a foundational el ement of public key
infrastructure (PKI), providing cryptographic binding between a
public key and an identity. |In the context of network routing and
infrastructure security, such as RPKI (Resource Public Key
Infrastructure) or future secure routing mechanisnms, it is essential
to cryptographically bind a public key to an AS s uni que

i dentifier—the Autononous System Nunber (ASN)

This profile specifies the mniml requirenents and constraints for

X. 509 certificates used to identify an AS solely by its ASN. It

| everages existing X 509 standards, primarily [ RFC5280], and defi nes
a specific approach for ASN inclusion in the Subject Alternative Name
ext ensi on.

Unli ke the Autonomous Systemidentifier del egation extension from

[ RFC3779], this profile is not intended to reflect the association of
routing ip addresses to AS nunbers for purposes of validating routing
decisions. This profile is intended for use cases in which an
endpoint is to be identified as a specific ASN endpoint of a TLS
connection, for securing routing control connections, such as BGP

This profile is intended to provide a nechani smwhereby an AS can
reliably generate short lived end entity certificates to reliably
identify TLS connection endpoints.

TLS can be used with fixed certificates or pre-shared keys, and may
be very appropriate to use in that nodel for certain uses in this
space where the two relying parties at each end of a connection have
decided to trust each other by some out of band nechanism The focus
of this draft is to establish a certificate profile for a PKI that
enables the ability to establish trust via either a nutually
operated, or third party CAin a reliable manner, with short |ived
end-entity certificates provisioned automatically from an
intermedi ate certificate dedicated to this purpose for an ASN

Haas, et al. Expi res 2 Septenber 2026 [ Page 7]



Internet-Draft TLS Aut hentication for BGP March 2026

8.2. Certificate Fields and Extensions
This profile extends the base X 509 certificate profile defined in
[ RFC5280]. The following table specifies the requirenents for
critical fields and extensions.

8.2.1. Version

[S e femey oo s ey oo oo o}
| Field | Requirement | Specification |
[ el oo e e s s s s s s e s s s s s s s e s s e s s e
| version | MJST | Set to 2 (meaning X 509 version 3). |
oo o m e e e e e e e e e e e +

Table 1
8.2.2. Tenporal Validity

End entity certificates using this profile MJST NOT be valid for nore
than two weeks. Revocation nmethods SHOULD NOT be used to verify the
continued validity of end entity certificates. Automated nethods
SHOULD be used to provision end entity certificates to devices that
use them

Internediate certificates using this profile MJST NOT be valid for
more than one year. Revocation methods SHOULD be used to verify the
continued validity of internediate certificates.

8.2.3. Subject and Subject Public Key Info

+ +
I I
+ +

subj ect | SHOULD NOT | Certificates in this |
| | profile are primarily |
| | identified by the ASN in
| | the SAN extension. The
| | subject field SHOULD be |
| | empty (an enpty sequence
| | of RDNs). |

| subj ect PublicKeylnfo | MUST | Contains the public key |
| | | associated with the AS. |

| subjectKeyldentifier | MUST | Contains the |

| | | subjectKeyldentifier for
| | | the public key. |
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8. 2.

4. Extensions

TLS Aut hentication for BGP

aut horityKeyl dentifier

SHOULD

The foll owi ng extensions are mandatory or

8. 2.

8. 2.

4.1. Basic Constraints

March 2026

Cont ai ns the |
aut horityKeyl dentifier |
for the public key of |
the certificate s |
i ssuer, if the |
certificate is not self- |
si gned. |

critical for this profile:

Field | Requirement | Specification |
basi cConstraints | MJST | MUST be present. [If the |
| | certificate is an End-Entity |
| | certificate (AS identity), |
| | CA MIUST be set to FALSE. If |
| | the certificate is for a CA |
| | that issues AS ldentity |
| | Certificates, CA MIST be set |
| | to TRUE. |
------------------ o mm e e e e e e e e e e e e e e e e e e mee ot
Tabl e 3
4.2. Key Usage
[ ety et e e et
| Field | Requirenent | Specification |
| keyUsage | MUIST | MUST be present. For End-Entity |
| | AS Identity Certificates, |
| | | digital Signature MJST be asserted. |
S Fom e o - o m e e e e e e e e eeee e +

Haas, et al.
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8.2.4.3. Extended Key Usage (EKU)

EKU val ues SHOULD be one or both |
of TLS client authentication, and |
TLS server authentication. Oher |
EKU val ues SHOULD NOT be present. |

Table 5

8.2.4.4. Subject Alternative Name (SAN) - Critical

The ASN is carried within the General Nane type using a specific AD.

| subjectAlternativeName MUST MJST be present and |
| MUST be nmarked as |
| CRI TI CAL. |
e e e e e oo S o m e e e e i oo +
ASl dentifier MUST The ASN MJST be carried

I I
| in a General Nane of |
| type otherName. The |
| OD and structure of |
| this otherNane are |
| defined bel ow. |

| | PAddress | MAY | One or nore IP |

| | | addresses MAY be |

| | | carried in the |

| | | certificate. |

T . T +
Table 6

O her SAN nanes SHOULD NOT be present.
8.2.4.5. RFC 3779 Extensions

[ RFC3779] extensions used for validating the RPKI SHOULD NOT be
present.
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This profile is |
del i berately |
separate from RPKI . |

| id-pe-autononmousSyslds | SHOULD NOT | This profile is |

| | deliberately |
| | | separate from RPKI. |

Table 7

8.3. AS ldentifier Encoding in Subject Alternative Name

The ASN SHALL be included in the Subject Alternative Nane extension
usi ng the otherNane choice of the General Narme type.

The specific OD for the AS Identifier is:

i d- pe-ASldentifier OBJECT IDENTIFIER ::= {

iso(l) identified-organization(3) dod(6)

internet (1) private(4) enterprise(1l) {IANA-Assigned-Q d}
}

NOTE: A specific O D MJIST be obtained fromIANA for this profile
before final standardization. For this draft, we use the placehol der
i d- pe-ASl dentifier.
The ASlIdentifier structure, defined by this O D, SHALL be an ASN. 1
| NTECER representing the AS Nunber. AS Nunbers range from1l to
4,294, 967, 295.

ASldentifier ::= INTEGER (1..4294967295)

The ASN. 1 structure within the SAN extension will |ook |ike this:
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Subj ect Al ternati veNane ::= Ceneral Nanes
Gener al Nanes ::= SEQUENCE SIZE (1..MAX) OF CGeneral Name
General Nane ::= CHO CE {

... (other choices)
ot her Name [8] O her Nane,
(ot her choi ces)

}

QO her Nane :: = SEQUENCE ({
type-id OBJECT | DENTI FI ER (i d- pe-ASldentifier),
val ue [0] EXPLICIT ANY DEFI NED BY type-id

}

When encodi ng the ASN
1. The type-id is set to id-pe-ASldentifier

2. The value is the ASN. 1 | NTEGER representati on of the AS Nunber
(e.g., AS 64496 woul d be encoded as the integer 64496).

8.4. End Entity Certificate |ssuance

Any internediate certificates used to issue end entity certificates

using this profile MIST include all id-pe-ASlidentifier names as the

end entity certificate. Such internediate certificates MAY include

SAN | P address nane constraints as per [RFC5280] and if present they
MJST be narked critica

8.5. Internediate CA |Issuance

The internediate certificate for an AS can sign any |leaf certificate
for that AS that will then be able to authenticate a connection

Qut O Band Trust Anchor Exchange Relying parties using this nodel
exchange trust anchors out of band. Relying parties using this nodel
may decide to validate nutual trust out of band. Appropriate care
shoul d be taken in any such scenario which is out of scope of this
docunent. Wth trust nutually established, they may exchange trust
anchors which will in turn be trusted to sign end entity certificates
for each of them This could take the formof a self signed
intermedi ate certificate that is elided as a trust anchor by each
party. Each party in this case nmust take appropriate care that such
a trust anchor is not considered trusted in other places.
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10.

Third Party Trusted Certificate Authority Third party certificate
authorities SHOULD validate requests for intermediate certificates
using this profile by the foll owi ng nethod:

For every ASin an intermediate certificate request:

* Validate a CM5 nessage containing the public key of the
certificate is signed by the corresponding key for the ASin a
currently validated RPKI tree.

* This signature is considered to be “proof of control of the AS”
for these purposes.

Oper ational Considerations

In circunstances where a BGP session’s certificate validation may not
be possible - for exanple, the validating trust anchors are not
installed - operators may have need to pernit BGP sessions to be
established without validating the authenticity of the session

I mpl enent ati ons MJST provide a nechanismto pernit sessions to
establish in the absence of such validation. One nechanismmy be to
make use of "Trust of First Use (TOFU)". Another may be to disable
val i dation altogether.

Wil e such practices are not recommended, operators have the option
to do after the fact validation of the sessions that have been
expediently trusted in this fashion. |nplenentations MJST provide
operational access to the running session's certificates used for the
running sessions. Simlarly, inplenentations MJST provide | ogging
facilities for when BGP sessions are permtted to be established when
val idation either cannot be done or is pernitted even though

val idation has fail ed.

End entity certificates are recommended to have a life tine no | onger

than two weeks. |Inplenmentations SHOULD validate certificates used
for the first use of a BGP session are valid within the expected life
time. |Inplementations MAY ignhore end entity certificate life time

expiration that otherw se validates for sessions that have previously
been seen to be established.

Ignoring life time validation errors is a balance for the security
stance of the operator and a desire for BGP resiliency in the face of
tardy certificate updates.

Security Considerations
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10.

10.

11.

12.

12.

1. Certificate Validation Security Considerations
The security of this profile relies on:

1. Strong ldentity Verification: The CA MJST strictly verify the
applicant’s control of the ASN before issuance of an
intermediate. Flaws in this process can |ead to inpersonation

2. Criticality of SAN. Marking the subjectAl ternati veNane extension
as critical ensures that relying parties that do not understand
the id-pe-ASldentifier ODw Il reject the certificate,
preventing msinterpretation of the certificate's identity.

2. BGP Security Considerations

I npl enent ati ons MJST provide granular control over the certificate
trust anchors used to authenticate individual BGP sessions.

Use of this certificate profile for protecting BGP sessions carried
over TLS have the opportunity to reduce inpersonation of authorized
parties peering with the BGP speaker. Correct provisioning of the
trust anchors used for validating certificates is necessary to
prevent such inpersonation

Trusted third party trust anchors provide opportunities for reduced
operational conplexity and fewer certificates necessary for BGP
speakers. However, they introduce the opportunity for inpersonation
attacks to be enabled by the these parties. Beware of who you trust.

| ANA Consi der ati ons

Thi s docunent requests that | ANA assign a unique O D under the SM
Security Private Extensions arc for id-pe-ASldentifier to be used
within the otherNane field of the Subject Alternative Nane extension.
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Appendi x A,  Use of this Profile for Non-BGP Purposes

Astute readers will note that while this docunent is witten with a
focus on BGP operational matters that simlar security considerations
apply for all other control plane protocols standardized by | ETF that
use TCP. The primary difference between the BGP use case and the
nmor e general - purpose control plane use case is the lack of a

prot ocol -recogni zed "AS" as the party used both for protocol
validation and as the identity for the CA certificates issuing end
entity certificates.

The authors will consider a future general -purpose "TLS for routing"
profile in the future based on experience in discussing this nore
specific use case.

Acknowl edgnent s

TGDO

Haas, et al. Expi res 2 Septenber 2026 [ Page 16]



Internet-Draft TLS Aut hentication for BGP

Aut hors’ Addresses

Jeffrey Haas

HPE
Emai | : jeffrey. haas@pe. com
Bob Beck
OpenSSL
Emai | : beck@bt use. com
Yi ngzhen Qu
Fut urewei Technol ogi es
Emai | : yingzhen.ietf@nail.com
Haas, et al. Expi res 2 Septenber 2026

March 2026

[ Page 17]



