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Abst r act

Thi s docunent defines a new HTTP 5xx status code, 528 (Cutbound
Dependency Fail ed), used to indicate that a server received, parsed,
and processed a request correctly, but could not conplete it because
a required downstream dependency mal functi oned or was in a non-
transient failure state.

Unli ke 500 (Internal Server Error), which SHOULD be reserved for
actual faults within the respondi ng service (including inproper error
handl i ng), 528 explicitly signals that the respondi ng service
operated as intended and the failure lies in a dependency. Unlike
503 (Service Unavail able), 528 does not inply a tenporary condition
expected to recover wthout intervention

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 22 April 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In distributed systenms, services comonly rely on downstream
resources (other services, data stores, nessage brokers) to fulfill
client requests. Wen those dependencies fail, nmany inplenentations
surface a generic 500 (Internal Server Error), conflating true
internal faults with dependency failures and degradi ng observability
and aut omat ed renedi ati on.

HTTP status codes such as 502 (Bad Gateway) and 504 (Gateway Ti neout)
describe failures in internedi ary behavior on the inbound path, while
503 (Service Unavail abl €) communi cates tenporary unavailability.

None precisely convey that the responding service behaved correctly
yet could not conplete the request due to a non-transient mal function
in an out bound dependency.

Thi s specification introduces 528 (Qutbound Dependency Failed) to

di stingui sh such conditions frominternal failures (500) and from
temporary unavailability (503).
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2. Definition

The 528 (CQut bound Dependency Fail ed) status code indicates that the
server successfully received, understood, and executed its own
application logic for the request, but could not conplete the
response because a required downstream or external dependency
experienced a failure that is not presunmed to be transient.

HTTP/ 1.1 528 Qut bound Dependency Fail ed
Cont ent - Type: application/json

{
"error": "OUTBOUND_DEPENDENCY_FAl LED",
"dependency”: "user-profile-service",
"dependency_status": 500,
"message": "Downstream dependency returned HTTP 500",
"correlation_id": "abc-123"

}

Figure 1: Exanpl e 528 Response
The 528 code allows clients and operators to differenti ate:

* 500 — internal error within this service (including inproper error
handl i ng)

* 503 — tenporary unavailability (retry may be appropriate)

* 528 — this service operated correctly; a required downstream
dependency failed in a condition not assuned to be tenporary

3. Semantics and Use
Servers SHOULD return 528 when all of the follow ng are true:
* The server’s own request handling | ogic executed as intended.

* Conpletion of the response required a call to a downstream or
ext ernal dependency.

* The dependency failed (for exanple, returned a 5xx status, was
m sconfi gured, was unreachable with a non-transient cause, or
produced invalid data) in a way that prevents successfu
compl eti on.
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The 528 status code is not a signal of transient unavailability.
Clients SHOULD NOT assune retry will succeed w thout operator or
systemintervention to restore the failing dependency. |In contrast,
503 comonly represents a tenporary condition for which retry with
backoff may be appropriate.

I mpl ement ati ons MAY incl ude nachi ne-readable fields identifying the
af f ect ed dependency and any observed downstream status code or ot her
rel evant diagnostics. Care should be taken to avoid | eaking
sensitive topology details (see Security Considerations).

4. Interoperability Notes

502 (Bad Gateway) describes an internediary receiving an invalid
response from an upstream server on the inbound path. |t does not
semantically cover an origin service’ s failure to conplete due to its
own out bound dependency nal functi on

503 (Service Unavailable) is widely interpreted as a tenporary
condition (overl oad or mmintenance) that may self-resolve. The 528
status code makes no such inplication and is intended for dependency
failures that typically require corrective action

5. Operational Guidance

For automated remedi ation, a 528 response SHOULD trigger circuit-
breaker transitions, alerting, or failover logic rather than blind
imediate retries. Downstreamrecovery SHOULD be confirned prior to
resum ng nornmal traffic patterns

Servi ces SHOULD continue to use 500 exclusively for actual interna
faults, including unhandl ed excepti ons and i nproper catch/I og/500
patterns. M srouted 500 responses mask dependency failures and
underm ne SLO-driven operations.

6. Security Considerations

Reveal i ng dependency nanes, network |ocations, or detailed failure
di agnostics in responses may expose internal topol ogy. Servers
SHOULD m ni m ze sensitive details in public-facing responses and
prefer correlation identifiers, with full diagnostics recorded in
| ogs accessible to operators.
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7

10.

Conf or mance and Requi renents Language

The key words “MJUST” , “MJST NOT” , “SHOULD” , “SHOULD NOT” , and
in this docunent are to be interpreted as described in BCP 14

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

| ANA Consi der ati ons

Thi s docunent requests the registration of the following entry in the
“Hypertext Transfer Protocol (HTTP) Status Code Registry”

Val ue: 528
Description: Qutbound Dependency Fail ed
Ref erence: [this docunent]

Figure 2
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