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Abst r act

The Network File Systemversion 4.2 (NFSv4.2) does not provide
support for atomic nulti-block updates to file data. This docunent
i ntroduces a new EXCHANGE RANGE operation which provides for such
atom ¢ updates. This docunment extends NFSv4.2 (see RFC7862).

Note to Readers

Di scussion of this draft takes place on the NFSv4 working group
mailing list (nfsvd@etf.org), which is archived at

https://mail archive.ietf.org/arch/search/?email _|ist=nfsv4. Source
code and issues list for this draft can be found at

https://github. comi etf-wg-nfsv4/ exchange range.

Worki ng Group information can be found at https://github.conietf-wy-
nf sv4.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 10 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Wth the Network File Systemversion 4.2 (NFSv4.2), atomic updates to
a file are not guaranteed. A single WRITE operati on m ght span
mul ti pl e data bl ocks; another client doing a READ night then
encounter a partial WRITE. |In addition, nultiple WRI TE operations,
even within the same conpound, may not be atomi cally applied to a
file. 1In some inplenmentations, nultiple WRI TE operations within the
same conpound nmay appear to be applied atomcally, but this behavior
is inplenmentation-specific and not guaranteed by the protocol
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Thi s docunent introduces the EXCHANGE RANGE operation, which is
OPTIONAL to inplenent, to NFSv4.2. EXCHANGE _RANGE atonically
exchanges a range of content between two files. A client can easily
determ ne whether or not a server supports the EXCHANGE RANGE
operation by exami ning the return code of the operation. |If the
server does not support the EXCHANGE RANGE operation, the server
returns NFS4ERR NOTSUPP.

Usi ng the process described in [ RFC8178], the revisions in this
docunent extend NFSv4.2 [RFC7862]. They are built on top of the
external data representation (XDR) [ RFC4506] generated from
[ RFC7863] .

2. Definitions
The definitions of the following terns are referenced as foll ows:
* change_info4 (Section 3.3.3 of [RFC8881])
* CLONE (Section 15.13 of [RFC7862])
* clone_bl ksize (Section 12.2.1 of [RFC7862])
*  NFS4ERR NOTSUPP (Section 15.1.1.5 of [RFC8881])
* READ (Section 18.22 of [RFC8881])
* WRITE (Section 18.32 of [RFC8881])

3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

4. Use Cases
The EXCHANGE RANGE operation addresses a class of problens that
cannot be solved without |oss of atomicity by existing NFSv4.2
operations. This section notivates the operation by contrasting it
with a hypothetical one-way transfer prinitive and then presenting
five concrete use cases.
Consi der an operation called XFER RANGE that atomically copies data

froma source range to a destination range -- essentially CLONE
(Section 15.13 of [RFC7862]) with an atomicity guarantee. XFER RANGE
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woul d be a useful primtive inits ow right for cases where one-way
data nmovenent is all that is needed. EXCHANGE RANGE differs fromit
in one critical respect: EXCHANGE RANGE atomically swaps the contents
of both ranges. Neither range is "the source" and neither is "the
destination" -- both hold neaningful data before the operation and
both hold nmeaningful data after. While the protocol distinguishes
SAVED FH and CURRENT_FH for access control purposes, the senmantics of
the operation treat both ranges symetrically. The follow ng
exanples illustrate when the distinction matters.

The use cases bel ow share a conmon requirenent: both ranges contain
valid data before the operation, and both nust renmain valid after the
operation, with no externally visible internediate state. A sequence
of one-way operations (e.g., CLONE, WRITE, or a hypothetica

XFER _RANGE) cannot provide this guarantee, as they either destroy one
side of the data or introduce a wi ndow in which observers may see
partially updated state.

A/ B depl oyment: A server pre-conputes version 2 of a dataset into
fileB while version 1 remains live in fileA. At the nonent of go-
live, the operator wants to atomcally swap which file is current.
XFER_RANCE(B->A) overwites fileA and destroys version 1.

XFER _RANCE( A- >B) does the sanme in the other direction. Neither
preserves both versions. EXCHANGE RANGE atonically swaps the two,
| eaving version 1 intact in fileB for inspection or rollback

Thi s exanpl e applies when the two versions reside in fixed

| ocations or ranges that cannot be renamed or redirected
atomically (e.g., shared file | ayouts or range-based consuners)

Checkpoint and restore: A process nmaintains a |live range and a
checkpoi nt range. A checkpoint is performed by
EXCHANGE_RANCE( | i ve, checkpoint): the checkpoint range now hol ds
the saved state and the |ive range hol ds what was the checkpoint.
A restore is perforned by the identical call. The self-inverse
property neans the nmechanismfor save and restore are the sane
operation. XFER RANGE requires two distinct one-way operations
and cannot guarantee that a restore returns exactly what was saved
wi t hout additional bookkeepi ng.

Circular log rotation: Segrment 0 is being read by consuners; segnent
1 has been filled by a witer and is ready to beconme the new read
segnent. Both segnments hold valuable data -- neither is scratch
space. EXCHANGE RANGE atomically swaps their roles
XFER_RANCE( 1- >0) destroys segment 0's content before readers have
finished with it. 1In systenms with multiple independent readers,
coordination is not feasible, and readers nust never observe a
partially rotated state.
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5

5.

Erasure coding stripe rebuild: During a pNFS Flex Files
([1-D. haynes-nfsv4-flexfil es-v2]) reconstruction, a data server
has rebuilt a stripe fromparity into a staging buffer. Both the
live stripe and the staging buffer exist and are valid.
EXCHANGE _RANCE atomically pronmpotes the staging buffer to |ive and
moves the old live data into the staging buffer, where it remains
avail able for integrity verification or rollback if the new stripe
fails a subsequent check. XFER RANGE would overwite the live
stripe before that verification can occur. This avoids both the
need to copy data and any wi ndow in which parity and data are
i nconsi stent.

Atonic file update via clone-then-swap: This is the case where
XFER_RANCGE woul d be sufficient, and it is worth stating clearly.
A client CLONEs a source file to a tenporary working copy,
nodi fi es the copy, and then wants to atomcally publish the
result. XFER RANGE(tenp->source) acconplishes this: the tenporary
file is discarded and source is updated atomcally.
EXCHANGE_RANGE handl es this case as well, and adds one benefit:
after the swap, the tenporary file holds the previous content of
source, providing a no-cost rollback path -- invoke EXCHANGE RANGE
again and the original state is restored. An inplenentation that
does not need rollback can sinply discard the old content; one
that does need it gets it w thout additional operations.

A composition of existing operations (e.g., CLONE foll owed by WRI TE,
or two XFER_RANGE operations) cannot provide the sanme guarantees as
EXCHANGE _RANGE. Such conpositions either

* destroy one side of the data, or

* expose an internediate state to other clients, or

* require external coordination not avail able at the protocol |evel

EXCHANGE _RANCE provi des these guarantees as a single atonic
operati on.

Operation 81: EXCHANGE RANGE - Exchange a range of a file into
another file

1. ARGUMENTS
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/1] const OP_EXCHANGE RANGE = 81;

[

/1l struct EXCHANGE_ RANGE4args {

/11 /* SAVED FH. source file */

/11 /* CURRENT_FH destination file */
/11 statei d4 era_src_stateid;
[ statei d4 era_dst _stateid;
Iy of fset4 era_src_offset;
Iy of fset4 era_dst _offset;
/11 | engt h4 era_count;

1y,

Figure 1: XDR for EXCHANGE_RANCE4ar gs
5.2. RESULTS

/1] struct EXCHANGE RANGCE4resok {

11 change_i nf 04 err_src_cinfo;
1 change_i nf 04 err_dst _cinfo;
1y,

111

/1] uni on EXCHANGE RANGE4res switch (nfsstat4 err_status) {
/1l case NFS4_ K

1 EXCHANGE RANGE4r esok err _resok4;
/1] default:

Iy voi d;

1y,

Figure 2: XDR for EXCHANGE RANCE4res

The followi ng case arnms are added to the nfs_argop4 and nfs_resop4
di spatch unions in the base XDR

/1] I'* In nfs_argop4: */

/1] case OP_EXCHANGE RANGE

/11 EXCHANGE RANCE4ar gs opexchange_r ange;
1

[1] I* In nfs_resop4: */

/1] case OP_EXCHANGE RANCE

/11 EXCHANGE_RANCE4r es opexchange_range;

Figure 3: Dispatch union case arns for EXCHANGE RANGE
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5. 3. DESCRI PTI ON

The EXCHANGE_RANGE operation is used to exchange file content froma
source file specified by the SAVED FH value into a destination file
speci fied by CURRENT FH wi t hout actually copying the data, e.g., by
using a bl ock exchange nechani sm

Bot h SAVED FH and CURRENT_FH MJUST be regular files. |If either
SAVED FH or CURRENT_FH is not a regular file, the operation MJST fail
and return NFS4ERR WRONG TYPE

The era_dst _stateid MIST refer to a stateid that is valid for a WRITE
operation and follows the rules for stateids in Section 8.2.5 of

[ RFC8881] and Section 18.32.3 of [RFC8881]. The era_src_stateid MJST
refer to a stateid that is valid for a READ operation and foll ows the
rules for stateids in Section 8.2.5 of [RFC8881] and Section 18.22.3
of [RFC8881]. |If either stateid is invalid, then the operation MJST
fail

The era_src_offset is the starting offset within the source file from
which the data to be exchanged will be obtained, and the

era_dst _offset is the starting offset of the target region into which
the exchanged data will be placed. An offset of 0 (zero) indicates
the start of the respective file. The nunber of bytes to be
exchanged i s obtained fromera_count, except that an era_count of O
(zero) indicates that the nunber of bytes to be exchanged is the
count of bytes between era_src_offset and the ECF of the source file;
in this case the derived count ends at the source EOF, so the

al i ghnment exception bel ow al ways applies. Both era_src_offset and
era_dst_offset MJST be aligned to the clone bl ock size

(Section 12.2.1 of [RFC7862]). The nunber of bytes to be exchanged
MJUST be a nultiple of the clone block size, except in the case in

whi ch era_src_offset plus the nunber of bytes to be exchanged is
equal to the source file size

If era_src_offset or era_src_offset + era count is greater than the
size of the source file, the operation MJIST fail with NFSAERR | NVAL.
It is valid for era _dst_offset or era_dst offset + era_count to be
greater than the current size of the destination file.

I f SAVED FH and CURRENT _FH refer to the sane file and the source and
target ranges overlap, the operation MIST fail with NFSA4ERR | NVAL.
This restriction avoi ds undefi ned behavior that could arise from
overl apping atom c replacement of data within a single file.
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If the target area of the EXCHANGE _RANGE operation ends beyond the
end of the destination file, the new size of the destination file
MJST be set to era_dst_offset plus the nunber of bytes exchanged.
The contents of any block not part of the target area MJST be the
same as if the file size were extended by a WRI TE

If the nunber of bytes to be exchanged (using the derived count when
era_count is 0) is not a multiple of the clone block size and

era_dst_offset plus the derived count is less than the current size
of the destination file, the operation MJST fail w th NFS4ERR | NVAL.

This restriction avoids nodifying a portion of a clone block while

| eaving the remai nder of that clone block within the destination file
unchanged, which could otherwi se | ead to inplenentation-dependent
results and potential data integrity issues.

If a conflicting byte-range |ock exists on either the source or the
destination range at the tine of the operation, the server MJST
return NFSAERR LOCKED before perform ng any exchange. The source
range requires at mnimumread access; the destination range requires
wite access.

The EXCHANGE RANGE operation is atomic in that other operations MJST
NOT see any internedi ate states between the state of the two files
before the operation and after the operation. A READ of the
destination file MJUST NOT see sone bl ocks of the target area
exchanged w thout all of them being exchanged. A WRITE to the source
area MJST either have no effect on the data of the target file or be
fully reflected in the target area of the destination file.

Atomicity is defined with respect to NFSv4.2 READ and WRI TE
operations issued by other clients; the protocol makes no guarantees
regarding the visibility of internediate states to server-interna
nmechani sns.

Upon successful conpletion, the server MJUST update the change, ntine,
and ctime attributes of both the source and destination files.

The conpl etion status of the operation is indicated by err_status.

Upon success, the response includes err_resok4, which contains two
change_i nfo4 val ues: err_src_cinfo for the source file and
err_dst_cinfo for the destination file. Each change_info4 carries
the change attribute value before (cinfo_before) and after
(cinfo_after) the exchange, sanpled atomically with the operation
Clients MAY use these values to update their attribute caches for
both files wi thout issuing a subsequent CGETATTR  Wen cinfo_atomc
is TRUE, the client MAY treat the before/after pair as a precise
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record of the transition; when FALSE, the client MJST treat the
cached change attribute as potentially stale and revali date on next
access. Because EXCHANCE RANGE is its own inverse, a client
confirm ng execution MJST conpare cinfo_before against a previously
recorded value -- conparing cinfo_after is insufficient, as two
executions | eave cinfo_after equal to the original cinfo_before.

Wthin an NFSv4.1 or NFSv4.2 session, the SEQUENCE operation

(Section 18.46 of [RFC8881]) provides exactly-once execution
semantics via the slot identifier and sequenceid carried in each
conmpound: the server’'s session reply cache detects retransm ssions
and returns the cached reply without re-executing the operation. The
di scussi on bel ow addresses replay protection across server reboots,
where session state is not preserved.

Stateids supplied with the EXCHANGE RANGE operation provide
protection agai nst replay across server reboots, |ease expiration, or
state revocation. After a server reboot, all previously issued
stateids are invalidated, and replay of a prior EXCHANGE RANCE
operation MJST fail with an appropriate error.

Because EXCHANGE RANGE is its own inverse -- applying it twice to the
same ranges returns both files to their original state -- clients
MUST NOT assune that a successfully replayed EXCHANGE RANGE operati on
produced a net change. Cdients that require confirmtion MJST
validate the resulting file contents or netadata, such as via the
change attri bute.

Per Section 3.3.1 of [RFC7862], EXCHANGE RANGE is not an operation
whi ch can be sent to a data server

5.4. ERRCRS

The EXCHANGE RANGE operation returns the full set of errors defined
in Section 6, Paragraph 2. The following errors are specific to this
operati on:

NFSAERR WRONG TYPE: Either SAVED FH or CURRENT_FH is not a regul ar
file.

NFSAERR | NVAL: era_src_offset or era_dst_offset is not aligned to
the clone block size; or the count is not a valid multiple of the
clone bl ock size and the range does not end at the source EOF;, or
the source range extends beyond the source file; or SAVED FH and
CURRENT_FH are the same file and the source and target ranges
overl ap.

NFSAERR_BAD _STATEI D, NFS4AERR_EXPI RED, NFS4ERR_ADM N_REVOKED,
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NFSA4ERR_DELEG REVOKED, NFS4ERR COLD STATEI D, NFS4ERR_OPENMODE: The
era src_stateid or era_dst_stateid is not valid for the required
access node, has expired, or has been revoked.

NFSAERR LOCKED: A conflicting byte-range | ock on the source or
destination range prevents the exchange.

6. Operations and Their Valid Errors

The operations and their valid errors are presented in Section 6,
Paragraph 2. Al error codes not defined in this docunent are
defined in Section 15 of [RFC8881] and Section 11 of [RFC7862].

EXCHANGE_RANGE: NFS4ERR_ACCESS, NFS4ERR_ADM N_REVOKED,
NFS4ERR _BADXDR, NFS4ERR BAD STATEI D, NFS4ERR DEADSESSI ON,
NFS4ERR _DELAY, NFS4ERR DELEG REVOKED, NFS4ERR_DQUOT,
NFS4ERR_EXPI RED, NFS4ERR FBI G, NFS4ERR_FHEXPI RED, NFS4ERR GRACE,
NFSAERR | NVAL, NFS4ERR | O, NFS4ERR | SDI R, NFS4ERR LOCKED,
NFS4ERR_MOVED, NFS4ERR_NOFI LEHANDLE, NFS4ERR_NOSPC,
NFS4ERR_NOTSUPP, NFS4ERR OLD STATEI D, NFS4ERR_OPENMODE,
NFS4ERR_OP_NOT_| N_SESSI ON, NFS4ERR_PNFS_| O HOLE,
NFS4ERR_PNFS_NO_LAYOUT, NFS4ERR REP_TOO BI G,

NFS4ERR_REP_TOO Bl G TO CACHE, NFS4ERR REQ TOO BI G
NFS4ERR_RETRY_UNCACHED REP, NFS4ERR ROFS, NFS4ERR SERVERFAULT,
NFS4ERR_STALE, NFS4ERR SYM.I NK, NFS4ERR TOO MANY_CPS,
NFS4ERR_WWRONG_TYPE

If the destination file has active pNFS | ayouts that prevent atonic
nmodi fi cation of the target range, the server MAY return an
appropri ate pNFS-rel ated error

7. Extracti on of XDR

Thi s docunent contains the external data representation (XDR)

[ RFC4506] description of the EXCHANGE RANGE operation. The XDR
description is presented in a nanner that facilitates easy extraction
into a ready-to-conpile format. To extract the machi ne-readabl e XDR
description, use the follow ng shell script:

#!'/ bi n/ sh
grep "N *[/]" $* | sed 's?* *[]] ??° | sed 's?™ *[]]$??

For exanple, if the script is named 'extract.sh’ and this docunent is
naned ' exchange_range.txt’, execute the foll ow ng comrand

sh extract.sh < exchange range.txt > exchange range_ prot.x
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10.

10.

This script renoves | eadi ng bl ank spaces and the sentinel sequence
/11" fromeach line. XDR descriptions with the sentinel sequence
are enbedded t hroughout the docunent.

Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.2 nfs4_prot.x file (generated from[RFC7863]). This
i ncludes both nfs types that end with a 4, such as offset4, |ength4,
etc., as well as nore generic types such as uint32_t and uint64_t.

Wil e the XDR can be appended to that from [ RFC7863], the code
sni ppets should be placed in their appropriate sections within the
exi sting XDR

Security Considerations

The EXCHANGE RANCE operation is subject to the same security
consi derations as other NFSv4.2 operations that nodify file data.

The call er MUST have appropriate access to both the source file (read
access) and the destination file (wite access). Servers MJST
enforce authorization checks on both fil ehandl es before perform ng

t he exchange.

Wthin a session, the SEQUENCE nmechani sm (Section 18.46 of [RFC8881])
prevents duplicate execution via the slot identifier and sequencei d.
After a server reboot, previously issued stateids are invalidated,
preventing replay of prior operations across reboots.

Because EXCHANGE RANGE is its own inverse, a double execution returns
both files to their original state. A client checking only the fina
val ue of the change attribute cannot distinguish zero executions from
two executions, since both cases |leave the files in their origina
state while the change attribute may have been incremented an even
nunber of tinmes. The change_info4 values returned in err_src_cinfo
and err_dst_cinfo enable precise confirmation: a client MJST record
the change attribute of both files before the first attenpt and
conmpare cinfo_before fromthe response agai nst that recorded value to
confirma single net execution. Conparing only cinfo_after is
insufficient for this purpose.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Ref er ences

1. Normative References
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