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1. Introduction

Thi s docunent provides general design considerations for integrating
Merkl e Tree Ladder node [I|-D. harvey-cfrg-ntl-node] signature
algorithms into applications, including design decisions that woul d
typically be made by the application. Docunments specifying howto
integrate MIL node into particular applications, e.g.,

[1-D. fregly-dnsop-sl h-dsa-ntl-dnssec] for DNSSEC, may provide nore
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detail ed considerations specific to their applications. In the
followi ng, the term"application" refers to an application
i ntegrating MIL node.

The design considerations in this docunent assune that the MIL node
signature algorithnms follow the specification of ML node in

[1-D. harvey-cfrg-ntl-nmode], and in particular that the Merkle tree

| adders to be signed are inplenented using the "binary rung strategy"
defined in Section 6.5 of [I-D. harvey-cfrg-ntl-node].

The docunent is organized into two parts. Section 2 provides genera
consi derations that apply to MIL node but are not specific to MIL
nmode when integrating cryptographic schenmes into an application
Section 3 providers considerations that relates to MIL node
specifically as, unlike general signature algorithms, ML node is not
"drop-in" and inpacts the |logic and workfl ow for signing nessages and
verifying signatures.

As di scussed in [ MIL- MODE] MIL node can hel p reduce the signature
size inpact in "message series signing" applications. In these
applications, a signer continuously signs new nmessages and publishes
the nmessages and their signatures. A verifier then continuously
requests sel ected nmessages and verifies their signatures. For
exanpl e, the signed nessages could be web Public-Key Infrastructure
certificates [ RFC5280], Domai n Name System Security Extensions
(DNSSEC) records [ RFC4033] or certificate tinmestanps [ RFC9162] .

O her potential applications include nessage signing, code signing,
paynents, blockchain transactions, identity nanagenent, and tine-
stanping. MIL node can al so hel p reduce signature conputation inpact
in applications where signing operations for multiple signature
operations can be batched, including the applications already
mentioned as well as security protocols where one party may negoti ate
mul tiple security associations with other parties concurrently, e.g.,
TLS [ RFC8446] (see also [I-D.ietf-tls-batch-signing]) or IKE v2

[ RFC7296] .

2. GCeneral Considerations

Integrating a signature algorithminto an application involves
specifying algorithmidentifiers, key formats, and signature formats
within the context of the application. As would be the case if a
conventional signature algorithmwere being integrated, the genera
desi gn consi derations incl ude:

1. Agorithminstantiations to be integrated.

2. Agorithmidentifiers for each of these instantiations.
3. Key formats for public keys.
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4. Key formats for private keys (optional).
5. Signhature formats.

2.1. Agorithmlnstantiations

MIL node provides a collection of signature instantiations that
combi ne MIL node with the underlying SLH DSA signhature schenes (see
[1-D. harvey-cfrg-ml-node] Section 10 - SLH DSA-MIL | nstantiation
Tabl e) .

An application can select any nunber of the signature instantiations
in the table.

2.2. Agorithmldentifiers

Algorithmidentifiers indicate the algorithm associated with a public
key, private key, and/or signature.

Dependi ng on the application’s conventions, the algorithmidentifier
for a selected MIL node instantiation can be defined by the
application itself or can be drawn froma separate registry that
supports nultiple applications.

As one exanple of the latter, PKIX-based applications base their
algorithmidentifiers on object identifiers in the SM Security for
PKI X regi stry [| ANA- SM - NUMBERS] mai nt ai ned by | ANA (see al so

[ RFC7299]). As another exanple, DNSSEC draws its algorithm
identifiers fromthe DNSSEC Al gorithm Nunmbers registry

[ 1 ANA- DNSSEC- NUMBERS] al so nmi nt ai ned by | ANA

[1-D.fregly-dnsop-sl h-dsa-ntl-dnssec] includes a request to add
algorithmidentifiers for MIL node instantiations to this registry.

2.3. Specifying Key Formats for Public Keys

An application can use the public key byte format specified in this
docunent, i.e., the SLH DSA public key format [FIPS205-1PD] for
interoperability with other inplenentations of MIL nbde conbined with
SLH DSA. An application can also use a different format if
preferable for consistency with application conventions. An exanple
of the latter choice for a conventional algorithmis given in

[ RFC7518], which uses object notation for representing RSA public
keys when used in JSON Wb Sighatures and JSON Web Encryption
overriding the ASN.1 format in the referenced cryptographic
specification [ RFC3447]. An application can have multiple formats,
such as the key format representation in DNS where there can be a
wire format (e.g. key byte format) and a readabl e presentation format
(e.g. Base64 encoded).
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2.4. Key Formats for Private Keys (Optional)

An application can also specify the format of the private keys for
each MIL instantiation it has selected, if needed for
interoperability.

An application can use the private key byte format specified in this
docunent, i.e., the SLH DSA private key format [FIPS205-1PD] for
interoperability with other inplenentations of MIL node conbined with
SLH- DSA, or it can use a different format if preferable.

2.5. Specifying Signature Formats

MIL node specifies two rel ated but separate signature formats: ful
signatures, which can be verified directly using a public key
(Section 9.4 of [I-D. harvey-cfrg-ntl-node]), and condensed
signatures, which can be verified using a public key and an

associ ated signed | adder (Section 9.5 of [I-D. harvey-cfrg-ntl-node]).
There can also be a wire format (e.g. signature byte format) and a
readabl e presentation format (e.g. Base64 encoded) for each signature
format.

An application that supports full signatures can use the ful
signature byte format specified in Section 9.4 of
[1-D. harvey-cfrg-ntl-node].

An application that supports condensed signatures can either use the
condensed signature byte format specified in Section 9.5 of

[1-D. harvey-cfrg-ml-node] or a conbination of that byte fornat and

either a URI or another explicit |adder identifier (see Section 9.1

of [I1-D. harvey-cfrg-ntl-node] Step 9 and Section 3.5 bel ow).

An application that supports both full and condensed signatures in a
gi ven exchange between applicati on conmponents can specify the
signature format according to its interoperability objectives. As an
exanple, [I-D. fregly-dnsop-sl h-dsa-ntl-dnssec] Section 4 uses a one-
octet MIL-Type prefix to indicate whether a signature is in condensed
(0) or full (1) format.

An application can convey the fields of the signature fornmat
separately fromone another if convenient. For exanple, in an
application where the nessage and signature are sent in the same data
stream the randomizer field R ntl of the signature can be sent
before the nmessage while the other fields of the signature format are
sent after the message. This way, a verifier can start its
processing of the nmessage as soon as it receives the random zer (see
Section 5.2 of [I-D. harvey-cfrg-ml-node] where the data value is
computed fromthe random zer and the nessage). |If the random zer
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were sent after the nmessage, then the verifier my need to store the
message until it receives the random zer, which could be inconvenient
if the nessage is very long. A signer can simlarly start its
processing of a nessage to be signed as soon as it has generated and
sent the random zer (except in the optional case where the random zer
depends on the nessage).

Addi tional considerations for providing signatures are given in
Section 3. 4.

3. MIL Mode- Specific Considerations

Conventional signature algorithns can be considered "drop-in"

repl acenents because they only affect the general considerations in
Section 2. MIL node is not "drop-in," however, and has severa

addi tional considerations for applications that can inpact the logic
and workflow for signing nessages and verifying signatures. MIL-
nmode- speci fi ¢ design considerations include:

1. Cenerating random zers including "optional randoni inputs.

2. Gouping and ordering messages to be signed

3 Conputing and signing Merkle tree | adders during signature
gener ati on.

4. Form ng the actual signatures exchanged between application
conponents.

5. Enabling application conmponents to obtain signed | adders when
needed.

6. Caching signed | adders.

MIL node does not necessarily affect how the application forns the
message i nput to the signature algorithmor where the application
puts the signhature output. An application could change these aspects
for a specific signature algorithm but it does not need to do so for
MTL node.

I n DNSSEC, for exanple, the nessage can still be the wire fornmat
representation of an RRSIG record (mnus the signature field)
followed by the wire format representati on of the canonical sorted
resource record set (RRset) that is being signed. The resulting

signature can still be conveyed in the RRSIG record’ s Signature field
which is not part of the nessage that is signed [ RFC4034]. For PKI X
certificates, the nessage can still be the ASN.1 DER encodi ng

tbsCertificate field of the certificate, and the signature can stil
be conveyed in the certificate's signatureValue field [ RFC5280]. And

for OCSP responses, the nessage can still be the DER encoding of the
t bsResponseData field of the OCSP response, and the signhature can
still be conveyed in response’s signhature field [ RFC6960].
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3.1. Cenerating Random zers I|ncluding "Optional Random |nputs

MIL node gives inplenentations two ways of setting the "optiona
randon’ Opt Rand i nput to PRF_nsg during the MIL npbde operations. As
di scussed in Section 4.4 and Section 5.1 of

[1-D. harvey-cfrg-ntl-nmode], inplementations can set OptRand either to
the fixed value PK seed or to a value that is randomy generated for
each call to OptRand

Simlarly, the underlying signature schene, SLH DSA, gives

i npl ementations two ways of setting the opt_rand input to PRF _nsg
during SLH DSA signature generation operations. As discussed in
Section 9.2 and Al gorithm 18 of [FIPS205-1PD], they can |ikew se set
opt _rand either to the fixed value PK seed or to a value that is
random y generated for each call. The decisions on the optiona
random i nputs are independent of one anot her.

An application can set OptRand and opt _rand according to its own
security and operational objectives. In addition, an application
integrating MIL node can use the sane or a different SK prf value for
the MIL node operations as for the underlying signature schene, and
can optionally include the nessage Min the input to the PRF _nsg
call.

3.2. Gouping and Ordering Messages to Be Signed

In MIL node, nessages to be signed with a given private key are
grouped into one or nore ordered nmessage series each associated with
a separate series identifier and evol ving Merkle node set (Section 3
of [I1-D. harvey-cfrg-ntl-node]). Messages in a nessage series are
assi gned sequential 4-byte indexes, starting with 0, corresponding to
the order in which the messages are added to the series and their
associ ated | eaf nodes are added to the node set.

An application can group nessages to be signed into one or nore
message series and order the nessages within each series according to
its own operational objectives.

As one approach, all nessages to be signed with a given private key
can be grouped into a single nmessage series and ordered according to
when they are ready to be signed. This approach is simlar to how
typical stateful hash-based signature schenes process nessages, as
they also have only a single "series" per private key and process
messages sequentially.

Exanmpl es of ot her approaches for this purpose include:
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1. G ouping messages into nultiple series each with a |limted nunber
of messages that is |l ess than MIL node’s 2732 maxi num  This
approach has the advantage that the maxi num aut hentication path
| ength (and hence the condensed signature size) is a function of
the maxi mum size of the Merkle tree. Limting the maxi mum
aut hentication path length can help the application stay within
signature length constraints.

2. G ouping messages into multiple series based on when their
signatures expire. Messages whose signature expires at one point
in time can be organi zed into one group, while nessages whose
signatures expire at another tinme - which can include "refreshes"
of messages in the first group - can be organi zed i nto anot her
group. This approach has the advantage that the two groups can
be evolved in parallel

An application can group and order nmessages to be signed in ML node
either the sanme way or a different way than the application organizes
messages for other purposes. For instance, DNS defines a canonica
ordering of donmain names in a zone [ RFC4034] and of RRsets per domain
nane [ RFC8976]. However, RRsets can be signed with MIL node in a
different order than the canonical order

3.3. Computing and Signing Ladders During Signature Generation

In MIL node, | adders are computed and signed at certain points during
the signature generation process for a nessage series (see
Section 9.1 of [I-D. harvey-cfrg-mntl-node] steps 5 & 6).

Exanmpl es of ot her approaches for this purpose include:

1. Conputing a new | adder and signing it after a certain nunber of
messages have been added to a nessage series.

2. Computing a new | adder and signing it after a certain tinme w ndow
(assum ng at | east one nessage has been added).

3. Conputing a new | adder and signing it after a defined application
event has occurred.

Conput i ng and signing | adders occasionally , i.e., after a batch of
messages, rather than after each and every nmessage, can reduce the
nunber of signing operations perfornmed with the underlying signature
al gorithm and thus reduces the average conputational overhead per
message signed. This practice can also reduce the |oad on a hardware
security nodul e.

Exanmpl es of batch signing include: for DNSSEC, signing nultiple
RRsets being added to a zone, updated, and/or having their signatures
refreshed at the sanme tine; for PKIX certificates, signing nultiple
certificates being created and/or renewed at the sane tine; for OCSP
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signing nultiple responses at the same time, including responses for
multiple certificates; and for Certificate Transparency, signing
time-stanps for nultiple certificates (or pre-certificates) at the
same time.

O her exanples include signing the transcripts of multiple TLS
handshakes in a batch, or signing nultiple | KE v2 exchanges as a
batch. In these exanples, the conputational inpact of the underlying
signature schene at the signer can be reduced but not necessarily the
size inpact (because a given verifier would typically process
signatures in succession and therefore would need a new si gned | adder
each time).

In addition, signatures on nmessages to be published in future tine
periods can al so be pre-signed as part of a batch and held for |ater
publication (e.g., future signed keys, certificates, status
responses, etc., assunming that the content of the nessages is known
in advance). |In this case, the signed |adder for the full batch can
be published after the batch is signed, while the condensed
signatures on the individual nmessages can be rel eased gradually at
their relevant time periods approach. The verifier can then obtain
the signed | adder early and use it to verify the condensed signatures
that are rel eased |ater.

Wi | e nessages can be signed (and pre-signed) in batches using other
signature al gorithnms, MIL node batch processing can be particularly
efficient because the underlying signature schene is applied only
once per batch. Batch signing with MIL nbde or using other signature
al gorithms needs to be considered carefully to ensure that new
signatures are available in a tinmely manner while still gaining the
benefits of batch signing.

The security analysis of SLH DSA assunes that a given private key is
used no nore than 2764 tines. A proposal has been nade to add new
SLH DSA instantiations that are nore efficient assuming a lower limt
on the nunber of uses (see [FD24] for analysis of the Iimts 2710,
2720, 2730, 2740, and 2750). Signhing nessages in batches can help an
application stay within these smaller limts.

3.4. Form ng Signatures Exchanged Between Application Conponents
Wth a conventional signature schene, the signature exchanged between

appl i cation conponents when authenticating a nessage is the same as
the initial signature that was generated on the message.
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Wth MIL node, in contrast, the signature that is exchanged for a

gi ven nessage can evolve over tine. |In particular, the signature
exchanged between application conponents can include an
authentication path relative to a |ladder that was conputed after the
nmessage was initially processed, i.e., added to the Merkl e node set.

In addition, the MIL node signature exchanged between application
components can be either a condensed signature or a full signature.

There are three main cases to consi der, described next.

In the following, it is assuned that the condensed or full signature
is associated with a nessage that can al so be sent from one conponent
to another. Associating nmessages with signatures is part of the
application logic and is independent of MIL node. MIL node only

af fects how the signature associated with the message is forned,

i ncl udi ng which nessage series it belongs to and its index within the
message series

3.4.1. Signer

A MIL node signer has access to the evol ving nessage series, the
evolving Merkle tree, and all the signed | adders it has conputed.
The signer can therefore formcondensed or full signatures for a
nmessage that include an authentication path relative to any
subsequent | adder, i.e., any |ladder for the same message series that
was conputed at or after the time the message was initially added to
the Merkl e node set. Wen the signer provides a condensed signature,
the signer can include an authentication path relative to a
subsequent signed |ladder that is as current as possible. Doing so
hel ps increase the likelihood that a verifier will be able to verify
the signature with a | adder the verifier already holds.

When the signer provides a full signature, the signer can include a
subsequent signed |ladder that is as current as possible and an

aut hentication path that can be verified relative to the signed

| adder. Doing so hel ps increase the likelihood that a verifier who
caches the signed |ladder will be able to verify future signatures it
receives with the | adder

The signer in an application can be inplenmented as part of a

provi sioning systemand/or with a cryptographic nodul e that stores
the private key for the underlying signature schene.
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3.4.2. Conponent providing signatures on behalf of a signer.

In sone applications, a conponent acting on behalf of the signer
forwards the signer’'s signatures to other conponents. As above, when
such a conponent provides a condensed signature, it can include an
authentication path relative to as current a subsequent signed | adder
as possible, and when it provides a full signature, it can include as
current a subsequent signed | adder as possible.

Because t he conponent acts on behalf of the signer, the signer can
provi sion the conponent to provide current authentication paths and
signed | adders. Exanple approaches for this purpose include:

1. Provisioning the conponent with the per-nessage random zers and
the signed | adder for a batch of new nessages when a batch is
initially added to the nmessage series and a new signed | adder is
produced. The conponent can then conpute the evolving Merkle
node set fromthis information and form condensed and ful
signatures the sane way that the signer can

2. Provisioning the conponent with the per-nmessage random zers, the
| eaf nodes and the signed | adders. The component can then
conpute the rest of the evolving Merkle node set fromthe | eaf
nodes, wi thout re-hashing the nessages, and proceed as above.

3. Provisioning the conponent with initial versions of signatures on
a batch of new nmessages when the batch is initially added to a
message series, and updating previous signatures as needed when
the message series evolves, so that their authentication paths
remain as current as possible.

(Note that in all three approaches, the signer provisions only
publicly avail able or conputable information to the conponent. In
particul ar, the signer does not provision the conponent with its
private key.)

An advantage of the first and second approaches is their efficiency:
the component only stores the randonizers, the Merkl e node set and
the signed | adders, not necessarily every condensed or ful

signature. The signer provisions new random zers and a new si gned

| adder to the conponent when a new batch of messages is added to the
message series and the resulting new | adder is conputed and signed,
again not necessarily a sighature on every nessage.
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An advantage of the third approach is its sinplicity. It does not
i nvol ve changes to the protocol interaction between the signer and
the conponent, nor new |l ogic at the conmponent, assuming that the
signer already has a way to provision the conponent with new
signatures. |Indeed, if the conponent only supports condensed
signatures, then the conmponent does not even need to be "MIL node
aware," as it can sinply provide its nost current version of a
condensed signature to other comnponents.

An exanpl e of a conponent providing signatures on behalf of a signer
in DNSSEC woul d be an authoritative nane server, which is provisioned
by a DNS zone administrator to provide copi es of DNSSEC si gnhat ures
that may have been generated el sewhere by the zone adm nistrator

For PKI X certificates, an exanple would be a certificate directory
managed by a certification authority that maintains copies of
certificates issued by the CA. For OCSP, a content distribution
network could act in this role. In each of these exanples, the
conmponent could potentially inplement one or nore of the approaches
descri bed above for providing ML node signatures to other
conponents.

3.4.3. Conponent providing signatures but not on behalf of a signer

In sone applications, a conponent not acting on behalf of the signer
provi des the signer’s signhatures to other conponents.

Agai n, when such a conponent provides a condensed signature, it can
include an authentication path relative to as current a subsequent
signed | adder as possible. Wen it provides a full signature, it can
include as current a subsequent signed | adder as possible.

Because t he component does not act on behalf of the signer, the

si gner cannot necessarily apply the provisioning approaches descri bed
in Section 3.4.2. However, the conponent itself can potentially
"refresh" its copies of signhatures periodically to keep their

aut hentication paths relative to as current a subsequent signed

| adder as possible. Exanple approaches for this purpose include:

1. Requesting an updated copy of a signhature on a nessage
periodically, e.g., based on a "tinme-to-live" or simlar val ue,
or according to sone other schedule, thus potentially obtaining a
signature that includes a newer authentication path.
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2. Requesting an updated copy of a signature when encountering a
newer signed | adder for the sanme nessage series where the stored
signature’s authentication path is not compatible with the newer
| adder (i.e., the authentication path doesn’t reach the | adder).
The conponent can request a new version of a signature when the
incompatibility is encountered; when it needs to provide the
signature to anot her component; or according to sone other
schedul e.

An advantage of the first approach is its predictability: the refresh
schedul e is not affected by which other signatures are encountered.
Thi s approach can be a good fit for conponents that do not expect to
encounter nmany other signatures, for instance a web server that
caches signatures on a relatively small subset of a message series
(e.g., signatures on the certificates and/or OCSP responses for the
websites hosted by the web server).

An advant age of the second approach is its precision: the refresh
schedul e adapts to updates to the nmessage series. This approach can
be a good fit for conponents that do expect to encounter nany other
signatures, for instance a recursive nanme server that caches
signatures on a relatively |arge subset of a nessage series (e.g., on
the DNS records requested by recursive name server’'s clients).

(The foregoing assunes the application is |ike DNSSEC where
components can repeatedly request a potentially updated copy of a
previ ously signed nmessage. Note that such applications are also nore
likely to be the ones with conponents that provide the signer’s
signature but do not act on behalf of the signer, and thus to which
the present case applies.)

An exanpl e of a conponent providing signatures but not on behalf of a
signer in DNSSEC is a recursive nanme server. Such a server serves as
a cache: it provides copies of DNSSEC signatures generated el sewhere,
but does so by | ooking up these signatures itself rather than by
bei ng provi sioned by a DNS zone adninistrator. O her exanples
include a web proxy or cache, a content distribution server, or a web
hosting server interacting with other application conponents on
behal f of a client. 1In each case the conponent is not necessarily
bei ng managed by the signer

3.5. Enabling Application Conmponents to Cbtain Signed Ladders

Exanpl e approaches for application conponents obtaining | adders when
needed i ncl ude:
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1. A service that takes as input a public key identifier, a series
identifier, and the target index pair of the authentication path
within a condensed signature, and returns as output an associ ated
signed | adder. (This approach can be called an "inplicit
identifier" approach.)

2. A service that responds to a specified URI or other explicit
| adder identifier by returning a signed |adder. (This approach
can be called an "explicit identifier" approach.)

3. An option in the protocol interaction between application
conponents whereby a conponent can request a full signature
i nstead of a condensed signature. The signed | adder woul d be
obtai ned al ong with the condensed signature as part of the ful
signature. (This approach can thus be called a "request / retry"
or "flag" approach.)

Inthe inplicit identifier approach, the | adder identifier is derived
frominformation already available to the application conponents

i ncluding the public key and the condensed signature. Information
about the service itself, such as a URI for the service, can be
configured into the application independently of a specific condensed
signature or may be determ ned by the application at runtine.

In the explicit identifier approach, the | adder identifier is
conveyed together with a condensed signature.

In the flag approach, the identifier can be either inplicit or
explicit. However, the identifier may not necessarily be provided
when requesting a signed | adder. Rather, the application conponent
can retry the sane protocol exchange that initially returned the
condensed signature to obtain a corresponding full signature instead.

The inplicit or explicit identifier approach can use the signed
| adder byte format defined in Section 9.6 of
[1-D. harvey-cfrg-ml-node] to represent the signed | adder

The explicit identifier approach can use a URI or other explicit
identifier according to the application’s interoperability

obj ectives. For exanple, follow ng Information-Centric Networking
concepts [ RFC8793], the URI or other identifier can include an

appl i cation-defined nane (possibly a conbination of one or nore of
the input fields listed in the first approach - public key
identifier, series identifier, target index pair) and/or an inplicit
nane (i.e., a cryptographic hash of the signed | adder). The URI or
other identifier could also include a decentralized identifier
([DD) or a domain nane.
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Note: ldentifying a signed |adder by its cryptographic hash nakes the
signed | adder | ookup inplicitly verifiable. The property can be
beneficial in applications where a tinme-stanp is applied to the

conbi nation of a condensed signature and a signed | adder identifier,
rather than to a full signature - see Section 5, Security
Consi der ati ons.

In the flag approach, the application can add a flag to the protoco
interaction that indicates which signature format to return.

[1-D. fregly-dnsop-sl h-dsa-ntl-dnssec] Section 6 uses the ntl-node-
full EDNS(0) option to request that signatures be returned in ful
format. O herwi se, signatures are returned in condensed format. An
extension could simlarly be added to the TLS handshake [ RFC8446] to
request a full signature instead of condensed signature for al
signed items returned in the handshake, and/or for particular itens.
Simlarly, a flag could be added to a OCSP request to specify ful

vs. condensed signatures.

Note that a request for a full signature can be optim zed by the

foll owi ng variati on when an exchange includes multiple signatures
(conmpare Section 6.2 of [I-D.fregly-dnsop-sl h-dsa-ntl-dnssec]).

Rat her than returning all the signatures in full format, the response
can include only enough signatures in full format to ensure that
every other signature in the response can be verified. This
optimization reduces the size inpact while still ensuring that al

the signatures returned can be verified w thout needing to | ook up
any additional signed | adders.

An advantage of the inplicit and explicit identifier approaches is
that they do not involve changes to the protocol interaction between
appl i cation conponents, such as a flag. Instead, the signed | adder

| ookup can be done "out of band." The approaches are al so well
suited to "store-and-forward" operations where nmessages (and
signatures) are passed fromone conponent to the next. However,

t hese approaches involve an additional service that maintains signed
| adders associated with identifiers for as long as the signed | adders
may need to be | ooked up.

An advantage of the flag approach is that the interactions are al
"in-band," thus avoiding additional services that need to be operated
and kept coordinated with other application conponents. |Indeed, in
the flag approach, the conponent sending a signature knows that the
conmponent receiving it will be able to verify it without reference to
ot her services. However, the flag approach involves protoco

changes.
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Anot her alternative to the approaches just described is a service
that returns the current signed | adder associated with a given public
key and series identifier. Such a service can maintain only the
current signed | adder. However, because condensed signatures are
fornmed relative to a specific signed | adder, it is possible that an
ol der condensed signature (perhaps one that has been cached) nay not
be able to be verified relative to the current signed | adder. (A

rel ated observation is made in Section 3.4.3 about "refreshing"

aut hentication paths.) Accordingly, this docunment sets forth the
three approaches al ready descri bed.

3.6. Caching Signed Ladders

In Steps 5 and 6 in Section 3 of [I-D. harvey-cfrg-ntl-node], when a
verifier receives an authentication path, if the verifier has a

| adder that is conpatible with the authentication path, then the
verifier verifies the authentication path relative to the ladder. |If
not, the verifier requests a new signed | adder that the

aut hentication path is conpatible with. After verifying the
signature on the | adder, the verifier can then store the |adder for
future use. The nore | adders the verifier maintains, the nore likely
the verifier will be able to verify a received condensed signature
relative to a |l adder the verifier already holds. (Although

Section 3.4 describes providing as current an authentication path as
possible, if a conponent doesn’t do so, then a verifier that has
stored previously verified | adders can potentially still verify |ess-
current authentication paths relative to one of its ol der |adders.)

An application’s design considerations on when and for how long to
store verified | adders for future use, can include how rmuch storage
the verifier has avail abl e and how nessages and grouped and ordered
(see Section 3.2). For instance, if messages are grouped into
mul ti ple nessage series for a given public key, then it can be nore
beneficial to maintain at | east one | adder per nessage series than to
mai ntain additional |adders for the sane nessage series.

4. | ANA Consi derati ons
Thi s docunent nakes no requests of | ANA
5. Security Considerations
[1-D. harvey-cfrg-ntl-nmode] provides various security considerations

for MIL node that may al so be applicable to applications that
i ntegrate MIL node.
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Applications that use a tinme-stanping service should consider how the
approach for identifying signed | adders (see Section 3.5) can affect
security. In particular, a tinme-stanp on a conbination of a
condensed signature and a URI or other identifier may denobnstrate
that the conbination existed in a particular tinefrane, but not
necessarily that the identifier was associated with a specific signed
| adder at that tine (the actual signed | adder nay have been
different, or may not have existed). As a result, such a time-stanp
on its own may not be sufficient to denonstrate that a valid
signature existed at the specified time. This concern can be
addressed by separately tinme-stanping an associ ati on between the

identifier and the actual signed |adder. It can also be addressed by
i ncluding a cryptographic hash of the actual signed | adder as part of
the identifier, as the hash will uniquely identify the actual signed

| adder from a cryptographic perspective. Alternatively, it can be
addressed by including the actual signed | adder within the input to
the tine-stanp’s signature conputation, even though only the signed

| adder’s identifier is conveyed as part of the tinestanp. In effect,
the signed | adder would be "incorporated by reference"; both signer
and verifier would need to incorporate it. For all three approaches,
the application may need to nmaintain the signed | adder associ ated
with a given identifier for as long as the tine-stanped signature
needs to be verified (i.e., even after the signer’s key pair is no

| onger in use).

Pre-si gni ng messages (see Section 3.3) carries the risk that the
messages that have been pre-signed are no | onger accurate at the tine
that their signature is to be published (e.g., a DNS record has
subsequently changed or a certificate has been revoked). An
application that uses pre-signing can nanage preconputed signatures
so that they are not released until the tine set by the application's
policy (and that a signature is not necessarily released at all if
its associ ated nessage is no | onger accurate).

As discussed in the security considerations of
[1-D. harvey-cfrg-ntl-nmode], due to MIL node’s randomi zers,
"individual nmessages that have been signed by the signer remain

private until the signer publishes them" That privacy protection
applies to the extent that an adversary does not already have ot her
i nformati on about the nessages. In particular, if a nessage is pre-

signed as contenplated in Section 3.3, then an adversary may be able
to predict the nessage based on other known nessages (e.g., they may
differ only in their validity periods). Nevertheless, even if an
adversary can predict a nessage before it is published, the adversary
cannot provide a valid ML node signhature on the message (without
access to the signer’'s private key) because a valid signature

i ncl udes a nessage-specific random zer, and the random zer cannot be
conputed without the PRF key.
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