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Abst ract

Thi s docunent provides an interoperable specification for Merkle tree
| adder (MIL) node, a technique for using an underlying signature
schene to authenticate an evolving series of nessages. MIL npde can
reduce the signature schene’s operational inpact. Rather than
signing nmessages individually, the MIL node of operation signs
structures called "Merkle tree | adders" that are derived fromthe
messages to be authenticated. |Individual nessages are then
authenticated relative to the | adder using a Merkle tree

aut hentication path and the | adder is authenticated using the public
key of the underlying signature scheme. The size and conputationa
cost of the underlying signatures are thereby anortized across
mul ti pl e messages, reducing the schene’s operational inpact. The
reduction can be particularly beneficial when ML node is applied to
a post-quantum signature schene that has a | arge signature size or
conputational cost. As an exanple, the docunent shows how to use MIL
nmode with M.-DSA as defined in FIPS204 and SLH DSA as defined in

FI PS205. Like other Merkle tree techniques, MIL node's security is
based only on cryptographi c hash functions, so the node is quantum
saf e based on the quantumresistance of its cryptographi c hash
functions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Thi s docunent provides an interoperable specification for Merkle tree
| adder (MIL) node [ MIL- MODE], a technique for using a signature
schene to authenticate an evol ving series of nessages that
potentially can reduce the operational inpact of the signature
schene.

MIL node is a different way of using an underlying signature schene.
I nstead of signing individual nmessages directly, MIL node signs
structures called "Merkle tree | adders" that are derived fromthe
messages to be authenticated. Individual nmessages are then
authenticated relative to the | adder using a Merkle tree

aut hentication path (also called a Merkle proof). The operationa

i npact of the signatures on the |ladders is thus anortized across
mul ti pl e nessages. The renmaini ng per-nessage cost consists of the
over head of conputing and using the | adders and authentication paths.

The operational benefits of MIL node are nost evident in scenarios
where verifiers are interested in a subset of messages anong a | arge,
evol ving series of nessages. Exanples include authenticating web
Public-Key Infrastructure certificates [ RFC5280], Donmain Name System
Security Extensions (DNSSEC) records [RFC4033] and signed certificate
ti mestanps [RFC9162]. MIL node is not well suited to scenarios where
a verifier is interested in authenticating a single, newy generated
message. An exanple is a Transport Layer Security transcript hash

[ RFC8446]. In such scenarios, a | adder would need to be signed and
verified for every nessage processed, so the operational inpact would
not be reduced. Two drafts on applying MIL node to applications are
not available as of this witing.

[1-D. harvey-cfrg-mtl-node-considerations] provides design

consi derations for application designers on howto add Merkle Tree
Ladder (MIL) Mdde signatures into their applications.

[1-D. fregly-dnsop-sl h-dsa-ntl-dnssec] describes how to apply MIL Mde
to DNSSEC. Additionally [I-D.sheth-pqc-dnssec-strategy] discusses
the utility of MIL nbde to devel oping a resilient PQC DNSSEC
strategy. Mire drafts may be devel oped for other applications.

The node is intended primarily for use with post-quantum signature
schenes where the reduction of operational inpact can be significant
given their relatively large signhature sizes. As an initial exanple,
thi s docunent shows how to use MIL node with M.-DSA [ FlI PS204] and

SLH DSA [ FI PS205], the first signature algorithnms sel ected by NI ST
for standardi zation as part of its post-quantum cryptography project.
The design decision is motivated by three considerations: (1) SLH DSA
al so is based on Merkle trees, and thus MIL Mbde does not introduce
any additional cryptographic assunptions; (2) both algorithns have a
relatively large signature size and conputational cost, and therefore
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can benefit significantly fromthe reductions offered by MIL node;
and (3) hash-based techni ques are well understood and offer a
conservative choice for long-termsecurity, alongside newer
techniques fromother famlies such as lattice-based cryptography.
Future updates to this docunent may support other signature schenes.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Prelimnaries
2.1. Definitions

Node Set A set of nodes, each of which is part of a union of tree
structures either as a | eaf node whose value is the hash of a
singl e message, or an internal node whose value is the hash of two
child nodes. The node set is acyclic, i.e., every node is either
a | eaf node or the ancestor of two or nore | eaf nodes, and no node
is an ancestor of itself. Every node set has one or nore root
nodes, i.e., nodes that have no ancestors.

Rung A node from a node set that can be used to authenticate one or
more | eaf nodes within that node set.

Ladder A collection of one or nore rungs that can be used to verify
an aut hentication path.

Aut hentication Path The set of sibling hash values froma |eaf hash
value to a rung

Message A set of bytes that are intended to be signed and | ater
verified.

2.2. Qperators
St andard order of operations is assuned throughout this docunent.
The foll owi ng mat hemati cal operators are used:

a ** b denotes the value of a raised to the power of b

* b denotes the product of a multiplied by b

/ b denotes the quotient of a divided by b

+ b denotes the sumof a and b when a and b are nunbers
- b denotes the difference of a and b

= b denotes assigning the value of b to a

*

*

!
+

DD DYDY

The foll owi ng bitw se operators are used:
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& : a & b denotes the bitwi se AND of the unsigned integers a and b
| : a| b denotes the bitwise OR of the unsigned integers a and b

~ ~a denotes the bitw se NOT of the unsigned integer a

>> : a >> | denotes a right bit shift (non-rotating) of a by i bit
positions to the right.

<< : a << | denotes a left bit shift (non-rotating) of a by i bit

positions to the left.

The foll owi ng conpari son operators are used:

== : a == b denotes the conparison between a and b to see if the
two val ues are equa

<= : a <= b denotes the comparison between a and b to see if ais
|l ess than or equal to b

>= : a >= b denotes the compari son between a and b to see if ais
greater than or equal to b

!=: a!= b denotes the conparison between a and b to see if ais

not equal to b
The followi ng array notation is used:

The notation Ali] represents the ith elenent of array A
The following byte string notation is used:

|]: a || b denotes the concatenation of values a and b when a and
b are byte strings.

2.3. Functions

G ven an unsigned integer x or a nessage byte string a, the follow ng
functions are defined:

| sb(x) returns the position of the least significant bit of x, where
bit positions start at 1 and Isb(0) = 0.

meb(x) returns the position of the nost significant bit of x.
bit_width (x) returns the nunber of 1 value bits in x. This
corresponds to the popcnt instruction on Intel/AVD processors and the
__builtin_popcount function in gcc.

octet(x) returns a single byte with value x (assuming 0 <= x <= 255).

OLEN(a) returns the length in bytes of a.
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2

Exanpl e Function Qutputs:

4.

00000000
00000001
00000010
00000011
00000100
00000101
00000110
00000111

++ 4+ + 4+ + 4+

~N~Nooah~,wWNERLO

Al gorithm Style

The data structures and algorithns defined in this docunent are
witten to be runnable Python 3 code. The follow ng styles have been
applied to further nake the code easy to read and foll ow

*

Cl asses and data structures are witten in all uppercase (e.qg.
MTLNS)

Constant values are also witten as all uppercase with _
separating words (e.g. MIL_SI G CONDENSED)

Variables are witten in all |lowercase with _ separating words as
needed (e.g. left_hash or tree)
Functions are witten in all |ower case and proceeded by a coment

bl ock that highlights the input and output paraneters.

Ceneral Model

The general nodel for MIL node invol ves the foll ow ng exchanges
between a signer and a verifier. The signer is assumed to have a
private key for an underlying signature scheme and the verifier is
assuned to have the correspondi ng public key.

1.

The signer maintains a dynamic data structure called a MIL node
set. The | eaf nodes of the node set correspond to the nmessages
that are being "signed" for later authentication and the interna
nodes of the node sets are the hashes of two child nodes.

Similar to a Merkle tree structure, ancestors authenticate or
"cover" their descendants. A MIL node set is nobre general than a
Merkle tree in that nore than one node can be a root node (i.e.,
a node without ancestors). For instance, a ML node set could
include multiple trees.

As the node set evolves, the signer occasionally selects a set of
nodes fromthe node set that collectively cover all the |eaf
nodes. Such a set is called a "ladder" and each node within the
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set is called a "rung." The rungs are selected according to a
"bi nary rung strategy" where each rung is the root of a perfect
binary tree (see Section 6.6)

3. The signer signs each ladder with the private key of the
underlying signature schene. The signature on the |adder is the
"MIL node signature" of the set of nessages covered by the
| adder .

4. For each nmessage of interest to a verifier, the signer provides
the verifier a Merkle authentication path fromthe | eaf node
corresponding to the nmessage to a rung in the then-current
|adder. Simlar to a Merkle tree structure, the authentication
pat h includes the sibling hashes on the path fromthe | eaf node
to a rung on the |l adder that covers the | eaf node and the
random zer used to hash the nessage to the | eaf node.

5. If the verifier has a | adder that is "conpatible” with the
aut hentication path, the verifier verifies the authentication
path on the nessage relative to the | adder

6. If not, the verifier requests the signed |adder that the
aut hentication path was conputed relative to. (Aternatively,
the verifier my request a "full" signature on the message that

i ncludes both the authentication path and the signed | adder that
it is conputed relative to, which could be the current | adder
See Section 9.1 for a description of a full signature.)

7. The signer provides the signed |adder. (O, alternatively, the
signer provides a full signature including the authentication
path together with a signed | adder.)

8. The verifier verifies the signature on the signed | adder and
returns to Step 5.

The nodel can reduce the operational inpact of the underlying
signature schene in two main ways. First, per Steps 2 and 3, the
signer signs |adders only as needed, not necessarily every tine a
message is added to a nessage series. The signer thus potentially
makes many fewer calls to the underlying signature generation
operation and stores fewer signatures than if the nessages were
signed individually. Second, per Steps 6, 7 and 8, the verifier
obtains and verifies signatures on | adders only as needed, not
necessarily every tine a nessage is authenticated. The signer thus
potentially sends fewer signatures, and the verifier stores and
verifies fewer signatures, than if the nessages were signed

i ndi vi dual l'y.

4. Security Paraneters, Cryptographic Functions and Address Schemne
The cryptographic paraneter is defined in Section 4.1. The

cryptographic functions are defined in Section 11 and Section 5. The
address schene is defined in Section 6. 2.
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In an inplenmentation, the paraneter needs to be instantiated with an
actual value and the abstract functions need to be instantiated with
actual functions. Recomended instantiations when the underlying
signature schene is SLH DSA or M.-DSA are given in Section 10.
Recommended instantiations for other underlying signature schenes may
be added in updates to this docunent.

4.1. Security paraneter

MIL node has one security paraneter, the size in bytes of hash

val ues, denoted n. The security paraneter SHOULD be at |east 16.
Typi cal values of n are 16, 24 and 32 (see Section 10). The security
paraneter affects the difficulty of breaking ML npde (see

Section 16).

5. Hash function definitions
MIL node nekes use of the follow ng tweakabl e hash functions:

* Hleaf (SID, ADRS, Rand, ctx_nsg, nsg) -> nd nmaps a series
identifier, an address value, an n-byte random zer, a context
string, and an arbitrary-length nessage to an n-byte hash val ue

* Hint(SID, ADRS, HL, HR) -> nd maps a series identifier, an
address value and two n-byte hash values to a n-byte hash val ue

The inputs to Hleaf and H.int have the foll owi ng meani ngs:

* SIDis the unique series identifier associated with the node set.

* ADRS is the address associated with the call to the function.
This value part of the "tweak" that separates uses of the function
for different purposes. The neaning of different val ues of ADRS
is defined in Section 6. 2.

* Rand is the random zer associated with the | eaf index specified by
ADRS.

* ctx_nmeg is the context string associated with the nessage nsg.

msg i s the value being signed.

H L and H R are hash val ues bei ng hashed together.

* ok

H leaf is used for conputing a | eaf node froma nessage in ML node
(see Section 8.2.1). H.int is used for conputing an internal node
hash value fromtwo child node hash val ues (see Section 8.2.2).
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6

6

6

MIL Node Sets

The core functionality that enables MIL node is a set of hash-based
nodes organi zed in an expanding tree-like structure. This allows for
appendi ng nessages to an expandi ng nessage series, conputing | adders
and conputing authentication paths from nessages to | adder rungs.

MIL node set operations provide the building bl ocks for

aut henti cati ng messages when a signature schene is operated in in MIL
nmode.

A MIL node set authenticates a series of nessages. FEach nessage in
the series is stored in a unique index, a non-negative integer. In
the MIL node operations in this docunent, the index starts at 0 and
is incremented by 1 after each new nmessage i s appended.

Three data structures supporting ML node sets are given in Section 7
and six MIL node set operations are given in Section 8  This section
provi des a general overview of the concepts behind those techniques.

1. series identifiers

Each instance of MIL nbde is associated with a uni que series
identifier (SID). Each series identifier uniquely identifies a node
set. Signers MJST NOT sign multiple distinct node sets under the
same series identifier. 1t is RECOWENDED that signers generate
series identifiers using an approved Random Bit Generator [ RFC4086].

The series identifier is a 2n-byte value, where n is the security
par aret er .

2. Address schene

Each nessage in an MIL node set is assigned a 64-bit index. To
mai ntain the security of the underlying hash functions, signers MJST
NOT re-use any index after they have been used for signing.

For each node in the node set we assign a unique tweak ADRS based on
its position within the hash tree. The first 64 bits of ADRS is the
m ni mum i ndex included in the subtree covered by the node, and the
remaining 64 bits of ADRS is the nmaxi mumindex in the subtree; both
are in big-endian notation.

We use ADRS(L,R) to denote the tweak val ue conputed fromthese
i ndi ces.
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6.3. Node Sets

A MIL node set has zero or nore nodes each of the form<L, R V> where:

* L is the node’s |left index, a non-negative integer
R is the node’s right index, a non-negative integer
* Vis the node’s hash val ue

The pair (L,R) is the node’s index pair. A node set MJST NOT have
nore than one node with a given index pair.

The node with index pair (L,R authenticates the nessages with
i ndexes between L and Rinclusive. If L =R the node is a |l eaf node
(Section 6.4). If L <R thenit is an internal node (Section 6.5).

6.4. Leaf Nodes

6. 5.

Har

A leaf node is a node where L = R It has no child nodes. |Its hash
val ue is conputed as

V = Hleaf (SID, ADRS(L,R), Rand, ctx_nsg, nsg)

where H leaf is a hash function defined in Section 8.2.1, SIDis the
series identifier for the node set, Rand is the random zer associ ated
with leaf index L, ctx_nmsg is the context string associated with nsg,
and nsg is the message stored in |eaf index L.

When initially signing nmsg, Rand MJUST be sanpled such that it is

i ndi stinguishable from uniformrandom sanpling. Rand val ues MAY be
sanpl ed in advance, in which case they MJUST be kept private unti
they are used in a signature.

The MIL addressing scheme defines a maxi numindex of 27(64)-1. Thus
a single node set may authenticate a maxi num of 2764 nessages

A leaf node with a given index authenticates the nessage stored in
the corresponding index. It follows that if a node set has a | eaf
node with a given index, then the nmessage series MJST have a nessage
signed with the sane index.

I nternal Nodes

An internal node is a node where L < R

An internal node has two child nodes, called a left child and a right
child. |Its hash value is conputed as

V = Hint(SID, ADRS(L,R), HL, HR

vey, et al. Expi res 25 Septenber 2026 [ Page 11]
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6.

6.

where Hint is a hash function defined in Section 8.2.2, SIDis the
series identifier, HL is the left child s hash value and HR is the
right child s hash val ue.

The left and right children are the nodes with index pairs (L, M1)
and (M R) respectively where M the nmiddle index, is the unique

i nteger between L+1 and R inclusive that is divisible by the |argest
power of two. The child index ranges are thus a partition of the
internal node’s index range. The mddle index can be conputed as
fol | ows:

power = msb(R-L)
M= R - nod(R, 2"(power+1))
if(M<=L):

M= R - md(R 2"power)

An internal node with index pair (L, R) authenticates the nessages

stored in indexes between L and Rinclusive. It follows that if a
node set has an internal node with an index pair (L, R), then the
message series MJUST have nessages with indexes L through R In

addition, the node set MJST have nodes with index pairs (L, M1) and
(MR).

The foll owing table gives exanples of index pairs for internal nodes
and their left and right child nodes. 1In the table, a |leaf node is
denoted with a single index. For instance, the index 4 is equival ent
to the index pair (4,4).

I nternal Node | Left Child | Right Child
(LR I (LML) | (MR
................. e
(0,3) I (0,1) I (2,3)
(4,5) | (4,4) | (5.9)
(0,5) I (0,3) I (4,5)

(0, 31) | (0, 15) | (16, 31)
(0,2) I (0,1) I (0,2)
(7,13) | (7,10) | (11, 13)

Ladders

A ladder is a subset of nodes that is used to authenticate nessages.
Each node in the |adder is called a rung.

In the MIL node operations in this docunent, the subset is selected
according to what is called the binary rung strategy. |In this
strategy, the index pairs for the rungs are based on the bhinary
representation of the nunber of nessages in the nessage series.
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The rungs in the binary rung strategy are selected as follows. Let N
be the nunber of nessages in the nessage series, let B be the nunber
of 1s bits in the binary representation of N.. N can then be
represented as the sumof B distinct binary powers.

N=2"W_1+ 2" 2 + ... + 2(v_B)

where v.1 >v_2 > ... >v_B are the bit positions of the 1s bits in
the binary representation. The first rung has index pair
(0,2"v_1-1); it is the apex of a perfect binary tree of height v_1
and authenticates the first 2”v_1 nessages. The next rung has i ndex
pair (2"(v_1,2)v_1+2~v_2-1); it is the apex of a perfect binary tree
of height v_2 and authenticates the next 2"v_2 nessages. The process
continues until the B-th rung, which has index pair (N2*v_B, N1) and
aut henticates the |last 2"v_B nessages.

Arung is said to cover the nessages it authenticates, and a | adder
is said to cover the nessages that its rungs collectively

aut henticate. The | adder just described thus covers all N nmessages
in the node set.

(Anot her way of visualizing the rungs is to consider the first rung
as the apex of the largest perfect binary tree that can be forned
fromthe nmessages, starting fromthe left; the second rung as the
apex of the largest perfect binary tree than can be formed over the
remai ni ng nessages; and so on. The sizes of the trees decrease from
left to right.)

(The binary rung strategy can be contrasted with the typical "single-
rung strategy" enployed with Merkle trees, where a single rung of a
node set is used to authenticate nessages, i.e., the root node
(0O,N1). Wen Nis a power of 2, the single-rung strategy and the

bi nary-rung strategy are the sane.

When the N-th nessage is added to the node set, v_B+1 new nodes need
to be conputed to update the | adder: the | eaf node with index
(N1,N1) and the v_B internal nodes |eading fromthe | eaf node to
the new | adder rung (N-2"v_B,N1). The first B-1 | adder rungs in the
new | adder are the same as in the previous | adder. Because 2"v_B is
at nost N, the nunber of new nodes conputed is logarithmc in N
simlar to ordinary Merkle tree constructions. Mreover, every node
conmputed in the process is the apex of a perfect binary tree.

The mi ni mum nunber of rungs in a | adder conmputed with the binary rung
strategy is 1, in the case that the nunber of |eaf nodes N is a power
of 2. The maxi mum nunber is the | east integer greater than or equa
to log2(N), or equivalently ceiling(log2(n)). The actual nunber is
bit_width(N)
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The following table gives exanples of |adders for values of Nup to
14. As in the previous table, a leaf node is designated with a
si ngl e i ndex.

Nunber of Messages | Ladder Rungs
N I
1 | (0, 0)
2 | (0,1)
3 | (0,1) (2,2)
4 | (0, 3)
5 | (0,3) (4,4)
6 | (0,3) (4,5)
7 | (0,3) (4,5) (6,6)
8 | (0,7)
9 | (0,7) (8,8)
10 | (0,7) (8,9)
11 | (0,7) (8,9) (10,10)
12 | (0,7) (8,11)
13 | (0,7) (8,11) (12,12)
14 | (0,7) (8,11) (12,13)
15 | (0,7) (8,11) (12,13) (14, 14)
16 | (0, 15)
17 | (0,15) (16, 16)
18 | (0,15) (16,17)
19 | (0,15) (16,17) (18, 18)

The followi ng figure shows a node set with 14 nodes where the rungs
are conputed according to the binary rung strategy. The internal
node hash function is denoted H and the | eaf node hash function is
not shown. The rungs are marked with asterisks (*).

(0,7)*
I
H
[-nnm-- ] \-mnn-- \
(0,3) (4,7) (8,11)*
I I I
H H H
[--1 \--\ [--1 \--\ [--1 \--\

(0,1) (2,3) (45 (6,7) (89 (10,11) (12,13)*
I I I I I I I
H H H H H H H

I\ I\ I\ I\ I\ I\ I\

0 1 2 3 4 5 6 7 8 9 10 11 12 13
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6.7. Authentication Paths

An authentication path is the set of sibling node hash val ues
encountered along the path froma |leaf node to a target rung that
covers a nmessage

Target rungs can be any of the successive ancestors of the |eaf node
in the node set. Because each rung is the apex of a perfect binary
tree, the sibling nodes encountered follow the structure of the

bi nary tree.

For exanple, in the figure above, the sibling nodes encountered in
the path fromleaf node (6,6) to the rung (0,7) are the nodes with

i ndexes (7,7), (4,5 and (0,3). The authentication path for the
message with index 6 includes the hash values at those nodes. This
message can be authenticated by reconputing | eaf node 6 fromthe
nmessage using H leaf, reconmputing internal nodes (6,7), (4,7) and
(0,7) fromthe sibling node hash val ues and previously conputed hash
val ues using H.int, and then conparing the result to the rung hash
val ue.

The m ni mum nunber of sibling nodes in an authentication path
conputed with the binary rung strategy is O, in the case that the

| eaf node is the |ast |eaf added and the nunber of |eaf nodes Nis
odd. The maxi mum nunber is the greatest integer |ess than or equa
to log2(N) , or equivalently floor(log2(N)). The actual number is
bit_ width(R L) where (L,R) is the index pair of the rung covering the
| eaf node.

6.8. Backward Conpatibility

An authentication path is initially conputed relative to the current

| adder in the MIL node operations in this docunent. The target rung
for the authentication path is thus the unique rung in the | adder
that covers the nessage to be authenticated. Wen an authentication
path is verified, however, it can be verified relative to any of the
successi ve ancestors of the | eaf node corresponding to the nmessage up
to and including the target rung.

Conti nui ng the exanpl e above, the authentication path for the nessage
stored at index 6 can be verified relative to any | adder that
includes a rung with index (6,6), (6,7), (4,7) and/or (0,7). In this
case, the ladder covering the first seven nmessages could al so be
used, because it includes the rung (6, 6).
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More generally, if an authentication path for the nmessage stored at

| eaf _index is conmputed relative to a |adder that covers the first N
messages, the authentication path can al so be authenticated relative
to any binary rung strategy |adder that covers the first N nessages
if the followi ng condition is net:

| eaf _index < N <= N

The first inequality ensures that the | adder covers the nessage; the
second ensures that the authentication path can reach the | adder

This property of "backward conpatibility" with previous |adders is
attractive because it provides a way for a verifier to use an old

| adder to authenticate a new authentication path, thereby potentially
reduci ng the nunber of tines that the verifier needs to get a new

| adder.

To facilitate this property, the following "conpatibility check" can
be applied. Let (L,R) be a rung in a |ladder and | et |eaf_index be
the index of the message. The rung can be used to authenticate the
message if the follow ng conditions hold:

* L <= leaf _index <= R, ensuring the leaf index is covered by the
rung

* (L =0 or degree <= 1Isb(L)-1) and R L+1 = 2*degree, where degree =
| sb(R-L+1)-1, ensuring the rung is indeed an apex of a perfect
binary tree in the binary rung strategy

* |shb(RL+1)-1 is less than or equal to the nunber of sibling hash
values in the authentication path, ensuring the authentication
path can reach the rung

If a | adder has a rung that passes this check, then the |adder is
conmpatible with the authentication path. [If not, then the verifier
needs to get a new | adder.

7. Data Structures
MIL node operations use three well-defined data structures to
represent elements described in the previous section. These
structures are byte strings with nunber values represented in big
endi an notation. The data structures provide interoperability so
that a verifier on one platformcan read and verify the data provided
by a signer on another platform

7.1. Ladder

A | adder data structure consists of four base conponents:
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* flags, a 2-byte string providing future extensibility; the initial
value for this field MIST be 0

* sid, the series identifier, a 2n-byte string

* rung_count, the nunber of rungs in the |adder, a positive integer
between 1 and 2716-1

* rungs, one or nore rung data structures

The rung data structure is described in the next section

The byte representation of the ladder is the concatenation of the
bi nary encodi ngs of the fields using big endian representation of the

i nt egers:
111111
0123456789012345
oo e e e e e e e e oo oo +
| FI ags |
e +

o m e e e e e e e aaao o +
| Rung Count |
o m e e e e e e aaa oo +
I I
/1 Rung Dat a /1
I I
o m e e e e e e e aaao o +

7.2. Rung

A rung data structure consists of three base conponents:

* Jleft _index, the left index of the rung, a non-negative integer
between 0 and 2764-1

* right_index, the right index of the rung, a non-negative integer
between | eft _index and 2"64-1

* hash, the rung hash value, a n-byte string

The byte representation of the rung is the concatenation of the

bi nary encodings of the fields using big endian representation of the
i ntegers:
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111111
0123456789012345
oo o e e e e e e e e e oo oo o +
I I
| Left | ndex |
I I
I I
o mm e e e e e e e e e e e memmao-- +
| , |
| Ri ght | ndex |
I I
I I
o m e e e e e e aaa oo +

I
/1 Rung Hash Val ue /1
I I
o m e e e e e e e aaao o +

7.3. Authentication Path

An aut hentication path data structure consists of seven base
conmponent s:

* flags, a 2-byte string providing future extensibility; it MJST be
0 for this version of the docunent
random zer, the n-byte randonizer val ue associated with | eaf i ndex
| eaf _i ndex, the leaf index of the message being authenticated, a
non- negati ve i nteger between 0 and 2764-1
* rung_ left, the left index of the target rung, a non-negative
i nteger between 0 and 2764-1
* rung_right, the right index of the target rung, a non-negative
i nt eger between 0 and 2764-1
* sibling_hash_count, the nunber of sibling hash values in the
aut hentication path, a non-negative integer between 0 and 2716-1
* sibling hashes, zero or nore sibling hash values, each an n-byte
string

The byte representation of the authentication path is the

concat enati on of the binary encodings of the fields using a 8-byte
bi g endian representations for the indexes:
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8.

111111
0123456789012345
o e e e e e e e e e e aa o - +
| Fl ags |
o m e e e e e e e aaao o +
| _ |
/1 Randomi zer /1
I I
o e e e e e e e e e e aa o - +
I I
| Leaf | ndex |
I I
I I
o e e e e e e e meme oo +

| |
| Target Rung Left Index |
I I
I I

Target Rung Ri ght | ndex

o m e e e e e e aaao o +
| Si bl i ng Hash Count |
o e e e e e e e meme oo +
|

/1 Si bl i ng Hash Val ues /1
I I
o m e e e e e e aaao o +

MIL Node Set Operations

This section defines six operations supporting the use of MIL node
sets to authenticate nessages.

The first four, ml _initns, ml _append, ntl _ladder and ntl _authpath
can be used by a signer to initialize a node set, add messages to it,
obtain the current | adder, and obtain an authentication path relative
to the current |adder. Each uses a MIL node set object to mmintain
the state of the node set.

The other two, ntl _rung and ntl _verify, can be used by a verifier to
sel ect a | adder rung that can be used to authenticate a nessage and
to authenticate the nmessage relative to the rung.

For the MIL node operations in this version of the docunent, the
foll owi ng constraints apply:
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8.

8.

8.

the series identifier MJUST be a 2n-byte string
the various node indexes (leaf _index, |eft_index, right_index,
etc.) MIST be non-negative integers between 0 and 2764-1 (so they
can be represented as 8-byte strings in big endian notation)

* the various hash values (|l eaf _hash, |eft_hash, right hash,
internal _hash, etc.) MJST be a n-byte strings

1. MIL Node Set Object

MIL node set objects consist of four base conponents: a series
identifier, a leaf node count, and a dynam c array of node hash
val ues and random zers.

Consistent with the definition of a node set in Section 6.3, the
array is indexed by two values. The hash value for the | eaf node
with index |eaf _index is stored at hashes[|eaf index, |eaf index] and
the hash value for the internal node with index pair (left_index,
right _index) is stored at hashes[left _index, right _index]. The
organi zation of the array is up to the inplementation

A new MILNS node set object initially has a specified series
identifier, a node count of 0 and an enpty array of hash val ues.

2. MIL Node Set Hash Operations

As discussed in Section 6.4 and Section 6.5, MIL node node sets are
constructed using two hash operations hash_| eaf and hash_int. The
hash operations are specified in terns of the abstract cryptographic
functions Hleaf and Hint, and the address scheme in Section 4.

2.1. Hashing a Message to Produce a Leaf Node Hash Val ue (Function
hash_|I eaf)

hash | eaf is a supporting function that hashes a nessage to produce a
| eaf node. The operation takes a nessage, a series identifier, a

| eaf index, and a randoni zer as input and returns a | eaf node hash
val ue.

The operation uses the abstract cryptographic function H_|eaf.
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HHHBHHBHHBHHBHE R R R R
# Algorithm 1: Hashing a Message to Produce a Leaf Node.
HERHH R AR SRR I SR SRR S R
# Input: sid, series identifier for the node set

# Input: |eaf _index of the | eaf node hash val ue

# bei ng conput ed

# Input: randomi zer associated with |eaf_index

# I nput: message, the nmessage to be authenticated and
# stored in index |eaf index

# Input: ctx _nsg, context string to associate with the
# nmessage

# Qutput: |eaf_hash, |eaf node hash val ue

def hash_l eaf (sid, |eaf_index, random zer, nessage, ctXx_nsg):
nt | nsSADRS = ADRS()
m | nsADRS. set Left Ri ght | ndexes(| eaf _i ndex, |eaf i ndex)

| eaf _hash = H leaf(sid, ntlnsADRS, random zer, ctx _nmsg, message)
return | eaf hash
8.2.2. Hashing Two Child Nodes to Produce an Internal Node

hash_int is a supporting function that hashes two child nodes to
produce an internal node. The operation takes a public seed, a
series identifier, a left index, a right index, a left child hash
value and a right child hash value as input and returns an interna
node hash val ue.

The operation uses the abstract cryptographic function H.int.

HARHH AR AR RS HHH AR IR AR R AR R AR AR RS
# Al gorithm 2: Hashing Two Child Nodes to Produce an Internal Node.
HUBHHHHH PR R
# Input: sid, series identifier for the node set

# Input: left_index, left index of the internal node

# Input: right_index, right index of the internal node

# Input: left_hash, left child hash val ue

# I nput: right_hash, right child hash val ue

# Qutput: internal _hash, internal node hash val ue

def hash_int(sid, left_index, right_index, |eft_hash, right_hash):
nt | nsADRS = ADRS()
m | nSADRS. set Left Ri ght | ndexes(| eft _i ndex, right_index)
internal _hash = Hint(sid, mlInsADRS, |eft _hash, right_hash)

return internal _hash
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8.3. Initializing a MIL Node Set (Function: ntl_initns)

ml _initns initializes a new MIL node set. The operation takes a
series identifier as input and returns a new MIL node set object.

HHHBHIEBHE B HE B HE B HE TR R R R R R R R R
# Algorithm3: Initializing a MIL Node Set.

HABHH AR AR RS IR AR IR AR R AR R AR AR R R
# Input: sid, series identifier for the node set

# Qutput: node_set, new MIL node set object

def ntl _initns(sid):
node_set = MILNS(si d)
return node_set

8.4. Appending a Message to a MIL Node Set (Function: ntl_append)

nt| _append appends a nessage to a MIL node set, adding a |eaf node
and internal nodes as needed to produce a new | adder covering the
expanded series of nessages. The operation takes a message and a MIL
node set object as input and returns the new | eaf index. The MIL
node set object is updated in place.

nt| _append maintains the node set in a way that can produce | adders
and aut hentication paths with the binary rung strategy.

The operation has two primary steps. First, a new leaf node is
conputed fromthe nessage and added to the node set. Second, new

i nternal nodes are conputed from other nodes (if needed) and added to
the node set to produce a new | adder covering the expanded series of
messages.
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HRHHH IR B HAH R T H R R R R R R R R R R R R R R R
# Al gorithm 4: Appending a Message to a MIL Node Set.
HEHHAHHHAHHHAHHH A H A H A H A H A H A H A H A H A R A R R
# I nput: nsg, nessage to append to the node set

# Input: ctx _nsg, context string associated with nsg

# I nput: node_set, MIL node set object (updated in place)

# Qutput: |eaf_index where nsg has been stored in the node_set

def ntl_append(nsg, ctx_msg, node_set):
| eaf i ndex = node_set. count
node_set.count = leaf index + 1

sid = node_set.sid

# Compute and store the | eaf node hash val ue

rand = urandon(n)

node_set.random zers[| eaf i ndex] = rand

node_set . hashes[ | eaf i ndex, | eaf i ndex] = hash_| eaf (sid,
| eaf _i ndex, rand, nsg, ctx_nsQ)

# Compute and store additional internal node hash val ues

for i in range(1,!sb(leaf index+1)):
| eft _index = leaf index - 2**i + 1
md_index = leaf _index - 2**(i-1) + 1

node_set . hashes[| eft _i ndex, |eaf_index] = hash_int(
sid, left _index, |eaf _index,
node_set . hashes[l eft _i ndex, m d_index - 1],
node_set . hashes[ m d_i ndex, |eaf index])

return | eaf _i ndex
8.5. Computing an Authentication Path (Function: mtl _authpath)

nm | _authpath conputes an authentication path for the nessage stored
at a specified |leaf index relative to the current |adder for a MIL
node set. The operation takes a |eaf index and a node set object as
i nput and returns an authentication path fromthe |eaf node to its
associated rung in the node set’s current | adder.

nmt | _aut hpath produces the authentication path with the binary rung
strategy.

The operation has two primary steps. First, the current |adder rung
covering the specified leaf index is selected. Second, the sibling
hash values fromthe | eaf node to the rung are concatenated to
produce the authentication path.
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HRHHH IR B HAH R T H R R R R R R R R R R R R R R R
# Algorithm5: Computing an Authentication Path for a Message.
HEHHAHHHAHHHAHHH A H A H A H A H A H A H A H A H A R A R R
# Input: |eaf index, |eaf node index of the nmessage to

# aut henti cate

# I nput: node_set, MIL node set object enconpassing the specified
# | eaf node

# Qutput: auth_path, authentication path fromthe | eaf node to

# the associ ated rung

def ntl _authpath(leaf _index, node_set):
left_index = 0
si bl ing_hashes =[]
flags = 0

# Check that the leaf is part of this node set
if(leaf index < 0) or (leaf_index >= node_set.count):
return None # Leaf is outside of node set

# Find the rung index pair covering the |eaf index
for i in range(nmsb(node_set.count),-1,-1):
if node_set.count & (1 << i):
right _index = left_index + 2**i - 1
if leaf _index <= right_index:
br eak
left _index = right_index + 1

# Concatenate the sibling nodes fromthe leaf to the rung
for i in range(0, bit_wdth(right _index-left _index)):
if leaf _index & (1<<i):
sibling_left = (~(2**i-1) & |l eaf_index) - 2**i
el se:
sibling_ left = (~(2**i-1) & | eaf_index) + 2*%*j
sibling right = sibling left + 2**i -1
si bl i ng_hashes. append(node_set . hashes[sibling |eft,
sibling_right])

auth_path = MIL_AUTH PATH(fl ags, |eaf _index, node_set.sid,
si bling_hashes, left_index, right_index,
node_set.random zers[ | eaf _i ndex])

return auth_path

8.6. Computing the Merkle Tree Ladder for a Node Set (Function
nmt | _| adder)

m| | adder conmputes the Merkle tree | adder for a node set. It takes
a node set object as input and returns the | adder.
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nt| _| adder produces the |adder with the binary rung strategy.

The operation has one primary step: the current | adder rungs are
concatenated to produce the | adder

HHHBHIEBHE B HE B HE B HE TR R R R R R R R R
# Algorithm 6: Conputing a Merkle Tree Ladder for a Node Set.
HABHH AR AR RS IR AR IR AR R AR R AR AR R R
# I nput: node_set, MIL node set object

# Qutput: |adder, Merkle tree | adder for this node set

def ntl _| adder(node_set):

left_index = 0
rungs = []
flags = 0
# Concatenate the rungs in the node set
for i in range(msb(node set.count),-1,-1):
i f node_set.count &1 << i):
right _index = left_index + 2**i - 1

rungs. append( RUNG | ef t _i ndex, right_i ndex,
node_set . hashes[| eft _i ndex, ri ght _index]))
|l eft _index = right _index + 1

| adder = MIL_LADDER(fl ags, node_set.sid, rungs)
return | adders

8.7. Selecting a Ladder Rung (Function: ntl _rung)

ml _rung selects a | adder rung associated with an authentication
path. It takes a | adder and an authentication path as input and
returns the associated rung of the | owest degree that can be used to
verify the authentication path if the |adder has one, or None if not.

m | _rung supports authentication paths produced with the binary rung
strategy.

The operation has two primary steps. First, the authentication path
is checked to confirmthat its target rung index pair is conpatible
with the binary rung. Second, the | adder rungs are searched for the
conpati ble rung of | owest degree that can be used to verify the

aut henti cati on path.
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HHHHH SRR HHH B R HTH R R R R R R R R R R AR
# Algorithm 7: Selecting a Ladder Rung.

HEHHAHHHAHHHAHHH A H A H A H A H A H A H A A A AR
# I nput: auth_path, authentication path fromthe |eaf node

# to a rung in the | adder

# Input: |adder, Merkle tree | adder to authenticate

# relative to

# Qutput: assoc_rung, the rung in the | adder associ ated
# with the authentication path or None

def ntl _rung(auth_path, |adder):
# Check that authentication path and | adder have same SID
if(auth_path.sid != | adder.sid):
return None

| eaf i ndex = aut h_path.|eaf _index
si bling hash_count = auth_path.sibling _hash_count

# Check that authentication path is a binary rung

# strategy path

| eft_index = |eaf _index & ~(2**sibling_hash_count-1)
right _index = left_index + (2**sibling_hash_count-1)
if((auth_path.rung left !'=1left _index) or

(auth_path.rung_right !'= right_index)):
return None

# Find associated rung with | owest degree, if present
assoc_rung = None

# M ni mum degree is updated after first rung is found
m n_degree = -1

for rung in |adder.rungs:
# Check if rung index pair would be encountered in
# eval uating authentication path for |eaf node
| eft _index = rung.left _index
right_index = rung.right_index
if((left_index <= |eaf_index) and
(right_index >= |eaf_index)):
degree = Isb(right _index-left index+1l)-1
if(((degree <= Isb(left_index)-1) or
(I'sb(left_index) == 0)) and
(right_index-left_index+l == 2**degree) and
(degree <= sibling_hash_count)):
i f((assoc_rung == None) or
(degree < nin_degree)):
assoc_rung = rung
m n_degree degree
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8.

8.

return assoc_rung
Verifying an Authentication Path (Function: ntl_verify)

ml _verify verifies an authentication path for a nessage relative to
arung. It takes a nessage, a context string, and a rung as input
and returns a Bool ean val ue indicating whether the nessage is
successful |y aut henti cat ed.

m | _verify supports authentication paths produced with the binary
rung strategy.

The operation has two primary steps. First, a |eaf node hash val ue
is computed fromthe message and aut hentication path using hash_| eaf.
If the |l eaf node index matches the rung index pair, the | eaf node
hash value is conpared to the rung hash value. Second, internal node
hash val ues are conputed as needed fromthe | eaf node hash val ue and
successi ve sibling hash values in the authentication path using
hash_int. Along the way, if the internal node index pair matches the
rung i ndex pair, then the internal hash value is conpared to the rung
hash val ue.

HUBHHHHHH R R R
# Algorithm 8: Verifying an Authentication Pat h.
HHHBHHBHHBHHBHE R R R R
# I nput: meg, nmessage to authenticate

# lnput: ctx_nsg, context string associated with nsg

# I nput: auth_path, (presuned) authentication path from

# correspondi ng | eaf node to rung of | adder covering

# | eaf node

# Input: assoc_rung, Merkle tree rung to authenticate

# relative to

# Qutput: result, a Bool ean indicating whether the nmessage
# is successfully authenticated

def ntl _verify(msg, ctx _msg, auth_path, assoc_rung):

sid = auth_path.sid
| eaf _i ndex = aut h_path. | eaf _i ndex
si bling _hash _count = auth_path. sibling _hash_count

# Reconput e | eaf node hash val ue

target _hash = hash_l eaf (sid, |eaf _index,
aut h_pat h. random zer,
msg, ctx_nsg)

# Conpare | eaf node hash val ue to associated rung
# hash value if index pairs match
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9

9

if ((leaf_index == assoc_rung.left_index) and
(leaf _index == assoc_rung.right_index)):
return target _hash == assoc_rung. hash

# Reconpute internal node hash val ues and conpare to

# associ ated rung hash value if index pairs match
for i in range(l1, sibling_hash_count+1):
left _index = leaf_index & ~(2**i-1)

right _index = left_index + 2**i -1
m d_i ndex = left_index + 2**(i-1)

si bl ing_hash = auth_path. sibling_hash[i-1]
if leaf _index < md_index:
target _hash = hash_int(sid, |eft_index,
right _index, target_hash,
si bl i ng_hash)
el se:
target _hash = hash_int(sid, |eft_index,
ri ght_i ndex, sibling_hash,
target _hash)

# Break if associated rung reached

if((left_index == assoc_rung.|l eft_index) and
(right_index == assoc_rung.right_index)):
return target_hash == assoc_rung. hash

return Fal se
Si gning and Verifying Messages in MIL Mde

Descriptions of the signer’s and the verifier’'s operations in a
typical application based on MIL node are given in Section 9.4 and
Section 9.5. Section 9.6 discusses howto identify |adders to
facilitate interoperability. Representations of full and condensed
MIL node signatures are given in Section 9.1 and Section 9. 2.

Ful I Si gnatures

An application MAY convey a "full" signature - an authentication
path, a ladder and its signature - with the followi ng data structure.
A full signature is convenient as a "drop-in" for a conventiona
signature because it can be verified on its ow. However, it

i ncludes the overhead of the underlying signature on the | adder

A full MIL npde signature data structure consists of five base
conmponent s:

* SID, the series identifier of the node set

Harvey, et al. Expi res 25 Septenber 2026 [ Page 28]



Internet-Draft Merkle Tree Ladder (MIL) Mbde Signatures March 2026
auth_path, the authentication path Section 7.3
* signed_| adder, the signed | adder Section 9.3

The byte representation of the full MIL node signature is the
concatenati on of the binary encodings of the fields

111111

0123456789012345
o e e e e e e e e e e aa o - +

I I

/1 SID 11

I I
o m e e e e e e aaa oo +

I

/1 Aut henti cation Path /1

I I
o m e e e e e e e aaao o +

| _ |

/1 Si gned Ladder /1

I I
o e e e e e e e e e e aa o - +

9.2. Condensed Signatures
An application MAY convey a "condensed" signature - including a SID

and an authentication path but not a | adder and its signature - wth
the followi ng data structure. A condensed signature is convenient
for reducing the size inpact of the |adder signature. However, it
requires the verifier to obtain the | adder froma separate source

A condensed MIL npde signhature data structure consists of two base
conmponent s:

* SID, the series identifier of the node set
* auth_path, the authentication path (Section 7.3)

The byte representation of the condensed MIL node signhature is the
concat enati on of the binary encodings of the fields.
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111111
0123456789012345
oo o e e e e e e e e e oo oo o +
I I
/1 SID /1
I I
e~ +
/1 Aut henti cati on Path /1
I I
R e +

9.3. Signed Ladders
A signed | adder data structure consists of three base components:

* | adder, the | adder (Section 7.1)

* sig_len, the length in bytes of the underlying signature on the
| adder, a positive integer between 1 and 2732-1 (so it can be
represented as 4-byte string in big endi an notation)

* sig, the underlying signature on the | adder, a scheme-specific
string

The byte representation of the signed | adder is the concatenation of
the binary encodings of the fields, using a 4-byte big endi an
representation for the signature |ength.

111111
0123456789012345
o +
I I
/1 Ladder /1
I I
o mm e e e e e e a— oo oo +

e~ +

I
/1 Under | yi ng Signature /1
I I
R e +

9.4. Signing Messages

A signer MJST performthe followi ng or an equival ent set of
operations to sign nessages in ML node.

The first step is performed once per key pair:
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1. Cenerate a public / private key pair for an underlying signature
schene.

The second step is performed once per series of nessages to be
si ghed:

2. GCenerate a series identifier for the node set and initialize a
node set for the series using ntl_initns. The message i ndex for
the message series is set to O in this step

The third and fourth steps are perforned once per nessage to be
signed in a nessage series:

3. Sanple a random zer and conpute the | eaf hash for the nessage
series as described in Section 6.4.

4. Append the | eaf hash to the node set for the nessage series using
nt| _append. The nessage index for the nessage series is
incremented in this step.

The fifth and sixth steps are performed whenever the signer wants to
produce a new signed | adder for the nessage series. The signer could
do so after each new nessage is added, or after a new batch of new
messages i s added.

5. Compute the current |adder for the node set using ntl_|adder.

6. Sign the | adder using the private key of the underlying signature
schene and O D MIL as the context string

The seventh step is perforned whenever the signer wants to provide a
signed | adder to a requester, e.g., upon request by a verifier.

(This step may not be needed if the signer supports the alternative
of providing a full signature including the authentication path and a
| adder.)

7. Provide the signed | adder associated with a specified | adder
identifier.

The eighth step is perfornmed whenever the signer wants to conmpute a
new aut hentication path for a nessage relative to the current | adder
for the nessage series. The signer could do so after each new
message i s added, after a batch of new nmessages is added, and/or

| ater, as needed, to update the authentication paths for ol der
messages so that they are relative to the current | adder

8. Conpute an authentication path for the nessage at a specified
message index relative to the current |adder using ntl_authpath.
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9

4.

The ninth step is performed whenever the signer wants to provide
aut hentication information to a requester, e.g., in conjunction wth
a message to be authenti cat ed.

9. Provide the authentication path and the random zer associ ated
with the I eaf index in which the nessage to be authenticated is
stored, e.g., as a condensed signature. The signer MAY al so
provide an explicit |adder identifier for the | adder that the
aut hentication path was conputed relative to - see Section 9.6.

Al ternatively, the signer may offer the option of requesting a
full signature that includes the authentication path and a signed
| adder.

1. MIL API: Gen() and Sign() (Function: ml_gen and ntl _sign)

The al gorithns bel ow descri be MIL node signatures using the
traditional interface for cryptographic signature schenes. In order
to serve as a drop-in replacenent, the signing algorithm al ways
produces full signatures. Condensed signatures are handled in
Section 9.5

The al gorithns nmake use of an underlying signature schene
si g_schenme=(gen, sign, vrfy).

HHHHH SRR HHH B R HTH R R R R R R R R R R AR
# Algorithm 9: MIL Key Ceneration
HEHHAGHHAHHHAHHH A H A H A H A H A H A A H A R AR
# Input: n, the target byte security |eve

# Qutput: (pk, sk, node set), a new public key, secret key,
# and enpty node set

def ntl _gen(n):
(sig_pk, sig_sk) = sig_schene.gen(n)
sid = urandom(2 * n)
pk (sid, sig_pk)
sk (sid, sig_sk)

return (pk, sk)
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HHHBHHBHHBHHBHE R R R R
# Al gorithm 10: MIL Signing

HERHH R AR SRR I SR SRR S R
# Input: sk, an MIL secret key

# Input: neg, the nessage to be authenticated

# Input: ctx_nsg, the context string to be associ ated

# with msg

# I nput: node_set, MIL node set object (updated in place)
# Qutput: full _sig, a full signature on m

def ntl _sign(sk, nsg, ctx_nmsg, node_set):
sid = sk.sid
| eaf _i ndex = nmt| _append(nsg, ctx_nsg, hode_set)
auth_path = ntl _aut hpat h(| eaf _i ndex, node_set)
| adder = mt| _| adder (node_set)

| adder _si gnature = sig_schene. sign(sk.sig_sk, |adder,
O D_MrL)
si gned_| adder = MIL_SI GNED_LADDER( | adder ,
| en(| adder _si gnat ur e,
| adder _si gnature))

full _sig = MIL_FULL_SI GNATURE( si d, aut h_path,
si gned_| adder)

return full _sig
9.5. Verifying Signatures

A verifier MUST performthe follow ng or an equival ent set of
operations to verify signatures in MIL node

The first step is performed once per key pair by each verifier

1. Obtain the signer’'s public key for the underlying signature
schene.

The second, third, fifth and sixth steps is performed as needed for
each nmessage to be authenti cat ed:

2. Obtain the authentication path and the series identifier
associ ated with the nessage to be authenticated, e.g., in a
condensed signature. The verifier MAY also obtain an explicit
| adder identifier for the | adder that the authentication path was
computed relative to - see Section 9.6.
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The

Det erm ne whet her any of |adders held by the verifier includes a
rung conpatible with the authentication path, e.g., using
ml _rung. |If so, skip to step 5.

fourth step is perforned when the verifier doesn't have a | adder

conpatible with an authentication path.

4.

9.5. 1.

The

ot ain the signed | adder associated with a specified | adder
identifier. Alternatively, the verifier may request a ful
signature including an authentication path and the signed | adder
that it is conputed relative to.

Re-conpute a | eaf hash fromthe nmessage, the context string, the
series identifier in the authentication path and the nessage
index in the authentication path and the series identifier as
described in Section 6. 4.

Verify the authentication path for the nmessage at a specified
message index relative to the conpatible rung using ntl_verify.

MIL Wrfy() (Function: nmtl_vrfy and ntl _reconstitute)

al gorithms bel ow describe verifying an ml| signature. ntl _vrfy

describes how to verify a full signature. ml _reconstitute describes

how

to transform a condensed signature and a previously-saved ful

signature on the sane node set into a new full signature

RHHBHHRHBHHBH AR AR HHRH AR TR H AR ABHHBH B AR HHRH AR HBH AR AR HRH AR

# A

gorithm 11: MIL Verification

BHAHBHBHBHBHEH R R R B BH B H B H BB R R R BB BB

HHIFHHFH

def

Har vey,

Input: pk, an ntl public key

I nput: msg, the nmessage to verify

Input: ctx_msg, the context string associated with nsg
Input: full _sig, a full signature on nsg

Qut put: a bool ean val ue indicating whether or not the

signature is accepted

ml _vrfy(pk, msg, ctx_msg, full_sig):
if sig.vrfy(pk, full_sig.ladder, MIL_Q D,
full _sig.underlying_signature) != True:
return Fal se

assoc_rung = mtl _rung(full _sig.auth_oath, full _sig.|adder)
if ml _verify_authpath(nsg, ctx_nmsg, full_sig.auth_path,

assoc_rung) != True:
return Fal se
return True
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HHHHH SRR HHH B R HTH R R R R R R R R R R AR
# Algorithm 12: MIL Reconstitution
HEHHAHHHAHHHAHHH A H A H A H A H A H A H A A A AR
# Input: pk, an ntl public key

# Input: nmeg, the nessage to verify

# Input: ctx_nsg, the context string associated with nsg

# I nput: condensed_sig, a condensed signature on nmsg to

# be verified

# Ilnput: full_sig, a previously-verified full signature for
# some nmessage

# Qutput: new full _sig, a full signature for nsg

def ntl _vrfy(pk, nsg, ctx_mnsg, condensed_sig, full_sig):
if condensed_sig.sid !'=full_sig.sid:
return None
sid = condensed sig.sid

new full sig = MIL_FULL_SI GNATURE(si d, condensed_si d. aut hpat h,
full _sig.signed_| adder)

return new full _sig
9.6. Ladder identifiers

To facilitate interoperability, an application SHOULD have a way for
signers and verifiers to identify a specific signed | adder that a
verifier is interested in obtaining.

Pot enti al approaches i ncl ude:

* |dentifying the | adder based on a public key identifier and
information in the authentication path itself, i.e., the series
identifier and the target index pair. This conbination is
sufficient to identify the public key, the series of nessages (and
thus the MIL node set), and the | adder of interest (given the
target index pair, with the binary rung strategy).

* |ldentifying the ladder with a URI or other explicit identifier
that refers to a |l ocation where the signed | adder is stored or to
the signed | adder itself. This URI can be conveyed together wth
the authentication path in an application

* Specifying interest in a ladder inplicitly by setting a flag in
the request for a nessage and its associ ated authentication path.
When the flag is not set, the message and authentication path
woul d be returned (producing a condensed signature - see
Section 9.2). Wen the flag is set, the nessage, the signed
| adder is also would be returned (producing a full signature - see
Section 9.1).
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The approach MAY be protocol -specific, e.g., the approach used for

i dentifying MIL node | adders associ ated with DNSSEC si gnatures MAY be
different than the one used for MIL node | adders associated with
certificates.

10. Algorithmldentifiers in ML Mde

The nanes of the MIL instantiations follow a simlar convention to
the SLH DSA i nstanti ati ons:

* {signature}-MIL-{hash}-{bitsec}-{variant}
The conponents of the nane are as foll ows:

* {signature} is the underlying signature schenme. This docunent
defines support for M.-DSA [ FI PS204] and SLH DSA in pure node
[ FI PS205]. We expect to support additional post-quantum signature
al gorithnms as they beconme standardized.

* {hash} is the underlying hash function group used for the MIL node
set. For this version of the docunment, it MJST be "SHAKE" or
"SHA2". If the choice of {signature} includes a choice of hash
function, it is RECOWENDED that {hash} use the sane hash as the
signature schene. This docunment only defines instantiations which
follow this recomrendati on.

* {bitsec} is the target bit security level. It MJST be "128",
"192" or "256". The target bit security level is the security
paraneter n times by 8. The corresponding NI ST security strength
categories for these bit security levels are 1, 3 and 5. For
paraneter sets where {bitsec} and the bit security |evel of
{signature} do not match, the security strength achieved by the
construction is the | esser of the two.

* {variant} is reserved for future use. |f not used, the |eading
hyphen is omitted fromthe name. This document does not define
any values for {variant}.

The first three conmponents may be chosen independently of one

anot her. However, this docunment follows the recommendati ons for
{signature} and {bitsec}, hence the choice of {signature} fully
determines the renmaining paraneters. The table below lists the nanes
of the 17 supported instantiations, their associated security
paraneter n, and their N ST security categori es.
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11.

MIL Security NI ST
I nstantiation Par anmeter n Cat egory
o e e e e e e e e e e e e e e o e e - S R +
| SLH DSA- SHAKE- 128s- MIL- SHAKE- 128 | 16 | 1 |
O . S TRy +
| SLH DSA- SHAKE- 128f - MIL- SHAKE- 128 | 16 | 1 |
T T . T +
| SLH DSA- SHAKE- 192s- MIL- SHAKE- 192 | 24 | 3 |
o e e e e e e e e e e e e e e o e e - S R +
| SLH DSA- SHAKE- 192f - MTL- SHAKE- 192 | 24 | 3 |
O . S TRy +
| SLH DSA- SHAKE- 256s- MIL- SHAKE- 256 | 32 | 5 |
T T . T +
| SLH DSA- SHAKE- 256f - MTL- SHAKE- 256 | 32 | 5 |
o e e e e e e e e e e e e e e o e e - S R +
| SLH DSA- SHA2- 128s- MIL- SHA2- 128 | 16 | 1 |
O . S TRy +
| SLH DSA- SHA2- 128f - MTL- SHA2- 128 | 16 | 1 |
T T . T +
| SLH DSA- SHA2- 192s- MIL- SHA2- 192 | 24 | 3 |
o e e e e e e e e e e e e e e o e e - S R +
| SLH DSA- SHA2- 192f - MIL- SHA2- 192 | 24 | 3 |
O . S TRy +
| SLH DSA- SHA2- 256s- MTL- SHA2- 256 | 32 | 5 |
T T . T +
| SLH DSA- SHA2- 256f - MIL- SHA2- 256 | 32 | 5 |
o e e e e e e e e e e e e e e o e e - S R +
| M.- DSA- 44- MTL- SHAKE- 128 | 16 | 1 |
O . S TRy +
| M- DSA- 65- MI'L- SHAKE- 192 | 24 | 3 |
T T . T +
| M.- DSA- 87- MIL- SHAKE- 256 | 32 | 5 |
o e e e e e e e e e e e e e e o e e - S R +

Hash i nstantiations

Throughout this section we make use of the functions encode_string()
and bytepad() defined by [CSHAKE]. W define a variabl e BLOCKSI ZE
whi ch matches the block size in bytes of the hash function in use: 64
for SHA2-256; 128 for SHA2-512; 168 for SHAKE128; 136 for SHAKE256.

Note that even though both Hleaf and H.int nay use the sane

under | yi ng hash function, the signer MJST NOT call H_eaf using an
internal ADRS (i.e. L!= R nor Hint with a leaf ADRS (i.e. L == R).
This is due to the security of tweakabl e hash functions relying on
the signer never using the sane ADRS tw ce for different purposes.
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11.

11.

12.

1. SHAKE instantiations

The SHAKE instantiati ons enpl oy the custom zed SHAKE vari ants
CcSHAKE128 and cSHAKE256 [ CSHAKE]. (Here and in the follow ng, cSHAKE
denot es ¢SHAKE128 when n = 16 and cSHAKE256 when n = 24 or 32.) The
t weakabl e hash functions Hleaf and Hint (see Section 5) are defined
as foll ows:

H | eaf (SID, ADRS, Rand, ctx_nsg, msg) = cSHAKE(SID || ADRS ||
Rand || OLEN(ctx_msg) || ctx_msg || nsg, 8n, "", O D_MIL)

Hint(SID, ADRS, HL, HR) = cSHAKE(SID || ADRS || HL || HR,
8n, "", O D ML)

2. SHA2 instantiations

The SHA2 instantiations enploy the SHA2-256 and/or SHA2-512 hash
functions [FIPS186-4]. (Here and in the follow ng, SHA-X denotes
SHA2- 256 when n = 16 and SHA2-512 when n = 24 or 32.)

Fol I owi ng the design phil osophy of cSHAKE, we define functions cSHA- X
to incorporate the custom zation string into the hash function. To
achi eve the desired output |engths, we then truncate the hash to the
first L bits.

*  cSHA-X(X L,S) = Truncate(L, SHA-X(bytepad(encode_string(S),
BLOCKSI ZE) || X))

The tweakabl e hash functions H leaf and H.int (see Section 5) are
defined as foll ows:

H |l eaf (SID, ADRS, Rand, ctx_nmsg, msg) = cSHA-X(SID || ADRS ||
Rand || OLEN(ctx_nsg) || ctx_nmsg || nsg, 8n, O D _MIL)

Hint(SID, ADRS, HL, HR = cSHAX(SID|| ADRS || HL || HR,
8n, O D_MIL)

Cal cul ati ng Maxi mum Si gnature Sizes
Paraneters required for cal cul ation:
* n = Security paranmeter for the underlying signhature schene and
hash function(Section 9.4.1)
* USS = Size of underlying signature (Table 2 SLH DSA paraneter sets
in [FIPS205] or Table 2 M.-DSA signature sizes in [FlIPS204])
* N = Nunber of nessages in nessage series

Cal cul ati ons:
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13.

14.

15.

Max Condensed Signature Size = 28 + (3 * n) + (n * floor(log2N))
(Section 6.7, Section 7.3, Section 9.2)

Max Signed Ladder Size =8 + 4 * n + ((16 + n) * ceiling(log2(N)))
+ USS (Section 6.6, Section 7.1, Section 9.3)

Max Full Signature Size = Max Condensed Signature Size + Mx

Si gned Ladder Size (Section 9.1)

Rel ated Wrk

The binary rung strategy appears under different names in other
crypt ographi c constructi ons based on Merkle trees. Chanpi ne defines
a binary nuneral tree [BINNNUM TREES] with simlar structure (the
successi ve perfect binary subtrees are called eigentrees). O her
sim | arMerkl e tree-based constructions include Crosby and Wall ach’ s
history trees [H STORY-TREE], Todd's Merkl e nountain ranges

[ MERKLE_MOUNTAI N], and Reyzin and Yakoubov's cryptographic

accunul at or [ CRYPTO ACC], which achieves an "ol d-accunul at or
conpatibility" property conparable to the backward conpatibility
property described here for the binary rung strategy. Certificate
transparency | ogs take advantage of Merkle trees to show the

exi stence or non-existence of a certificate as published by a
certification authority [RFC9162]. Benjamn, O Brien, and Westerbaan
[1-D. davi dben-tl s-nerkl e-tree-certs] propose using authentication
paths to a limted lifetine Merkle tree produced by a certificate
transparency service as certificate signatures. Each Merkle tree is
constructed over a fixed tine window in this approach, and the

aut hentication paths are constructed relative to the single root of
the Merkle tree, which is like a single-rung Merkle tree | adder.

| ANA Consi der ati ons

Thi s docunent nakes no requests of | ANA. However, a future version
of this docunent may request that | ANA register any or all of the
fol | owi ng:

* flag values for the | adder and authentication path data
structures;

* object identifiers for the various instantiations of MIL node
combi ned wi th underlying signature schenes;

| mpl enent ati on Status

For testing purposes, a reference inplenentation of ML node is
available in C. The MIL library can be found at

https://github. com verisign/ ML (https://github.conlverisign/ ML) and
i ncl udes exanple tools for key generation, signing, and verifying
messages with an MIL nmessage seri es.
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16. Security Considerations
I mpl enenters MUST use a secure random generator [RFC4086].

I mpl enenters MUST sel ect a security paraneter consistent with their
security requirenents.

I mpl enenters MUST al so sel ect cryptographic functions that are
general ly accepted for their intended security strength category and
use within MIL node. Simlar to SLH DSA, the desired properties for
the cryptographic functions in MIL node are that Hleaf and Hint are
multi-target, multi-function second preinmage resistant function
famlies.

To avoid uni ntended interactions between the different instantiations
of MIL node, a given key pair SHOULD only be used with a single
instantiation of MIL node.

Si gners MUST NOT use the sane series identifier for nmultiple node
sets. Inplenenters SHOULD sanple SIDs from an approved random bit
gener at or.

The signer in MIL node nmaintains a Merkle tree node set and is
therefore stateful. Inplenenters SHOULD ensure that the node set is
mai ntai ned accurately and is not at risk of being reset or repeated,
or otherw se the security of MIL node could be degraded. In
particul ar, as discussed in [ MIL-MODE], the reuse of state in MIL
node coul d provide additional target hash values for an adversary to
match in an attack on the hash function, thereby weakening the
provabl e security bounds. In contrast to hash-based signature
schenmes, however, the reuse of state in MIL node does not revea

i nformati on about a private key that could directly lead to a
signature forgery.

Simlar to SLH DSA, the security of MIL node relies on a form of
target collision resistance. Target collision resistance assunes
that the message is hashed together with a random zer that is
produced with a secure random generator. An advantage of target
collision resistance over basic collision resistance (wthout a
random zer) is that the bit security level associated with security
paraneter n can be achieved with an n-byte hash value rather than a
2n-byte hash value. This advantage reduces the size of the

aut hentication paths and | adders in MIL node, in a similar way that
it reduces the size of the signhatures in SLH DSA. |If the random zer
in the MIL node operations is not produced securely, however, then
the security of the MIL nbde operations could be significantly at
risk. In particular, if an adversary can predict the random zer,
then an attacker can potentially performa basic collision attack to
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17.

17.

find two nessages that hash to the sane hash value together with the
predi cted random zer. Because the hash value is only n bytes, the

i mpl ementation in this case would only have roughly 4n bits of
security rather than the target 8n bits.

Consi derations for the optional context string are intended to be the
same as those for the underlying signature scheme (if it supports
one, as FIPS 205 does). Section 8.3 of [RFC8032] provides hel pfu

gui dance on the use of context strings.)

An adversary who | earns a set of nessages and their MIL node
signatures also |learns the | eaf nodes of the MIL node set
correspondi ng to these nmessages, the authentication paths in the
signatures, and the signed | adders in the signatures. Such an
adversary can al so conmpute any nodes of the MIL node set that depend
on the nodes it has |earned, and form other condensed and ful
signatures on the nessages it has | earned (see Section E. 2.4 for

di scussi on; the adversary can performthe sanme steps as an
intermediary). Even with the ability to reconstruct the MIL node
set, however, assuming cryptographic security of MIL node and the
under | ying signature schene, an adversary cannot form signatures on
messages that have not already been signed by the signer, as it does
not have access to the signer’s private key.

The adversary al so cannot form signatures on nessages that have

al ready been signed by the signer but that the adversary has not yet

| earned, because the adversary does not know and cannot predict the
random zers associated with those nessages. Moreover, because of the
| ack of know edge about the other messages’ random zers, the
adversary al so cannot determ ne whi ch nessages have been signed based
on the reconstructed MIL node set, other than those whose randomni zers
it has already | earned. Therefore, even though the Merkle tree node
set can gradually be reconstructed publicly, the individual nmessages
that have been signed by the signer remamin private until the signer
publ i shes t hem
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Appendix A. Note to inplenmenters

The data st
prior versi

ructures and al gorithms have changed significantly since
ons of this docunment. W expect they will be updated

again in future revisions. The authors wel cone any and all feedback.

Appendi x B. Change Log

00: Init

ial draft of the docunent.

01: Fixed 10. 2.3 Tweakabl e hash functions definitions. Fixed typo

in Secti
H msg_nt
205.

on 6.6. Added text to help clarify inputs to the
| and PRF_nmsg functions. Added reference to draft FIPS

02: Updated algorithmIDs for alignnment with draft FIPS 205.

Fi xed a

Harvey, et al.

typo in Sections 13 and 9. 1.

Expi res 25 Septenber 2026 [ Page 44]



Internet-Draft Merkle Tree Ladder (MIL) Mbde Signatures March 2026

03: Generalized how MIL node random zer is generated so that the
message does not need to be an input to PRF_nsg. Updated

crypt ographi c separation to use "pre-hash" domain separator fornmat
for input to the underlying signature schene for conpatibility
with NIST's recently proposed guidance for FIPS 204 and FIPS 205
pre-hashi ng. Added security considerati ons on random zer
generation and on nessage privacy. Oher mnor edits.

04: Updated docunent to align with FIPS-205 and renove SPHI NCS+
references (aside fromretaining historical comentary).

05 and 06: Added inplenentation status with links to the reference
library inplementation of MIL node.

07: Added m ssing change log entries.

08: Added support for additional underlying signature schenes.
Updat ed protocol to use SIDs as a sinpler nmethod of domain
separation. Replaced PRF definitions and discussions with
references to extant random bit generation standards. Updated
al gorithnms to support new features. Mdified wording in many
sections for clarity.

09: Updated the indexing to be consistent for 0 based indexes in
section 6.5 and 6. 8.
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