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Abst r act

Thi s docunent specifies a Credential Broker for Agents (CB4A). a
credential vaulting and brokering architecture that nedi ates Al agent
access to APl credentials. Agents never hold real long-Ilived
credentials. |Instead, they receive short-lived, narrowy scoped,
audi t abl e proxy credentials issued by a broker that separates policy
decisions fromcredential delivery. The architecture addresses the
"credential sprawl" risk inherent in agentic Al, where agents
aggregating access across many servi ces become hi gh-val ue conprom se
tar gets.

CB4A buil ds on SPI FFE/ SPI RE for workload identity, uses a Policy

Deci sion Point / Credential Delivery Point separation inspired by

NI ST SP 800-207, and enpl oys DPoP (RFC 9449) for sender-constrained
token binding. The specification defines three credential proxy
model s, a tiered approval framework, and a conprehensive threat nodel
with ten identified threats and their mtigations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Septenber 2026
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1. Introduction

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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1.2. Overview

Al agents increasingly need to call APIs on behalf of users. Current
approaches give agents long-lived APl keys or QAuth tokens, creating
standing privileges that survive beyond the task, aggregate access
across services, and make agents high-value conprom se targets. A
conmprom sed agent (via pronpt injection, context exfiltration, or
tool -calling mani pul ation) inherits all of those credentials.

The Credential Broker for Agents (CB4A) addresses this by introducing
a credential vaulting and brokering |layer that sits between agents
and the services they need to reach. The agent never holds rea
credentials. Instead, it receives short-lived, narrowy scoped,
audi t abl e proxy credentials.

1.3. Real-Wrld Mtivation

The credential sprawl risk for Al agents is not theoretical. In
March 2026, the TeanmPCP supply chain canpai gn conprom sed LitelLLM

[ TEAMPCP- LI TELLM, an Al gateway proxy used by thousands of
enterprises to route requests to LLM providers (OpenAl, Anthropic,
Googl e Vertex Al, and others). LitelLLMs entire purpose is to hold
APl keys for dozens of Al providers, naking it one of the highest-
density credential targets in any infrastructure. The attackers
injected a credential stealer into PyPl packages that harvested SSH
keys, cloud credentials, LLM APl keys, .env files, and database
passwords from any machi ne runni ng the conprom sed versions

[ LI TELLM SECURI TY]. The canpaign exfiltrated an estimated 300+ GB of
conpressed credentials affecting approxi mately 500,000 corporate
identities.

This incident illustrates precisely the probl em CB4A addresses: when
Al infrastructure concentrates long-lived credentials in a single
process or configuration, conprom se of that process yields

cat astrophi ¢ access.

1.4. Wiy a Credential Broker for Agents

The credential sprawl problem for agentic Al is distinct from
traditional service-to-service authentication because:

* Agents are sem -autononous: they nmake decisi ons about which APIs
to call, unlike microservices with fixed call patterns.

* Agent conprom se vectors are novel: pronpt injection, context

wi ndow exfiltration, and tool-calling manipul ation do not exist in
traditional service architectures
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* Scope is unpredictable: an agent might need Slack wite access for
one task and GtHub adnmin for the next, naking static scoping
insufficient.

* User delegation is inplicit: agents act on behal f of users w thout
the user being present for each action.

2. Architecture Overview
2.1. Design Phil osophy
CB4A follows three architectural principles:

1. Build on SPIFFE/ SPI RE, don’t build bespoke: The identity,
attestation, and certificate managenent probl ens are already
sol ved. CB4A adds an agent-specific policy and credenti al
medi ation | ayer on top.

2. Separate policy fromcredentials: The conponent that decides
"yes" (PDP) MJST never touch credential material. The component
that dispenses credentials (CDP) MJST never make policy
deci sions. Conproni se of one does not yield the other.

3. Envel ope as evidence, not authorization: The Task Request
Envel ope is an auditable artifact that the agent produces. It is
eval uated by the PDP, but the PDP's decision is based on
i ndependent policy eval uati on and behavi oral baselines (inspired
by BeyondCorp [ BEYONDCORP]), not on trusting the agent’s self-
reported justification

2.2. System Architecture

The following diagramillustrates the CB4A systemarchitecture with
its trust boundari es:

I I
I I
| S + o e e e e oo oo - + |
| | Agent | --->] Task Request | |
| | (sSvID | | Envel ope |
| - + | who/what/why/ TTL | |
| N E - - + |
I I I I
| | to------- (AREEEREREE + |
| | | SPI RE Agent | |
| | | (workl oad | |
I I I I I

attestation)
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| | o oo + |
oo | o | |
| | nmilLS
I I
Hoo-- - I I
| | BROKER | NFRASTRUCTURE |
I I I I
I I Hoomo o VEREEEEE R + I
| | | Policy Decision | |
| | | Point (PDP) | |
I I I | A + |
| | | - Envel ope eval | | Approval | |
| | | - Risk scoring | ->] Service | |
| | | - Tier routing | | (HTL/ | |
| | | - NO credenti al | | MFA) | |
| | | access [ R + |
| | Fom e oo - N, + |
| | | approved |
| | | decision |
I I Hoomo - e + I
| | | Credential I + |
| | | Delivery Point | | Vault | |
I I | (CDP) | ->] (HSM I
I I I | | Dbacked) | |
| | | - Token minting I + |
| | | - Lease ngm | |
| D | - Non-renewabl e I + |
| short-lived | | eases | | Audit | |
| scoped token R + | Trail | |
I | (immutbl)| |
I SRR + |
| o m e e e e e e e e e e e mam o + |
| | Conpronise Detection | |
| | - Canary credentials | |
| | - Confused deputy detection | |
| | - Cross-agent correlation | |
| o e e e e e e e e e e e e e e e o + |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

2.3. Scalability Phil osophy

CB4A is designed to scale from a single-machi ne hone depl oynent to a
distributed enterprise environnent. The same conceptual architecture
appl i es at every scal e; what changes is how conponents are depl oyed,
not what they do. A honme user running one agent on a |aptop and an
enterprise running thousands of agents across data centers both
benefit fromthe same PDP/ CDP split, envel ope-based evi dence, and
short-lived tokens. These are architectural properties, not
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depl oynent choi ces.

2.4. Trust Boundaries

[ el el et o}
| Boundary | Separates | Conpronise of A yields |
| Agent / | Workload from | Agent identity (bounded by |
| SPIRE Agent | identity | SvID TTL) |
R S oo e e e e e e e e oo - - +
| SPIRE Agent | ldentity from | Ability to submt envel opes |
| / PDP | policy | (not approve them
. . T +
| PDP / CDP | Policy from | Approval decisions (not |
| | credentials | credential material) |
R S oo e e e e e e e e oo - - +
| COP / Vault | Delivery from | Active credentials (bounded |
| | storage | by HSM access poli cies) |
. . T Ty +
PDP / | Auto from | Auto-approval only (H TL/ |
| Approval Svc | human approval | MFA still requires human) |
R S oo e e e e e e e e oo - - +
Table 1

2.5. Credential Flow
1. Agent constructs Task Request Envelope with SVID identity.
2. Envel ope subnitted to PDP via nflLS (SPI RE-attested).

3. PDP eval uates envel ope against policy, routes to appropriate
approval tier.

4. | f approved, PDP sends signed approval decision to CDP.

5. CDP mints short-lived, scoped token with non-renewabl e | ease.
6. Token returned to agent, bound to request context.

7. Agent uses token directly against target service.

8. Token expires; re-attestation required for new token.

9. Full chain logged to immutable audit trail.
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3.

3.

Credential Proxy Models

CB4A defines three nodels for how the broker nedi ates credenti al
access between an agent and a target service. These nodels represent
different points on a tradeoff between security isolation,
operational conplexity, and conpatibility with existing APIs.

1. DModel A: Proxy Gateway

The agent never receives any real credential. |Instead, the broker
operates a proxy endpoint that the agent calls. The broker receives
the agent’s request, validates the agent’s session token, injects the
real APl credential, forwards the request to the target service, and
returns the response. The agent never receives, sees, or holds the
real credential. The credential travels fromthe broker to the
target service, but never to the agent.

Agent --request--> CB4A Proxy --request + real cred--> Target API
Agent <-response-- CB4A Proxy <-response------------- Tar get API

St rengt hs:

* Strongest isolation: the agent never sees, holds, or transmts a
real credential.

* The broker can inspect, log, and filter every request and response
inreal tine.

* Wirks with any target APl without requiring the target to support
short-1lived tokens.

Weaknesses:
* Every APl call becones two network hops, adding | atency.
* The proxy is a single point of failure.

* The proxy nust understand the request/response format of every
target APl it medi ates.

* At high scale, the proxy becones a throughput bottl eneck.
Best for high-security environments where credential isolation is

paranount, or as a fallback for target services that do not support
short-lived tokens natively.
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3.2. Mdel B: Short-Lived Token Mnting

The broker uses the real long-lived credential to mnt a derivative
short-lived token with narrow scope, then hands that short-Ilived
token to the agent. The agent uses the short-lived token to call the
target service directly. The token expires automatically after a
brief TTL (seconds to minutes). The specific mnting nechanism
varies by platform

Agent --req token--> CB4A Broker --mnt--> Token Endpoi nt
Agent <-short-Ilived-- CB4A Broker

Agent --req + short-lived token--> Target APl (direct)
Agent <-response------------------ Target API

Pl atform specific mnting nmechani sns:

| Platform| Mechanism | Description |
| AWS | Security Token Service | Mnts tenporary access |
| | (STS) AssuneRol e | keys with session policies |
| | | and configurable TTL |
S e e e e e oo o e e e e e i eee oo n +
| Googl e | QAuth 2.0 + Service | Uses generat eAccessToken |
| doud | Account Inpersonation | APl to create short-lived |
| | | QAuth 2.0 access tokens |
TS o e e e e e e oo oo oo oo e e e e e e i oo oo oo +
| Azure | Azure AD/ Entra ID | I'ssues short-lived OAuth |
| | token endpoint | 2.0 bearer tokens via

| | | client credentials flow |
Fomm oo - o e e e e e a oo o e e e e e e e +
| G tHub | App Installation | Generates short-1lived |
| | Tokens | installation access tokens |
| | | scoped to repositories |
S e e e e e oo o e e e e e i eee oo n +
| Generic | OAuth 2.0 Token | Exchanges |ong-lived token |
| | Exchange [ RFC8693] | for short-lived, narromy |
| | | scoped derivative |
TS o e e e e e e oo oo oo oo e e e e e e i oo oo oo +

Tabl e 2
St rengt hs:

* No proxy bottleneck: the agent calls the target APl directly.

* Short-lived tokens |limt blast radius to the TTL w ndow.
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* Proven at nmassive scale across all mmjor cloud providers.
* The broker only handl es token m nting, not ongoi ng proxyi ng.
Weaknesses:
* The agent holds a real (if tenporary) credential in nenory.
* Requires the target service to support short-lived mnting.
* Scope granularity depends on the target service's token API
This is the RECOWENDED primary nodel for CB4A.
3.3. Mdel C Credential Wapping with Schedul ed Revocati on
For target APIs that only support long-lived credentials and have no
mechani smfor minting short-lived tokens, the broker hands the agent
the actual long-lived credential but immediately schedules its
revocation after the task conpletes or the TTL expires.
St rengt hs:
* Wirks with any APl regardl ess of token support.
* Sinple to inplenent.

Weaknesses:

* The agent holds a real, long-lived credential during the w ndow,
the weakest isolation of all three nodels.

* Revocation depends on the target service's key managenent.
* |f revocation fails, the credential remains live indefinitely.

This is the WEAKEST nodel and is NOT RECOMVENDED for new
integrations. Use only for legacy APIs with no alternative.

3.4. Mbdel Conparison

| Property | Model A (Proxy) | Model B (Mnt) | Mdel C (Wap) |
| Agent holds | Never | Tenporary | Yes (until |
| real cred? | | | revoked) |
oo s o e e e oo o a o o a o +
| Latency | Hi gh (double | Low (one-tine | None |
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| overhead | hop) | mnt) | |
S o e e e e oo - oo o - oo o - +
| Single point | Yes (proxy) | No | No |
| of failure? | | | |
oo s o e e e oo o a o o a o +
| Works with | Yes | Short-Ilived | Yes |
| any API? | | support only | |
S o e e e e oo - oo o - oo o - +
| Blast radius | M ninal | Bounded by TTL | Full until |
| | | | revoked |
oo s o e e e oo o a o o a o +
| Recormended | DPoP fall back | Primary nodel | Legacy only |
| use I I I I
S o e e e e oo - oo o - oo o - +
Table 3

3.5. CB4A Model Strategy

4

4.

CB4A uses Model B as the prinmary credential nodel wherever the target
service supports short-lived token mnting. Mddel Ais used

sel ectively as a DPoP enforcenent layer. Mddel Cis available as a

| ast resort for |legacy integrations but is discouraged and flagged in
audit | ogs.

Techni cal Design
1. SPIRE-Based ldentity Layer

Agents receive identity through SPIRE [ SPI RE] workl oad attestation
Each agent session gets a SPIFFE [SPI FFE] Verifiable ldentity
Docurent (SVID), a short-lived X. 509 certificate or JWI.

SVI D Properti es:

* TTL: matches agent session lifetime (default: 1 hour,
configurabl e).

* SPIFFE ID format: spiffe://trust-domain/agent/{user-id}/{session-
i d}

* Attestation: node attestation (platformidentity) plus workload
attestation (agent process identity).

* Non-renewabl e: agent MJST re-attest to get new SVID.
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Trust Donmin Federation: For nmulti-tenant or nulti-organization
depl oynents, SPIFFE federati on enabl es cross-domai n trust without
sharing root CAs.

4.2. Task Request Envel ope

The envelope is a structured, signed evidence artifact submtted by
the agent for every credential request.

{
"envel ope_version": "1.0",
"agent _svid": "<SPIFFE SVID reference>",
"request _id": "<UU D>",
"timestanp": "<l SO 8601>",
"target": {
"service": "slack",
"action": "chat. post Message",
"resource": "#engineering",
"scope": ["channel s:write"]
"justification": {
"task _id": "<originating user instruction ref>",
"description": "Post weekly standup summary"
},
"ttl _seconds": 60,
"signature": "<SVID signed envel ope hash>"
}

The justification.description field is auditable evidence, NOT an
aut hori zation input. The PDP MUST NOT eval uate justification text
for approval decisions. Approval is based on: (1) agent identity
(SVID), (2) target servicel/action/scope matching against policy, (3)
behavi oral baseline conparison, and (4) approval tier routing. The
justification exists solely for post-incident forensic
reconstruction.

4.3. Policy Decision Point (PDP)
The PDP is a statel ess service that eval uates envel opes agai nst
policy, followi ng the PDP/ PEP separation defined in [N ST-ZTA]. It
has zero access to credential material
I nput s:

* Task Request Envel ope

* Agent identity (SVID validation via SPIRE)
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* Policy rules (loaded from versioned policy store)

* Behavi oral baseline (historical access patterns)

Qut put s:

* Signed approval decision (approved/ deni ed/ escal at ed)
*  Approval tier (auto/H TL/ MFA)

* Scope constraints (nmay narrow requested scope)

* Decision rationale (logged)

Scope Granularity: The PDP's scope enforcement is configurable by the

adm nistrator. |Inplenmentations may range from coarse service-|evel
scoping (e.g., "Slack: read/wite") to fine-grained resource-|evel
scoping (e.g., "Slack: wite to #engineering only"). The appropriate
granul arity depends on the deploynent’s threat nodel and operati onal
maturity.

Pol i cy eval uati on MUST use a typed, conpiled policy | anguage (not
string interpolation). Envelope fields MJIST be deserialized into
typed structures before evaluation. No string concatenation or
tenpl ate rendering in policy evaluation paths.

| Tier 1 (Auto) Lowri sk, pre-authorized,

wi t hi n baseline

o m e e e oo - Tt o e e e e e e oo +
| Tier 2 (HITL) | Mderate risk, outside | Async human approval |
basel i ne | via notification |
oo e e e e e e e eaea oo n g +
| Tier 3 (MFA) | Hi gh risk, destructive, | Synchronous approval |
adm n-1| evel | with MFA chall enge |
o m e e e oo - Tt o e e e e e e oo +
Tabl e 4

4.4. Credential Delivery Point (CDP)

The CDP brokers vault [VAULT] interactions and mnts short-Ilived
tokens. It accepts only signed PDP approval deci sions.

Token M nting (Mdel B):

Har t man Expi res 30 Septenber 2026 [ Page 13]



Internet-Draft CB4A March 2026

CDP recei ves signed approval decision specifying exact scope and
TTL.

CDP retrieves base credential from HSM backed vault (or encrypted
| ocal store for single-nachine depl oynents).

CDP mints a derivative short-lived token using the target
service’'s native nechani sm (AW STS AssuneRol e, GCP

gener at eAccessToken, G tHub App installation tokens, QAuth 2.0
Token Exchange [ RFC8693], etc.).

For services without native short-lived token support: CDP issues
a CB4A proxy token and operates a thin proxy endpoint (Mdel A
fal | back).

Token is non-renewabl e; expiry is absolute, no refresh

Lease Managenent :

*

Every issued token has a | ease tracked by the CDP
Leases are non-renewabl e by default.
On |l ease expiry: token is invalidated, agent MJST re-attest.

On anomaly detection signal: CDP can revoke active | eases
i medi at el y.

The CDP MUST NOT cache decrypted credentials in nenory beyond the
mnting operation. Credentials are fetched fromvault, used to mint
derivative token, and imedi ately zeroed. The CDP process SHOULD run
in a hardened runtime with no shell access, restricted outbound
networ k, and menory encryption where platform supports it.

4. 5.

Sender - Const r ai ned Tokens

Epheneral tokens in agent nenory are extractable and repl ayabl e.
CB4A addresses this with sender-constrai ned tokens usi ng DPoP
[ RFC9449] :

*

At token mnting, agent generates an epheneral key pair.
Agent provides public key to CDP
CDP binds the minted token to the agent’s public key.

On each API call, agent signs the request with its private key
(DPoP proof).
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* Target service (or CB4A proxy for Mdel A fallback services)
val i dates both the token and the DPoP proof.
* Stolen tokens are usel ess without the corresponding private key.
For services that do not support DPoP natively, the CB4A proxy
endpoi nt val i dates DPoP proof before injecting real credential. This
is the only scenario where Mdel A (proxy) is used, as a DPoP
enforcement | ayer for services |acking native support.
4.6. Tiered Approval Service
Tier 1: Auto-Approval:
* PDP eval uates against static policy plus behavioral baseline.
* Approval latency: |less than 10ns.
Tier 2: Human-in-the-Loop:
* Push notification to approver’s devi ce.

* Approver sees: agent identity, requested action, scope,
justification.

* Timeout: configurable (default 5 minutes), denied on tineout.
Tier 3: MA- Required:
* Synchronous approval with nulti-factor authentication.

* ,_?porTJer;)ver MJUST conpl ete MFA chal | enge (Fl DO2/ WebAut hn, not SMS/

4.6.1. Approval Routing (Enterprise)

In enterprise deploynents, approval requests MJST be routed to the
appropriate human reviewer, not a generic approval queue. The
agent’s owner or responsible teamis the correct approver because
they understand the agent’s purpose, expected behavior, and

| egitimate access patterns.
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| Routing Criterion | Exanple |
[} e ———————— s —_—————————————r
| Agent owner | Agent sal es-report-bot routes |
| | to Sales Eng team | ead |
o e e oo s o m e e e e e e aaao o +
| Service owner | Billing APl requests route to |
| | Finance team |
o e e e o o e e e e e e e e e e aa o - +
| Escalation chain | Tineout escal ates to manager |
| | or backup |
o e e oo s o m e e e e e e aaao o +
| On-call rotation | After-hours routes to current |
| | on-call |
o e e e o o e e e e e e e e e e aa o - +
Table 5

For hone/i ndi vi dual depl oynents, approval routing is trivial. all
requests route to the single user.

4.6.2. Approval Fatigue Counterneasures
* Rate limting on approval requests per agent per tinme w ndow.
* Anomaly flaggi ng when approval request patterns change.
* Mandatory cool -down periods after N consecutive approval s.

* Periodic "challenge approval s" (known-beni gn requests presented as
suspicious) to verify approver attention.

4. 7. I mut abl e Audit Trail

Every interaction produces a structured, append-only log entry:
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"event _type": "credential _request|approval|issuance|
usage| expi ry| revocati on",

"timestanp": "<l SO 8601>",

"agent _spiffe_id": "spiffe://trust-domai n/agent/user/session",

"envel ope_hash": "<SHA-256 of request envel ope>",

"deci sion": "approved| deni ed| escal ated|ti med_out",

"decision_tier": "auto|hitl|nfa",

"credential _scope": ["channels:wite"],

"credential _ttl _seconds": 60,

"target _service": "slack",

"target _action": "chat.post Message",

"approver _identity": "<human approver |ID or 'auto’ >",

"correlation_id": "<links rel ated events>"

}

Storage: Wite-once storage (append-only log, S3 with object |ock, or
dedicated SIEM. Log pipeline failures MJST trigger fail-closed
behavior; no credentials issued if audit trail is unavail able.

Audit trail MJST be witten to a separate trust boundary from both
PDP and CDP. Neither PDP nor CDP has wite access to nodify or
del ete existing log entries. Log integrity is verified via hash
chai ni ng.

4.8. Conpronise Detection

Canary Credentials: Seed the credential store with tokens that should
never be used. Any access to a canary triggers inmediate alert and
session term nation.

Confused Deputy Detection: Mnitor for credential requests where the
agent identity and the task context do not match.

Cross-Agent Correlation: Mnitor for coordinated nulti-agent access
patterns that individually appear benign but collectively constitute
data exfiltration or privilege escal ation.

Runt i me Behavi or Monitoring (Recomended): Runtinme nonitoring of
post-i ssuance credential usage is highly valuable. Even a short-

Iived token can cause significant danage if nmisused. |nplenentations
SHOULD i ncl ude anomaly detection on APl call patterns, md-flight
kill switches, and behavioral baselines.

4.9. Secure Degradation

CB4A speci fies secure degradati on behavior for every failure node:
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| Failure | Behavi or | Rationale |
[} e ——————— Ll pp——————————————————— Ll p—p——_—r
| PDP unavailable | Fail-closed | Policy cannot be

| | | eval uated |
R e e +
| CDP unavailable | Fail-closed | Credentials |
| | | cannot be m nted

o e e e oo T o e e e e oo oo +
| Vault | Fail-closed | Base credentials

| unavail abl e | | inaccessible |
R e e +
| Audit trail | Fail-closed | Cannot maintain |
| unavail abl e | | chain of custody |
o e e e oo T o e e e e oo oo +
| Approval svc | Tier 1 continues; | Preserve | ow |
| unavail abl e | Tier 2/3 denied | risk operations |
R e . +
| SPIRE | No new sessions; | Identity cannot |
| unavail abl e | existing SVIDs valid | be attested |
o e e e oo T o e e e e oo oo +

Table 6

Emer gency Break-d ass: Requires two-person authorization (dual key).
Bypasses PDP but still logs through audit trail. Automatically
expires after configurable wi ndow (default: 30 minutes). Triggers
mandat ory post-incident review.

4.10. Broker Bypass Prevention

A credential broker is only effective if agents cannot circunvent it
to access credentials directly. This is anal ogous to the bypass
probl em faced by C oud Access Security Brokers (CASBs), which nust
prevent users and applications fromreaching cloud services outside
the broker’s nediation.

CB4A draws three architectural |essons from CASB depl oyments:
4.10.1. Lesson 1: Agents Miust Not Have Direct Credential Access

The nost fundanental control: real credentials MJUST be stored in a
vault that agents cannot access directly. The agent runtinme MJST NOT
have network connectivity to the vault, 1AM perm ssions to read
secrets, or file systemaccess to credential stores. Only the CDP
has vault access. This is the CB4A equival ent of a CASB s network-

| evel enforcenment: if the agent cannot reach the credentials, it
cannot bypass the broker.
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4.10.2. Lesson 2: Network-Level Enforcenent Over Agent Cooperation

CASB experience shows that agent-based enforcenent (where the agent
voluntarily routes traffic through the broker) is weaker than

net wor k-1 evel enforcenment (where the network prevents direct access).
CB4A inpl ement ati ons SHOULD enforce broker nediation at the
infrastructure | evel

* Network policies (firewall rules, security groups, or Kubernetes
Net wor kPol i cy) that block agent-to-service direct comrunication
for brokered services.

* Service nesh sidecars that intercept outbound traffic and validate
CB4A t okens before forwarding.

* DNS-level controls that resol ve brokered service endpoints to the
CB4A proxy rather than the real service

Relying solely on the agent’s cooperation to use the broker is

insufficient; a conprom sed agent will attenpt to call services
directly if network-Ilevel controls do not prevent it.

4.10.3. Lesson 3: Miltinode Detection
Even wi th network-1|evel enforcenent, sophisticated bypass attenpts
may succeed (e.g., tunneling through all owed endpoints). CASB
architectures address this with API-based nonitoring al ongside inline
enforcenment. CB4A inpl enentati ons SHOULD:

* NMbnitor target service audit logs for APl calls that did not
originate fromthe CB4A proxy or use CB4A-issued tokens.

* Alert on credential usage patterns that do not match CB4A audit
trail records (indicating credentials were used outside the
br oker).

* I nplenent canary detection at the service level, not just at the
vault | evel

4.11. Native Integration Specification (Future)
I f CB4A achi eves sufficient adoption, target services could natively
val i date CB4A-issued credentials. CB4A-native tokens would be JW's
cont ai ni ng:

* iss: CB4A broker SPIFFE I D

* sub: Agent SPIFFE ID
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* aud: Target service identifier

* scope: Requested perm ssions (service-specific formt)

* exp: Expiry tinestanp (short TTL)

* jti: Unique token ID (for replay detection)

* c¢nf: Confirmation claimbinding token to DPoP key [ RFC9449]

* envel ope_hash: SHA-256 of the originating Task Request Envel ope

Di scovery: Target services woul d di scover CB4A broker endpoints via a
wel | -known URI (.well-known/cba-configuration) publishing the JWKS
URL, supported scopes, and token format version

Scal ability Mdel

CB4A separates |ogical conponents fromtheir depl oynent topol ogy.
The sane security properties hold at every scale.

Honme / Singl e- Machi ne Depl oynent

A single user running Al agents on a personal workstation. Al CB4A
components run as | ocal processes or |ightweight containers on the
same machine. A ninimal depl oynment uses three conmponents: SPIRE
(identity), PDP (policy), and a credential proxy that conbi nes CDP
and vault access.

The trust nodel is identical to enterprise, just deployed on one
machi ne i nstead of across a network.

Smal | Team / Startup Depl oynent

A team of 5-50 people with nultiple agents across workstations and
Cl/CD pipelines. Deploys the sanme three core conponents as a hone
depl oynent (SPIRE, PDP, credential proxy), with the option to
separate the credential proxy into distinct CDP and vault integration
services as the team grows.

Ent erpri se Depl oynent

Thousands of agents across nultiple teans, data centers, and trust
domains. Typically uses five or nore conponents w th dedicated
infrastructure per component, including federated SPIRE, HSM backed
vault clusters, and full cross-agent correl ation

Hardware attestation (TPMTEE) is required at enterprise scale.
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5.4. CB4A-as-a-Service

CB4A's architecture lends itself naturally to a managed servi ce node
where a third-party provider operates the broker infrastructure on
behal f of custoners. |In this deploynent, the custoner runs only the
SPI RE agent al ongside their Al agents; the PDP, CDP, vault, and audit
trail are hosted and operated by the service provider

This nodel is particularly relevant because CB4A' s functionality
overlaps significantly with existing O oud Access Security Broker
(CASB) and Secure Access Service Edge (SASE) platfornms. Both CASBs
and SASE products already operate inline security nediation |ayers
bet ween users/applications and cloud services. Adding agent
credential brokering to these platforms is a natural extension of
their existing capability:

* CASB platforns already nedi ate access between enterprise users and
cl oud services, enforce DLP policies, and provide audit trails.
Addi ng CB4A's credential brokering extends this nmediation to Al
agents as a new class of "user."

* SASE platforns already conbine network security (firewall, SWG
ZTNA) with WAN optim zation. CB4A's PDP/CDP nodel fits within the
SASE policy enforcenent architecture as an additional service
functi on.

* Zero Trust Network Access (ZTNA) solutions already enforce per-
request access deci sions based on identity and context. CB4A's
Task Request Envel ope is an agent-specific extension of the ZTNA
access request nodel .

Consi derations for CB4A-as-a-Service

* The service provider beconmes the trust anchor for credentia
storage. Customer due diligence on the provider’'s security
posture is critical

* Latency between custoner agents and the hosted broker adds round-
trip time to every credential mnting operation. Edge depl oynent
of broker conponents mitigates this.

* Milti-tenancy introduces isolation requirements: one customer’s
policy engine and credential vault MJST be isolated from
anot her’ s.

* Regul atory and conpliance constraints may require that credentials

never |eave certain jurisdictions, requiring regional broker
depl oynent s.
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6. Capability Tiers
CB4A defines three capability tiers. Each builds on the previous
one. A hone deploynent at Tier 1 is a conplete system not an
i nconpl ete enterprise depl oynent.
6.1. Tier 1. Core (M nimnmum Vi abl e CB4A)
*  SPlI RE-based workload identity with agent attestation
* PDP with static policy evaluation
* CDP with Mbdel B (short-lived token minting)
* Task Request Envel ope schemm, validation, and signing
* Tier 1 auto-approval based on policy natching
*  Append-only audit trail with structured |log entries
* Non-renewabl e | eases on all issued tokens
* Fail-closed degradation for all critical conponents
* Canary credential seeding in the credential store
6.2. Tier 2: Human Oversi ght
* Tier 2 HTL approval workfl ow
* Tier 3 MFA approval (FIDO2/WebAut hn)
* DPoP sender-constrai ned token binding
* Behavioral baseline collection and anomaly scoring
* Dynanic risk scoring in PDP
* Mbdel A proxy fallback for services w thout native support
* Approval fatigue counterneasures
* Confused deputy detection

* Emergency break-glass procedure
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6. 3.

*

Tier 3: Advanced Threat Defense

Hardware attestation for agent identity (TPM TEE)
Runtine behavior nonitoring with md-flight revocation
Cross-agent correl ation engine

Per-service scope definition refinenent

Log integrity verification via hash chai ning
Adversarial testing program

Mul ti-tenant federation via SPlI FFE trust domai ns

Security Considerations

The full threat nodel is provided in Appendix A Key security
consi derations incl ude:

*

The broker (CDP) is the highest-value target in the architecture.
It MJUST be hardened with no shell access, restricted network, and
credential zeroing after minting (TM1).

Ephereral tokens in agent nenory are extractable. DPoP sender-
constrai ned tokens [ RFC9449] MJST be used to prevent replay (TM
3).

Approval fatigue is a human factors risk that cannot be fully
solved with technical controls. Challenge approvals and rate
limting reduce but do not elimnate the risk (TM4).

Mul ti-agent scope conposition allows individually-scoped
credentials to be conmbined for unauthorized access. Cross- agent
correlation is RECOMMENDED ( TM 6) .

Fail -cl osed degradation is critical. CB4A MJUST NOT default to
fail-open under any failure condition (TM9).

Approval channel spoofing is a threat. High-risk approvals MJST
use FlI D2/ WebAut hn and si gned approval responses (TM 10).

Br oker bypass, where agents access services directly w thout CB4A
medi ation, MJST be prevented through network-1Ievel enforcenent,
not agent cooperation (TM 11)
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8. | ANA Consi derati ons

Thi s docunent nakes no requests of | ANA
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Appendi x A, Threat Model

Thi s appendi x presents a systematic threat analysis of the CB4A
architecture. Each threat is identified with a unique ID (TMN),
mapped to the architectural conponent it targets, assessed for
severity, and paired with the nitigation specified elsewhere in this
docunent .

A. 1. Methodol ogy

This threat nodel uses a conponent-based approach, exam ning each
trust boundary and data flow for potential conprom se scenari os.
Threats are classified by target, attacker nopdel, severity
(Critical/Hi gh/Mediun), and nitigation cross-reference.

A 2. TM1: Broker Conprom se
Target: Credential Delivery Point (CDP). Severity: CRITICAL.
The CDP nust access real credentials to nint derivative tokens. An
attacker who comprom ses the CDP process (via RCE, supply chain
attack, or SSRF) can intercept credentials during the mnting
operati on.
Mtigation: CDP never caches credentials beyond minting; credentials
zeroed i mMmediately. CDP runs in hardened runtinme. Audit trail on
separate trust boundary. PDP/CDP separation prevents approval of
arbitrary requests.

Resi dual Risk: During the brief minting window, the credential exists
in CDP nenory. This is irreducible for Mdel B.

A.3. TM2: Revocation Propagation Failure

Target: Token |ifecycle managenent. Severity: HI GH
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| medi at e revocation across i ndependent downstream services viol ates
distributed systens fundanentals. Services cache auth decisions and
experience network partitions.

Mtigation: Three configurable revocation strategies. Utra-short
TTLs as primary control. CB4A proxy for unreliable services. Non-
renewabl e | eases.

Resi dual Ri sk: A propagation wi ndow will always exist for Mdel B
t okens agai nst cachi ng servi ces.

A 4. TM3: Token Theft and Repl ay

A 5.

A 6.

Target: Agent runtinme nenmory. Severity: H GH

Short-lived tokens in agent nenory can be extracted and replayed from
an external systemw thin the TTL wi ndow.

M tigation: DPoP sender-constrained tokens [RFC9449] bind each token
to an epheneral key pair. Stolen tokens are cryptographically
usel ess without the private key.

Resi dual Ri sk: Simultaneous extraction of token AND DPoP private key
def eats the binding.

TM 4: Approval Bypass and Fatigue

Target: Tiered approval service. Severity: H GH

Bypass: Conproni sed agent crafts requests to route through auto-
approval . Fatigue: Hi gh-volunme |legitimte requests condition

approvers to rubber-stanp.

Mtigation: Rate limting, challenge approvals, cool-downs. Cross-
agent correlation detects chaining. FIDO2 at Tier 3.

Resi dual Risk: Human factors cannot be fully solved with technical
control s.

TM5: Justification Field Gam ng
Target: Task Request Envel ope. Severity: MEDI UM
Conprom sed agent crafts adversarially-optimzed justification text.

Mtigation: Justification is NOT an authorization input. Attack
surface renoved by design.
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Resi dual Risk: None if inplenentations adhere to specification.
A 7. TM®6: Milti-Agent Scope Conposition
Target: Blast radius containment. Severity: H CGH

An attacker conpromising multiple agents can conpose i ndividually-
scoped credentials for unauthorized access.

Mtigation: Cross-agent correlation engine. Behavioral baselines.
Canary credentials. Short TTLs.

Resi dual Risk: Learning period for new depl oynments.
A.8. TM7: Audit Log Conprom se

Target: Inmutable audit trail. Severity: H CGH

Attacker tanpers with or suppresses audit |log entries.

Mtigation: Separate trust boundary. Hash chaining. Fail-closed on
| og pipeline failure.

Resi dual Ri sk: Dual conpronise of broker AND audit trail.
A.9. TM8: Policy Engine Injection
Target: Policy Decision Point. Severity: MED UM H GH
Crafted envel ope val ues exploit policy evaluation via injection.

Mtigation: Typed, conpiled policy |anguage. Input validation. No
string interpol ation.

Resi dual Ri sk: Low with correct inplenentation.
A.10. TM9: Fail-Open Under Pressure
Target: Secure degradation nodel. Severity: H GH
Organi zational pressure creates undocunented bypass nechani sns.

Mtigation: Explicit fail-closed for every failure node. Dual-key
break-gl ass wi th nandatory post-review.

Resi dual Ri sk: Governance and conpliance i ssue.
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A . 11. TM 10: Approver Spoofing
Target: Tiered approval service, approval routing. Severity: H GH

At t acker inmpersonates an authorized approver via conprom sed
communi cati on channel or intercepted approval webhook

Mtigation: FIDO2/ WebAuthn for Tier 3. Cryptographically signed
approval responses. CQut-of-band verification on authenticated
dashboard. Approval routing to agent owners

Resi dual Risk: Physical theft of approver’'s security key.
A.12. TM11l: Broker Bypass
Target: CB4A nediation layer. Severity: H GH

A conprom sed agent attenpts to access target services directly,
bypassing CB4A entirely. |If the agent can reach the target API

wi t hout going through the broker, all CB4A controls (approval,
scoping, audit, TTL) are circunvented. This is the credential broker
equi val ent of the bypass problemthat C oud Access Security Brokers
(CASBs) have addressed for over a decade.

Attack Scenario: 1. Conpronised agent discovers that network-Ieve
controls do not block direct access to a target APl endpoint. 2.
Agent uses credentials obtained through a prior legitinmte CB4A
interaction (within TTL) to call the service directly, outside the
audit trail. 3. Alternatively: agent accesses credentials from an
envi ronment variable, configuration file, or process menory of
anot her application on the same host.

Mtigation: Network-1level enforcenment blocking agent direct access to
brokered services (Section 4.10). Vault access restricted to CDP
only. Service-level audit log nonitoring for calls not originating
from CB4A. DNS-|evel controls resolving brokered endpoints to CB4A

pr oxy.

Resi dual Ri sk: Agents running on hosts with broad network access and
weak segnentation. Environments where network policy enforcenment is
not feasible (e.g., shared devel opnment nmachi nes without container

i sol ation).
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A.13. Threat Summary

[ bbb o fumsbomsoefesesefsesssespsfesfespsesfesp emspsesespsesespsesfue eseefsesesesssespssespsesfespeesfespeesfspepn o}
| ID | Threat | Severity | Primary Mtigation |
F =4 -+ttt —————————————————————————+
| TM1 | Broker conmpromise | CRITICAL | Hardened runtine, |
| | | | credential zeroing |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +
| TM2 | Revocation | H GH | Utra-short TTLs, |
| | failure | | configurable strategies |
Fomm o - o e e o s S o m e e e e e e aao o +
| TM3 | Token theft/ | H CGH | DPoP sender-constrained |
| | replay | | tokens |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +
| TM4 | Approval bypass/ | H GH | Rate limting,

| | fatigue | | chall enge approval s |
Fomm o - o e e o s S o m e e e e e e aao o +
| TM5 | Justification | MEDIUM | Field excluded from |
| | gam ng | | authorization |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +
| TM6 | Milti-agent | H GH | Cross-agent correlation |
| | conposition | | engine |
Fomm o - o e e o s S o m e e e e e e aao o +
| TM7 | Audit |og | H CGH | Separate trust |
| | conprom se | | boundary, hash chaining |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +
| TM8 | Policy engine | MED-H GH | Typed policy | anguage |
| | injection | |

Fomm o - o e e o s S o m e e e e e e aao o +
| TM9 | Fail-open | H CGH | Explicit fail-closed, |
| | pressure | | break-glass |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +
| TM10 | Approver spoofing | H GH | FI D2/ WebAut hn, signed |
I I I | approvals I
Fomm o - o e e o s S o m e e e e e e aao o +
| TM 11 | Broker bypass | H CGH | Network enforcenent, |
| | | | vault isolation |
B S, o e e e e m e i oo Fomm e e e oo o e e e e e e e e aao- +

Table 7
Acknowl edgnent s

Thi s specification was devel oped with input frommulti-agent
architectural review and adversarial anal ysis.

Aut hor’ s Addr ess

Har t man Expi res 30 Septenber 2026 [ Page 29]



Internet-Draft CB4A March 2026

Kenneth G Hartnman
SANS | nstitute
Emai | : khart man@ans. org

Har t man Expi res 30 Septenber 2026 [ Page 30]



