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Abst ract

Thi s docunent defines pure post-quantum key exchange net hods based on
Modul e-1 atti ce post-quantum key encapsul ati on schemes for use in the
SSH Transport Layer Protocol.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://al harrison.github.io/ssh mkemdraft/draft-harrison-n kem
ssh.htm . Status information for this docunent nay be found at
https://datatracker.ietf.org/doc/draft-harrison-sshmm keni.

Source for this draft and an issue tracker can be found at
https://github. com al harri son/ssh_n kemdraft.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Novenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
2. Conventions and Deflnltlons .. .
2.1. M-KEM Key Exchange Message Nunbers .
3. Key Exchange Method: M-KEM . . . .
3.1. M-KEM Key Exchange Met hod hbnes
3.1.1. nlkenbl2-sha256 . .
3.1.2. nlkenv68-sha256 .
3.1.3. nlkenl024-sha384
4. Security Considerations
5. | ANA Consi der ations .
6. References .
6.1. Normative References
6.2. Informative References
Acknowl edgrents .
Aut hors’ Addr esses

N~NOOOOoOOoOOOOUIUOITOrBS™MBAN

1. I nt roduction

Secure Shell (SSH) [RFC4251] is a secure renote |login protocol. The
key exchange protocol described in [ RFC4253] supports an extensible
set of methods. The security of traditional key exchange met hods
used in Secure Shell (SSH) [RFC4251] relies on the al gorithns being
too conputationally conplex to be broken. The devel opment of quantum
conputers poses a threat to the conplexity of these al gorithns.

G ven sufficiently powerful quantum conputers, these traditiona

al gorithnms would be vulnerable to attack. Additionally, the threat
of "harvest-now decrypt-later" attacks could creates a risk in the
current |andscape before sufficiently powerful quantum computers are
available. 1In this attack, the data would be collected and decrypted
by these quantum conputers at a |ater date.
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Thi s docunent addresses the problem by proposing the use of post-
quant um key encapsul ati on mechani sms (KEMs) to extend the SSH

[ RFC4253] key exchange. [I-D.draft-ietf-sshmm kem hybrid-kex]
introduces M.-KEM in PQ T Hybrid node [draft-ietf-pquip-pqt-hybrid-
term nol ogy] which conbines the shared secrets established by an ECDH
and a M.- KEM key exchange. This docunment uses M.-KEMin a single-

al gorithm schene without combining it with a traditional ECDH
exchange.

In the context of the [NIST _PQ, key exchange algorithns are
formul ated as key encapsul ati on nechani sns (KEMs), which consist of
three al gorithns:

*  "KeyGen() -> (pk, sk)': A probabilistic key generation al gorithm
whi ch generates a public key 'pk’ and a secret key ’'sk’

*  'Encaps(pk) -> (ct, ss)’: A probabilistic encapsulation algorithm
whi ch takes as input a public key 'pk’ and outputs a ciphertext
"ct’ and shared secret 'ss’

* " Decaps(sk, ct) -> ss’: A decapsulation algorithm which takes as
i nput a secret key sk’ and ciphertext 'ct’ and outputs a shared
secret 'ss’, or in sonme cases a distinguished error val ue.

The main security property for KEMs is indistinguishability under
adaptive chosen ci phertext attack (I ND CCA2), which nmeans that shared
secret val ues should be indistinguishable fromrandom strings even
given the ability to have arbitrary ciphertexts decapsul ated. |ND
CCA2 corresponds to security against an active attacker, and the
public key / secret key pair can be treated as a | ong-term key or
reused. A weaker security notion is indistinguishability under
chosen plaintext attack (I ND CPA), which means that the shared secret
val ues shoul d be indistinguishable fromrandom strings given a copy
of the public key. |ND CPA roughly corresponds to security against a
passi ve attacker, and sonetines corresponds to one-tinme key exchange.

The post-quantum KEM di scussed in this docunent is M-KEM which is
based on CRYSTALS- KYBER. [ FI PS203] standardized the M.-KEM schene in
2024 with three paraneter variants, M-KEM 512, M-KEM 768, M.-KEM
1024. M-KEMis a N ST approved nmechanismthat is believed to be
secure agai nst an attacker with a quantum conputer.
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2.

2.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1. M.-KEM Key Exchange Message Nunbers
When using M.- KEM as the Key Exchange Met hod, the follow ng private
nanespace nessage nunbers are defined in this docunent: #define
SSH MSG KEX_ KEM I NI T 30 #defi ne SSH MSG KEX KEM REPLY 31

Key Exchange Met hod: M.- KEM

The client sends SSH MSG KEX KEM INIT with the follow ng structure:

byte SSH MSG KEX_KEM I NI T
string CINT

where CINT is the epheneral client M.-KEM public key (C PK). C PK
represents the public key 'pk' of the client’s KeyGen.

The server sends SSH MSG KEX KEM REPLY with the foll owi ng structure:

byte SSH_MSG_KEX_KEM REPLY

string K S, server’s public host key
string S REPLY

string The signature of hash 'H

where S REPLY is the M.-KEM ci phertext (S _CT) fromthe encapsul ation
of the client’s M-KEM epheneral public key.

C PK and S CT are used to establish the shared secret, KPQ KPQis
t he post-quantum shared secret decapsul ated fromS CT. Before
decapsul ating, the client MJST check if the ciphertext S CT |length
mat ches the sel ected M.-KEM variant. The client MJST abort using a
di sconnect nessage (SSH MSG DI SCONNECT) with a

SSH DI SCONNECT_KEY_ EXCHANGE FAI LED as the reason if any of the 3
checks specified in Section 7.3 of FIPS 203 fail.

The derivation of encryption keys is done fromthe shared secret K PQ
according to Section 7.2 in [RFC4253] with a nodification on the
exchange hash H  The hash His the result of conputing the HASH,
where HASH is the hash algorithm specified in the named key exchange
met hod nane, over the concatenation of the follow ng
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3.

3.

string V.C, client identification string (CR and LF excl uded)
string V_S, server identification string (CR and LF excl uded)
string 1 _C, payload of the client’s SSH M5G KEXI NI T

string |_S, payload of the server’'s SSH MSG KEXI NI T

string K S, server’s public host key

string CINT, client nessage octet string

string S REPLY, server message octet string

string K PQ SSH M.- KEM shared secret

1. M.-KEM Key Exchange Met hod Nanes

The M.- KEM key exchange net hod names defined in this document (to be
used in SSH MSG KEXINI T [ RFC4253]) are

m kenb12- sha256
m ken¥68- sha256
m kenl024- sha384

Bel ow we defi ne
1.1. mnlkenbl2-sha256

m kenb12- sha256 defines the ml -kem 512 C PK public key and ci phertext
S CT fromthe client and server respectively which are encoded as
octet strings. The K PQ shared secret is decapsulated fromthe

ci phertext S CT using the client post-quantum KEM private key as
defined in [FIPS203]. K PQis encoded as npint [ RFC4251].

The HASH function used in this key exchange [ RFC4253] is SHA-256
ni st-sha2 [ RFC6234]

1.2. mkenv68-sha256

m kenv68- sha256 defines the nml -kem 768 C PK public key and ci phertext
S CT fromthe client and server respectively which are encoded as
octet strings. The K PQ shared secret is decapsulated fromthe

ci phertext S CT using the client post-quantum KEM private key as
defined in [FIPS203]. K PQis encoded as npint [ RFC4251].

The HASH function used in this key exchange [ RFC4253] is SHA-256
ni st-sha2 [ RFC6234]
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6.

6.

1.3. mkenl024-sha384

m kenl024- sha384 defines the m-kem 1024 C PK public key and
ciphertext S CT fromthe client and server respectively which are
encoded as octet strings. The K PQ shared secret is decapsul ated
fromthe ciphertext S CT using the client post-quantum KEM private
key as defined in [FIPS203]. K PQis encoded as npint [RFC4251].

The HASH function used in this key exchange [ RFC4253] is SHA-384
ni st-sha2 [ RFC6234]

Security Considerations

The security of M.-KEMis based on the presunmed difficulty of solving
the Modul e Learning Wth Errors (MMVE) problem based on the
conputational problens in nodule lattices. [FIPS203]

| ANA Consi der ati ons

I ANA is requested to register new nethod names "m kenb12- sha256",

"m kenv68-sha256", "m kenl024-sha384", and to be registered by | ANA
in the "Key Exchange Met hod Nanes" registry for SSH [ ANA-SSH with a
reference field to this RFC and the "OK to inplenment" field of "MAY".
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