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Abst r act

This meno defines classification of SNMP MBs to either use SNW
cache dat abase and shared dat abase (SDB) mechanismto reduce high CPU
usage while SNVP GET REQUEST, CETNEXT REQUEST, GETBULK REQUEST are
continuously perforned from network managenment system (NVS)/ SNWP
manager/ SNVP M B browser to nanaged devi ce.

Status of this Meno

This Internet-Draft is submtted to I|ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htm

Copyri ght and License Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect

to this docunent.

the Trust Legal

Provi sions and are provided without warranty as

described in the Sinplified BSD License.
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1 Introduction

Conti nuous GET REQUEST, GETNEXT REQUEST, GETBULK REQUEST on managed
device results into high CPU usage. Hi gh CPU usage is result of high
process interactions between SNVP process and requested O D s process
when O D cane from GET REQUEST, GETNEXT REQUEST, CETBULK REQUEST

This draft suggests the way to reduce these process interactions in
order to reduce CPU usage. This approach al so suggests way to reduce
hi gh CPU usage with accurate O D val ues

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. MB classification
2.1 How CPU usage goes high

When SNVWP protocol data units (SNMP PDU) are received by SNWPD
runni ng on nmanaged device (router, switch etc...), SNWD de capsul ate
PDU and retrieves requested ODI from PDU. After getting O Ds, SNWD
interacts with process under whom requested O Ds and its val ue

resi de.

For exanple, NMS sends SNWP GET REQUEST with seeking of interface
operational status whose ODis .1.3.6.1.2.1.2.2.1.8. This GET
REQUEST PDU is received at nmanaged device’'s SNVWPD which in turn de
capsul ated PDU and find out that "ifQperStatus" is requested from
NMS. SNWPD then interacts with process who handl es interface process
and gets A D value and buil ds RESPONSE PDU whi ch sent to NWVS.

Li ke as when NMS keeps pol | i ng nanaged device, it |eads very high
process interactions between SNMPD and requested O D s. generally,
process interactions happen through comon mechanismlike MIS
(message transaction service) in NX-OS. processes talk with each

ot her using such nessages. so, when processes have to talk with each
other frequently, transactions of interaction nmessages also go very
hi gh. such hi gh amount of transactions increase a CPU usage of the
systemwhich in turns result into very high CPU usage. SNMP polling
is such a nethod which also | eads to high CPU usage of managed
device. generally service providers keep monitoring network devices
using SNMP for all time and running other application parallel to
monitoring it. so if SNWP polling consune higher CPU, it nay |ead

ot her processes to CPU starvation which may | ead device to strange
unknown behavior. To avoid this, we are proposing this solution where
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we reduce process interactions, so we can achieve | ess nessage
transactions and | ess CPU consunpti on.

2.2 MB Cassification

M B C assification provides a solution to avoid high CPU usage. M B
are classified into two categories.

i) Dynamic MBs - Wose val ues change frequently (for example
ifMB counters).

ii) Relatively Static MBs - Wose val ues change occasionally
(for example VLAN M B).

2.3 How SNWP CACHE and SHARED DATABASE wor ks

SHARED DATABASE (SDB) is a database where conponent or process who
falls under "Dynamic MBs" has to populate their supported ODI's
values. SNWPD will fetch ODI’'s value fromthis SHARED DATABASE when
0Dl belongs to "Dynamic M Bs" category requested from NMS. Processes
taking part in SDB are conpletely responsible for O Ds values. So, if
it is ifMB counter process for interface then it will be responsible
for interfaces counter values in SDB. SNWPD will pickup rel evant

val ues for asked O Ds from SDB and will response back to MB

br owser/ NVS.

SNVP CACHI NG i s a dat abase which is maintai ned by SNMPD of nanaged
device. This database contains ODIs values of "Relatively Static

M Bs". These ODI values filled to SNMP CACHE when SNMPD recei ves
ODl's value first tine fromrequested O D s process. SNMPD will form
its own cache table which in turn, stores values of all processed
ODl's. So when next time same O D wll be requested, SNWPD can
response fromits own Cache table. Now, if value of OD from

"Rel atively Static MBs" changes, that process or conponent has to
inform SNMPD regarding its event with new values. SNWPD wi || update
its cache table with new ODI val ue.

SNVP cache table can be flushed in event of SNMP process
restart/crash/ enabl e-di sabl e. New cache table will be formed again
after recovery with 1st poll cycle.

SHARED DATABASE wi | | be handl ed by individual process and shoul d be
popul ated again in event of process crash/restart.

2.4 How CPU usage reduced

For NM5 queries with MB classification approach, SNVWPD does not need
to talk with individual processes. According to MB category, SNW
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process will fetch ODIs value fromeither of these two databases. so,
by this way, we can reduce the interaction nessages between SNWPD and
ot her processes and still having accurate O D values fromaccurately
mai nt ai ned dat abase. As high process interactions are reduced, it

wi Il reduce CPU usage al so
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3 Security Considerations
This design is not changi ng SNVP packets. It does not apply on SNW
SET operation. Comruni cati on between NM5 and managed device is al so
un changed, only internal process interaction changes are proposed

based on MB classification.so, this design does not exhibit any
security threat.

4 | ANA Consi derations
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