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Abst r act

The BGP fl ow specification version 2 (FSv2) for Basic |IP defines user
ordering of filters along with FSvl IP Filters and FSvl acti ons.

This draft defines the format for the Extended IP Filters for Flow
Speci fication FSv2.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunment. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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The renmai nder of this introductory section provides a introduction to
FSv2.

Section 2 contains a description of the format of the FSv2 NLRI with
Extended IP Filters TLV. The Extended IP Filters TLV allows the

t he

user to specify new IP Filters conponents and a group of

conp

onents.

IP Filter

The concept of a group of filter conponents allows an BGP peer
originating a FSv2 NLRI with the Extended IP Filter TLV to pass what
onents the originating BGP Peer expects will be supported by the

conp
BGP
desi
sinmp
TLV.
Cons

new

Peers receiving the FSv2 Extended Filter TLV.

The group field is

gned to aid upgrades to additional conponent by providing a

| e check the FSv2 conponent range passed in the Extended Filters
Groups can be register with IANA in either a FCFS range or | ETF

ensus range. Section 2 also provides tenplates for defining: a)

new conponents to be passed in the Extended IP Filter group and b)

Extended I P Filter groups.
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Section 4 provides information on Validation and Error handling for
the Extended Filters TLV. Section 5 contains manageability
considerations for FSv2 with Extended IP Filters TLV. Section 6
contains | ANA considerations and section 6 contains security

consi derati ons.

1.1. FSv2 background
FSv2 specifies new user-ordered filters that will be used with the
| Pv4 (AFI =1) and | Pv6 (AFlI=2) 2 new SAFls (TBD1, TBD2) for FSv2 to be
used with 5 AFls (1, 2, 6, 25, and 31) to allow user-ordered lists of
traffic match filters for user-ordered traffic match actions encoded
in Communities (Extended or Community Path attribute). The first
SAFI (TBD1) is used for IP forwardi ng, and the second SAFI (TBD2)
will be used with VPNs. The supported AFI/SAFlI conbinations in FSV2
are:
* | PV4 (AFI =1, SAFI=TBD1),
* | Pv6e (AFI =2, SAFI=TBD1),
* L2 (AFl =6, SAFI=TBD1),
* SFC (AFI =31, SAFI=TBD1),
*  BGP/ MPLS | Pv4 VPN (AFl =1, SAFI =TBD2),
*  BGP/MPLS | PV6 VPN ( AFl =2, SAFI =TBD2),
*  BGP/ MPLS L2VPN (AFl =25, SAFI =TBD2), and
* SFC VPN (AFI =31, SAFI =TBD2)
A FSv2 is conpliant if it inplenments FSv2 Basic |IP forwarding
functions only one AFI/SAFlI pair. For exanple, an inplenmentation
could inplenent just the the FSv2 I Pv4 for I P forwarding (AFI=1,
SAFI| =TBD1) .
FSvl and FSv2 use different AFI/SAFls to send fl ow specification
filters. Since BGP route selection is performed per AFI/SAFI, this
approach can be ternmed “ships in the night” based on AFI/SAFI.
FSv2 is defined as a series of specifications. Only the FSv2 IP
Basi ¢ forwarding functions are nandatory for all FSv2
implementations. Belowis a list of planned specification:

FSv2 IP Basic ([I-D.ietf-idr-fsv2-ip-basic]): This specification
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defines the FSv2 NLRI that allows user ordering of filters plus in
a | P Basic TLV which only supports FSvl conmponents. FSv2 actions
are inplenented in Extended Conmunities (FSv2-EC). One or nore
FSv2- EC actions can be attached to a single filter conponent. |If
mul tiple FSv2-EC actions are attached, the inplenentations SHOULD
support the procedures for categorization of actions and failure
actions.

FSv2 I P Extended Filters (draft-hares-idr-fsv2-ip-nmore-filters):
Thi s docunent defines the Extended IP Filters TLV to all ow easy
addi tion of FSv2 filters.

FSv2 Individual drafts for IP Extended Filters: These drafts should
utilize the tenplate given in section 2.2 Current proposals for
Extended I P Filters can request conponent identifier(s) be
included in this draft’s BG FSv2 Conponent registry list.

Groupi ng of Extended IP Filter can be registered in the Extended
IP Filter Goups (see section 2.3).

FSv2 | P Extended Actions ([I|-D. hares-idr-fsv2-nore-ip-actions]):
Thi s docunent defines a FSV2 TLV for the for the BGP Comunity
Path Attribute, and a protocols for conbining FSv2 Extended
Conmunity (FSv2-EC) Actions with FSv2 Comunity Path Attri butes.

FSv2 Individual drafts for FSv2 Actions: These drafts nay define
FSv2 actions in Extended Communities and/or FSv2 actions in the
FSv2 TLV of the BGP Community Attribute.

Non-1P Filters (draft-hares-idr-fsv2-non-ip]: defines the tenplate
for FSv2 non-IP filters for MPLS, L2 traffic, SFC, and tunnel
traffic, and FSV2 non-1P actions.

I ndi vidual drafts on Non-IP Filters: [IDR drafts for non-ip functions
passed in BGP FSv2 includes: MPLS ([draft-hares-idr-fsv2-npls]),
L2VPN ([1-D.ietf-idr-flowspec-12vpn]), and NVO3
([I-D.ietf-idr-fl owspec-nvo3]).

1.2. Definitions and Acronyns

AFl: Address Fanmily Identifier

AS: Autononpus System

BGP Session epheneral state: state which does not survive the |oss
of BGP peer session.

BGP Configuration state: state which persist across a reboot of
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software nodule within a routing systemor a reboot of a hardware
routing device.

DDCS: Distributed Denial of Service.

Epheneral state: state which does not survive the reboot of a
software nodul e, or a hardware reboot. Epheneral state can be
epheneral configuration state or operational state.

FS: Fl ow Specification.

FSvl: Flow Specification version 1 [ RFC8955] [ RFC8956]

FSv2: Flow Specification version 2 [I-D.ietf-idr-fsv2-ip-basic],
[this docunent].

FS-EC. Flow Specification Extended Comunity

FSv1l-EC. FSvl Extended Conmmunity that signals actions that occur
after a filter match

FSv2-EC. FSv2 Extended Community that signals actions that occur
after a filter match. FSv2-EC are prefornmed with either a default
order of processing or signal the FSv2-EC are perfornmed in
i mpl ement ati on order.

NETCONF:  The Network Configuration Protocol [RFC6241].

RESTCONF: The RESTCONF configuration Protocol [RFC8040].

RIB: Routing Infornmation Base.

ROA: Route Origin Authentication [ RFC9582]

RR  Route Reflector.

SAFI:  Subsequent Address Family ldentifier.

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.
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2

2

Extending the IP Filters

The format of the FSv2 NLRI field for IP Filters is defined in
[I-Dietf-idr-fsv2-ip-basic]. This format includes a combn header
with fields for user specified order, dependency filter chain, and a
TLV for filter conponents (type, |ength, value).

This section defines the use of the dependency filter chain (section
2.1) in the NLRI and the format of the Extended IP Filters TLV
(section 2.2). The Extended IP Filter group provides a flexible
means to define which conponents are supported by the Extended |IP
Filter TLV. Four Extended Filter Conponent groups are defined in
section 2.3, but additional may be defined via an | ANA Registry. The
ordering of Filters is by user define order nunber, then conponent,
then value within a component. Section 2.4 provides the rules for
ordering for FSv2 NLRI with IP Basic Filters and Extended IP Filters.
Section 2.5 provides a tenplate for new Extended | P Conponents.

1. Dependency Filter Chain in FSv2 NLRI Header

FSv2 filters may be distributed in multiple BG UPDATE packets. The
format of the FSv2 NLRI is shown in Figure 2-1. In FSv2, the user
can define the order of the filters by an including an order in the
FSV2 NLRI prior to the filter. FSv2 also defines an optiona
dependency filter chain to allowthe filter chains to be identified
across all FSV2 Filter chains. This information may be installed
fromBGP data based into firewalls.
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o +
| NLRI length (2 octets) |
o e e e e e e e e e e aa o - +
TLVs+
B st
| order (4 octets) |
o m oo +

| Dependent filter chain |
| (type, chain ID, count, |
| item) (8 octets) |

+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

+

+ FSv2 Filter type +
| (2 octets) |
o m e e e e e e e maaaoo- +
+ length TLVs (2 octet) +
e +
+ val ue (vari abl e) +
o e e e e e e eie oo n +
o m e e e e e e aaa oo +

Figure 2-1 - FSv2 NLRI with Extended IP Filter type.
Wher e:

order: 4 octet field for the FSv21 user defined order of the filter
with a a value of 1-n. The value of zero is invalid

Dependent Filters Chain: 8 octets for identifying a chain of FSv2
filters that nust be deployed at the sane tine. (See figure 2-2
for details.) |If the dependency filters chain type field is zero,
there is no dependency filter chain defined.

FSv2 Filter type: 2 octet field for the FSv2 filter type. The
Extended IP Filter type value is 2.

length: 2 octet field for the Iength of the value field.

value field: wvariable length field defined per FSv2 filter type.
The value field for the Extended IP Filter rules has the format
shown in Figure 2-3.

The dependency filter chain has the foll owi ng conmponents:
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e T +
| Version (1 octet) |
o e e e e e e e e e e aa o - +
| chainid (3 octets) |
O +
| Count of itenms (2 octets) |
d e meeeeemeeeeieemeaccieaaaas +
| Item (2 octets) |
o e e e e e e e e e e aa o - +

Figure 2-2 | P header SubTLV format
wher e:

Version: This 1 octet field defines the version of the filter chain.
Valid values are 1-0xFF. Value O identifies that there is "No
dependency filter chain". In this case the remaining 7 bytes
(chain id, count of itens, and item) are also zero

Chain ID: This 3 octet field identifies the filter chain. Valid
val ues include 0x00001 to OxFFFFFF with the value zero (0x000000)
bei ng reserved.

Count of items: This 2 octet field contains the count of itemon
this filter dependency chains. Valid values are 0x0001 to OxFFFF
with the value of zero being reserved.

Item This (2 octets): filter sequence nunber on chain Valid val ues
are 0x0001 to OxFFFF with the val ue of zero being reserved.

2. 2. Extended I P Filters TLV

The Extended IP Filters TLV has a type value of TBDL with a variable
Il ength. The Extended IP Filters value field has the formshown in
Fi gure 2-3 where:

FSv2 Extended Filters Group: is a 2 octet field indicating the group
of conponents supported. Three groups are defined in this
docunent. Additional groups may be defined by registering the
group in the FSv2 Extended IP Filter group registry (see | ANA
registry policy in section 6.2), but those groups are outside the
scope of this docunent.

Conponents+: This field is a sequence of FSv2 Conponents with the
format shown in figure 2-4.
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Extended Filters value field

Figure 2-3 - Extended IP Filters TLV

Each Conponent is a sequence of TLVs with the fornmat

o m e e e e e e aaao o +
| Conponent Type (2 octets) |
o e e e e e e e meme oo +
| Conponent length (2 octets)

o e e e e e e e o oo oo +
| Conponent val ue (vari abl e) |
o m e e e e e e aaao o +

Figure 2-4 Component format
Wher e:

Conponent type: is a 1 octet specify the conponent type.

Conponent length: is a 2 octet val ue specifying the component
| engt h.
Conponent value: is a variable field defined per conponent.

The valid conponents for the Extended IP Filters defined by this
specification are listed in table 2-1 below These conponents
i nclude the foll ow ng:

| P Basi ¢ conponents: Conponents 1-13 are defined in
[I-Dietf-idr-fsv2-ip-basic].

TTL Filter on Tine to Live in |IPv4 packet or maximumhop limt in
| Pv6 packets. This is defined in draft-hares-idr-fsv2-TTL-filter

SID function SIDin segnent routing header (SRH) in the | Pv6 packet
(per [I-D.ietf-idr-fl owspec-srv6])

NRP ID NRP ID in Next Hop header in |IPv6 packet (per
[I-Dietf-idr-fl owspec-network-slice-ts]
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Table 2-1 (ordering by frane)
Conponents for Extended IP Filters TLV

Conponent 1D Extended I P Filters Conponents

DEC / HEX for IP Extended Filters version 2
00-15 /0x00- OxOF Reserved for | P Basic TLV components
16- 31 /0x10-0x10 Reserved for gl obal headers

32-50 /0x20-0x32 Reserved for MPLS

51-63 /0x33-0x3F Reservd for L2 Traffic

64-80 /0x40-0x50 Reserved for SFC Traffic

81-100/ 0x51- 0x64 Reserved for Tunneled (L3/L2) traffic
101- 120/ 0x65-0s78 Reserved for srvé6

101  /Ox65 SRv6
102 /0x66 NRP IDin | Pv6 Header
256 /0x100 TTL-Pre
270 /Ox10E I P Destination prefix
280 /0x118 I P Source prefix
290 /0x122 | Pv4 Protocol or
| Pv6 Upper Layer Protoco
300 / 0x12C Por t
310 /0x136 Destination Port
320 /0x140 Sour ce Port
330 /Ox14A | CMPv4 type or | CVPv6 type
340 /0x154 | CMPv4 code or | CWMPv6 code
350 /Ox15E TCP Fl ags
360 /0x168 Packet |ength
370 /0x172 DSCP
380 /0x17C Fr agment
390 /0x186 Fl ow Label
400 - /0x190 TTL- Post
410 - /Ox19A Payl oad

2.3. Odering within FSv2 NLRI in Update Packet

The transm ssion of TLVs within a FSv2 NLRI SHOULD be sent via
ascendi ng user order (see the first 4 bytes of the FSv2 NLRI). Order
is set by local configuration of the BGP Peer originating the FSv2
packet .

Wthin a single order value, the TLVs should be ordered by ascending
FSv2 Filter type. The FSv2 Filter types which MJST be supported for
the Extended IP Filter support are Filter Type IP Basic (type = 256)
and Filter Type Extended IP Filters (type = 280). Qher FSv2 Filter
types MAY be supported, but the support of those filter types is
out si de the scope of this docunent.
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Wthin the sane order value and IP Basic Filter Type val ue, the
components shoul d be ordered by ascendi ng nunerical order of the
component type value. |If there are multiple filters with the sane
order value, IP Basic Filter type TLV, and conponent type, the order
of the filters is defined by the conponent.

Wthin the sane order value and Extended | P Basic Type val ue, the
filters should be ordered by group and then by conponent value. |If
there are multiple filters with the same order val ue, |P Extended
Filter Type TLV, group val ue, and conponent type, the order of the
filters is defined by the conmponent.

if the order of the filters is defined by the conmponent, the val ue
fields for conponents 1-13 are defined in
[I-Dietf-idr-fsv2-ip-basic], [RFC8955] and [ RFC8956]. The filters
MUST be stored with the value fields in ascendi ng order

NLRI s havi ng TLVs which do not follow the above ordering rules MJST
be considered as nal forned by a BGP FSv2 propagator. This rule
prevents any anmbiguities that arise fromthe multiple copies of the
same NLRI frommultiple BGP FSv2 propagators. A BGP inplenentation
SHOULD treat such malfornmed NLRIs as "session reset" [RFC7606].

2.4. Tenplate for Extended | P Conponents

Sunmary: One line title summary

Conponent type: The nunerical value for conponent type. |If the
conponent val ue has not been assigned by I ANA, this val ue shoul d
be in the form TBDx where x is a nunber (1..N).

Description: Description of what conponent does.

What field conponent targets in |IPv4 packet: The specific field or
fields the conpnent filters. |If the field filter is in the |IPv6
packet, then this field is left (n/a).

What field Filter targets in | Pv6 packet: The specific field or
fields the conpnent filters. |If the field filter is in the IPv4
packet, then this field is left (n/a).

Length: Describe the length or possible Ilengths of this field.
Encodi ng of Component Value field This is the encoding of the value
in FSv2 NLRI. The best descriptions conbine a diagramplus a

descri ption.

Ordering within conmponent: The nmechanismto order if nultiple
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components of the same type occur.

Conflicts with other filters: Describe what other filters this
conponent could interfere with.

Exanpl e encodi ng: Provi de one sinple exanple of the encoding of a
filter for the component.

references: earlier docunents which defined this filter.
3. Validation and Error Handling

Validation of the FSv2 NLRI follows the rules fromsection 4.1 of

[I-Dietf-idr-fsv2-ip-basic]. For ease of reference to this
val i dation procedure, the inplenmenter mght consider the foll ow ng
facts:

* Extended IP filters are passed as either |Pv4 (AFl =1, SAFI=TBD1),
| Pv6 (AFI =2, SAFI=TBD1), |Pv4 VPN (AFl =1, SAFI =TBD2), |Pv6 VPN
(AFl =2, SAFI=TBD2). or (AFI=2) SAFI=TBDl or SAFI=TBD2.

* | P Extended filters sent in SAFI=TBD1 are val i dat ed agai nst
SAFl =1. To be specific, (AFI=1, SAFI=TBDl) is validated agai nst
(AFl =1, SAFI=1), and (AFI =2, SAFI=TBD1) is validasted agai nst
(AFI =2, SAFI =1).

* | P Extended filters sent in SAFI=TBD2 are val i dated agai nst
SAFI =128. To be specific, (AFl=1, SAFI=TBD2) is validated agai nst
(AFl =1, SAFI =128) AND (AFI =2, SAFI=TBD2) is validated agai nst
(AFl =2, SAFI =128).

Val i dation of the FSv2 NLRI follows the rules fromsection 4.2 of
[I-Dietf-idr-fsv2-ip-basic] apply to the FSV2 NLRI filters. For
ease of reference to this section, inplenenters m ght consider the
foll owi ng facts:

FSv2 defines a Rule-0 for 0/0 with "permit-all" action.

- By default, FSv2 (and FSvl) restrict the flow frompermt all.
By configuration, Rule-0 could be set to 0/0 with "permt-none"
and filters could have the benefit of allowing traffic. |If
this configuration knob is set, then it MJST be used in a
Limted Donmai n of cooperating networKks.

FSv2 rul es are ordered by ascendi ng user order number, FSv2 Filter
type, FSv2 conponent type, and FSv2 conponent val ue.
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- This ordering rules nmeans that nultiple FSv2 filter rules with
the sanme user order nunber of ordered by ascending FSv2 filter
types (1P Basic (0x01) and Extended IP Filters (0x02)). If the
FSv2 filter has the sane user order and Filter type, then the
order is by ascending FSv2 conponent type nunbers. Finally, if
FSv2 filters have the same user order, Flter type, conponent
type, then the filter is ordered by the conponent val ue.

Order is determnistic, but arbitrary. Users nmay use the user
ordering and dependency chain to establish nore conplex
rel ati onshi ps.

The following two error handling rules stated in Section 4.1.3 of
[I-Dietf-idr-fsv2-ip-basic] nmust be followed by all BGP speakers:

* 1) FSv2 NLRI having TLV which do not have the correct |ength or
syntax must be considered MALFORMED. Syntax is defined as having
each field within NLRI header (order, dependent filters chain and
within the FSv2 TLV (I P Basic TLV or Extended TLV) header, and
each component. Any MALFORMED FSv2 NLRI is handl ed as "session
reset" per [RFC7606].

* 2) Any FSV2 NLRI which do not follow the ordering rul es described
in section 4 [I-D.ietf-idr-fsv2-ip-basic] for filters is
consi dered MALFORMED.

Actions are transmitted on Extended Communities (EC) for FSv2 basic
actions (FSv2-EC) or BGP Community path attribute (CPA) with FSv2 TLV
(FSv2-CPA). The followi ng rules MUST be foll owed by the FSv2
actions:

* |f BGP Community Path Attribute is not supported, then FSv2-EC
MJST be ordered by FSv2 default order (see
[I-Dietf-idr-fsv2-ip-basic]) if one of the two conditions is not
present:

- Inplenment configuration knob that inplenentation specific order
is set

- Action Chain Order (ACO FSV2-EC is attached with the Action
dependency set to inplenentation specific

* |f a BG Community Path Attribute with a FSv2 TLV (FSv2-CPA)i s

supported and attached in an invalid form then the FSv2-CPA is
i gnored and not forwarded.
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* |f BGP Community Path Attribute with a FSv2 TLV (FSv2-CPA) is
supported and a valid FSv2-CPA is attached, then the FSv2- CPA
takes precedence over FSv2-EC. The BGP Conmunity Path attribute
all ows for user ordering with user order values of [1-N. By
default, the FSv2-EC follow the FSv2-CP actions (N+1) with all
FSv2- EC on the same user order nunber. Early deploynents of
FSv2- CPA may want to reverse this order (first FSv2-EC, then BGP
Conmunity Path attribute). |If so, FSv2-EC should be defined as
[action order 0] by configuration knob.

4. Manageability
FSvl is a key part of many existing networks. The introduction of
FSv2 is expected to be a phased process. where FSvl is replaced
slowy. One potential way this m ght occur is the foll ow ng:
FSv2 I P basic filters replaces FSvl Filters
- A FSv2 inplementation may sinply configure FSv2 with the same
| P Basi ¢ components as used in FSvl, and a user order of 1 for
FSv2. FSvl could be configured with a default user order of
10.

Actions in Extended Communities (EC) to done one of the follow ng
t hi ngs:

- Use Existing Communities in the FSv2 order

- Send a ACO comunity to signal the order is inplenentation
specific (see [I-D.ietf-idr-fsv2-ip-basic] indicating
i mpl ement ati on specific ordering.

- Configure a Linmted Domain of BGP speakers with policy that
specifies the same Extended Conmunity support (ACO does the
same thing).

(editorial comments): Open issue. W need a discussion of deploying
new TLVs within FSv2. Potential options are:

a) Open capabilities on AFI/SAFI,
b) Next-Hop capabilities within a donmain or within a group,

c) sonething el se
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5. |1 ANA Consi derations
This section complies with [ RFC7153].
5.1. Fl ow Spec Conponent types
I ANA is requested to indicate [this draft] as a reference on the

foll owi ng range assignments in the Flow Spec Conponent Types Registry
Desi gnat ed experts will assign individual val ues.

Conponent 1D Space al |l ocation FSv2 Reference
0 Reserved [this docunent]
1-13 FSv1l comnponents [draft-ietf-idr-fsv2-ip-basic]
14-31 before L2 group filters [this docunent]
50-99 L2 Traffic filters [this docunent]
100- 149 MPLS [this docunent]
150- 255 SFC [this docunent]
256 TTL-Pre FSvl filters [this docunent]
257-279 FSvl filters [this docunent]
280- 400 Extended Filters [this docunent]
400- above Reserved [this docunent]

6. Security Considerations

The use of ROA inmproves on [ RFC8955] by checking to see of the route
origination. This check can inprove the validation sequence for a
mul ti pl e-AS environnent.

The use of the reduced validation within an AS [RFC9117] can provide
adequate validation for distribution of flow specification within a
singl e aut ononmous system for preventi on of DDoS

Distribution of flowfilters may provide insight into traffic being
sent within an AS, but this information should be conposite
i nformati on that does not reveal the traffic patterns of individuals.
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