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Abst ract

Thi s docunent defines two HTTP header fields and one Accept-Signhature
paraneter for use with HITP Message Signatures as defined in RFC
9421. The Signature-Key request header distributes public keys used
to verify signatures, with five initial key distribution schenes:
pseudonynous inline keys (hwk), self-issued key del egation via JWK
Thunmbprint JWs (jkt-jwt), identified signers with JWKS URI discovery
(jwks_uri), JW-based delegation (jw), and X 509 certificate chains
(x509). The sigkey paraneter extends Accept-Signature (RFC 9421
Section 5) to indicate the type of Signature-Key the server requires
The Signature-Error response header provides structured error

i nformati on when signature verification fails. Together, these
mechani snms enabl e flexible trust nodels ranging fromprivacy-
preservi ng pseudonynous verification to horizontally-scal able

del egat ed aut hentication and PKI-based identity chains.

Di scussi on Venues
_Note: This section is to be renoved before publishing as an RFC. _
Source for this draft and an issue tracker can be found at
https://gi thub. com di ckhardt/si gnat ure-key
(https://github. confdi ckhardt/si gnature-key).

Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Cctober 2026
Copyright Notice
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1.

2

Conventions and Definitions
{::boilerplate bcpl4-tagged}
I ntroduction

HTTP Message Signatures [RFC9421] provides a powerful nechanismfor
creating and verifying digital signatures over HITP nessages. To
verify a signature, the verifier needs the signer’s public key.
Wil e RFC 9421 defines signature creation and verification
procedures, it intentionally |leaves key distribution to application
protocol s, recognizing that different deploynents have different
trust requirenents.

Thi s docunent defi nes:

*  *Gj gnat ure-Key* (Signature-Key HTTP Request Header (#signature-
key- http-request-header)) — a request header that distributes
public keys for HTTP Message Signature verification. The header
supports five schenmes, each designed for different trust nodels
and operational requiremnments:

1. *Header Wb Key (hwk)* - Sel f-contained public keys for
pseudonynous verification

2. *JKT JWI (jkt-jw)* - Self-issued key del egation via JW
Thumbprint JW's ("jacket jot")

3. *JWKS URI (jwks_uri)* - ldentified signers with key di scovery
vi a net adata

4. *JWI (jwt)* - Del egated keys enbedded in signed JWs for
hori zontal scale

5. *X. 509 (x509)* - Certificate-based verification with PKI trust
chai ns

Addi tional schenmes nay be defined through the 1 ANA registry
establ i shed by this docunent.

* *gjgkey* (Accept-Signature sigkey Paraneter (#accept-signature-
si gkey-paraneter)) — a parameter for the Accept-Si gnature header
([ RFC9421], Section 5) that indicates the type of Signature-Key
the server requires. This extends RFC 9421’ s exi sting nechani sm
for requesting signatures rather than defining a new header

* *Signature-Error* (Signature-Error HTTP Response Header
(#signature-error-http-response-header)) — a response header that
provi des structured error information when signature verification
fails, enabling clients to diagnose and correct signing issues.
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The Signature-Key header works in conjunction with the Signature-
I nput and Signhature headers defined in RFC 9421, using matching
| abel s to correlate signature netadata with keying materi al

3. Signature-Key HTTP Request Header

The Signature-Key header provides the public key or key reference
needed to verify an HTTP Message Signature. It is a Structured Field
Dictionary [ RFC8941] keyed by signature | abel, where each nmenber
descri bes how to obtain the verification key for the correspondi ng

si gnature.

*Format : *
Si gnat ur e- Key: <I| abel >=<schene>; <par anet er s>. .

Where: - <label> (dictionary key) matches the |abel in Signature-

I nput and Signature headers - <schenme> (token) identifies the key
distribution schene - <paraneters> are senicol on-separated key-val ue
pai rs whose values are structured field strings or byte sequences,
varyi ng by schene

Mul tiple keys are comua-separated per the dictionary format. See
[ RFC8941] for definitions of dictionary, token, string, and byte
sequence.

*Exanpl e: *

Si gnature-Ilnput: sig=("@rethod" "@uthority" "@ath" "signature-key"); created=1732210000
Si gnature: sig=: MEQClI A5. .
Si gnat ure- Key: sig=hwk; kty="OKP"; crv="Ed25519"; x="JrQ@j ..."

*Label Correl ation:*

Label s are correlated by equality of |abel nanmes across Signature-

I nput, Signhature, and Signature-Key. Signature-Key is a dictionary
keyed by | abel; Signature-lnput and Signature are the sources of what
signatures are present; Signature-Key provides keying material for
those | abel s.

Verifiers MJST

1. Parse Signature-Input and Signature per RFC 9421 and obtain the
set of signature |abels present. The verifier determ nes which
labels it is attenpting to verify based on application context
and RFC 9421 processi ng.

2. Parse Signature-Key as a Structured Fields Dictionary
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3. For each label being verified, select the Signature-Key
dictionary nenber with the sane nane

4. 1f the Signhature-Key header is present and the verifier is
attenpting to verify a label using it, but the corresponding
dictionary nenber is mssing, verification for that signature
MUST f ai |

| *Note:* A verifier mght choose to verify only a subset of |abels
| present (e.g., the application-required signature); |abels not
| verified can be ignored.

Si gnat ures whose keys are distributed through nechani sns outside this
specification (e.g., pre-configured keys, out-of-band key exchange)
are out of scope. A Signature-Key header is not required for such
signatures, and verifiers MAY use application-specific neans to
obtain the verification key.

3.1. Label Consistency
If a | abel appears in Signature or Signature-lnput, and the verifier
attenpts to verify it using Signature-Key, the correspondi ng nenber
MUST exi st in Signature-Key. If Signature-Key contains nenbers for
| abel s not being verified, verifiers MAY ignore them

3.2. Miltiple Signatures

The dictionary format supports nultiple signatures per nessage. Each
signature has its own dictionary nenber keyed by its unique | abel

Signature-lnput: sigl=(... "signature-key"), sig2=(... "signature-key")

Signature: sigl=:...:, sig2=:...

Signature-Key: siglsjwt;jwt="eyJ...", sig2=5jwks_uri;id="https://exanple.conm; dwk="eg- conf
ig"; kid="k1"

Most depl oynments SHOULD use a single signature. Wen nmultiple
signatures are required, the conplete Signature-Key header
(containing all keys) MJST be popul ated before any signature is
created, and each signature MJST cover signature-key. This ensures
all signatures protect the integrity of all key nmaterial. See
Signature-Key Integrity (#signature-key-integrity) in Security

Consi derations. Alternative key distribution nechanisns outside this
specification nmay be used for scenarios requiring independent
signature addition
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3.3. Header Wb Key (hwk)
The hwk schene provides a self-contained public key inline in the
header, enabling pseudonynous verification wi thout key discovery.
The paraneter names and val ues correspond directly to the JW
paraneters defined in [ RFC7517].
*Parameters by key type:*
OKP (Cctet Key Pair):
* kty (REQU RED, String) - "OKP"
* crv (REQU RED, String) - Curve name (e.g., "Ed25519")
* X (REQU RED, String) - Public key val ue
Si gnat ur e- Key: si g=hwk; kty="OKP"; crv="Ed25519"; x="JrQ.j 5P..."
EC (Elliptic Curve):
* kty (REQU RED, String) - "EC'
* c¢rv (REQU RED, String) - Curve nanme (e.g., "P-256", "P-384")
* X (REQU RED, String) - X coordinate
* y (REQURED, String) - Y coordinate
Si gnat ure- Key: si g=hwk; kty="EC"; crv="P-256";x="f83QJ3D...";y="x_FEzRu..."
RSA:
*  kty (REQU RED, String) - "RSA"
* n (REQU RED, String) - Modul us
* e (REQUI RED, String) - Exponent
Si gnat ur e- Key: si g=hwk; kt y="RSA"; n="0vx7agoebGcQ .."; e=" AQAB"
*Constraints:*

* The al g paranmeter MJST NOT be present (algorithmis derived from
the key type and curve)

* The kid parameter SHOULD NOT be used
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3.

4.

*Use cases:*

* Privacy-preserving agents that avoid identity disclosure
* Experinental or tenporary access w thout registration

* Rate limting and reputation building on a per-key basis
JKT JWI Sel f-1ssued Key Del egation (jkt-jw)

The jkt-jwt schenme (pronounced "jacket jot") provides self-issued key
del egati on using a JWI whose signing key is enbedded in the JW
header. This enabl es devices wth hardware-backed secure enclaves to
del egate signing authority to ephenmeral keys, avoiding the
performance cost of repeated enclave operations while nmaintaining a
cryptographic chain of trust rooted in the enclave key.

Many devices — nobile phones, |aptops, |0oT hardware — include secure
encl aves or trusted execution environnents (e.g., Apple Secure

Encl ave, Android StrongBox, TPM that can generate and store private
keys with strong protection guarantees. However, signing operations
usi ng these enclaves are conparatively slow and may require user
interaction (bionetric confirmation, PIN entry).

For HTTP Message Signatures, where every request requires a
signature, this creates a tension between security and perfornmance.
The jkt-jwt schenme resolves this by allow ng the enclave key to sign
a JW that delegates authority to a faster epheneral key:

1. The enclave generates a long-lived key pair (the identity key)

2. The device generates an epheneral key pair in software (the
si gni ng key)

3. The encl ave signs a JW binding the ephemeral key via the cnf
claim

4. HITP requests are signed with the fast epheneral key

5. The JWI proves the epheneral key was authorized by the enclave
key

The encl ave key’s JWK Thunbprint UR (urn:jkt:<hash-

al gorithmp: <t hunbprint>) serves as a stabl e, pseudonynous device
identity. Verifiers build trust in this identity over tine (TOFU —
Trust On First Use [RFC7435]).

*Paranmeters: *

* jwt (REQUIRED, String) - Conpact-serialized JW

*IJWE requirements: *
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Header :

*

*

typ (REQU RED) - ldentifies the thunbprint hash al gorithm

Defi ned val ues: jkt-s256+jwt (SHA-256), jkt-s512+wt (SHA-512).
| mpl enent ati ons MJST support | kt-s256+j wt and MAY support

addi tional algorithns.

alg (REQUIRED) - Signature algorithmused by the enclave key

jwk (REQUIRED) - JWK public key of the enclave/identity key (the
key that signed this JW)

Payl oad:

*

iss (REQURED) - JWK Thunbprint URI of the signing key, in the
format urn:jkt:<hash-al gorithne: <t hunbprint> where the thunbprint
is computed per [RFC7638]. The hash algorithmin the URN MJST
match the algorithmindicated by the JWI typ. The verifier knows
the hash algorithmfromthe typ it accepted, conputes the
thunbprint of the header jwk, prepends the known urn:jkt: <hash-

al gorithnme: prefix, and conpares to iss by string equality.

i at ( REQUI RED)

| ssued-at tinestanp

exp (REQUI RED) Expiration timestanp

cnf (REQUIRED) - Confirmation claim][RFC7800] containing jwk: the
epheneral public key del egated for HITP nessage signing

The sub claimis not used. The identity is the enclave key itself,
fully represented by the iss thunbprint.

*JWI Type Val ues: *

The typ val ue encodes both the purpose and the thunbprint hash

al gorithm
[ e s s s sl sl
| typ | Hash Algorithm| iss prefix |
B el sty s el
| jkt-s256+ wt | SHA-256 | urn:jkt:sha-256:
I I I R I I I +
| jkt-sbl2+jwt | SHA-512 | urn:jkt:sha-512:
I i I R R i +
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The jkt- prefix indicates a self-issued delegation JW: the signing
key is enbedded in the JW header as a JVWK, the issuer is identified
by the key’'s thunbprint, and the JW del egates signing authority to
the key in the cnf claim The suffix (s256, s512) identifies the
hash al gorithmused for the thunbprint. The typ and iss prefix MJST
be consistent.

These types are independent of the Signature-Key header and MAY be
used in other contexts where self-issued key del egation i s needed.
Addi tional hash al gorithns can be supported by registering new typ
val ues following the jkt-<alg>+jw pattern

*Exanpl e: *

Signature-Key: sig=jkt-jw;jw="eyJ..."

JWI' header:
{
"typ": "jkt-s256+ w",
"al g": "ES256",
llj V\‘(":
m kt yIl : m ECI ,

"crv': "P-256",
"x": "f83QU3D2xF1Bg8vub9t LelgHW VV76e8TusQuPHVRVEU',
"y": "x_FEzZRu9nB6HLN t ue659LNpXWbpCy Sti kYj KI W 5a0"

JWI' payl oad:

{
"iss": "urn:jkt:sha-256: NzbLsXh8uDCcd- 6 MNWXF4W 7noWKFZAf HkxZsRGCIXs" ,

"iat": 1732210000,
"exp": 1732296400,
"enf": {
"wk"r |
"kty": "OKP",
"crv": "Ed25519",
"x": "JrQLj 5P_89i XES9- vFgrly29cl FOCC_oPPsw3c5D0bs"
}
}
}

In this example, the enclave holds a P-256 key (signed via hardware)
and del egates to an Ed25519 epheneral key (signed in software). The
identity is urn:jkt:sha-256: NzbLsXh8uDCcd-

6IMNWXFAW 7noWKFZAf HkxZs RGCIXs.
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*Verification procedure:*

1.

2

10.

11.

Parse the JWI without verifying the signature

Check the typ header (e.g., jkt-s256+jwt). Reject if the type
is not supported.

Determ ne the hash algorithmand iss prefix fromthe typ (e.g.,
j kt-s256+jwt — SHA- 256, urn:jkt:sha-256:)

Extract the jwk fromthe JWI header

Conmput e the JWK Thunbprint ([RFC7638]) of the header jwk using
the determ ned hash al gorithm

Construct the expected iss value by prepending the known prefix
to the conmputed thunbprint

Verify the iss claimmatches the constructed value by string
equality

Verify the JWI signature using the header jwk
Validate exp and iat clains per policy
Extract the ephemeral public key fromecnf.jwk

Verify the HITP Message Signature using the epheneral key

*Use cases:*

*

3. 5.

Devi ces wi th hardware-backed secure encl aves del egating to fast
epheneral keys

Persi stent pseudonynous identity without requiring registration or
authority

Mobi | e apps, | aptops, and |oT devices with encl ave-backed identity

JWKS URI Discovery (jwks_ uri)

The jwks _uri schene identifies the signer and enabl es key di scovery
via a netadata docunent containing a jwks_uri property.

*Paraneters: *

*

Har dt

id (REQU RED, String) - Signer identifier (HTTPS URL)
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* dwk (REQUIRED, String) - Dot well-known netadata docunent nane
under /.well-known/

* kid (REQU RED, String) - Key identifier

*Di scovery procedure:*

1. Fetch {id}/.well-known/{dwk}

2. Parse as JSON net adat a

3. Extract jwks uri property

4. Fetch JVWKS from jwks_uri

5. Find key with matching kid

*Exanpl e: *

Signature-Key: sig=jwks_uri;id="https://client.exanple"; dwk="exanpl e-confi guration"; ki d="
key-1"

*Use cases:*
* ldentified services with stable HTTPS identity
* Search engine craw ers and nmonitoring services
* Services requiring explicit entity identification
3.6. JWI Confirmation Key (jw)
The jw schenme enbeds a public key inside a signed JW using the cnf
(confirmation) claim[RFC7800], enabling delegation and horizonta
scal e.
*Par anmeters: *
* jw (REQUI RED, String) - Compact-serialized JWI
*JWI requirenments: *
*  MUIST contain cnf.jwk claimw th enmbedded JWK
* SHOULD contain iss claim (HTTPS URL of the issuer) — using SHOULD

rat her than MUST allows existing JW infrastructure to be used
wi t hout nodification
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SHOULD contain dwk claim(dot well-known netadata docunent nane)

the verifier constructs {iss}/.well-know/{dwk} to discover the

issuer’s jwks_uri. Using SHOULD al |l ows depl oynents where the

verifier already knows the issuer’s keys.

SHOULD contain standard cl ai ns: sub, exp, iat

Verifiers SHOULD verify the JW typ header paraneter has an

expect ed val ue per deploynment policy, to optimze for a quick
rejection

*Not e: * The nmechani sm by which the JW is obtained is out of scope

of this specification

*Verification procedure:*

1. Parse the JW paraneter value per [RFC7519] Section 7.2. Reject
if the value is not a well-fornmed JWI. This and subsequent pre-
signature checks allow the verifier to fail early w thout
expensi ve cryptographi c operations or network fetches.

2. Verify the JWI typ header paranmeter has an expected val ue per
policy. Reject if unexpected.

3. Validate exp claimif present. Reject if the token has expired.

4. Verify required clainms are present (cnf.jwk, plus any clains
required by deployment policy). Reject if arequired claimis
m ssi ng.

5. If iss and dwk clains are present, fetch {iss}/.well-known/{dwk}
parse as JSON netadata, extract jwks_uri. Fetch JWKS from
jwks _uri, find key matching kid in JW header. |If iss or dwk is
absent, the verifier MJST obtain the issuer’s key through an
application-specific mechani sm

6. Verify JWI signature using the discovered key

7. Validate remaining JW clains per policy (iss, sub, etc.)

8. Extract JWK fromcnf.jwk

9. Verify HTTP Message Signature using extracted key

*Exampl e: *

Signature-Key: sig=jwt;jw="eyJhbGci G JFUzI INiI..."

’
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3.

7

*JWI payl oad exanpl e: *
{

"iss": "https://issuer.exanple",

"dwk": "exanpl e-configuration",

"sub": "instance-123",

"exp": 1732210000,

"enf":

"Twk"r |

"kty": "OKP",

"crv": "Ed25519",

x": "JrQ.j 5P_89i XES9- vFgrly29cl FOCC oPPsw3c5D0bs"

}
}
}

*Use cases: *

* Distributed services with epheneral instance keys

* Del egation scenarios where instances act on behalf of an authority
* Short-lived credentials for horizontal scaling

X. 509 Certificates (x509)

The x509 schene provides certificate-based verification using PK
trust chains.

*Paraneters: *

* x5u (REQUIRED, String) - URL to X 509 certificate chain (PEM
format, [RFC/7517] Section 4.6)

* x5t (REQUI RED, Byte Sequence) - Certificate thunbprint: SHA-256
hash of DER-encoded end-entity certificate

*Verification procedure:*

1. Check cache for certificate with matching x5t

2. |If not cached or expired, fetch PEM from x5u

3. Validate certificate chain to trusted root CA

4. Check certificate validity and revocation status

5. Verify x5t matches end-entity certificate
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6. Extract public key fromend-entity certificate
7. Verify signature using extracted key

8. Cache certificate indexed by x5t

*Exanpl e: *

Si gnat ur e- Key: si g=x509; x5u="https://client.exanple/.well-known/cert.pent;x5t=:bWoondQrv
n8Q6xi YOek MD6L8bNLMcuDV2Kt vsFc1nM-:

*Use cases: *
* Enterprise environnents with PKI infrastructure
* Integration with existing certificate nmanagenent systens
* Scenarios requiring certificate revocation checking
* Regulated industries requiring certificate-based authentication
4. Accept-Signature sigkey Paraneter
[ RFC9421] Section 5 defines the Accept-Signature response header for
requesting HTTP Message Signatures. This docunent extends Accept-
Signature with a sigkey paraneter that indicates the type of
Si gnat ure-Key the server requires.
4.1. Paraneter Definition
The sigkey parameter is an Item paraneter on each nenber of the

Accept - Signature Dictionary. Its value is a Token ([RFC8941],
Section 3.3.4) with three defined val ues:

Accept abl e Si gnature- |
Key schenes |

| jkt Pseudonynous key identified hwk, | kt-jwt |
| by JWK Thunbpri nt |
T T +
| wuri | Key identified by a URI | jwks uri, jwt, x509 |
I I | (with URI SAN) |
B S, o o m e e e e e e e oo +
| x509 | Key froman X 509 | x509 |
| | certificate chain | |
Fomm o - o m e e e e e iee i e +
Tabl e 2
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These val ues represent ordered levels of identification. A server
requesting sigkey=uri accepts any schene that provides a URl -based
identifier. A server requesting sigkey=x509 specifically requires
PKI infrastructure

When sigkey is present, the keyid parameter ([RFC9421], Section 5)
SHOULD NOT be included and MJST be ignored by the client. Key
identification is handl ed by the Signature-Key header schenes, not by
keyid. The algs and tag paraneters remain applicabl e al ongsi de

si gkey.

4.2. Label Binding

The signature | abel in Accept-Signature ties together all four
headers on the signed request. Wen a server requests:

Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");
al g="ecdsa- p256- sha256"; si gkey=uri

The client responds with matching | abels:

Si gnature-Key: sigl=jwks uri;id="https://client.exanple";dwk="exanpl e-configuration";kid=
"key-1"
Signature-1nput: sigl=("@rethod" "@ath" "@uthority" "signature-key");
creat ed=1732210000; keyi d="https://client. exanpl e"
Si gnature: sigl=: MEQCI A5. ..

The signature-key covered conponent is added by the client per this

specification's requirenent that signature-key appear in covered

conponents. The server does not need to list it in Accept-Signature
4.3. Response Status Codes

Accept-Signature with a sigkey parameter can be set for any response

Below is a list of what it MAY nean on responses with the foll ow ng
status codes:
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| Status | Meaning | Legacy client | Signature-aware |
| | | behavi or | client behavior |
[ st s et ey sty o}
| 401 | Authentication | Falls back to | Signs request |
| | required | WM Aut henticate | with appropriate |
| | | | Signature-Key |
| | | | scheme |
Fomm oo o e o e e e e oo oo T +
| 402 | Payment + | Processes | Signs request |
| | authentication | paynent | AND processes |
| | required | nmechani sm | paynent |
Fommmaa - . IR - +
| 429 | Rate limted | Respects Retry- | Signs request, |
| | | After, slows | gets higher per- |
| | | down | key rate limt |
S I . R +

Table 3

The 429 case is particularly inportant for increnental adoption: a
server can add Accept-Signature with sigkey to its existing 429
responses with zero risk. Legacy clients ignore the unknown header
and respect Retry-After. Signature-aware clients sign with a
pseudonymous key, giving the server a stable key thunbprint for per-
client rate limting — and the client gets a higher rate limt in
return.

4. 4. sigkey Semantics
4.4.1. jkt

The server requires a signed request using a pseudonynous Signature-
Key schenme (hwk or jkt-jw). The server can track the client by JW
Thunmbprint ([ RFC7638]) w thout knowing its identity. This is usefu
for rate linmting anonynous requests, tracking repeat visitors by key
t hunbprint, spam prevention without requiring verified identity, and
har dwar e- backed pseudonymous identity.

4.4.2. uri

The server requires a signed request with a URI-identified Signature-
Key (jwks_uri, jwt, or x509 with a URl SAN). This is useful for AP
access policies based on known clients, webhook signature
verification, and allowisting trusted clients for elevated rate
limts.
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4.4.3. x509

The server requires a signed request using an X 509 certificate chain
(x509 schene). This is useful for enterprise environments with PK
infrastructure, regulated industries requiring certificate-based

aut henti cation, and scenarios requiring certificate revocation

checki ng.

[ RFC9421] Section 5.2 defines the processing of Accept-Signature by
the client. |If the sigkey paraneter is unsupported, the client MAY
ignore it.

If a client already knows the server’s sigkey requirement (froma
previous interaction or nmetadata), it MAY sign the initial request
directly without waiting for a chall enge response.

4.5. Increnental Adoption

Accept-Signature with sigkey is designed for zero-coordination
depl oynent. The sigkey parameter is unknown to | egacy clients and
i gnored per Structured Fields semantics — servers can add it to
exi sting responses wi thout breaking anything.

*Stage 1 — Rate limting (429):* A server adds Accept-Sighature with
sigkey=jkt to its 429 responses. Legacy clients slow down as before.
Signature-aware clients sign requests and get higher per-key rate
limts. The server gains per-client rate limting w thout requiring
regi stration or APl Kkeys.

*Stage 2 — Authentication (401):* The server starts requiring
signatures on some paths, returning 401 with Accept-Signhature and
sigkey=jkt. It can include WNWMAut henticate al ongside for |egacy

clients that have other auth mechani snms. Signature-aware clients
sign; legacy clients fall back to bearer tokens or other schenes.

*Stage 3 — ldentity (401):* The server upgrades from sigkey=jkt to
si gkey=uri on sensitive paths, requiring verifiable client identity
via jwks_uri, jw, or x509 schemes. The server can now make

i dentity-based policy decisions wthout pre-registration
Each stage is independently deployable. A server can use stage 1 on

all endpoints while using stage 3 on adnin endpoints. No bilatera
agreenments or client coordination required.
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4. 6.

4.

7.

Coexi stence wi th WWV Aut henti cate

Accept - Si gnature and WWV Aut henti cate ([ RFC9110], Section 11.6.1) are
i ndependent header fields; a response MAY include both. A client
that understands Signature-Key processes Accept-Signature with
sigkey; a legacy client processes WWV Aut henticate. Neither header’s
presence invalidates the other.

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cate: Bearer real n="api "

Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");
al g="ecdsa- p256- sha256"; si gkey=uri

A 402 response MAY include a paynent nechani sm such as x402 [x402] or
the M cropaynment Protocol ([I-D.ryan-httpauth-paynment]) al ongside
Accept - Si gnature for authentication:

HTTP/ 1.1 402 Paynent Required
WAV Aut henti cat e: Paynent id="x7Tg2pLqg", method="exanple",
request ="eyJhbV@1bnQ O | xMDAW. . . "
Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");sigkey=jkt

Exanpl es
Pseudonynpus access:

HTTP/ 1.1 401 Unaut hori zed
Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");sigkey=j kt

Identity with algorithmrestriction:

HTTP/ 1.1 401 Unaut hori zed
Accept - Si gnature: sigl=("@rethod" "@uthority" "@ath");
al g="ecdsa- p256- sha256"; si gkey=uri

Rate limting with pseudonynous upgrade:

HTTP/ 1.1 429 Too Many Requests
Retry-After: 30
Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");sigkey=j kt

Paynment with pseudonynous aut henticati on:

HTTP/ 1.1 402 Paynent Required
WAV Aut henti cat e: Paynent id="x7Tg2pLq", mnethod="exanple",
request ="eyJhbV@1bnQ O | xMDAW. . . "
Accept - Si gnature: sigl=("@rethod" "@ath" "@uthority");sigkey=jkt
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4.8. dient Processing

VWhen a client receives a response containing an Accept-Signature
header with a sigkey paraneter, it MAY retry the request with an HTTP
Message Signature using a Signature-Key schene appropriate for the

i ndi cated si gkey val ue.

When a 429 response includes both Retry-After and Accept-Signhature
with sigkey, the client MAY retry one tinme with a signed request
without waiting for the Retry-After interval. Signing the request
provides a key thunbprint that enables per-client rate liniting,
which may result in a higher rate linmt for the client.

A server MAY return a 429 response w thout Accept-Signature to a
signed request when it wants to rate-limt the client regardl ess of
signing. In this case, the client MJST respect Retry-After as usual

|  *Open Issue:* Should this specification define a baseline HTTP

| Message Signatures profile (m nimum covered conponents, tinmestanp
| requirenents, verification steps), or is that always the

| responsibility of the protocol using these headers? See GtHub

| issue #7 (https://github.confdi ckhardt/signature-key/issues/7).

5. Signature-Error HTTP Response Header

When a server rejects a signed request due to a signature-rel ated
error, the response SHOULD i nclude the Signature-Error header. The
response status code is typically 400 Bad Request, since the
signature or keying material is malforned or invalid. A server MAY
use 401 Unaut hori zed for recoverable errors (e.qg.,

unsupported_al gorithm invalid_input) where the client can retry with
corrected paraneters.

5.1. Header Structure

The Signature-Error header is a Dictionary ([RFC8941], Section 3.2)
with the follow ng nmenber:

* error (REQU RED): A Token ([ RFC8941], Section 3.3.4) indicating
the error code

Addi tional nenbers are defined per error code. Recipients MJST
i gnor e unknown nenbers.

Signature-Error: error=unsupported_al gorithm
supported_al gorithnms=("ed25519" "ecdsa- p256-sha256")
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5.

5

5

5.

2

3.

4.

4.

The Signature-Error header is the authoritative source for nachine-
readabl e error information. The client MJST NOT depend on the
response body for error handling.

Response Body

Servers SHOULD use Problem Details [ RFC9457] (application/

probl emtj son) for the response body when returning Signature-Error.
The type nenber SHOULD be a URN of the formurn:ietf:paramns:sig-
error:<error-code> where <error-code> matches the error value in the
header .

{
"type": "urn:ietf:parans:sig-error:unsupported_al gorithni,
"title": "Unsupported signature al gorithni,
"status": 400,
"detail": "The server does not support rsa-vl 5-sha256"
}

Ext ensi on nenbers in the Problem Details object (e.g.,

supported_al gorithnms) MAY duplicate information fromthe Signature-
Error header for conveni ence. Wen the header and body conflict, the
header takes precedence.

Access Deni ed

VWhen the server successfully verifies the client’s signature and
identity but denies access based on policy (e.g., the client is not
aut horized for this resource), the server returns 403 Forbi dden.
This is not a signature error — the authentication succeeded but
aut hori zati on was denied. The response MJST NOT include an Accept-
Si gnature header with sigkey or a Signature-Error header.

Error Codes
1. unsupported_al gorithm

The signing algorithmused by the client is not supported by the
server.

* supported algorithnms (REQU RED): An Inner List of String
([ RFC8941], Section 3.1.1) listing the algorithns the server
accepts, using identifiers fromthe HITP Signature Al gorithns
registry ([RFC9421], Section 6.2). The registry description for
each identifier specifies the corresponding key type and curve.
The response MJST include this nenber.
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Signature-Error: error=unsupported_al gorithm
supported_al gorithms=("ed25519" "ecdsa-p256-sha256")
5.4.2. invalid_signature
The HTTP Message Signature is nissing, malforned, or cryptographic
verification failed. This includes mssing Signature, Signature-
I nput, or Signature-Key headers, an expired created timestanp, or a
signature that does not verify.
Signature-Error: error=invalid_signature
5.4.3. invalid_input
The Signature-Input is mssing required covered comnmponents.
* required_input (OPTIONAL): An Inner List of String ([RFC8941],
Section 3.1.1) listing the covered conponents the server requires.
The response SHOULD i ncl ude this menber.
Signature-Error: error=invalid_input,
required_i nput =(" @et hod" "@uthority" "@ath"
"si gnature-key" "content-digest")
5.4.4. invalid_request
The request is malformed or missing required information unrelated to
signature verification — such as m ssing query paraneters or an
unsupported content type.
Signature-Error: error=invalid_request

5.4.5. invalid_key

The public key in Signature-Key could not be parsed, is expired, or
does not neet the server’s trust requirenents.

Signature-Error: error=invalid_key

5.4.6. unknown_key
The public key from Si gnature-Key does not nmatch any key at the
client’s jwks_uri (applicable when the client uses scheme=jwks_uri).
The server SHOULD re-fetch the JWKS once before returning this error,
to handl e key rotation.

Si gnature-Error: error=unknown_key
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5.4.7. invalid_ jw

The JWI in the Signature-Key header (when using scheme=jwt or
schene=jkt-jwt) is malforned or its signature verification fail ed.

Signature-Error: error=invalid_jw
5.4.8. expired_jw

The JWI in the Signature-Key header (when using schene=jwt or
schene=j kt-jwt) has expired (exp claimis in the past).

Signature-Error: error=expired_jw
6. Security Considerations
6.1. Key Validation
Verifiers MJST validate all cryptographic naterial before use:
*  *hwk*: Validate JWK structure and key paraneters per [RFC7517]

* *jwks_ uri*: Verify HITPS transport and validate fetched JVWKS per
[ RFC7517]

* *x509*: Validate conplete certificate chain per [RFC5280], check
revocation status

* *jw*: Verify JW signature per [RFC7519] and vali date enbedded
JWK per [ RFC7517]

* *jkt-jw*: Verify JW signature per [RFC7519] using header jwk,
val i date thunbprint matches iss per [RFC7638], validate enbedded
epheneral JWK per [RFC7517]

6.2. Caching and Perfornmance

Verifiers MAY cache keys to inprove performance but MJST inpl ement
appropri ate cache expiration:

* *jwks_uri*: Respect cache-control headers, inplenent reasonable
TTLs

*  *x509*: Cache by x5t, invalidate on certificate expiry

* *jwt*: Cache enbedded keys until JW expiration
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* *jkt-jw*: Cache enbedded keys until JWI expiration; cache by iss
t hunbprint UR

Verifiers SHOULD i npl ement cache limts to prevent resource
exhaustion attacks.

6.3. Schene-Specific Risks

*hwk*: No identity verification - suitable only for scenarios where
pseudonynous access i s acceptable.

*Ikt-jwt*: The security of this schenme depends on the enclave key's
private key remaining protected in hardware. |[If the enclave key is
conmprom sed, all del egated epheneral keys are conpromised. Verifiers
shoul d be aware that the jkt-jwt schenme inplies but does not prove
hardware protection — there is no attestation nechanismin this
schene. Unlike the jw scheme where trust is rooted in a

di scoverabl e issuer, jkt-jw trust is rooted in the key itself.
Verifiers MJST understand that any party can create a jkt-jw — the
schene provi des pseudonymous identity, not verified identity. The
exp claimon the JW controls how | ong the epheneral key is valid.
Shorter lifetimes Iimt the exposure window if an epheneral key is
conprom sed. I nplenentations SHOULD use the shortest practica
lifetime. The iss value is a JWK Thunbprint URI — a gl obally unique,
collision-resistant identifier. The verifier MJST al ways conmpute the
expected iss fromthe header jwk and conpare by string equality —
never trust the iss value al one.

*Iwks_uri*: Relies on HITPS security — vulnerable to DNS/ CA
conprom se. Beyond HTTPS validation, nothing prevents an attacker
fromcopying a client’s public keys and serving themfroma different
domain. Verifiers SHOULD verify that the id parameter in the

Si gnat ur e- Key header matches an expected or authorized origin.

*w*: Del egation trust depends on JWI issuer verification.
Verifiers MJUST validate JW signatures and clains before trusting
enbedded keys.

*x509*: Requires robust certificate validation including revocation
checking. Verifiers MJST NOT skip certificate chain validation
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6.4. Al gorithm Sel ection

The signature algorithmis determ ned by the key material in

Si gnature-Key, not by the optional alg paraneter in Signature-Input
([ RFC9421], Section 2.3). For JVWK-based schenes (hwk, jkt-jw,

jwks uri, jw), the algorithmis identified by the key type and curve
(kty + crv) or by the alg paraneter in the JW ([ RFC7517]). For the
x509 scheme, the algorithmis determ ned by the certificate' s public

key type.

If the alg paraneter is present in Signature-Ilnput, verifiers MJST
verify it is consistent with the key material. |If it is absent,
verifiers derive the algorithmfromthe key.

Verifiers MJIST:

* Validate the algorithmagainst policy (reject weak al gorithns)
* Ensure the key type is consistent with the derived al gorithm

* Reject keys whose type does not match an acceptabl e al gorithm

6.5. Signature-Key Integrity

The Signature-Key header SHOULD be included as a covered conponent in
Si gnat ure- 1 nput :

Si gnature-Ilnput: sig=("@rethod" "@uthority" "@ath" "signature-key"); created=1732210000

If signature-key is not covered, an attacker can nodify the header
wi t hout invalidating the signature. Attacks include:

*Scheme substitution*: An attacker extracts the public key from an
hwk schene and republishes it via jwks uri under their own identity,
causing verifiers to attribute the request to the attacker

*|dentity substitution*: An attacker nodifies the id paraneter in a
jwks_uri schene to point to their own metadata endpoint that returns
the sanme public key, inpersonating a different signer

Verifiers SHOULD reject requests where signature-key is not a covered
component .

7. Privacy Considerations
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7.1. Pseudonymity vs. ldentity

The hwk and j kt-jwt schenmes enabl e pseudonynous operation where the
signer’'s identity is not disclosed. Verifiers should be aware that:

* A server can track a client across requests by JW Thunbpri nt
([RFC7638]). |If a client uses the sanme key across nultiple
servers, those servers could correlate the client’s activity.
Clients MJST use distinct keys for distinct servers to prevent
cross-server correlation of pseudonynous identity.

* The jkt-jw thunbprint is stable across sessions (tied to the
encl ave key), enabling |ong-termtracking even when epheneral keys
rotate.

* Verifiers should not log or retain pseudonynous keys beyond
operational necessity.

The jwks_uri, x509, and jw schenes reveal signer identity. Wen a

client presents its identity via these schenes, the server |earns the

client’s HITPS URL or certificate subject, revealing which software

is making the request. Servers SHOULD NOT disclose client identity

information to third parties without the client operator’s consent.
7.2. Key Discovery Tracking

The jwks_uri, jw, and x509 schenes require verifiers to fetch

resources fromsigner-controlled URLs. This creates tracking

vect ors:

* Signers can observe when and from where keys are fetched. In
particul ar, when a server fetches a client’s JWKS fromjwks_uri at
verification time, the fetch reveals to the JVWKS host that sonmeone
is verifying signatures for that client.

* Verifiers should cache keys to mninize fetches.

* Verifiers my w sh to use shared caching infrastructure to reduce
fingerprinting.

7.3. JW Contents

JWIs in the jw scheme may contain additional clains beyond cnf.
Verifiers shoul d:

* Only process clains necessary for verification

* Not log or retain unnecessary JWI cl ai ns
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* Be aware that JW contents are visible to network observers unl ess
usi ng TLS
8. | ANA Consi derati ons
8.1. HITP Field Name Registration

Thi s docunent registers the follow ng header fields in the "Hypertext
Transfer Protocol (HTTP) Field Name Registry" defined in [ RFC9110].

Header field nane: Signature-Key
Applicable protocol: http
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunment(s): [this docunent]
Header field nane: Signature-Error
Applicabl e protocol: http
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunment(s): [this docunent]
8.2. Signature-Key Schene Registry
Thi s docunent establishes the "HTTP Si gnature-Key Scheme" registry.
This registry allows for the definition of additional key
di stribution schenes beyond those defined in this docunent.

8.2.1. Registration Procedure

New schene registrations require Specification Required per
[ RFC8126] .
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8.2.2. Initial Registry Contents

JKT JWI Sel f-1ssued Key Del egation | [this docunment] |
- encl ave-backed del egati on | |

[ ool o s s ooy s s
| Schere | Description | Reference |
[ s s s oo e e e e e e e s e ey e
| hwk | Header Wb Key - inline public key | [this docunment] |
S o m m e e e e e e e e ee oo o +
I
|

| jwks uri | JWKS URI Discovery - key discovery | [this docunent] |
| | via metadata | |

T T T oo mmeeemeeaaaas +
| jwt | JWI Confirmation Key - del egated | [this docurment] |
| | key in JWr | |
TS o e m e e e e e e e e e e o e e e e oo +
| x509 | X.509 Certificate - PKl | [this docunent] |
| | certificate chain | |
T T T oo mmeeemeeaaaas +
Tabl e 4

8.2.3. Registration Tenpl ate
Schene Nane: The token value used in the Signature-Key header
Description: A brief description of the scheme
Specification: Reference to the specification defining the schene
Paraneters: List of paranmeters defined for this schene
8.3. HITP Signature Metadata Paraneters
Thi s docunent registers the follow ng paranmeter in the "HITP
Si gnature Metadata Paraneters” registry established by [ RFC9421],
Section 6. 3.
Par anet er Nane: sigkey
Status: standard
Speci fication docunment(s): [this docunent]
Description: Indicates the type of Signature-Key the server requires.

Defi ned val ues: jkt (pseudonynous key identified by JWK Thumbprint),
uri (key identified by a URI), x509 (X. 509 certificate chain).
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8.4. URN Sub-nanespace Registration
Thi s docunent registers the follow ng URN sub-nanespace in the "I ETF
URN Sub- nanespace for Registered Protocol Paraneter Identifiers"”
registry defined in [ RFC3553].
Regi stry nane: sig-error
Speci fication: [this docunent]

Repository: [this docunent], Section on Error Codes

I ndex val ue: Values are registered in the "Signature Error Code"
registry defined in this docunent.

The URN pattern is urn:ietf:parans:sig-error:<error-code> where
<error-code> corresponds to a value in the Signhature Error Code
registry. These URNs are used as Problem Details type val ues

([ RFC9457]) in response bodi es acconpanyi ng Si gnature-Error headers.

8.5. Signature Error Code Registry
Thi s docunent establishes the "Signature Error Code" registry. New
val ues nmay be registered followi ng the Specification Required policy
([ RFC8126]) .

8.5.1. Initial Registry Contents

[ sy s e s
| Val ue | Description | Reference |
| unsupported_algorithm | Signing algorithm | [this |
| not supported | document] |
o e e e e e e oo o mm e e e e e e a— oo oo S +
| invalid signature | Signature mssing, | [this |
| | mal formed, or | document] |
| | verification failed | |
Tt o e e e e e e e meme oo N +
| invalid_input | Mssing required | [this |
| | covered conponents | docunent] |
e o m e e e e e e e aaao o Fom e +
| invalid request | Mssing required | [this |
| | info unrelated to | document] |
| | signature | |
o e e e e o e e e e e e e e e e aa o - R +
| invalid_key | Key cannot be parsed | [this |
| | or doesn’t neet | document] |
I I I I

trust requirenents
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------------- e

ey | Key not found at | [this |

| jwks_uri | document] |

------------- T T T g

wt | JWI mal fornmed or | [this |

| signature | document] |

| verification failed | |

------------- T

wt | JWI expired | [this |

| docunent] |

------------- T
Table 5
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Appendi x A, Document Hi story
_Note: This section is to be renoved before publishing as an RFC. _
A.1. draft-hardt-httpbis-signature-key-04

* Renamed spec from "HTTP Si gnature-Key Header" to "HITP Signature
Keys"

* Added sigkey parameter for Accept-Signhature (RFC 9421 Section 5)
with three values: jkt (pseudonynous), uri (URI-identified), x509
(PKI certificate)

* Added Signature-Error response header for structured signature
verification error responses

* Added increnental adoption section describing zero-coordination
depl oynent via 429/401/ 402 status codes

* Added privacy considerations for key thunbprint tracking, agent
identity disclosure, and JVWKS fetch side channel

* Registered sigkey in the HITP Signature Metadata Paraneters
registry (RFC 9421 Section 6.3)

* Established Signature Error Code Registry

A. 2. draft-hardt-httpbis-signature-key-03

Added jkt-jw scheme for self-issued key del egation
Renaned wel | -known paranmeter to dwk (dot well-known)
Added iss and dwk claims to jwt scheme (SHOULD) for issuer key
di scovery

* Added early validation step to jwt verification procedure (format,
typ, exp checks before network fetches)

* Added TOFU reference (RFC 7435) to jkt-jwt schene

* Added design rationale for jwks_uri vs inline JWKS
Moved hwk string vs byte sequence design note to rationale
appendi x

* Reordered schenes

* Added acknow edgnents

A. 3. draft-hardt-httpbis-signature-key-02
* Changed x5t paraneter to byte sequence per reviewer feedback
* Added structured field types to all paraneters
* Added design note explaining string vs byte sequence choice for
hwk
A 4. draft-hardt-httpbis-signature-key-01

* |nitial public draft with four schemes: hwk, jwks uri, x509, jw
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Appendi x B. Design Rationale
B.1. Wy jwks uri Instead of Inline JVKS?

The jwks uri and jw schenes reference a jwks_uri property in the
.wel | -known net adat a docunent rather than enbedding the JWKS directly
in the netadata. This separation of concerns is deliberate:

1. *Independent key rotation*: Keys can be rotated by updating the
JVKS endpoi nt wi thout nodifying the .well-known netadata
docunent. This decouples key lifecycle nanagenent from
configuration nmanagenent, allow ng operations teans to rotate
keys on their own schedul e without redepl oyi ng netadat a.

2. *lndependent managenent*: The .well-known netadata docunent and
the JWKS can be hosted, nanaged, and secured by different systens
or teans. For exanple, an identity team nmay manage keys while a
pl at f orm t eam manages servi ce met adat a.

3. *Caching semantics*: The JVWKS endpoint can have its own cache-
control headers tuned for key rotation frequency (e.g., short
TTLs during a rotation event), independent of the .well-known
docunent’s cachi ng policy.

4. *Consistency with existing standards*: This approach mrrors the
pattern established by Openl D Connect Di scovery
[ Openl D. Di scovery] and QAut h Authorization Server Metadata
[ RFC8414], which both use jwks uri in netadata docunents for the
sane reasons

B.2. Wy a Separate Header?

An alternative design would extend Signature-Input with additiona
paraneters to carry key material. This was considered and rejected
for several reasons

1. *Parameter complexity*: Each scheme has a different set of
paraneters (e.g., hwk needs kty, crv, X, y; jwks_uri needs id,
dwk, kid; jwt needs a full JW string). Overloading Signature-
Input with all possible key parameters across all schenmes woul d
make the Signature-Ilnput granmar unwi el dy and harder to parse

2. *Separation of concerns*: Signature-lnput describes _what_is
signed and _how_ (covered components, algorithm tinestanps).
Si gnat ure- Key describes _who_ signed it and _where to find the
key . These are distinct concerns, and separating theminto
di stinct headers nakes each easier to understand and process
i ndependent | y.
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B. 3.

*Extensibility*: A separate header with a schenme registry all ows
new key di stribution mechani sms to be added without nodifying the
Signature-1nput grammar. New schemes can define arbitrary
paraneters w thout coordination with RFC 9421.

*Multiple signatures*: Wth a dictionary structure keyed by

| abel , each signature can use a different schene. This is
natural in a separate header but would create conplex nesting if
enbedded in Signature-Input.

Why Schenes | nstead of Just a Key and Key |D?

A sinpler design would define Signature-Key as carrying only a public
key (or key reference) and a key identifier, wthout the schene
abstraction. This was considered insufficient because:

1.

*Trust nodel varies*: A bare key tells the verifier nothing about
the trust nmodel. |Is this a pseudonynous key to be eval uated on
its owmn merits (hwk)? A key bound to a discoverable identity
(jwks_uri)? A delegated key froman authority (jw)? A
certificate-backed key (x509)? The schene token tells the
verifier which verification procedure to follow and what trust
properties the key carries.

*Verification procedure differs*: Each schenme has a fundanental ly
different verification path. hwk requires no external fetches.
jwks_uri requires netadata discovery. x509 requires certificate
chain validation. jw requires JW signature verification before
the HTTP signature can be verified. A key-and-ID-only design
woul d push schene detection to heuristics or out-of-band

agr eenent .

*Security properties differ*: Wthout an explicit scheme, a
verifier cannot distinguish between a self-asserted key and a CA-
certified key. The schene nakes the trust nodel explicit,
allowing verifiers to enforce policy (e.g., "only accept jwt or
x509 schenes").

*Interoperability*: Explicit schemes create clear
interoperability targets. Two inplenentations that support the
jwm schenme know exactly what to expect fromeach other. Wthout
schenmes, the same key material could be interpreted differently
by different inplenentations.

Hardt & Meuni er Expires 11 COctober 2026 [ Page 34]



I nternet-Draft Si gnat ur e- Keys April 2026

B.4. Wy Strings Instead of Byte Sequences for hwk?

The hwk paranmeters use structured field strings rather than byte
sequences. JWK key val ues are base64url -encoded per [RFC7517], while
structured field byte sequences use base64 encodi ng per [ RFC8941].
Using strings allows inplenentations to pass JW val ues directly

wi t hout converting between base64url and base64, avoiding a potenti al
source of encodi ng bugs.

Appendi x C. Acknow edgnents

The author would |like to thank Yaron Sheffer for their feedback on
this specification.

Aut hors’ Addr esses
Di ck Hardt

Hel |
Emai | : di ck. hardt @mai |l . com

Thi baul t Meuni er
Cl oudfl are
Email: ot-ietf@ hibault. uk

Hardt & Meuni er Expires 11 COctober 2026 [ Page 35]



