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Abst r act

Thi s docunent provides informational gui dance for agent providers
(APs) on enrolling agents and issuing AAuth agent tokens defined in
[1-D. hardt-oaut h-aauth-protocol]. It covers per-platformkey

handl i ng, optional platformattestati on, agent identifier strategies,
and refresh patterns. The nechani sns descri bed here are not
normative protocol — they are conmobn patterns that interoperable AP
i npl ement ati ons can adopt or adapt.

Di scussi on Venues
_Note: This section is to be renoved before publishing as an RFC. _

Di scussi on of this docunent takes place on GtHub at
https://github. com di ckhardt/AAuth (https://github. con di ckhardt/
AAut h). Issues, comments, and pull requests are wel conme there.
Source for this draft is in the same repository.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2026.
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1. Introduction

The AAuth Protocol [I-D. hardt-oauth-aauth-protocol] establishes that
every agent has its own cryptographic identity — an agent identifier
of the form aauth:|ocal @onain, bound to a signing key, and attested
by an agent token issued by an agent provider (AP). The protoco
defines the agent token format and how agents present that identity
to person servers (PSes), resources, and access servers (ASes). It
does not specify how an agent cones to hold an agent token in the
first place. That step is *bootstrap*, and it is the subject of this
docunent .

1.1. What Bootstrapping Is

Bootstrapping is the AP-side cerenony by which an instance of an
agent acquires an agent token. The agent generates a signing key on
the device or in the browser where it will run, presents whatever

evi dence the AP requires (a signed-in account, an attested device, a
publ i shed JWKS, etc.), and receives an agent token whose cnf.jwk is
bound to that key and whose sub is an aauth:|ocal @onain identifier
the AP has chosen.

After bootstrap the agent can participate in AAuth: it can sign HITP
messages per [|-D. hardt-httpbis-signature-key], identify itself at
resources, and present its agent token to a PS so the user can bind
the agent to thenselves on first interaction

1.2. Wat Bootstrapping I's Not
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* *Not normative protocol.* This docunment is informational. The
AAut h Protocol does not nandate a specific bootstrap cerenony, and
conf ormance does not depend on the patterns described here. APs
are free to use other approaches that produce a valid agent token.

* *Not the user-to-agent binding.* Binding an agent to a person is
performed by the PS, lazily, on the agent’'s first interaction with
the PS per the AAuth Protocol. Bootstrap produces an agent
identity; the PS attaches that identity to a user.

* *Not authorization.* Bootstrap conveys no scope, nho resource
perm ssion, and no user identity clains. Those are obtained
through the flows defined in the AAuth Protocol after bootstrap.

* *Not one-size-fits-all.* Web, nobile, and self-hosted agents have
different threat nodels and different platformprimtives
available to them This docunment offers patterns appropriate to
each, not a single prescribed cerenony.

Patterns Covered

* *Per-platformkey handling* — where the agent’s signing key lives
and how strongly it is protected on web, mobile, and self-hosted
depl oynents; desktop and workl oad coverage is TBD Section 4.

* *(Optional platformattestation®* — when and why to require
WebAut hn, App Attest, or Play Integrity Section 5.

* *Agent identifier strategies* — howto construct the sub clainms
| ocal part Section 6.

* *Refresh patterns* — issuing fresh agent tokens for renewal
Section 8.

Thr oughout, when this docunent refers to "the durable key" and "the
epheneral key" it means the keys defined in Section 4. The epheneral
key's public part appears in agent_token.cnf.jwk and signs HITP
messages fromthe agent per [I-D. hardt-httpbis-signature-key]; the
durabl e key serves as the AP’s stable enroll ment anchor and signs
only at refresh. APs that use a single durable key for al

signatures Section 4 can read references to "the epheneral key" as
referring to that same durabl e key.

Conventions and Definitions
{::boilerplate bcpl4-tagged}
Thi s docunent is informational guidance and does not itself inpose
normative requirenents. Normative requirements relevant to bootstrap
are defined in [I-D. hardt-oauth-aauth-protocol]; this docunent

ref erences them where hel pful but uses | owercase "should" / "rmust" in
its own descriptive prose
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3.

Ter mi nol ogy

Terms defined in [I-D. hardt-oaut h-aauth-protocol] are used here with
the sanme nmeaning. |In particular

*Agent Provider (AP)* — issues agent tokens.

*  *Agent token* — JW signed by the AP, carrying iss, sub, cnf.jwk,
optionally ps, and other clains.

* *Person Server (PS)* — represents the person; binds agents to a
person on first interaction.

Thi

s docunent additionally uses:

* *DpDurabl e key* — a signing key whose lifetime is intended to span
the agent install (typically the lifetine of an install or
browser-storage entry). The durable key is the AP's stable
enrol Il ment anchor; it is presented only to the AP at refresh and
is not used to sign requests to PSes, resources, or ASes.

* *Epheneral key* — a signing key generated fresh per agent-token
i ssuance. |Its public part appears in agent_token.cnf.jwk. The
agent uses it to sign HITP nessages for the agent token's
lifetime, then discards it on the next refresh

* *Platformattestation* — a nmechani sm by which the runtinme platform
attests to properties of the agent or its key (WbAuthn, Apple App
Attest, Google Play Integrity, etc.).

Per - Pl at f orm Key Handl i ng

On web, nobile, and desktop, APs should use a two-key pattern: a
*durabl e key* that serves as the AP's stable enroll nent anchor and is
presented only to the AP at refresh, plus an *epheneral key*
generated fresh per agent-token i ssuance whose public part appears in
agent _token.cnf.jwk and which signs HITP nmessages for the agent
token’s lifetime. Refresh chains the new epheneral key to the
durable key via the jkt-jwt schene [|-D. hardt-htt pbis-signature-key];
see Section 8.

This pattern bounds the blast radius of an epheneral -key | eak to one
agent token’s lifetime, narrows the durable key' s attack surface to
the AP refresh path (it never signs requests to PSes, resources, or
ASes), and accommopdat es har dwar e- backed durabl e keys on platforns
that have themtoday and on platforns that may expose themin the
future without protocol change. APs nay use a single durable key for
all signatures where sinmplicity outwei ghs these properties —

recei vers cannot distinguish the two patterns, since they only verify
cnf.jwk agai nst the HTTP signature.
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Sel f-hosted agents Section 4.3 use a single key — the JVKS-published
key serves as both the AP signing key and the agent’s signing key,
since there is no separate AP to refresh against.

4.1. Wb Apps

The durabl e key is a non-extractable [ WbCrypt 0API] key generated
with extractable: false and stored in |IndexedDB scoped to the AP s
origin. The epheneral key is also a non-extractable WebCrypto key,
regenerated on each refresh and di scarded when the next refresh
produces its replacenent.

Properties of the durable key:

* The private key cannot be read or exported by JavaScript,
i ncluding by code injected via XSS or nalicious browser
extensions. JS can only ask the browser to sign with it.

* The key is bound to the origin's I ndexedDB storage. Clearing site
data destroys it; a new enrollnent is required.

* No user-verification gesture is required to sign — operations are
fast enough for routine signature use.

Both keys are software-protected (browser sandbox) rather than

har dwar e- protected. The two-key pattern still applies: the durable
key signs only the periodic refresh (once per agent-token lifetime),
whil e the epheneral key signs every HITP request and rotates on each
refresh. APs that want the additional assurance of a WbAut hn
cerenony at enrollnent time can | ayer one on top; see Section 5. |If
browsers | ater expose hardware-backed credentials suitable for use as
the durabl e key, the pattern accommpdates themwi th no protoco
change.

4.2. Mbile (i 0S and Androi d)

The durable key is generated and stored in the platforns hardware-
backed keystore: the Secure Enclave on i OS or StrongBox on Android
(or the Android Keystore where StrongBox is unavailable). The
epheneral key is a software key in app nmenory, regenerated on each
refresh.

Properties of the durable key:

* The private key cannot be exported fromthe keystore.
Crypt ographi c operations are perforned by the keystore on the
application’s behal f.

* The key is bound to the application install. Reinstalling the app
generates a new key and requires re-enroll nent.
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* The keystore can additionally enforce user authentication
(bionetric or device passcode) before sign operations, if the AP
want s user-presence on each refresh

The AP typically also requires an attestation cerenony at enroll nent
to confirmthe durable key is real keystore-bound naterial rather
than software-generated. See Section 5. Because the durable key
signs only at refresh, any per-op cost (keystore round-trip, optiona
user verification) is incurred at nmost once per agent-token lifetine,
not on every request.

4.3. Self-Hosted Agents

A sel f-hosted agent runs under a dommin the user controls. The agent
publishes its AP netadata docunent at /.well-known/aauth-agent.json
per [1-D. hardt-oauth-aauth-protocol]; the JWKS itself is hosted at
any HTTPS URL referenced by the netadata’s jwks uri. The
correspondi ng private key shoul d be hardware-bound where the platform
supports it: macOS Keychain (Secure Enclave on supported hardware),

W ndows TPM or Linux Secret Service

Sel f-hosted agents act as their own AP — they self-issue agent tokens
signed by the JVWKS-published key. There is no separate AP to refresh
agai nst, so the two-key pattern does not apply: the JVWKS-published

key serves both as the AP signing key (signing self-issued agent
tokens) and as the key whose public part appears in

agent _token.cnf.jwk (signing HTTP nessages). Because the trust

anchor is a key the user controls and publishes, no platform
attestation step exists. Oher parties verify the agent token
signature agai nst the published JWKS, exactly as they would for any

ot her AP.

4. 4. Desktop Apps

TBD. Future revisions will cover key handling for native desktop
applications, where the durable key would live in a hardware-backed
store (macQOS Keychain with Secure Encl ave on supported hardware,

W ndows TPM via CNG Linux Secret Service / TPM2) and the epheneral
key in process nenory, following the same pattern as nobile.

4.5. Wrkl oad
TBD. Future revisions will cover headl ess workload identity (e.g.,
SPI FFE/ SPI RE SVI Ds, W MSE wor kl oad identity, cloud-platformI|MS

attestation), where the trust anchor is platformattestation rather
than user interaction.
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Optional Platform Attestation

Platformattestation gives the AP cryptographi c evidence about the
runtime context in which the durable key was generated. It is
optional — the AAuth Protocol does not require it. APs choose
whether to require attestation based on their threat nodel.

Conmon reasons an AP might require attestation

* *Anti-fraud at enrollnent.* Distinguishing real user devices from
server-si de automation.

*  *Har dwar e- bi ndi ng evi dence.* Confirmng the durable key is in a
Secure Enclave or StrongBox rather than software.

* *App-integrity evidence.* Confirmng the agent is the AP s
publ i shed app, not a nodified or repackaged binary.

* *User-presence evidence.* Confirmng a real user gesture
aut hori zed this enrollnent.

Common reasons an AP might not require attestation:

* The AP serves a trust posture where AP-side fraud detection is not
signal -driven (e.g., paid accounts, invitation-only enrollnent).

* The AP wants the broadest possible reach, including environnents
where attestation is unavail abl e.

* The depl oynent is self-hosted, where the user is the trust anchor

WebAut hn (Vb Apps)

[ WebAut hn] provi des user-verification and a hardware-rooted
credential on web. APs that require it performa registration
cerenony at enrollment and an assertion cerenmony at |later sensitive
operations. The credential is stored in the user’s authenticator
(TPM Secure Enclave, security key, or platformsyncing fabric)

Tr adeof f s:

* Provides user-verification (touch, face, PIN the WbCrypto-only
approach | acks.

* Provides hardware-protected key material that cannot be lifted
even by a fully conprom sed browser process.

* UX failure nbpdes exist around cross-Chrone-profile use, enbedded
webvi ews, syncing-fabric inconsistencies, and cross-device (R
cerenoni es. APs that adopt WebAuthn should plan for fallback
pat hs when these fail.
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5.2. App Attest (iOS)

[ AppAttest] attests to two things: that the durable key was generated
in the device's Secure Enclave, and that the request originates from
the AP's published app on a genui ne Apple device. The AP receives an
attestation object at enrollment which it verifies against Apple’'s
attestation root, then accepts subsequent assertions signed by the
same encl ave key.

5.3. Play Integrity (Android)

[Playlntegrity] provides a device, app, and account integrity verdict
signed by Google. The AP noninates a nonce, the agent invokes the
Play Integrity API, and the AP verifies the resulting integrity
token. Subsequent assertions can be signed by an Android Keystore
(or StrongBox) key that the AP enrolled at the sane tine.

5.4. Wien to Require Attestation
A practical rule of thunb:

* *Consuner-grade APs*: optional. Myst consuner agent providers do
not require attestation; the protocol-level binding at the PSis
the security gate.

* *Regul ated or high-assurance APs*: wusually required. Financial
services, healthcare, enterprise SSO providers benefit from
attestation as part of their AM./KYC or devi ce-nmanagenent posture.

* *Multi-tenant APs*: often required at higher tiers. An AP may
i ssue weak agent tokens to free tier users and require attestation
for paid or enterprise tier users, surfacing the difference to
receivers via AP-defined clainms in the agent token

6. Agent ldentifier Strategies

The agent token's sub is an aauth:local @omain identifier. The

domain part is the AP. The local part identifies the agent instal

at the AP — it nust be stable for the lifetime of the install so PSes
and other parties can recogni ze a returning agent.

APs are free to choose any opaque scheme for the local part: a random
string assigned at enrollnent, a deterninistic derivation fromthe
durabl e key's thunbprint, a sequential identifier, or a hunman-
readabl e handl e. When deriving froma thunmbprint, use the durable
key’'s thunmbprint — the epheneral key rotates on each refresh and is
not a stable identifier. Receivers treat the identifier as opaque.
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6.1. Per-Install ldentity

Each install’s durable key is the basis for one agent identity. A
returning user on a new device is a new agent. This keeps the AP
mnimal — it has no user-account system no (user, durable jkt)

mappi ngs, and no ability to correlate a single user’s activity across
thei r devi ces.

Multi-device users will see nultiple agent entries in their PS
dashboard. Grouping or nerging those entries belongs at the PS

whi ch already authenticates the user and is the correct |ayer for
cross-device correlation. Rotation of the durable key produces a new
agent identity; rotation of the ephemeral key (on every refresh) does
not — the agent’s sub is stable across epheneral rotations. PS-side
regrouping is the recovery path for durabl e-key changes.

7. Exanple Agent Token Cains
A typical agent token issued by an AP, illustrating the clainms

described in [I-D. hardt-oaut h-aaut h-protocol] and the identifier
strategies in Section 6.

JWI' header:
{ n al gII : n EdDSAII , n t ypll : n aa_ agent +j M n , n ki dll : n L n }
JWI' payl oad:
L,
"iss": "https://ap.exanple",
"dwk": "aaut h-agent.json",
"sub": "aaut h: k7q3p9n2@p. exanpl e",
"ps": "https://ps. exanpl e",
"enf':  { "jwk": { "kty": "OKP', "crv": "Ed25519", "x": "..." } },

"fat": 1746316800,
"exp": 1746320400,
Ilj ti II: n n

8. Refresh Patterns

Agent token lifetinme is the AP's policy re-evaluation cadence — every
refresh is the AP s chance to re-check device posture, attestation
freshness, and account status before issuing a new token. A typica
lifetime is *1 hour*, matchi ng conmon practice for proof-of-

possessi on-bound access tokens. APs may use shorter lifetines (e.g.,
515 nminutes) for higher-assurance depl oynents where attestation nust
be refreshed often, or longer lifetinmes up to the AAuth Protocol’s
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24-hour ceiling for |ow policy-churn deploynents where refresh
chattiness is undesirable.

8.1. Two-Key Refresh

On web, nobile, and desktop, refresh chains the new epheneral key to
the durable key via the jkt-jwt schene
[1-D. hardt-httpbis-signature-key]:

1. The agent generates a fresh epheneral key pair.

2. The agent constructs a JWI signed by the *durabl e key*, nam ng
the new epheneral public key. This is the "naming JW" carried
in the Signature-Key header under schene=j kt-jwt.

3. The agent signs the refresh request with the *epheneral key*
under [RFC9421] HTTP Message Signatures

4. The AP verifies the durabl e-key signature on the nam ng JWI,
| ooks up the enrollnment by the durable key's thunbprint, verifies
the HTTP signature agai nst the ephenmeral public key, applies its
policy (device posture, attestation freshness, account status),
and returns a new agent token whose cnf.jwk is the ephenera
public key.

5. The agent uses the new agent token and epheneral key for the
agent token's lifetime, then discards the epheneral key on the
next refresh.

Exampl e refresh request:

POST /refresh HITP/ 1.1

Host: ap. exanpl e

Cont ent - Type: application/json

Signature-1lnput: sig=("@rethod" "@uthority"
"@at h" "signature-key");created=1746316800

Signature: sig=:...epheneral -key signature bytes...
Signature-Key: sig=jkt-jw;jw="eyJhbCGc..."
{}

The jw paranmeter value is a JW signed by the durable key with

payl oad i ncluding the ephemeral public key (typically as cnf.jwk) and
a jti for replay protection. The HTTP signature is produced by the
epheneral key. The AP correlates the two keys via the nanming JW's
payl oad.
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8.2. Single-Key Refresh

APs that opt for the single-durable pattern Section 4 sign the
refresh request directly with the durable key under the hwk schene
[1-D. hardt-httpbis-signature-key]. The AP verifies the signature,

| ooks up the enrollnment by the key's thunmbprint, and issues a fresh
agent token with a new exp. The same cnf.jwk is carried through; the
agent’ s key is unchanged.

8.3. Mbile Refresh Specifics

APs that required platformattestation at enrollnment typically do not
re-attest on every refresh — the durabl e-key signature on the nam ng
JWI' (or the durabl e-key HITP signature in the single-key pattern) is
sufficient proof that the same encl ave-resident key is making the
request. APs that want periodic re-attestation can require a fresh
App Attest assertion or Play Integrity verdict on a schedule (e.qg.,
every 30 days) by including a server nonce in the refresh chall enge.

8.4. Self-Hosted Refresh

Sel f-hosted agents sel f-issue agent tokens. There is no separate
refresh cerenbny — the agent generates a new agent token signed by
its JVWKS- published key whenever needed. The two-key pattern does not
apply Section 4. 3.

8.5. Key Rotation vs Token Refresh

Refresh issues a new agent token bound to a fresh epheneral key (or,
in the single-key pattern, to the sane durable key). *Durable key

rotati on* generates a new durable key and is a separate, rare event.
Under the per-install identity nodel Section 6.1, a new durable key

is a new agent — the PS treats it as new on first interaction, and
any cross-device or cross-rotation continuity is handled at the PS by
t he user.

9. Per-Platform Enroll nent Sketches

This section sketches a typical end-to-end enroll ment for each
platform The sketches are illustrative; APs are free to vary them

9.1. Wb App Enroll nment
1. User logs into the AP through the AP's normal [ ogin.
2. Agent (running in the AP s web origin) generates a non-

extractabl e WebCrypto Ed25519 *durabl e* key and stores its handl e
in I ndexedDB
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3. Agent posts the durable public key to an AP-internal enroll nment
endpoi nt, signed by the new key (hwk schene).

4. AP optionally perforns a WebAuthn registration and verifies it.

5. AP records (ap_user, durable jkt) and is now ready to i ssue agent
t okens.

6. Wien the agent needs an agent token directed at PS X, it
generates a fresh *ephemeral * WbCrypto key and calls an AP-
i nternal token-issuance endpoint indicating ps=PS_X, signed via
j kt-jwt chaining the durable key to the epheneral key Section 8.
The AP returns an agent token with sub derived per the AP s
identifier strategy Section 6 (using the durable key's thunbprint
when derivation is used), ps = PS X, cnf.jwk = the epheneral
public key, and any AP-attested cl ai ns.

9.2. Mbbile App Enroll nent

1. User signs into the AP through the app’s nornal | ogin.

2. App generates a *durable* key in the Secure Enclave (iOS) or
St rongBox (Androi d).

3. App initiates platformattestation: App Attest on i CS, Play
Integrity on Android. The AP nom nates a nonce.

4. App posts the durable public key, the attestation result, and the
nonce to an AP-internal enrollnment endpoint.

5. AP verifies the attestation against the platfornmis trust root.

6. AP records (ap_user, durable_ jkt, attestation) and is ready to
i ssue agent tokens.

7. Token issuance proceeds as in the web app sketch — app generates
a fresh epheneral key per agent token and chains it to the
durable key via jkt-jw.

9.3. Self-Hosted Enroll nent

1. User generates a hardware-bound key on their nachine.

2. User publishes an AP netadata docunent at /.well-known/aauth-
agent.json per [I|-D. hardt-oauth-aauth-protocol], with jwks uri
pointing to a JWKS containing the public part of that key.

3. The agent self-issues an agent token signed by that key as
needed.

There is no separate enrollnent step — publication of the JWKS is the
enrol | ment.

10. Security Considerations
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10.

10.

10.

10.

1. Trust in the AP

Every AP-attested claimin the agent token is only as trustworthy as
the AP that signed the token. Receivers should apply policy
proportional to their trust in the AP. An unfamliar AP naking
strong attestation clains may warrant additional caution at the PS
consent screen.

2. Ephemeral Key Conprom se

An epheneral -key | eak — via nenory disclosure, in-page attacker, side
channel, or simlar — exposes only the signatures the agent nakes
during the current agent token's lifetime. At the recommended 1-hour
lifetime, the blast radius is bounded to roughly that w ndow before
natural expiry forces replacement. Agents that detect conprom se can
decline to refresh, aging out the epheneral key wi thout explicit
revocation. This bounding is the primary security argunent for the
two-key pattern Section 4.

3. Durabl e Key Conprom se

Conprom se of the durable key conpronises the install’s agent
identity for the durable key's lifetinme. The durable key signs only
at refresh and is presented only to the AP, so its attack surface is
much narrower than the ephenmeral key's — but a successful conprom se
lets the attacker mint refresh requests indefinitely until the AP
revokes the enroll ment. APs shoul d detect anonmal ous refresh patterns
and provide a way for users to revoke a durable enroll nent.

A non-extractable WbCrypto durable key cannot be exfiltrated by
page-| evel attackers, but it can be used by themwhile they hold
execution in the page. APs should pair WebCrypto-only enroll nent
wi th normal web hygi ene (CSP, subresource integrity, dependency
review) and should not treat the non-extractable property as a
substitute for keeping the page's JavaScript clean. A hardware-
backed durabl e key (Secure Encl ave, StrongBox, TPM cannot be
exfiltrated at all, only used in-place — narrowing the threat to
mal i ci ous code running in the agent application itself.

4. Attestation Replay

Platformattestation results (App Attest, Play Integrity, WebAuthn
cerenoni es) should be bound to a server-nom nated nonce that is
singl e-use and short-lived (5 nmnutes is a reasonabl e upper bound).
The AP should verify that the attestation includes the nonce it

i ssued; without this binding, a captured attestation can be replayed
across enrol |l ments.
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10.

11.

11.

11.

12.

13.

5. Self-Hosted JWKS Key Conpromni se

Conprom se of the self-hosted JWKS key allows the attacker to mint
agent tokens for that user’s domain. Users running self-hosted
agents shoul d use hardwar e- backed keys (Secure Enclave / TPM/
StrongBox) and rotate the published JWKS if conpronise is suspected.

Privacy Consi derations
1. ldentifier Stability and User Tracking

An agent’'s sub is the sane value at every PS the agent contacts, not

a per-PS pairwise identifier. A stable sub lets each PSreliably re-
identify the agent across sessions — that is the intended property —
but it also neans colluding PSes (or any party with cross-PS
telenmetry) can correlate the agent’s activity across them Under
per-install identity Section 6.1, durable-key rotation produces a new
sub, giving users a natural "fresh start" capability.

2. AP Visibility Into Agent Activity

The AP that issued an agent token does not see the agent’s subsequent
traffic to PSes, resources, or ASes (they verify against the AP's
publ i shed JWKS, not by calling the AP). The AP's viewis linmted to
enrol I nent and refresh requests. APs should docunment their data
retention practices for those events.

| ANA Consi der ati ons

Thi s docunent is informational and registers no new nedia types, JW
clai m nanes, or netadata fields.

| mpl enent ati on Status
_Note: This section is to be renoved before publishing as an RFC. _

This section records the status of known inplenmentations of the
patterns described in this docunment at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.

TBD
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14. Docunent Hi story

_Not e:

This section is to be renoved before publishing as an RFC. _

* draft-hardt-aaut h-boot strap-01

Maj or rewite. The docunent is now informational guidance for
AP i mpl enenters. The previously-normative PS bootstrap
protocol (PS /bootstrap endpoint, bootstrap token, bootstrap
announcenent, agent server [now Agent Provider]

boot strap_endpoint / refresh_endpoint / webauthn_endpoint) has
been renoved. PS-side binding to a person now happens |azily
on the agent’s first interaction with the PS per the AAuth
Protocol ; the bootstrap docunent covers AP-side enroll nent
patterns only.

Renoved Agent-Attested Display Values section; the platformand
devi ce paraneters are defined and described in the AAuth

Pr ot ocol .

* draft-hardt-aaut h- boot strap-00

Initial draft.
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