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Abst r act

Thi s docunent defines AAuth Bootstrap, an extension to the AAuth
Protocol ([!-D. hardt-aauth-protocol]) that specifies how an agent
server and an agent bootstrap the agent to be bound to a person at
the person’s Person Server (PS). Bootstrap establishes the binding
bet ween a user (as vouched for by the user’s PS) and an agent
identity (aauth:local @onai n) hosted by an agent server. The
specification covers self-hosted agents (where the agent and agent
server are co-located under a domain the user controls), web apps,
and nobile agents. The agent MAY pass account hints on the PS

/ bootstrap request to help the PS resolve the user when the user has
nore than one account at the PS or when the agent already knows

sonet hing about the user. Identity clains and scoped authorization
are obtained separately through the standard three-party flow defined
in Auth Protocol. This specification defines the bootstrap_token,
the bootstrap_endpoint on the PS and agent server, the signature
schenes used at each step, and renewal flows that bypass the PS after
the initial binding is established.

Di scussi on Venues
_Note: This section is to be renoved before publishing as an RFC. _
This docunent is part of the AAuth specification famly. Source for
this draft and an issue tracker can be found at
https://github. com di ckhardt/AAuth (https://github. conidi ckhardt/
AAut h) .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

*Status: Exploratory Draft*

The AAuth Protocol ([I-D.hardt-aauth-protocol]) defines agent
identities of the form aauth:local @onain, each bound to a signing
key and published under a well-known JWKS. Bootstrap is the cerenony
by whi ch an agent server and an agent bootstrap the agent to be bound
to a person at the person’s PS, so that subsequent flows defined in
[1-D. hardt-aauth-protocol] can run with a (user, agent) binding the
PS recogni zes

The sane cerenony serves several depl oynent shapes

* *Self-hosted agents*, where the agent and the agent server are co-
| ocated under a dommin the user controls. The agent self-issues
its agent token. Binding to a PSis optional; an agent that does
bi nd benefits froma PS that can pronpt the user out of band on
| ater auth_token requests instead of requiring an in-app
i nteraction.

*  *Web apps*, where the agent is a web application running in the
user’s browser and the agent server runs separately on the
network. The agent server mints an agent identity for the user;
the user’s identity is vouched for by the user’s PS, not by the
agent server.

* *Mobile agents*, simlar to web apps but the agent runs on the
user’s nobile device and uses platformattestati on (App Attest,
Play Integrity) to bind the agent to a hardware-protected key.

The sane cerenony works whether the PS is operated by a consuner
identity provider or by the user’s organization (B2B). When the

agent has prior context about the user — an emmil address froma
previ ous session, a known organi zational tenant, a corporate domain —
it can pass that context as an account hint on the PS /bootstrap
request; see Section 15
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Bootstrap is intentionally linmted to establishing the identity
binding. 1t does not carry scope and does not request identity
clainms. ldentity clains (e.g., email, profile, organizationa
menber shi p) are obtained separately by the agent server running the
standard three-party flow defined in [I-D. hardt-aaut h-protocol].
Thi s separation keeps bootstrap focused on the binding, reuses

exi sting protocol nmachinery for clainms release, and lets the agent
request clains increnentally rather than up front.

Thi s docunent specifies that cerenony. It defines:

* The bootstrap_token, a short-lived JW issued by the PS and
consunmed by the agent server.

* The /bootstrap endpoints on the PS and the agent server.

* \Which signature schemes from[1-D. hardt-httpbis-signature-key] are
used at each step

* Renewal flows on the agent server that do not require re-involving
the PS.

* Account hints the agent MAY pass to the PS to help resolve the
user.

1.1. 1In Scope

* Self-hosted agents (including self-hosted CLI), where the agent
and agent server are co-located under a domain the user controls.
Binding to a PS is optional

* Wb apps (agent runs in the user’s browser; agent server runs
separately on the network).

* NMbbile agents (agent runs on the user’'s device with platform
attestation; agent server runs separately on the network).

B2B SaaS depl oynents use the sane web app or mobile profile; what
differs is which PS the agent tal ks to and which account hints it
passes (see Section 15).

1.2. Qut of Scope
The foll owi ng depl oynent shapes are not specified by this docunent
and are deferred to future revisions. Each is described briefly so

i npl ementers can recogni ze the pattern and understand why it is
treated separately.
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1.2.1. Conmmand-line tools with a user-independent agent server

A CLI whose agent server is operated separately fromthe user —
typically by a vendor — needs a way to enroll the CLI as an agent at
the vendor without the user being present in a browser. Self-hosted
CLIs are covered in Section 14; this exclusion applies only when the
CLI's agent server is vendor-operated. Future work may define an

out - of -band enrol Il ment cerenony (for exanple, a one-time pairing code
di spl ayed on a vendor web page and entered into the CLI).

1.2.2. Server workl oads and headl ess services

Server-si de agents — daenons, batch jobs, mcroservices — typically
run in environments that already provide a workload identity.
Exanmpl es include SPIFFE SVIDs froma SPI RE agent, W MSE wor kl oad
identity tokens, AWS I MDSv2 instance identity docunents, GCP netadata
service tokens, and Azure | MDS tokens. The agent presents the
platformattestati on and an epheneral public key to the agent server,
which verifies the attestation against the platformis trust root and
i ssues an agent token. There is no end user, so no PS interaction;
the trust anchor is the platforms attestation that the workload is
what it clains to be. On managed infrastructure the platform may
additionally attest the software identity (container inmage hash,

bi nary signature), allowi ng the agent server to restrict tokens to
known software

1.2.3. Managed desktops

On managed desktops (corporate MDM enrol | ed devi ces), the managenent
pl atform may provi de device and software attestation conparable to
mobil e platforms. The agent presents the platformattestation

al ongside its epheneral key, and the agent server verifies the device
i s managed and the software is approved. The trust anchor is the
managenent platfornms attestation rather than user interaction
consequently a different consent and enroll nent nodel applies than
for the web app or nobile profiles.

1.2.4. Oganizational agents with adm nistrative enroll nment

In sone enterprise deploynments an organi zati on adm nistrator pre-

aut hori zes agents on behalf of users — bindings exist before any user
interaction. This requires a pre-established trust relationship

bet ween the organization's PS and the vendor’s agent server, plus an
adm nistrative enroll ment channel that this specification does not
define. The user-driven case where each user bootstraps their own
agent in an organi zational context is covered by the in-scope
profiles together with the account hints in Section 15;

adm nistrator-driven bulk enrollnment is a separate probl em
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2. Conventions and Definitions

{::

boi |l erpl ate bcpl4-tagged}

3. Term nol ogy

3. 1

Terns Reused From AAut h Prot ocol

The following terns are defined in [I-D. hardt-aauth-protocol] and are
used in this docunent with the sane neaning. Sumaries are provided
for convenience; the referenced specification is authoritative.

*

3. 2.

*Person*: The user or organization on whose behal f an agent acts.
Referred to in this docunent as "the user".

*Agent*: An HITP client acting on behalf of a person, identified
by an agent identifier URI of the form aauth:local @onai n defined
in [I-D. hardt-aauth-protocol].

*Agent Server*: A server that nanages agent identity and issues
agent tokens. In the self-hosted profile the agent server is co-
| ocated with the agent under a donain the user controls; in the
web app and nobile profiles it runs separately on the network.
Identified by an HTTPS URL.

*Person Server (PS)*: A server that represents the person to the
rest of the protocol. 1In the context of this docunent, the PS
vouches for the user to the agent server during bootstrap.
Identified by an HTTPS URL.

*Resource*: A server that protects access to its APIs. Not

i nvol ved in bootstrap.

*Agent Token*: A JW issued by an agent server to establish the
agent’s identity, defined in [|-D. hardt-aauth-protocol].

*Aut h Token*: A JWI issued by a PS or AS granting an agent access
to a resource, defined in [I-D. hardt-aauth-protocol]. Not issued
during boot strap.

*Interaction*: User authentication or consent at an interaction
endpoint, triggered when a server returns 202 Accepted with

requi renent=i nteraction. Defined in [I-D. hardt-aauth-protocol].

Terms Reused From HTTP Si gnature Keys

The foll owi ng signature schemes are defined in
[1-D. hardt-httpbis-signature-key] and used in this docunent wi thout
nmodi fi cation:

*

Har dt

*hwk scheme*: Conveys a public key inline in the Signature-Key
header .

*I kt-jwt schenme*: Chains a JW signed by one key (e.g., a durable
encl ave key) to authorize a second key (e.g., an epheneral HITP
signi ng key).
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3. 3.

*jw scheme*: Conveys a JW (e.g., an agent token) that nanes the
si gni ng key.

Terns Defined in This Docunent

*Boot strap*: The PS-nedi ated cerenony defined in this docunent by
whi ch an agent becones bound to a person at that person’s PS. For
sel f-hosted agents bootstrap is optional; for web app and nobile
agents it is the way to obtain an initial agent token.

*Epheneral Key*: An HITP signing key generated by the agent whose
lifetime is bounded by the agent token. Typically hours to a day,
not per-request.

*Durabl e Key*: A platformprotected key whose lifetinme is bounded
by the application install (or, for self-hosted agents, by the
install of the agent on the user’s machine). Typically nmonths to
years. Exanples include the i CS Secure Enclave, Android
StrongBox, the nacOS Keychain (Secure Enclave on supported
hardware), Wndows TPM and Linux Secret Service. A durable key
is identified by a JW thumbprint (urn:jkt).

*poot strap_token*: A short-lived JW issued by the PS, directed at
an agent server, and bound to an agent’s epheneral key via a cnf
claim Defined in Section 8.4.

*Bi ndi ng*: The one-to-one association (ps_url, user_sub) ->

aaut h: | ocal @agent - server-domai n> recorded by the agent server at
the end of bootstrap, together with the device credentials
associated with it.

*Device Credential*: A credential held by the agent server and
associated with a binding, used to authenticate renewal requests
wi thout re-involving the PS. A WbAuthn credential ID for web
apps or an encl ave-key thunbprint (urn:jkt:sha-256:<thunbpri nt>)
for mobile.

4. Parties and Topol ogy

The bootstrap cerenony involves three parties:

*

Har dt

The *agent*, which generates key nmaterial and initiates the

cer enony.

The *PS*, which authenticates the user, collects consent, issues
the bootstrap_token, and records the aauth:| ocal @onain identifier
of each agent the user bootstraps.

The *agent server*, which verifies the bootstrap_token, perforns
attestation, records the (user, agent) binding, and issues the
agent token.
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For self-hosted agents the agent and agent server are co-located
under a domain the user controls. The agent self-issues its agent
token; the agent server does not expose bootstrap_endpoint or
refresh_endpoint, and platformattestation is replaced by a hardware-
bound JVKS- publ i shed key. See Section 14.

Resources and access servers (AS) are not involved in bootstrap.
After bootstrap, the agent interacts with themusing the tokens
returned by the agent server following the flows defined in
[1-D. hardt-aaut h-protocol].

5. Bootstrap Overview

The foll owi ng sequence shows the bootstrap cerenony end to end.
Attestation and renewal sub-flows are shown separately for clarity.
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Figure 1: Bootstrap Cerenopny
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At this point the PS has bound the user to the agent identifier and
the agent hol ds an agent token
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6

The subsequent renewal flow skips the PS and uses the device
credential recorded at bootstrap

Agent Agent Server
[renewal attestation -- see (#attestation)]

I I
| |
| HTTPSig (hwk or jkt-jwt, new epheneral) |
| POST refresh_endpoint |
| { <attestation> } |
I
I
I

Fi gure 2: Renewal Cerenony
Agent Server Metadata Extensions

Thi s specification extends the /.well-known/aaut h-agent.json docunent
defined in [I-D. hardt-aauth-protocol] with the follow ng fields.
These fields apply to agent servers that accept web app or nobile
clients; self-hosted agent servers Section 14 do not expose these
endpoi nts.

Fi el ds:

* *pootstrap_endpoint* (REQUI RED for agent servers that accept web
app or mobile clients). The HTTPS URL where the agent PCSTs the
bootstrap_token and attestation result per Section 8.5.

* *refresh_endpoi nt* (REQU RED for agent servers that accept web app
or mobile clients). The HITPS URL where the agent POSTs renewal
requests per Section 11

*  *webaut hn_endpoi nt* (REQUI RED for agent servers that accept web
app clients). The HTTPS URL from which the agent fetches a
WebAut hn chal | enge and, for registration, WbAut hn cerenony
options. Defined in Section 7

Agents MUST NOT assune a fixed path for these endpoints; the agent
MUST di scover them from agent-server netadata. Each endpoint URL's
host MUST equal the host of the issuer field, or be a DNS subdonain
of it. This allows operational deploynents such as
https://api.agent-server. exanpl e/ bootstrap paired with issuer =
https://agent-server.exanple, while still anchoring discovery to the
met adata ori gin.

Exanpl e aaut h-agent.json file:
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7

7

7

{
"issuer": "https://agent-server.exanple",
"jwks_uri": "https://agent-server.exanple/.well-known/jwks.json",
"client_nanme": "Exanple Al Assistant”,
"logo_uri": "https://agent-server.exanpl e/l ogo. png",
"boot strap_endpoint": "https://agent-server.exanpl e/ boot strap",
"refresh_endpoint": "https://agent-server.exanple/refresh",
"webaut hn_endpoi nt": "https://agent-server. exanpl e/ webaut hn"

}

WebAut hn Endpoi nt

The webaut hn_endpoi nt i ssues WebAut hn chal | enges for both bootstrap
(registration) and refresh (assertion). It is used by web app
clients. The endpoint takes no user context on the request; the
server tracks each chall enge as an opaque singl e-use nonce and bi nds
it to the user only when the cerenony result is submitted.
1. Request

The agent issues a GET request with the cerenony type as a query
par anet er:

GET /webaut hn?t ype=create HTTP/ 1.1
Host: agent-server. exanpl e

or

GET /webaut hn?t ype=get HITP/ 1.1
Host: agent-server. exanple

Query paraneters:

* *type* (REQU RED). Either create (for bootstrap registration) or
get (for refresh assertion).

The request is unsigned. The agent MJST NOT include user identifiers
on the chall enge request.

2. Response
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

8.

8.

"chal | enge": "<base64url random bytes>",
"creation_options": {
"rp": { "id": "agent-server.exanple", "name": "Exanple Al Assistant" },
"pubKeyCredParams": [{ "type": "public-key", "alg": -7}, ...],
"aut henticatorSelection": { ... },
"attestation": "none"

Response menbers

* *chal l enge* (REQUI RED). Server-generated randomval ue of at | east
16 bytes, base64url-encoded without padding. The agent server
MUST store the challenge in a single-use, tine-linted registry.
The chal | enge SHOULD expire within 5 m nutes.

* *creation_options* (REQJ RED when type=create). The non-user
portions of a WebAut hn PublicKeyCredenti al Creati onOpti ons object
([ WebAut hn]): rp, pubKeyCredParans, authenticatorSel ection,
attestation, timeout, and rel ated server-decided fields. The
agent fills in the challenge field fromthis response and fills in
the user field fromthe bootstrap_token, deriving user.id from
boot strap_t oken. sub. WebAut hn ([ WebAut hn], Section 5.4.3) limts
user.id to 64 bytes and requires that it not contain personally
identifying information; the agent MJUST encode bootstrap token. sub
accordingly (typically the raw 32-byte SHA-256 of sub, since sub
is already a pairw se opaque identifier). MJST be absent when

t ype=get .
The response MJUST NOT include user-identifying information. The
agent server MJUST NOT bind the challenge to a particular user inits
i ssuing state; user context enters only when the cerenony result is
subnitted
Boot strap Fl ow
The bootstrap fl ow consists of the follow ng steps.
Key Ceneration
The agent generates an epheneral signing key.
On nobile platforns, the agent also has (or generates on first

install) a durable enclave-protected key with a stable JW thunbprint
of the formurn:jkt:sha-256: <t hunbpri nt >.
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In the web app profile, only the ephenmeral key exists. (The self-
hosted profile uses a JVKS-published hardware-bound key in place of
these; see Section 14.)

Request to PS /bootstrap

The agent sends an HTTP request to the PS s /bootstrap endpoint
si gned under the hwk schenme ([I1-D. hardt-httpbis-signature-key]) using
t he epheneral key:

PCST /bootstrap HTTP/ 1.1

Host: ps. exanpl e

Si gnhature-|nput: sig=..

Signature: sig=..

Si gnat ur e- Key: si g=hwk; kt y="OKP"; crv="Ed25519"; x="<ephener al - pubkey>"
Cont ent - Type: application/json

"agent _server": "https://agent-server.exanple"

}

The request body is a JSON object with the foll owi ng nenbers:

* *agent_server* (REQU RED). The HTTPS URL identifying the agent
server that will mint the agent identity. This value is placed in
the aud claimof the issued bootstrap_token

* *tenant*, *domain_hint*, *login_hint* (OPTIONAL account hints).
See Section 15 for semantics and sel ecti on gui dance.

I nteracti on Response

The PS responds with an interaction requirenent using the
requi renment -response and polling pattern defined in
[1-D. hardt-aaut h- prot ocol ]

HTTP/ 1.1 202 Accepted
Location: https://ps.exanpl e/ boot st rap/ pendi ng/ abc123
Retry-After: O
Cache-Control : no-store
AAut h- Requi renent : requirenent=interaction

url ="https://ps.exanpl e/interaction"; code="Al1B2- C3D4"
Cont ent - Type: application/json

"status": "pendi ng"

}

dt Expi res 30 October 2026 [ Page 14]
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The agent constructs the user-facing URL fromthe url and code
paraneters and directs the user to it per the nethods defined in
[1-D. hardt-aauth-protocol] (browser redirect, QR code, or display
code). The PS authenticates the user and presents a consent screen
asking the user to allow the agent server to establish an account
bound to the user at this PS. No identity clains are rel eased at
this step; clainms flow through the standard three-party flow defined
in [I-D. hardt-aauth-protocol] after bootstrap conpletes.

The consent screen SHOULD di splay the agent server’s display nane and
| ogo as retrieved fromthe agent server’'s /.well-known/aaut h-
agent.json netadata docunent, alongside the agent server’'s host. The
user approves or denies the request.

The agent polls the Location URL until the interaction conpletes,
following the polling rules in [I-D. hardt-aauth-protocol]. Wile the
interaction is pending the PS returns the sane 202 envel ope; on
completion it returns the response defined in Section 8. 4.

boot strap_t oken | ssuance

On successful user approval, a poll of the pending URL returns the
boot st rap_t oken:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"boot strap_token": "eyJhbGec..."
}

The bootstrap_token is a signed JWI [ RFC7519] with the foll ow ng
structure.

1. bootstrap_token Header

*al g*: The signature algorithm (e.g., EdJDSA).
*typ*: aa-bootstrap+jwt.
*kid*: Key identifier for the PS key used to sign the token

2. bootstrap_token Payl oad

*iss* (REQU RED). The PS URL.
*dwk* (REQUI RED). The well-known document nane used to di scover
the PS' s JVWKS, defined in [I-D. hardt-httpbis-signature-key]. For
a PS this is aauth-person.json.

* *aud* (REQUIRED). The agent server URL (natches agent server from
the request).
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*  *sub* (REQU RED). A pairw se user identifier, directed at aud,
identifying the user to the agent server.

* *cnf* (REQU RED). Confirmation claim ([RFC7800]) with jwk
containing the agent’s epheneral public key. The key MJST match
the hwk key used to sign the PS /bootstrap request.

*Jti* (REQU RED). A unique token identifier per [RFC7519].
*iat* (REQU RED). |ssued-at tinme per [RFC7519].

*exp* (REQUIRED). Expiration tine per [RFCr7519]. SHOULD NOT
exceed 5 minutes after iat.

The bootstrap_token does not carry scope, agent, or any claim
describing user attributes. |Its sole purpose is to convey a directed
user identifier (sub) bound to an agent-side epheneral key (cnf).
Identity clains are obtained separately via the three-party flow
defined in [I-D. hardt-aauth-protocol] after bootstrap

The bootstrap token differs fromthe resource token defined in
[1-D. hardt-aaut h- prot ocol ]

* It omts the agent claim because the agent identity does not yet
exi st at bootstrap time. The binding to the agent is carried
solely by cnf.

* |t is directed at an agent server, not at a PS or AS.

Request to Agent Server /bootstrap

This step is omtted for self-hosted agents Section 14, where the
agent and agent server are co-located and the agent self-issues the
agent token instead of POSTing to a renote bootstrap_endpoint. The
remai nder of this section applies to web app and nobile profiles.

Bef ore calling bootstrap_endpoint, the agent perforns the attestation
cerenony appropriate to its platform See Section 9 for the cerenony
details and for the logic by which the platformis chosen. The
attestation result is carried in the POST body.

The agent sends a single POST to bootstrap_endpoint:
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POST /bootstrap HTTP/ 1.1
Host: agent-server. exanple

Si
Si
Si

gnhature-lnput: sig=..
ghature: sig=..
gnat ur e- Key: si g=<schene>

Cont ent - Type: application/json

}

"boot strap_token": "<jwt>"
"attestation": {

"type": "<attestation type>",
}

The HTTP Message Signature schene is determined by the platform

*

*Web app clients* use hwk with the agent’s epheneral key.

*Mobile clients* use jkt-jwt ([I-D.hardt-httpbis-signature-key]),
where the JWI header references the enclave key and the JWI

payl oad’s cnf.jwk is the ephemeral public key. The epheneral key
signs the HTITP nessage

Request body nenbers:

*boot strap_t oken* (REQUIRED). The JW received fromthe PS
*attestation* (REQU RED). The attestation result, whose shape is
defined by the cerenony described in Section 9. The type field
identifies the cerenony (e.g., webauthn, app-attest, play-
integrity) and MJUST natch the schenme inplied by the HTTP

si gnature.

On receiving the request, the agent server MJIST:

1.

2

Har dt

Verify the HITP Message Signature per [RFC9421] and

[1-D. hardt-httpbis-signature-key].

Resol ve and validate the bootstrap_token signature per [RFC7515]
and [ RFC7519] by fetching the PS' s JWKS using iss and dwk.

Apply local policy on whether bootstrap token.iss is an
acceptable PS for this agent server. By default, consuner-
profil e agent servers SHOULD accept any PS that publishes valid
met adat a; B2B-profile agent servers SHOULD restrict acceptance
to an explicit allowist. Reject with 403 Forbidden if policy
deni es.

Verify that bootstrap_token.aud equals the agent server’s own
URL.

Verify that bootstrap_token.cnf.jwk matches the epheneral public
key used to sign the HTTP request.
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6. Verify iat is not in the future and exp is in the future per
[ RFC7519]; reject replays by jti.
7. Verify the attestation per the rules of the indicated cerenpny

in Section 9, including that any cerenony chal |l enge or nonce
mat ches one i ssued by the agent server and has not expired or
been consumed. Mark the cerenony chall enge as consuned.

8. Create or | ook up the binding Section 8.6.

9. Store the device credential derived fromthe attestation (a
WebAut hn credential 1D for web apps, or the enclave key
thunbprint for nobile) on the binding.

10. Issue the agent token Section 8.7.

I f bootstrap_token verification fails, the agent server MJUST respond
400 Bad Request. If issuer policy denies, the agent server MJST
respond 403 Forbidden. |If attestation verification fails, the agent
server MJST respond 401 Unaut hori zed.

8.6. Binding Creation

The agent server |ooks up or creates a binding keyed by
(boot strap_t oken.iss, bootstrap_token. sub):

(ps_url, user_sub) -> aauth: | ocal @agent-server-domai n>
The binding is one-to-one: the sane user at the sane PS at the sane
agent server MJST map to the sanme aauth:|ocal @omain identity,
regardl ess of device.
The agent server stores the device credential obtained during
attestation (a WebAuthn credential 1D, or a urn:jkt:sha-256: <encl ave>
thunbprint) against the binding. Miltiple device credentials MAY be
associated with a single binding.

8.7. Token Response
The agent server returns an agent token
HTTP/ 1.1 200 K
Cont ent - Type: application/json

"agent _token": "eyJhbCGc..."
}

The agent _token is a JW [RFC7519] as defined in
[1-D. hardt-aauth-protocol] wth:

*  *typ*: aa-agent+jw.
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*jss*: The agent server URL.
*dwk*: aaut h-agent.j son.
*sub*: The aaut h: | ocal @agent -server-host> identity fromthe
bi ndi ng.
* *ps*: The PS URL (from bootstrap_token.iss).
* *cnf.jwk*: The agent’s epheneral public key.

The agent server does not issue a resource token at bootstrap. |If
the agent server needs identity clains about the user (e.g., to
popul ate a profile page), it follows the standard three-party flow
defined in [I-D. hardt-aaut h-protocol] after bootstrap conpl etes.

8.8. Bootstrap Conpl etion

Once the agent holds the agent_token, it SHOULD announce its new
agent identity to the PS so the PS can bind the identity to the user
within the PS's bootstrap record. The agent SHOULD performthis
announcenent inmmedi ately upon receiving the agent_token and in any
case before bootstrap_token.exp, because the PS correlates the
announcenent to the bootstrap record by the epheneral key’'s
thunbprint and MAY di scard records after expiry. The agent MJST
performthe announcenent before rotating its epheneral key (that is,
before any call to refresh_endpoint).

8.8.1. Announcenent Request

The agent sends an enpty POST to the PS s /bootstrap endpoint, signed
under the jw scheme ([1-D. hardt-httpbis-signature-key]) with the
agent _token as the namng JW:

POST /bootstrap HTTP/ 1.1

Host: ps. exanpl e

Si gnature-1nput: sig=..

Si gnature: sig=..

Si gnature-Key: sig=jw;jw="<agent token>"
Content-Length: O

The PS di stingui shes the announcement fromthe initial bootstrap by

the signature schene and the enpty body: the initial call uses hwk

with a JSON body, the announcenent uses jw with an enpty body.
8.8.2. PS Processing

On receiving the announcenent, the PS MJIST:

1. Verify the HTTP Message Sighature per [RFC9421] and
[1-D. hardt-httpbis-signature-key] under the jw schene.
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2. Verify the agent_token per [RFC7515] and [RFC7519] by resol ving
the agent server’s JVWKS via agent _token.iss and agent _t oken. dwk
per [1-D. hardt-httpbis-signature-key].

3. Verify that agent token.ps equals this PS' s URL.

4. Look up the bootstrap record by the thunbprint of
agent _token. cnf.jwk.

5. If a matching bootstrap record exists, record the binding between
agent _token.sub (the aauth:|ocal @onain identifier) and the
(user, agent_server) tuple already on file, then respond 204 No
Content.

6. |If no matching record exists, respond 404 Not Found.

The announcenent is idenmpotent: repeated calls for the same epheneral
thunbprint after a successful binding have no effect and respond 204
No Content.

The PS MJST retain the bootstrap record at |east unti

boot strap_t oken.exp, plus a snmall allowance for clock skew (a few
seconds is sufficient). After that time the PS MAY discard the
record; an announcenent that arrives later MAY fail with 404. Even
when the explicit announcenent fails, the PS MAY | earn the binding
lazily fromthe agent claimof a resource token presented at the PS
/token endpoi nt during the standard three-party flow.

8.8.3. Post-Bootstrap APl Access

Wth the agent _token in hand and the announcenent nade, the agent
uses the agent token to call the agent server’'s APIs:

* *|ldentity-based calls*, where the agent server authorizes based
solely on the agent’s identity, use the agent_token directly per
the identity-based node of [I-D.hardt-aauth-protocol]

* *Calls requiring user clainms* follow the standard three-party fl ow
defined in [I-D. hardt-aaut h-protocol]: the agent calls the agent
server’s authorization_endpoint to obtain a resource token,
exchanges that resource token at the PS /token endpoint for an
auth token carrying the required clains, then calls the agent
server’s APl with the auth token.

Each clai mbearing call follow the sane pattern, which lets the
agent request clains increnentally rather than up front. The PS
applies its own policy (including any user consent) when issuing each
aut h t oken.
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9

9

Attestation

Every call in this specification that mnts tokens for an agent (at
bootstrap or at renewal) carries a platformspecific attestation,
except for self-hosted agents Section 14 where the trust anchor is
the user-control |l ed JWKS- published key. At bootstrap the attestation
regi sters a device credential on the binding; at renewal it proves
possession of that device credential. Wthout attestation an
attacker who intercepted a bootstrap_token or replayed a refresh
coul d obtain tokens froma machi ne the user does not control

1. Cerenpny Sel ection
The agent selects the cerenony fromits runtine platform The agent

server determn nes which cerenmony to expect fromthe HITP signature
schene on the bootstrap_endpoint or refresh_endpoi nt POST.

| Platform | Boot strap | Renewal | HTTP |
| | cer enony | ceremony | signature

| | | | scheme |
[ e ———————— L ——_——————————— L ——_——————————— L p—p—p—p—_—————————
| Sel f-hosted | None (hardware-| None (hardware- | jw (self- |
| | bound JWKS key)| bound JVKS key) | issued agent |
I I I | token) I
Fom e e e oo o m e e e oo - o e e e e oo - S +
| Web app | VébAut hn | WebAut hn | hwk |
| (browser-hosted) |registration | assertion | |
| | ([ WebAut hn]) | ([ WebAut hn]) | |
o e e oo o o e e oo oo s +
| Mobile (i0s) | App Attest | Enclave jkt-jwt | jkt-jw

Fom e e e oo o m e e e oo - o e e e e oo - S +
| Mobile (Android) |Play Integrity | Enclave jkt-jwt | jkt-jwt

o e e e e oo oo S o e e e e oo R +

Table 1

An agent server that accepts web app clients MJST publish
webaut hn_endpoint in its metadata Section 6
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For nmobile clients, the agent server MJST nom nate the nonce consuned
by the platformattestation; the nonce MJST be at |east 16 bytes of
cryptographi cally random data, single-use, and MJST expire within 5
m nutes of issuance. The transport by which the agent obtains the
nonce is application-defined: nost nobile agents already share an

aut henti cated channel with their server and can carry the nonce on an
exi sting endpoint. No metadata field for this transport is defined
here. Section 9.3.3 gives a non-normative exanpl e shape for

i npl ement ations that do not have an existing channel

Sel f-hosted agents do not use bootstrap_endpoint or refresh_endpoint
and therefore do not performa cerenpny at the agent server step; the
trust anchor is the hardware-bound JVWKS key described in Section 14.

9.2. Wb App: WebAut hn
Web app clients use the sane webaut hn_endpoint Section 7 for both
bootstrap (type=create) and renewal (type=get). The cerenony result
is carried in the POST body to bootstrap_endpoint or
ref resh_endpoi nt .

9.2.1. Registration (at Bootstrap)

The agent first fetches a challenge and creation options from
webaut hn_endpoi nt :

GET /webaut hn?type=create HITP/ 1.1
Host: agent-server. exanple

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"chal | enge": "<base64ur|l random bytes>",
"creation_options": {
"rp": { "id": "agent-server.exanple", "name": "Exanple Al Assistant" },
"pubKeyCr edParanms": [
{ "type": "public-key", "alg": -7},
{ "type": "public-key", "alg": -257 }
1,
"aut henti cator Sel ection": {
"resident Key": "required"
"userVerification": "preferred"
},
"attestation": "none"
}
}
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The agent invokes navigator.credentials.create() using those options,
filling user.id with bootstrap_token.sub and supplying user.name and
user. di spl ayName from agent-side data. The resulting

Publ i cKeyCredential is included in the POST to bootstrap_endpoint:

PCST /bootstrap HTTP/ 1.1

Host: agent-server.exanple

Si gnature-1nput: sig=..

Signature: sig=..

Si gnat ur e- Key: si g=hwk; kt y="OKP"; crv="Ed25519"; x="<ephener al - pubkey>"
Cont ent - Type: application/json

{

"boot strap_token": "<jwt>"
"attestation": {
"type": "webaut hn",
"credential": {
"id": "<base64url credential id>",
"rawli d": "<base64url >",
"response": {
"clientDataJSON': "<base64url >",
"attestationOhject": "<base64url >"
)
}
}

’ype": "public-key"

}
The agent server verifies the WebAuthn registration ([ WbAut hn])
i ncluding that clientDataJSON. chall enge matches a challenge it issued
vi a webaut hn_endpoi nt, and records the credential 1D as a device
credential on the binding.

9.2.2. Assertion (at Renewal)
The agent first fetches a chall enge from webaut hn_endpoi nt:

GET /webaut hn?t ype=get HITP/ 1.1
Host: agent-server.exanple

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"chal | enge": "<base64url random bytes>"
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The agent invokes navigator.credentials.get() with that challenge and
the agent server’s rpld, using a discoverable credential (no

all owCredentials). The resulting PublicKeyCredential is included in
the POST to refresh_endpoint:

POST /refresh HITP/ 1.1

Host: agent-server.exanple

Si gnature-1nput: sig=..

Signature: sig=..

Si gnat ur e- Key: si g=hwk; kt y="OKP"; crv="Ed25519"; x="<new ephener al - pubkey>"
Cont ent - Type: application/json

{
"attestation": {
"type": "webaut hn",
"credential": {
"id": "<base64url| credential id>",
"rawl d": "<base64url >",
"response": {
"clientDataJSON': "<base64url| >",
"aut henticatorData": "<base64url >",
"signature": "<base64url >",
"user Handl e": "<base64url| >"
b,
"type": "public-key"
}
}
}

The agent server | ooks up the binding by the credential’s rawmid and
verifies the WebAut hn assertion ([WbAuthn]) including that

cli ent Dat aJSON. chal | enge matches a challenge it issued via

webaut hn_endpoi nt .

9.3. Mbile: PlatformAttestati on and Encl ave Proof

Mobile clients use App Attest ([AppAttest]) on iCS or Play Integrity
([Playlntegrity]) on Android at bootstrap to enroll the enclave key
as the device credential. At renewal, the enclave key signhature in
the jkt-jw HTTP Message Signature is itself sufficient proof; no
addi tional cerenpny is required.
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9.3.1. Initial Attestation (at Bootstrap)

The agent obtains a nonce fromthe agent server (subject to the
constraints in Section 9.1) and feeds it to the platformattestation
API. On i OS the nonce is bound by conputing clientDataHash over the
nonce; on Android the nonce is supplied to the Play Integrity request
and surfaced in requestDetails.nonce of the verdict.

Once the ceremony has produced an attestation, the agent POSTs to
boot st rap_endpoi nt:

PCST /bootstrap HTTP/ 1.1

Host: agent-server. exanpl e

Si gnature-1nput: sig=..

Signature: sig=..

Signature-Key: sig=jkt-jw;jw="<jkt-jwt-token>"
Cont ent - Type: application/json

"boot strap_token": "<jwt>"

"attestation": {
"type": "app-attest”,
"key id": "<base64url >",
"attestation_object": "<base64url>",
"client_data_hash": "<base64url >"

}

}

For Play Integrity the attestation object has the form

{
"type": "play-integrity"
"integrity_token": "<JW5 encoded attestation>"

}
The agent server verifies the attestation per the platfornis
publi shed rules, including that the nonce was one it noninated, and
records the enclave key thunmbprint (urn:jkt:sha-256:<thunbprint>) as
the device credential on the binding.

9.3.2. Enclave Proof (at Renewal)

The agent generates a new epheneral key, has the enclave sign a jkt-
jw binding that key, and POSTs to refresh_endpoint:

Har dt Expi res 30 October 2026 [ Page 25]



I nternet-Draft AAut h- Boot strap April 2026

POST /refresh HITP/ 1.1

Host: agent-server. exanpl e

Si gnature-1nput: sig=..

Si gnature: sig=..

Signature-Key: sig=jkt-jw;jw="<jkt-jwt-token>"

The request body is enpty. The agent server conputes the enclave key
thunbprint fromthe jkt-jw header, |ooks up the binding, and issues
a fresh agent_token. No attestation nenber appears in the body
because the jkt-jwt signature itself is the proof.

9.3.3. Non-Nornative Nonce Endpoint Exanple

10.

Thi s non-normati ve exanpl e shows one shape an agent server night
expose if it does not already have an authenticated channel suitable

for delivering the attestation nonce. It mrrors the
webaut hn_endpoi nt pattern: an unsigned GET that returns an opaque
singl e-use nonce. Inplenentations are free to use any other

transport that nmeets the constraints in Section 9.1
Request :

GET /attestation/nonce HTTP/ 1.1
Host: agent-server. exanple

Response:
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store

"nonce": "<base64ur| random bytes>"

}

The agent feeds nonce to the platformattestati on APl per
Section 9.3.1.

Si gnat ure Schenme Summary
The foll owi ng signature schenmes from

[1-D. hardt-httpbis-signature-key] are used at each step of bootstrap
and renewal
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| Context | Scheme | Key materi al |
[} e ————————————————————————_ Ll —_—————————_ Ll p—p—p—(———r L
| PS /bootstrap initial request | hwk | Epherer al |
| | | (inline) |
e . . +
| PS /bootstrap announcenent | jw | Epheneral (via

| request | | agent _token) |
o e e e e e e e e e e e e e e o e o e +
| Agent Server webaut hn_endpoint | unsigned | (no signature)

| request (web app) | | |
s . . +
| Agent Server | hwk | Epherneral |
| bootstrap_endpoint request | | (sane as PS |
| (web app) | | call) |
oo m e e e e e e e e e e ao - S S +
| Agent Server | jkt-jw | Enclave signs |
| bootstrap_endpoi nt request | | epheneral |
| (nobile) I I I
St oo o - oo o - +
| Agent Server refresh_endpoint | hwk + WebAut hn | New ephemeral |
| request (web app) | assertion in | + user proof |
I | body I I
e . . +
| Agent Server refresh_endpoint | jkt-jw | Enclave signs |
| request (mobile) | | new epheneral |
o e e e e e e e e e e e e e e o e o e +
| Self-hosted: agent self-issues | n/a (no agent | JVWKS-published

| agent token | server | har dwar e- bound

| | endpoint call) | key |
T . . +
| Post-bootstrap resource calls | jwt | agent _token |
| | | wrapping |
| | | ephereral |
. . . +

Tabl e 2

11. Renewa

Agent tokens expire. Per [I-D.hardt-aauth-protocol] the maxi nrum
lifetime is 24 hours. Renewal bypasses the PS because the agent
server already holds the (user, agent) binding and the device
credential recorded at bootstrap

Agent servers that accept web app or nobile clients MJST expose a

refresh_endpoint as defined in Section 6. The endpoint issues a
fresh agent _token bound to a new epheneral key.
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11. 1. Renewal Fl ow

Before calling refresh_endpoint, the agent perforns the renewal
attestation cerenony appropriate to its platform See Section 9 for
the cerenony details. The cerenony result, if any, is carried in the
POST body.

POST /refresh HTTP/ 1.1

Host: agent-server. exanpl e
Signature-lnput: sig=...
Signature: sig=...

Si gnat ur e- Key: si g=<schene>
Cont ent - Type: application/json

"attestation": {
"type": "<attestation type>",

}
}

The HTTP Message Signature schene is determined by the platform

* *Web app clients* use hwk with a newly generated epheneral key.

* *Nobile clients* use jkt-jwt ([I-D. hardt-httpbis-signature-key]),
where the encl ave key signs a jkt-jw binding a newy generated
epheneral key; the ephemeral key signs the HITP nessage. For
nmobi | e, the request body MAY be enpty because the jkt-jw
signature itself proves possession of the device credential.

Request body nenbers:

* *attestation* (REQU RED for web app clients; omtted for nobile
clients). The assertion result defined by the renewal cerenobny in
Section 9.

On receiving the request, the agent server MJIST:

1. Verify the HITP Message Signhature per [RFC9421] and
[1-D. hardt-httpbis-signature-key].
2. Look up the binding:
* For web app clients, by the credential ID (rawid) in the
WebAut hn asserti on.
* For nobile clients, by the enclave key thunbprint
(urn:jkt:sha-256: <t hunbprint>) derived fromthe jkt-jw
header .
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11.

11.

12.

3. Verify the renewal attestation per the rules of the indicated
cerenony in Section 9, including that any cerenony chal |l enge
mat ches one it issued and has not expired or been consumed. Mark
the chal | enge as consuned.

4. 1ssue a fresh agent token bound to the new epheneral key.

2. Refresh Response
On success, the agent server returns:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"agent _token": "eyJhbCGc..."
}

The agent _t oken has the sane structure as in Section 8.7 but bound to
t he new epheneral key.

3. Renewal Failure

Renewal MUST fail in the follow ng conditions. The agent MJST then
repeat the full PS-nedi ated bootstrap flow from Section 8. The agent
server distinguishes the failure node by status code

* *404 Not Found* when no binding matches the credential identifier
presented (e.g., the enclave key has been regenerated after nobile
reinstall and the urn:jkt is unknown; the WebAuthn rawid is
unknown; or the binding has been revoked at the agent server and
renoved from storage).

* *401 Unaut horized* when a binding is found but the proof fails
(e.g., a WebAuthn assertion does not verify, the jkt-jwt signature
does not verify, or the cerenpny chall enge has expired or been
consuned) .

I ndependently, the PS MAY have stopped vouching for the user (for
exanpl e, account closure or organi zati onal deprovisioning). The
agent server has no direct signal of this; it surfaces only through a
subsequent PS /bootstrap call that fails at the interaction step

The agent will then be unable to re-establish the binding.

Agent - Per son Bi nding I nvari ant

Per [I-D. hardt-aauth-protocol], each agent is bound to exactly one
person. In bootstrap:
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13.

14.

* (ps_url, user_sub) -> aauth:local @agent-server-donain> is one-to-
one.

* The same user at the same PS maps to the same aaut h:| ocal @agent -
server-donmai n> regardl ess of device

* Miltiple devices per binding MAY exist through nultiple associated
devi ce credential s.

* Revoking a binding at the agent server revokes access for al
devi ces bound to it.

Thi s supports:

* Account sw tching, where an agent holds nultiple agent tokens for
mul tiple (user, agent) bindings and sel ects anong them at runtine.

* Milti-device use, where a single aauth:local identity has device
credentials on several devices.

* | nmedi ate cross-device revocation, where disabling the binding at
the agent server invalidates all device credentials
si mul t aneousl y.

Cut - of - Band User Channe

After first bootstrap, the PS knows the (user, agent_server) binding
and MAY establish a conmunication channel with the user (push, email,
or an authenticated session). PSes that establish such a channel at
first bootstrap can use it to pronpt the user for consent on
subsequent auth_token requests fromthe agent server w thout
requiring an in-app interaction.

Thi s does not change the bootstrap protocol itself; bootstrap
produces only the binding. 1t enables a snoother user experience for
the standard three-party flow by letting the PS reach the user out of
band when a token request requires consent.

PS i npl enentati ons that w sh to support out-of-band consent SHOULD
establish a direct user comunication channel at first bootstrap

Sel f - Host ed Agents

In a sel f-hosted depl oynent the agent and agent server are co-l|ocated
under a domain the user controls. The user publishes the agent
server’'s /.wel | -known/ aaut h-agent.json netadata docunent and JVWKS at
that domain per [I-D.hardt-aauth-protocol]. The correspondi ng
private signing key is held on the user’s nachine. Self-issued agent
tokens are signed by that key and verified by any party agai nst the
publ i shed JVKS
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14.

14.

JVKS publication, key handling, and key rotation for the agent server
rol e are unchanged from[I-D. hardt-aauth-protocol]. The JVKS-
publ i shed key used to sign agent tokens SHOULD be hardware-bound
where the platform supports it: the macOS Keychain (Secure Encl ave on
supported hardware), Wndows TPM or Linux Secret Service. This
mrrors the durabl e-key gui dance for nobile enclaves el sewhere in
this docunent and is the trust anchor that takes the place of
platformattestation in the self-hosted profile.

A sel f-hosted agent operates in one of two nodes:
1. Wthout a PS

The agent self-issues an agent_token with no ps claim The agent
does not call the PS /bootstrap endpoint and does not call the agent
server /bootstrap endpoint (it would be calling itself). The agent
uses its self-issued agent _token directly with resources that support
i dentity-based or resource-managed access per

[1-D. hardt-aauth-protocol]. Resources requiring PS-issued auth
tokens are not reachable in this node.

2. Wth a PS

The agent calls the PS /bootstrap endpoint to establish a (user,
agent) binding at the PS, then self-issues an agent_token carrying a
ps claimthat names the bound PS. The PS-side flow is unchanged from
Section 8:

1. The agent generates an epheneral key and POSTs to the PS
/ boot strap endpoi nt signed under the hwk schene, with
agent _server set to the agent server’s URL (the user’s domain
rooted at https://).

2. The PS authenticates the user, collects consent, and returns a
bootstrap _token with aud set to the agent server’s URL and sub
set to a directed user identifier per Section 8.4.

3. The agent does not POST to its own bootstrap_endpoint. |nstead,
the agent self-issues an agent _token per Section 8.7 with iss set
to the agent server’s URL, cnf.jwk set to the same epheneral key
bound in bootstrap_token.cnf.jwk, and ps set to the PS URL from
bootstrap_token.iss. The aauth:|ocal @agent-server-host> sub of
the agent _token is chosen by the agent under its own host.

4. The agent perforns the bootstrap conpl eti on announcenent to the
PS per Section 8.8. The PS verifies the self-issued agent_token
by resolving the agent server’s JVWKS at agent _token.iss, exactly
as it would for an agent server operated separately fromthe
agent .
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15.

After the announcenment, the PS holds the (user, agent) binding. When
a resource later requires a PS-issued auth token and the PS needs the
user’s consent, the PS MAY pronpt the user out of band over a channe
established at first bootstrap Section 13 instead of requiring an in-
app interaction.

Account Hints

When the agent has prior context about who the user is, it MAY pass
an account hint on the PS /bootstrap request to help the PS resolve
the user without pronpting themto choose:

* *login_hint* ([OpenlD. Core], Section 3.1.2.1) — an identifier for
the user, typically an email address. Useful in both consumer
(B2C) and organi zational (B2B) contexts when the agent has | earned
the user’'s identifier froma previous session, a sign-up form or
anot her out-of -band source.

* *domain_hint* ([OpenlD.Enterprise]) — a DNS domain associated with
the user. Typically used in B2B contexts where the agent knows
the user’s conpany domain but not the specific user.

* *tenant* ([OpenlD.Enterprise]) — an organizational tenant
identifier known to the PS. Used in B2B contexts where the agent
has been invoked in an organi zati on-specific context (e.g., froma
wor kspace | auncher).

The PS handl es these hints with the sane senmantics an Openl D Provi der
applies to the correspondi ng Openl D Connect paraneters: a hint is
advi sory and the PS MAY override or ignore it based on |local policy.
The agent SHOULD send only the nost specific hint it has.

A request mght |ook like:

{

"agent _server": "https://vendor. exanple",
"login_hint": "user @xanpl e. cont

}

When the user has nore than one account at the PS (e.g., a persona
account and a work account), the hint tells the PS which to select.
The sel ected account affects which pairw se sub the PS issues and
whi ch account subsequent token requests resolve against. Wen no
hint is sent and nmore than one account is available, the PS MAY
pronpt the user to choose.
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16.

16.

16.

16.

16.

16.

The bootstrap_token carries no identity or organization-related
clains; those are released in the auth token issued by the PS on the
standard three-party flow per [I-D. hardt-aauth-protocol]. This lets
the agent server apply user- or organization-based authorization

wi t hout running a per-custoner SAML or O DC integration

Security Considerations
1. bootstrap_token Repl ay

The bootstrap token carries a cnf claimbinding it to the agent’s
epheneral public key. Possession of the token alone is insufficient;
the hol der MJST al so control the corresponding private key. Agent
servers MJST reject bootstrap_tokens that are not accomnpani ed by an
HTTP request signed with the key named in cnf.jwk, and MJST reject
replay by jti.

2. Consent Phishing

The user sees the agent server’s donmain, nane, and | ogo at the PS
consent screen. This relies on user recognition of the agent server
The PS SHOULD retrieve the agent server’s display netadata fromits
/. wel | - known/ aaut h- agent . j son docunent and present it at the consent
screen.

3. Key-to-User Binding Wthout Attestation

For the web app and nobile profiles, the bootstrap flow relies on
platformattestation at the agent server step. Environnments without
a platformattestati on mechani smcannot safely use this flow because
a renote process may inpersonate a |ocal user by relaying epheneral
keys through them This is the reason vendor-operated comrand-|ine
tools are out of scope; self-hosted agents Section 14 avoid the
probl em because the trust anchor is a hardware-bound JVKS- publ i shed
key controlled by the user

4. Encl ave Key Conprom se

On nobil e, comprom se of the enclave key breaks the chain of

del egat ed epheneral keys. Inplenentations SHOULD use the shortest
practical jkt-jwt lifetines.

5. Agent Server Conprom se

Conpromi se of an agent server breaks all agent identities mnted by

that server. Bootstrap does not introduce this risk, but centralizes
it at the agent server.
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16.

16.

16.

17.

17.

17.

6. PS Conprom se

The PS is already a high-value target in [I|-D.hardt-aauth-protocol]
Boot strap does not change the risk profile, but nmakes the PS | oad-
bearing for agent identity creation

7. Bootstrap Conpl eti on Announcenent

The announcenent POST to the PS Section 8.8 is bound to possessi on of
the agent’s epheneral key plus a signed agent _token issued to that
key. An attacker woul d need both the epheneral private key and a
valid agent _token for the target aauth identifier. These are the
same credentials that protect the rest of bootstrap; the announcenent
i ntroduces no new attack surface.

8. Resource Exhaustion at Unauthenticated Endpoints

Three endpoi nts accept unauthenticated requests and all ocate server-
side state:

* The PS /bootstrap endpoint creates a pending bootstrap record and
an interaction code.

* The agent server webaut hn_endpoi nt issues a single-use chall enge.

* The non-normative nobile nonce endpoint of Section 9.3.3, if
exposed, issues a single-use nonce.

An attacker can fl ood any of these to exhaust storage or CPU.

I mpl enentations MIUST rate-limt these endpoints (per source |IP and
globally), keep the issued state small (an opaque random val ue plus
expiry), and apply short TTLs (5 minutes is RECOMMVENDED) so that
orphaned state is reclainmed quickly. |nplenentations SHOULD al so
apply rate limting to bootstrap_endpoint and refresh_endpoi nt even
though those are signed, since signature verification is itself non-
trivial work.

Privacy Considerations
1. Directed User ldentifiers
The bootstrap_token.sub claim MJST be a pairw se user identifier
directed at the agent server. This prevents cross-vendor correlation
of users across different agent servers.
2. Mbile Enclave ldentity
The PS sees only the epheneral hwk key. The agent server sees the

jkt-jwt carrying the enclave identity. The PS therefore cannot track
a device across bootstraps at different agent servers.
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17.

17.

18.

18.

18.

3. CQut-of-Band Consent Channe

The user comuni cation channel held by the PS after first bootstrap
is privacy-sensitive. PS inplenmentations SHOULD docunent their user
conmuni cati on practices.

4. Agent ldentifier Registry at the PS

After bootstrap conpletion Section 8.8, the PS knows the

aaut h: | ocal @onmain identifier of each agent the user has

boot strapped. This supports user-facing features such as a dashboard
of connected agents and targeted revocation ("di sconnect from agent
X"). PS inplenentations SHOULD nmake this list visible to the user

5.  Announcenent Metadata Exposure

The bootstrap conpl eti on announcenent Section 8.8 is sent over TLS,
but its fact-of-existence and tinming reveal the (PS, agent _server,
agent _id) triple to any on-path observer that can correlate the
connection’s destination with the agent _token carried in Signature-
Key. Operators of either side SHOULD treat the announcenent tim ng
with the sane care as any other consent-related event, and SHOULD
avoi d | oggi ng the agent token value in shared infrastructure.

I ANA Consi derations
1. Media Type Registrations

This specification registers the following nedia type in the | ANA
Medi a Types registry:

1.1. application/aa-bootstrap+ wt

* Type nane: application

* Subtype nane: aa-bootstrap+jw

* Required paraneters: NA

* (Optional paraneters: N A

* Encodi ng considerations: binary; a JW is a sequence of Base64url -
encoded parts separated by period characters

* Security considerations: See Section 16

* |Interoperability considerations: NA

* Published specification: This docunent, Section 8.4

*

Applications that use this nedia type: AAuth Person Servers and
agent servers
* Fragnment identifier considerations: NA
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18.

18.

19.

2. JW Type Registrations

This specification registers the following JW typ header paraneter
value in the "JSON Wb Token Types" sub-registry:

| Type Val ue | Reference |
| aa-bootstrap+jwt | This docunent, Section 8.4
oo o - o e e e e e e o - +

Tabl e 3
3. JW dains
Thi s docunent defines no new JWI clains. The bootstrap_ token uses
clains registered in the I ANA "JSON Wb Token Cl ai ns" registry
([ RFC7519], [ RFC7800]) together with dwk, which is registered by
[1-D. hardt-aaut h- prot ocol ]
4. AAuth Agent Server Metadata Registration

Thi s docunent registers the follow ng paraneters in the AAuth Agent
Server Metadata registry established by [I-D. hardt-aaut h-protocol]:

| Parameter | Description | Reference |
[ sl ey sy o}
| bootstrap_endpoint | URL of the agent server’'s | This docunment, |
| | bootstrap endpoint | Section 6 |
Fom e e e e e oo o Fom e e e e i o a o +
| refresh_endpoint | URL of the agent server’s | This document, |
| | refresh endpoint | Section 6 |
o e e e e oo oo e e e e e e e e oo - - S +
| webaut hn_endpoint | URL of the agent server’'s | This docunment, |
| | WebAut hn chal | enge | Section 7 |
| | endpoi nt | |
Fom e e e e oo o o e e e e e e e ememao - oo o - +
Table 4

I mpl ement ati on Status

_Note: This section is to be renoved before publishing as an RFC. _

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
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20.

21.

22.

22.

The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs.

There are currently no known inpl enent ati ons.

Docurent Hi story

_Note: This section is to be renoved before publishing as an RFC. _
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Acknowl edgrent s
TBD.
Ref er ences
1. Normative References

[1-D. hardt-aaut h- protocol ]
Hardt, D., "AAuth Protocol", 2026,
<https://github. conl di ckhardt/ AAut h>.

[1-D. hardt-htt pbis-signature-key]
Hardt, D., "HITP Signature Keys", 2026,
<https://datatracker.ietf.org/doc/draft-hardt-httpbis-
si gnat ur e- key>.

[ Openl D. Cor €]
Sakimura, N., Bradley, J., Jones, M, de Medeiros, B., and
C. Mortinmore, "Openl D Connect Core 1.0", Novenber 2014,
<htt ps:// openi d. net/ specs/ openi d-connect-core-1 0. ht >.

[ Openl D. Ent erpri se]
Hardt, D. and K. MQuinness, "QpenlD Connect Enterprise
Extensions 1.0", 2025, <https://openid. net/specs/openid-
connect-enterprise-extensions-1_0.htm >.

[ RFC7515] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb
Sighature (JWS)", RFC 7515, DO 10. 17487/ RFC7515, My
2015, <https://ww.rfc-editor.org/info/rfc7515>.

[ RFC7519] Jones, M, Bradley, J., and N Sakinmura, "JSON Wb Token
(JwWn", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Har dt Expi res 30 October 2026 [ Page 37]



I nternet-Draft AAut h- Boot strap April 2026

[ RFC7800] Jones, M, Bradley, J., and H Tschofenig, "Proof-of-
Possessi on Key Semantics for JSON Wb Tokens (JWIs)",
RFC 7800, DO 10. 17487/ RFC7800, April 2016,
<https://ww.rfc-editor.org/info/rfc7800>.

[ RFC9421] Backman, A., Ed., Richer, J., Ed., and M Sporny, "HTTP
Message Signatures", RFC 9421, DO 10.17487/ RFC9421,
February 2024, <https://ww.rfc-editor.org/info/rfc9421>.

22.2. Informative References

[ AppAttest]
Appl e, "Establishing your app’s integrity (App Attest)",
2024,

<https://devel oper. appl e. com docunent ati on/ devi cecheck/
est abl i shing-your-app-s-integrity>.

[Playl ntegrity]
Google, "Play Integrity API", 2024,
<https://devel oper. androi d. coml googl e/ pl ay/integrity/
overvi ew>.

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The Inpl enentation Status Section", BCP 205,
RFC 7942, DO 10. 17487/ RFC7942, July 2016,
<https://www.rfc-editor.org/info/rfc7942>.

[ WebAut hn] WBC, "Web Authentication: An APl for accessing Public Key
Credentials - Level 3", 2024,
<https://ww. w3. or g/ TR webaut hn- 3/ >.
Aut hor’ s Address
Di ck Hardt

Hel |
Emai | : di ck. hardt @mai |l . com

Har dt Expi res 30 October 2026 [ Page 38]



