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Abst r act

Verifiable Voice Protocol (VVP) authenticates and authorizes

organi zati ons and indivi dual s naki ng and/ or receiving tel ephone
calls. This elimnates trust gaps that malicious parties exploit.

Li ke rel ated technol gi es such as SHAKEN, RCD, and BCI D, WP uses STIR
to bind cryptographic evidence to a SIP INVITE, and verify this

evi dence downstream VVP can also | et evidence flow the other way,
proving things about the callee. WP builds fromdifferent technica
and governance assunptions than alternatives, and uses stronger,
richer evidence. This allows VWP to cross jurisdictional boundaries
easily and robustly. It also nakes VWP sinpler, nore decentralized,
cheaper to deploy and naintain, nore private, nore scal able, and

hi gher assurance. Because it is easier to adopt, VVP can plug gaps
or build bridges between other approaches, functioning as glue in
hybrid ecosystens. For exanple, it may justify an A attestation in
SHAKEN, or an RCD passport for branded calling, when a cal

ori gi nates outside SHAKEN or RCD ecosystems. VVP also works well as
a standal one nmechani sm independent of other solutions. An extra
benefit is that VWP enabl es two-way evidence sharing with verifiable
text and chat (e.g., RCS and vCon), as well as with other industry
verticals that need verifiability in non-tel co contexts.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://dhh1128. gi t hub. i o/ vvp/ draft - hardman-verifi abl e-voi ce-
protocol .htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-hardman-verifiabl e-voi ce-
prot ocol /.

Source for this draft and an issue tracker can be found at
https://github. com dhh1128/ vvp.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

When we get phone calls, we want to know who's calling, and why.
Oten, we want simlar informati on when we _make_calls as well, to
confirmthat we’'ve truly reached who we intend. Strangers abuse
expectations in either direction, far too often

Regul at ors have mandat ed protections, and industry has responded.
However, existing solutions have several drawbacks:

* Assurance of callers derives only fromthe signatures of
originating service providers, with no independently verifiable
proof of what they assert.

* Proving the identity of the callee is not supported.

* Each jurisdiction has its own governance and its own set of
signers. Sharing information across boundaries is fraught with
| ogi stical and regul atory probl ens.

* Depl oynent and nmi nt enance costs are high

* Market conplexities such as the presence of aggregators,
whol esal ers, and call centers that proxy a brand are difficult to
nodel safely.

*  \What might work for enterprises offers few benefits and nmany
drawbacks for individual callers.
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VWP sol ves these problens by applying crucial innovations in evidence
scope, evidence format, and vetting mechani sms. These innovations
prof oundly upgrade what is provable in an ecosystem as well as what

i s cacheabl e and what nust be centralized. However, they have only
subtle effects on the content of a STIR PASSporT, so they are

expl ored outside this spec.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Overview

Fundamentally, VWP requires identified parties (callers and/or
callees) to curate a dossier ([TO P-DOSSI ER]) of stable evidence that
proves things about them This is done once or occasionally, in
advance, as a configuration precondition. Then, for each call
partici pants deci de whether to share this evidence. Callers share
evi dence by creating an epheneral STIR-conpatible VWP PASSporT

([ RFC8225]) that cites (4) their preconfigured dossier. This
passport travels along the delivery route as an ldentity header in a
SIP INVITE. Callees share evidence by addi ng an anal ogous passport
to an attribute line in the SDP [ RFC8866] body of their SIP response.
This passes a signed citation to their dossier in the other
direction. Verifiers anywhere along the route check the citation(s)
and correspondi ng dossier(s), including realtine revocation status,
to make decisions (5).

A WP call may carry assurance in either or both directions.
Conpl i ant inpl enentati ons may choose to support only assurance about
the caller, only assurance about the callee, or both.

3.1. Roles
Under st andi ng the workflow in VWP requires a careful definition of
roles related to the protocol. The terns that foll ow have deep

inmplications for the nental nodel, and their nmeaning in VWP nmay not
mat ch casual usage
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3.1.1. Allocation Hol der

An _allocation hol der_ controls how a phone nunber is used, in the
eyes of a regulator. Enterprises and consuners that nake and receive
calls with phone nunbers they legitimately control are the nobst

obvi ous category of allocation holders, and are called direct

_tel ephone nunber users_ (_TNUs_). Range holders hold allocations
for nunbers that have not yet been assigned; they don't make or
receive calls with these nunbers, and are therefore not TNUs, but
they are still allocation holders.

It is possible for an ecosystemto include other parties as

al l ocati on holders (e.g., whol esal ers, aggregators). However, nany
regul ators dislike this outcome, and prefer that such parties broker
al l ocations w thout actually holding the allocations directly.

3.1.2. Callee

For a given phone call, a _callee_ (also referred to as a
_terminating party_ or _TP_) receives the call. Typically one callee
is targeted, but nultiparty SIP flows allow INVITEs to multiple
callees, either directly or via a conference server (see [ RFC4353]
and [ RFC4575]). A callee can be an individual consumer or an

organi zation. The direct service provider of the callee is the
_terminating service provider _ (_TSP_ ). In nany use cases for WP,
callers attenpt to prove things to callees, and callees and their
service providers use WP primarily with a verifier mndset.
However, enterprises or call centers that accept inbound calls from
i ndi vidual s may want assurance to flow the other direction; hence,
VWP supports optional evidence about callees as well.

3.1.3. Oiginating Party

An _originating party (_OP_) controls the first _session border
controller_(_SBC) that processes an outbound call, and therefore
buil ds the WP passport that cites evidence about the caller

It may be tenpting to equate the OP with "the caller", and in sone
perspectives this could be true. However, this sinple equival ence

| acks nuance and doesn’t always hold. In a WP context, it is nore
accurate to say that the OP creates a SIP INVITE [ RFC3261] with
explicit, provable authorization fromthe party accountable for calls
on the originating phone nunber. The OP originates the VVP protocol,
but not always the call on the handset.

It may also be tenpting to associate the OP with an organi zati ona

identity like "Conpany X'. Wile this is not wong, and is in fact
used in high-level descriptions in this specification, in its nopst
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careful definition, the cryptographic identity of an OP should be
more narrow. It typically corresponds to a single service operated
by an I T departnent within (or outsourced but operating at the behest
of ) Conpany X, rather than to Conpany X generically. This narrowness
limts cybersecurity risk, because a single service operated by
Conpany X needs far fewer privileges than the conpany as a whol e.
Failing to narrow identity appropriately creates vulnerabilities in
some alternative approaches. The evidence securing VWP MJST
therefore prove a valid rel ationship between the OP’s narrow identity
and the broader legal entities that stakeholders nore naturally
assume and under st and.

The service provider associated with an OP is called the _originating

service provider_ (_OSP_). For a given phone call, there may be
compl exity between the hardware that begins a call and the SBC of the
OP -- and there may al so be nany | ayers, boundaries, and transitions

bet ween OSP and TSP
3.1.4. Accountable Party

For a given call, the _accountable party_ (_AP_) is the organization
or individual (the TNU) that has the right to use the originating
phone nunber, according to the regulator of that nunber. Wen a
call ee asks, "Who's calling?", they have little interest in the
technicalities of the OP, and it is alnmost always the AP that they
want to identify. The AP is accountable for the call, and thus "the
caller”, as far as the regul ator and the call ee are concerned.

APs can operate their own SBCs and therefore be their own OPs.
However, APs can al so use a UCaaS provider that nmakes the AP-OP
relationship indirect. Going further, a business can hire a cal
center, and delegate to the call center the right to use its phone
nunber. In such a case, the business is the AP, but the call center
is the OP that nakes calls on its behalf. None of these conplexities
alter the fact that, fromthe callee' s perspective, the AP is "the
caller". The callee chooses to answer or not, based on their desire
to interact with the AP. |If the callee’s trust is abused, the

regul ator and the callee both want to hold the AP accountabl e.

In order to verify a caller, VWP requires an AP to prepare a dossier
of evidence that docunments a basis for inposing this accountability
on them Only the owner of a given dossier can prove they intend to
initiate a WP call that cites their dossier. Therefore, if a
verifier confirms that a particular call properly matches its
dossier, the verifier is justified in considering the owner of that
dossier the AP for the call. Qherw se, soneone is committing fraud.
Accountability, and the basis for it, are both unanbi guous.
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3.1.5. Verified Party

A verified party_ (_VP_) is a party that uses WP to prove
assertions about itself and its del egation decisions. Wen VWP

provi des assurance about callers, the AP is a VP. Wen VWP provides
assurance about callees, the callee is a VP. Sonme characteristics of
proxi es, del egates, and service providers may be proved by a dossier,
but these parties are not VPs. They don't create dossiers, and
dossiers are not focused on them

3.1.6. Verifier

A verifier_is a party that wants to know who's calling or being
call ed, and maybe why -- and that eval uates the answers to these
questions by exam ning formal evidence. Callees, callers, TSPs,

OSPs, governnent regul ators, |aw enforcenent doing | awful intercept,
auditors, and even APs or OPs can be verifiers. Each may need to see

different views of the evidence about a particular phone call, and it
may be inpossible to conply with various regul ations unl ess these
views are kept distinct -- yet each wants simlar and comnpatible
assur ance.

In addition to checking the validity of cryptographic evidence, the
verifier role in WP MAY al so consi der how that evi dence matches

busi ness rules and external conditions. For exanmple, a verifier can
begin its analysis by deciding whether Call Center Y has the right,
in the abstract, to nake or receive calls on behalf of Organization X
usi ng a gi ven phone nunber. However, VVP evidence allows a verifier
to go further: it can also consider whether Y is allowed to exercise
this right at the particular tinme of day when a call occurs, or in a
particular jurisdiction, given the business purpose asserted in a
particul ar call.

3.2. Lifecycle
VWP depends on three interrelated activities with evidence:
* Curating
* Citing
*  Verifying
Chronol ogi cal |y, evidence nmust be curated before it can be cited or
verified. 1In addition, sone vulnerabilities in existing approaches
occur because evidence requirenents are too | oose. Therefore,

under st andi ng the nature of backing evidence, and how t hat evi dence
is created and naintained, is a crucial consideration for VWP
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4.

4.

4.

However, curating does not occur in realtinme during phone calls, and
is out of scope for a network protocol specification. Citing and
verifying are the heart of VVP, and inplenenters will approach VWP
fromthe standpoint of SIP flows [RFC3261], [RFC5626]. Therefore, we
| eave the question of curation to a separate docunent. \Were not-
yet - expl ai ned evi dence concepts are used, inline references allow
easy cross-reference to fornmal definitions that cone | ater

Cting
1. dCiting the AP s dossier
A WP call that nakes the caller verifiable begins when the OP
(3.1.3) generates a new WP passport [RFC8225] that conplies with
STIR [ RFC8224] requirenents. In its compact-serialized JW [RFC7519]
form this passport is then passed as an ldentity header in a SIP

I NVI TE [ RFC3261]. The passport _constitutes_ |ightweight, direct,
and epheneral evidence; it _cites_ and therefore depends upon
conmprehensive, indirect, and long-lived evidence (the AP s dossier
Safely and efficiently citing stronger evidence in a dossier is one
way that WP differs fromalternatives.
1.1. Questions answered by an AP’ s passport
The passport directly answers at |east the foll owi ng questions:
* \What is the cryptographic identity of the OP?

* How can a verifier determne the OP s key state at the tine the
passport was created?

* How can a verifier identify and fetch nore evidence that connects
the OP to the asserted AP?

* \What brand attributes are asserted to acconpany the call?
The first two answers cone fromthe kid header. The third answer is
communi cated in the required evd claim The fourth answer is

comuni cated in the optional card and goal clains.

More evi dence can then be fetched to indirectly answer the follow ng
addi ti onal questions:

* \Wat is the legal identity of the AP?
* Does the AP have the right to use the originating phone nunber?

* Does the AP intend the OP to sign passports on its behal f?
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* Does the AP have the right to use the brand attributes asserted
for the call?

Dossiers can be further expanded to answer even nore questions; such
dynani ¢ expansi on of the scope of proof is conpatible with but not
speci fied by VVP.

4.1.2. Sanpl e passport
An exanple will help. Inits JSO\-serialized form a typical VWP

passport for an AP (with sonme | ong CESR-encoded hashes shortened by
ellipsis for readability) mght look like this:

"header": {
"al g": "EJDSA",
"typ": "Jwr,
“ppt": "vvp®,
"kid": "https://agentsrus.net/oobi/EMC. ../agent/EAx..."
},
"payl oad": {
"orig": {"tn": ["+33612345678"]},
"dest": {"tn": ["+33765432109"]},
"card": ["N CKNAME: Monde d' Exenpl es",
" CHATBOT: htt ps: // exanpl e. conf chat wi t hus",
"LOGO, HASH=EK?2. . . ; VALUE=URI : htt ps:// exanpl e. con i co64x48. png"],
"goal ": "negoti ate. schedul e,
"call-reason": "planifier |le prochain rendez-vous",
"evd": "https://fr.exanpl e. com dossi ers/ EOF....cesr",
"origld": "eOac7b44-1fc3-4794- 8edd- 34b83c018f e9",
"iat": 1699840000,
"exp": 1699840030,
"jti": "70664125-c88d-49d6- b66f-0510c20f c3a6"
}

}

The semantics of the fields are:

* alg _(required)_ MJST be "EdDSA" ([ RFC8032], [FIPS186-4]).
St andar di zi ng on one schene prevents jurisdictions with
i nconpati bl e or weaker cryptography. The RSA, HVAC, and ES256
al gorithms MJUST NOT be used. (This choice is notivated by
conmpatibility with the vLEI and its associ ated ACDC ecosystem
whi ch depends on the Mntgonery-to-Edwards transformation.)

* typ _(required)_Per [RFC8225], MJST be "passport".
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* ppt _(required)_ Per [RFC8225], MJST identify the specific
PASSpor T type -- in this case, "vvp".

* kid (required) MJST be the OOBI of an AID ([ TO P-KERI])
controlled by the OP (3.1.3). An OBl is a special URL that
facilitates ACDC s viral discoverability goals. It returns |ANA
content-type application/json+cesr, which provides sone inportant
security guarantees. The content for this particular OOBl MJST be
a KEL ([TOP-KERI]). Typically the AID in question does not
identify the OP as a legal entity, but rather software running on
or invoked by the SBC operated by the OP. (The AID that
identifies the O°P as a legal entity may be controlled by a
multisig scheme and thus require nultiple humans to create a
signature. The AID for kid MJST be singlesig and, in the comon
case where it is not the legal entity AID, MJUST have a del egate
relationship with the legal entity AID that’'s proved through
formal evidence.)

* orig _(required)_ Al though WP does not depend on SHAKEN, the
format of this field MIUST conformto SHAKEN requirements
([ ATI S-1000074]), for interoperability reasons. It MJST al so
sati sfy one additional constraint, which is that only one phone
nunber is allowed. Depite the fact that a containing SIP | NVITE
may allow multiple originating phone nunbers, only one can be tied
to evidence evaluated by verifiers.

* dest _(required)_ For interoperability reasons, MJST conformto
SHAKEN r equi r enent s.

* card _(optional)_Contains one or nore brand attributes. These
are anal ogous to [ RCD-DRAFT] or [CTIA-BCID] data, but differ in
that they MJUST be justified by evidence in the dossier. Because
of this strong foundation that interconnects with formal |ega
identity, they can be used to derive other brand evi dence (e.g.,
an RCD passport) as needed. |Individual attributes MJUST conformto
the VCard standard [ RFC6350] .

* goal _(optional)_ A machine-readable, |ocalizable goal code, as
described informally by [ ARI ES-RFC-0519]. |If present, the dossier
MUST prove that the OP is authorized by the AP to initiate calls
with this particul ar goal

* call-reason _(optional)_ A hunan-readable, arbitrary phrase that
describes the self-asserted intent of the caller. This claimis
| argely redundant with goal; nost calls will either omt both, or
choose one or the other. Since call-reason cannot be anal yzed or
verified in any way, and since it may conmunicate in a human
| anguage that is not nmeaningful to the callee, use of this field
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i s discouraged. However it is not formally deprecated. It is
included in WP to facilitate the construction of derivative RCD
passports which have the property.

* evd (required)_ MJST be the OOBI of a bespoke ACDC (the dossier,
[TOP-ACDC]) that constitutes a verifiable data graph of al
evidence justifying belief in the identity and authorization of
the AP, the OP, and any rel evant delegations. This URL can be
hosted on any conveni ent web server, and is sonmewhat anal ogous to
the x5u header in X509 contexts. See below for details.

* origld (optional)_ Follows SHAKEN senanti cs.
* jat _(required)_ Follows standard JW semantics (see [ RFC7519]).

* exp _(required)_Follows standard JWI senantics. As this sets a
wi ndow for potential replay attacks between the sane two phone
nunbers, a reconmended expiration should be 30 seconds, with a
m ni mum of 10 seconds and a naxi mum of 300 seconds.

* jti _(optional)_ Follows standard JWI senanti cs.
4.2. Citing a callee s dossier

Optionally, evidence in VP can also flowfromcallee to caller. For
privacy reasons, individuals who receive phone calls may choose not
to use WP in this way. However, enterprises and call centers may
find it useful as a reassurance to their custoners about who they’ ve
reached.

In such cases, the callee nust have curated a dossier. The format of
the callee dossier is identical in schema to that used by a caller.
It may therefore introduce evidence of the callee’s legal identity,
right to use a brand, right to use a TN, delegated authority to a
call center proxy or an Al, and so forth. (A callee's dossier mght
differ in one mnor way that doesn't affect the schema: it could
prove the right to use a TN that has a DNO fl ag.)

A reference to the callee’ s dossier is conveyed by adding a speci al
a=cal | ee-passport: X attribute line to the SDP [ RFC8866] body of the
callee’'s 200 K response. (Optionally, the lines MAY al so be added
to a 180 Ringing response, to nmake the callee verifiable earlier, but
it MUST appear on the 200 CK response.) The value of this lineis a
JWI in compact form with the ;type=vvp suffix. This is exactly
compliant with the format used by callers to convey VWP passports in
Identity headers. However, Identity headers are not used for callees
because existing SIP tooling does not expect or preserve ldentity
headers on responses. Furthernore, the identity of a callee is
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5

5.

5

primarily of interest to the caller, who is willing to parse the SDP
body; it does not need the same full-route auditability as the
identity of a caller.

Al t hough dossiers are identical in either direction, the callee JW
has a slightly different schema than a caller’s VWP passport. The
headers of the JWI match, but kid contains the OOBlI of the callee,

not of the OP. Two new clains are added to the JWI payl oad: call-id
and cseq. These MJST contain the values of the Call-ID and CSeq

val ues on the preceding SIP INVITE. The iat claimMJST al so be
present and MUST contain a value fromthe systemcl ock of the call ee.
The exp field MAY al so be present and use a val ue chosen by the
callee; if it is missing, this comunicates the callee’s intention to
i mpose no new timeout logic on the call. The evd field MIST al so be
present, and MJST contain the OOBI of the callee’ s dossier. The card
and goal clains are also allowed. Qher clains MAY be present, but
MUST be ignored by conpliant inplenentations that do not understand
them (Because the callee references the specific SIP dialog via
call-id and cseq, there is no point in repeating fields that describe
the dialog, like orig, dest, and so forth.)

Verifying
1. Verifying the caller
1.1. Al gorithm
When a verifier encounters a VVP passport, they SHOULD verify by
using an algorithmsimlar to the following. Optinizations my

conbi ne or reorder operations, but MJST achieve all of the sane
guarantees, in order to be conpliant inplenentations.

1. Anal yze the iat and exp clainms to evaluate tinmng. Confirmthat
exp is greater than iat and al so greater than the reference tine
for analysis (e.g., _now), and that iat is close enough to the

reference time to satisfy the verifier’s tolerance for replays.
(A replay attack woul d have to call fromthe sane orig to the
same dest with the same iat, within whatever w ndow the verifier
accepts. Thirty seconds is a recommended default val ue.)

2. Confirmthat the orig, dest, and iat clains match contextua
observations and other SIP netadata. That is, the passport
appears aligned with what is known about the call from externa
sour ces.

3. Extract the kid header
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Har dman

Fetch the key state for the OP at the reference tinme fromthe
OBl in kid. Caches may be used to optimze this, as long as
they nmeet the freshness requirenents of the verifier

Use the public key of the OP to verify that the signature on the
passport is valid for that key state. On success, the verifier
knows that the OP is at |east making an assertion about the
identity and authorizations of the AP. (Wen reference time is
now, this is approximately the | evel of assurance provided by
existing alternatives to VVP.)

Extract the evd field, which references the dossier that
constitutes backi ng evidence.

Use the SAID ([TO P-CESR]) of the dossier as a | ookup key to see
whet her the dossier has already been fully validated. Since
dossiers are highly stable, caching dossier validations is
recommended.

If the dossier requires full validation, performit. Validation
i ncl udes checking the signature on each ACDC in the dossier’s
data graph against the key state of its respective issuer at the
time the issuance occurred. Key state is proved by the KEL
([TO P-KERI]), and checked agai nst independent wi tnesses

I ssuance is recorded explicitly in the KEL's overall event
sequence, so this check does not require guesses about how to
map i ssuance tinestanps to key state events. Subsequent key
rotations do not invalidate this analysis.

Val idation al so includes conparing data structure and val ues
agai nst the declared schema, plus a full traversal of al

chai ned cryptographically verifiable evidence, back to the root
of trust for each artifact. The verifier MJST accept the root
of trust as a valid authority on the vital question answered by
each credential that depends upon it. The correct rel ationships
anmong evi dence artifacts MJST al so be checked (e.g., proving
that the issuer of one piece is the issuee of another piece).

Check to see whether the revocation status of the dossier and
each itemit depends on has been tested recently enough, at the
reference tine, to satisfy the verifier's freshness
requirenents. |If no, check for revocati ons anywhere in the data
graph of the dossier. Revocations are not the same as key
rotations. They can be checked nmuch nore quickly than doing a
full validation. Revocation checks can also be cached, possibly
with a different freshness threshold than the main evidence.
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10.

11.

12.

13.

Assumi ng that the dossier is valid and has no breakages due to
revocation, confirmthat the OP is authorized to sign the
passport. If there is no del egation evidence, the AP and the OP
MUST be identical, and the OP MJUST be the issuee of the identity
credential; otherwise, the OP MUST be the issuee of a del egated
signing credential for which the issuer is the AP.

Extract the orig field and conpare it to the TNAI |l oc credenti al

cited in the dossier to confirmthat the AP (3.1.4) -- or, if OP
is not equal to AP and OP is using their own nunber, the OP
(3.1.3) -- has the right to originate calls with this nunber.

If the passport includes non-null values for the optional card
claim extract that information and check that the brand
attributes claimed for the call are justified by a brand
credential in the dossier

Check any business logic. For exanple, if the passport includes
a non-null value for the optional goal claim confirmthat the
verifier is willing to accept a call with that goal. O, if the
del egat ed signer credential says that the OP can only call on
behal f of the AP during certain hours, or in certain geos, check
those attributes of the call

5.2. Verifying the callee

The callee is verified with an algorithmthat MAY be optim zed but
MUST achi eve the same security guarantees as this:

1.

Har dman

Confirmthat the call-id and cseq clains natch the val ues of
Call-1D and CSeq fromthe preceding SIP I NVITE

Confirmthat the iat claimmatches contextual observations and
other SIP netadata. That is, the timng described by the callee
appears aligned with what is known about the call from externa
sour ces.

If the exp claimis present, analyze the iat and exp clains to
eval uate ti meout.

Extract the kid header

Fetch the key state for the callee at the reference tinme from
the OBl in kid. Caches may be used to optimze this, as |ong
as they neet the freshness requirenents of the verifier.

Use the public key of the callee to verify that the signature on
the passport is valid for that key state.
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7. Extract the evd field, which references the dossier that
constitutes backing evidence.

8. Use the SAID ([TO P-CESR]) of the dossier as a | ookup key to see
whet her the dossier has already been fully validated. Since
dossiers are highly stable, caching dossier validations is
r ecomrended.

9. Confirmthat the dossier was signed (issued) by the sane AID
that appears in the kid header

10. If the dossier requires full validation, performit.

11. Check to see whether the revocation status of the dossier and
each itemit depends on has been tested recently enough, at the
reference tine, to satisfy the verifier's freshness
requirenents.

12. Conpare the callee’s TNto the TNAIloc credential cited in the
dossier to confirmthat the callee has the right to accept calls
at this nunber.

13. If the passport includes non-null values for the optional card
claim extract that information and check that the brand
attributes claimed for the call are justified by a brand
credential in the dossier.

14. Check any business logic. For exanple, if the passport includes
a non-null value for the optional goal claim and the preceding
I NVI TE i ncl uded a VWP passport that also declared a goal,
confirmthat the callee’'s and caller’s goals overlap (one nust
be a subset of the other). O, if the del egated signer
credential says that a call center or an Al can accept calls
during certain hours, or in certain geos, check those attributes
of the call.

5.3. Planning for efficiency

A complete verficiation of either caller or callee passport, from
scratch, is quite rigorous. Wth no caches, it nmay take severa
seconds, nuch |ike a thorough validation of a certificate chain.
However, much WP evidence is stable for |ong periods of tinme and
lends itself to caching, subject to the proviso that revocation
freshness must be managed wisely. Since the sane dossier is used to
add assurance to many calls -- perhaps thousands or mllions of
calls, for busy call centers -- and many dossiers will reference the
same issuers and issuees and their associated key states and KELs
([TAO P-KERI]), caching will produce huge benefits
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Furthernore, because SAIDs and their associated data (including |inks
to other nodes in a data graph) have a tanper-evident rel ationship,
any party can performvalidation and conpile their results, then
share the data with verifiers that want to do I ess work. Validators
like this are not oracles, because consumers of such data need not
trust shared results blindly. They can always directly reconpute
some or all of it froma passport, to catch deception. However, they
can do this lazily or occasionally, per their preferred bal ance of
risk/effort.

_Intoto_, these characteristics nean that no centralized registry is
required in any given ecosystem Data can be fetched directly from
its source, across jurisdictional boundaries. Because it is fetched
fromits source, it comes with consent. Privacy can be tuned.

Si npl e opportunistic, uncoordinated reuse (e.g., in or across the
datacenters of TSPs) will arise spontaneously and will dramatically

i mprove the scale and efficiency of the system

5.4. Historical analysis

Normal Iy, a verification algorithm determ nes whether the passport
verifies now. (This is the only evaluation that's valid for nost
JWI's, because they depend on epheneral key state fetched just in tine
fromx5u). However, a WP passport can do nore. |Its kid header
references a KEL for the signer’s AID ([TOP-KERI]), and its evd
header references a dossier issued by either the AID of the AP or the
AlD of the callee. Thence it connects to a KEL ([TOP-KERI]). These
data structures provide key state transitions that are tinestanped --
both by the controllers of the AlDs, and by their independent

wi tnesses. Although the tinmestanps are not guaranteed to be
perfectly synchroni zed, they can be conpared to establish rough
transition times and to detect duplicity.

Using this historical information, it beconmes possible to ask whether
a WP passport would have verified at an arbitrary nonent in the

past. In such fram ngs, the reference tine fromthe verification
algorithmis _then_, not _now_. In the nornal case where _then_ falls
outside a fuzzy range, answers about key state are clear to al
observers. In the rare cases where _then_ falls inside a fuzzy

range, a state transition was underway but not yet universally known,
and a verifier can conpute the key state (and thence, the outcone of
the verification algorithm according to their preferred
interpretation.
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6

Security Considerations

Conplying with a specification may forestall certain easy-to-
anticipate attacks. However, _it does not nean that vulnerabilities
don’t exist, or that they won't be exploited . The overall assurance
of WP requires reasonable vigilance. G ven that a nmajor objective
of WP is to ensure security, inplenenters are strongly counseled to
under stand the underlying principles, the assunptions, and the ways
that choices by their own or other inplenentations could introduce
risk.

Li ke nmost cryptographi ¢ nechani sns, VWP depends on the foundationa
assunption that human stakehol ders will manage cryptographi c keys
carefully. VWP enforces this assunption nore thoroughly than many
exi sting sol utions:

* Parties that issue credentials MJST be identified with AlDs
([TOP-KERI]) that use witnesses. This guarantees a non-
repudi abl e, publicly accessible audit |og of how their key state
evol ves, and it makes key rotation easy. It also offers
comprom se and duplicity detection. Via prerotation, it enables
recovery fromkey conpronise. AlDs can be upgraded to use
quant um proof signing algorithns w thout changing the identifier

* Parties that issue credentials MJST do so using ACDCs
([TAO P-ACDC]) signed by their AID rather than a raw key. This
makes evi dence revocable. It also makes it stable across key
rotation, and prevents retrograde attacks by allowi ng verifiers to
map an i ssuance or revocati on event to an unambi guous key state in
the KEL ([TO P-KERI]).

* Parties that issue credentials SHOULD enpl oy threshol d- based
mul ti-signature schenes. This enhances security by distributing
signing authority across nultiple key hol ders, reducing the risk
of single-point conpronise. Threshol d-based signatures ensure
that no single key conproni se undernines the system s integrity
whil e enabling controlled key recovery and rotation without
di srupting credential validity.

Nonet hel ess, it is still possible to nmake choices that weaken the
security posture of the ecosystem including at |east the foll ow ng:

* Sharing keys or controlling access to them carel essly
* |ssuing credentials with a flinsy basis for trust

* Delegating authority to untrustworthy parties
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8.

8.

* Delegating authority without adequate constraints
* Failing to fully verify evidence

General | y understood best practices in cybersecurity will avoid nmany
of these problenms. 1In addition, the following policies that are
specific to WP are strongly recomrended:

1. Passports SHOULD have an aggressive tineout (e.g., 30 seconds).
Si gnatures on passports are not anchored in a KEL, and nust
therefore be evaluated for age with respect to the time they were
received. Overly old passports could be a replay attack (a
purported second call with the sane orig and dest nunbers, using
the sane backi ng evi dence, soon after the first.)

2. Wtnesses (which MJST be used) SHOULD be used in such a way that
high availability is guaranteed, and in such a way that duplicity
by the controller of an AID is detected. (Verifiers will be able
to see the witness policy of each AID controller, and SHOULD
deci de for thenselves whether the party is reliable, depending on
what they observe.)

3. Revocations SHOULD be tinmely, and the tineliness guarantees of
i ssuers SHOULD be publi shed.

4. \Watchers SHOULD propagate events to | ocal caches with a | ow
| at ency, and MJST provide information that allows verifiers to
deci de whether that | atency neets their freshness requirenents.
I ANA Consi derations
Thi s docunent defines a new SDP [ RFC8866] session-level attribute
Attribute nane: call ee-passport Long-form description: Contains a
STI R-conpati bl e passport that references a dossier of evidence about
the callee’s identity, brand, and related attributes. Used in 200 K
and/ or 180 Ri ngi ng responses. Type of attribute: session-|eve
Subj ect to charset: No Reference: This docunent

Thi s specification also depends on OOBIs ([ TO P-KERI]) being served
as web resources with | ANA content type application/cesr.
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