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Abst ract

Thi s docunent explores various technol ogi es devel oped to enhance the
DNS, focusing specifically on interactions with the DNS Root Server
System (RSS). It exam nes a nunber of the protocols and eval uates
their inmpact on comuni cation with the RSS.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-hardaker-dnsop-rss-usage-
consi derations/.

Di scussion of this docunent takes place on the Domain Name System
Operations Wrking Goup mailing list (mailto:dnsop@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ dnsop/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com https://github. com hardaker/draft-hardaker-dnsop-
rss-usage- consi derati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

.1

I nt roducti on

Thi s docunent explores various technol ogi es devel oped to enhance the
DNS, focusing specifically on interactions with the DNS Root Server
System (RSS). It examines a nunber of the protocols and eval uates
their inmpact on comunication with the RSS

Wil e the necessity of a centralized source for a unique internet
nam ng systemis beyond the scope of this docunent, it is thoroughly
addressed i n [ RFC2826] .

The docunent begins by briefly describing and referencing various
conmuni cati on enhancenments in Section 2. It then provides an

anal ysi s of how these enhancenments inpact communication with the RSS
in Section 3.

Docunment Conventi ons

To eval uate the potential changes to RSS communication in Section 3,
this document categorizes the solutions using the foll owi ng keywords:

* *Mnimal*: The techni que addresses a problemw th only a m ni nal
anount of inprovenent.

* *Nbderate*: The technique provides a noderate |evel of inprovenent
i n addressing a probl em

* *Significant*: The technique offers substantial inprovenent for
communi cating with the RSS, even though it does not entirely
address the probl em space.

*  *Conpl ete*: The technique fully enhances comunication with the
RSS and/ or conpletely mtigates the defined concern

Techni ques | nprovi ng Conmuni cati on with the RSS

This section outlines various techniques designed to inprove

communi cation with the DNS Root Server System (RSS), particularly in
addressing security or efficiency concerns. These techniques are
further analyzed in Section 3 to evaluate their effectiveness in
mtigating each of the concerns.

Har daker & Kunari Expi res 3 Decenber 2026 [ Page 3]



I nternet-Draft DNS RSS Usage Consi derations June 2026

2.1. Nanme M nimzation

The original DNS protocol specifications [RFCL035] indicated that the
entire query nanme being handl ed by a resol ver should be sent to
upstream authoritative servers; this behavior |eaks all the labels in
a query to all the authoritative servers used in the resolution
process, even when the authoritative server doesn't use all the

| abel s when generating a response.

The "DNS Query Nane Mnimisation to Inprove Privacy" [RFC9156]

speci fication describes how recursive resolvers can mnimze this
privacy | eakage by describing how the resolver "no | onger always
sends the full original QNAVE and original QIYPE to the upstream name
server."

2.2. Aggressive NSEC

The "Aggressive Use of DNSSEC- Val i dated Cache" [RFC8198] [RFC9077]
speci fication describes how validating recursive resolvers can reduce
the nunber of queries sent to authoritative servers by allow ng
"DNSSEC- val i dati ng resolvers to generate negative answers within a
range and positive answers fromw |l dcards."

(Ed note: The NSEC exanple used in this paragraph is an accurate
example as of this witing, but may change over tine.) Aggressive
NSEC | everages NSEC records to prevent redundant queries for non-
exi stent TLDs. Validating resolvers can use NSEC records to

synt hesi ze negative responses for non-existent TLDs based on
previously received NSEC records. For exanple, a query for a non-
existent TLD (e.g., ".exanple") will return an NSEC record
cryptographically proving that the no nanes between ".events" and
".exchange" exist. Subsequent queries within the NSEC TTL for a non-
exi stent TLD that falls between ".events" and ".exchange" (e.g.,
".evil") can be answered i medi ately without sending a query to the
RSS.

This technique is particularly effective in reducing queries to the
RSS for non-existent TLDs, as once a single query between two valid
TLDs has been sent, validating resolvers can nmake use of the returned
NSEC records to prevent future queries between the two bounding TLDs
fromneeding resolution. This inproves both privacy (Section 3.1)
and |l atency (Section 3.5) when comunicating with the RSS, as fewer
queries are sent and nore responses can be generated i mediately from
the cache.
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2.3. Encrypted and Authenticated DNS

There are a variety of protocols that enable encrypted DNS
transacti ons both between stubs and recursive resolvers, and between
recursive resolvers and authoritative servers. These include "DNS
over Transport Layer Security" (TLS) [RFC7858] and "DNS over Datagram
Transport Layer Security (DTLS)" [RFC8094] (along with suppl enental

i nformati on [ RFC8310]) which collectively are referred to as "DNS
over (D)TLS".

In addition, "DNS Queries over HTTPS (DoH " [ RFC8484], "DNS over
Dedi cated QUI C Connections" [RFC9250], and "Oblivi ous DNS over HITPS"
[ RFC9230] enabl e DNS over encrypted HITP transports.

The "Unil ateral Opportunistic Deployment of Encrypted Recursive-to-
Aut horitative" DNS [ RFC9539] specification defines how recursive
resol vers can comunicate with authoritative servers that support
encrypted TLS sessions. However, the specification is currently
publ i shed under an EXPERI MENTAL st at us.

In all cases for the purpose of this docunent, we define these these
connections to be verified both in terns of authenticity of the
server end point (although not necessarily of the data's origin
itself). As such this survey frequently rates authenticated and
encrypted TLS sol utions as strong candi dates for solving

communi cati on problenms, |arge scal e depl oynents of resolver to
authoritative DNS servers in particular |ack a robust way for
perform ng proper TLS server certificate authentication, which nakes
actual depl oynment a chall enge

2.4. Serve Stale

The "Serving Stale Data to Inprove DNS Resiliency"” [RFC8767]
specification specifies how resolvers can continue to serve
previously cached records even after their Tinme-To-Live (TTL) has
expired. This approach enhances DNS resiliency by ensuring that
responses renai n avail abl e during periods when authoritative servers
are unreachabl e, such as during network outages or server failures.

2.5. DNSSEC

DNSSEC [ RFC9364] provi des cryptographi c assurance of the authenticity
and integrity of DNS responses. Using digital signatures, DNSSEC
ensures that data fromthe root and ot her signed zones cannot be

mal i ci ously nodified without detection. This allows validating
resolvers, and their clients, to verify the origin, authenticity, and
correctness of DNS data.
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2.6. Local Root

Local Root enabl es recursive resolvers to maintain and use a |l oca

copy of the root zone, elimnating the need to query the root servers
directly. This concept has been docunented for over a decade in

[ RFC7706], [RFC8806], and [ LOCALROOT], and in acadenic research

[ NOROOTS], [ROOTPRIVACY]. It is inplenented in [BlINDM RROR],

[ KNOTMODULE] , [ UNBOUNDAUTHZONE], [ LOCALROOTI SI].

The initial Local Root inplenentations relied on AXFR for transferring
root zone data. Mdre recent inplenentations instead support HTTP-
based transfers, providing additional flexibility and scalability.

3. RSS Communi cation | nprovenent Effectiveness Conpari son

Thi s section eval uates the inpact of the techniques described in
Section 2 on recursive resolvers’ comunication with the Root Server
System (RSS) .

3.1. Privacy

Queries sent to the RSS include those within existing Top-Leve
Domains (TLDs) (e.g., ".conif, ".org") and for queries under non-
exi stent domains (e.g., "sensitive.internal", sensitive.con" (sic)).

When a resolver’s cache | acks an answer for a domain within an
associated TLD, the query is forwarded to the RSS. This exposes the
query to the 12 Root Server Qperators (RSCs) managi ng the 26 RSS
identifiers (13 IPv4 and 13 I Pv6) and the networks in between.

The privacy sensitivity of queries sent to the RSS can vary wi dely,
ranging fromunlikely sensitive (such as a query for just ".exanple"
wi thout any left-hand | abels) to nore critical queries that |eak
potentially personal or systemsensitive infornation that was not

i ntended to | eak beyond an internal network boundary (such as ".wpad"
records). Names reaching the RSS can be single |abels that revea
only the TLD s nane (".conmt or ".xxx"), which may or nay not be
sensitive in nature by thenselves. Queries can also contain nore

| abel s that may | eak nore sensitive information

("private.sensitive. exanple").

Accidental |eaks can stemfromtypos, web browser keyword searches,
m sconfigured software, or sinply because it needed to be resol ved,
and no privacy-protecting techni ques are depl oyed.

Not e that beyond the analysis of a single record being observed, a

| arger or tenporal analysis of all of a client’s queries nmay revea
addi tional information and/or behavioral patterns ([ROOTPRI VACY]).
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For exanple, the collection of unique ccTLDs observed during the
course of a 24 hour period may reveal the political bias in a
resolver’s clients.

To mitigate issues with potentially sensitive queries |eaving a
resol ver, various techniques are avail able for use that include:

* *Aggressive NSEC: Significant*

Because Aggressive NSEC greatly reduces the quantity of queries
requi ring NXDOVAI N responses, it can greatly enhance a resolver’s
privacy by sinply sending | ess queries.

The rough worst-case scenario with a long lived cache is a
transm ssion of 1 query per TLD in the root zone in the course of
one TTL (2 days, or other inplenentation upper limt which can
commonly be 1 day). Note that resolvers that prefer client NS
records, which often have a |lower TTL, may send data nore
frequently than what the root zone's TTL specifies. Note that
DNSSEC (or at |east an understanding of the NSEC record) is
required to inplenment Aggressive NSEC

Not e that Aggressive NSEC does not prevent queries for existing
TLDs from | eaki ng.

* *(QName M nimzation: Significant*

Mane M ninisation greatly inproves privacy in the case where any
sensitive information exists in the | abels before the TLD (e.g.
sensitive.exanple). However, this cannot entirely mnimze the

| eakage of TLD nanes thensel ves, which nmay or may not be sensitive
in nature (".xxx" is used as a conmon exanple of a TLD that may be
considered sensitive). Note that |ike the Aggressive NSEC

techni que above, the sent queries are typically cached for a
period of tine. Unlike NSEC Aggressive Caching though, DNSSEC is
not required to inplement Name M nim zation

* *Encrypted and aut henticated DNS: Mderat e*
Encrypted and aut henticated DNS protocols, such as DNS over
(D) TLS, protect queries frominternedi ate observers by encrypting
communi cati on. However, as of this witing, only 2 of the 13 root
server identifiers support encrypted DNS, limting the
ef fecti veness of this technique with respect to the RSS

* *Local Root: Conpl ete*
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3.

2

Local Root inplenentations naintain a | ocal copy of the root zone,
thereby conpletely elimnating the need to send queries to the
RSS. This ensures conplete privacy with respect the RSS, as no
queries |l eave the resolver toward the RSS

Furt hernore, because the data is received and verified before
bei ng used, there are only two renai ning sources of trust for the
informati on used: 1ANA itself and the RZM which is responsible for
creating the root zone, although even they have no visibility into
how resol vers nmake use of the data.

Di sconnected operations

At times, a region may beconme di sconnected fromthe broader internet
due to various causes, such as network outages, intentiona

di sruptions, or natural disasters. |n such scenarios, the Root
Server System (RSS), as the pinnacle of the DNS hierarchy, becones

i naccessible to resolvers needing i nformati on about TLDs not in their
cache. VWhile a conplete disconnection fromthe internet results in
failures for all resolutions to external resources, |oca
infrastructure may still be functioning and remain reachable (e.g., a
ccTLD may be accessible even if the RSS is not).

Sol utions available for resolvers to continue operating even when
di sconnected fromthe RSS include:

* *Serve Stale: Significant*

Serve Stale allows resolvers to reuse cached data when
authoritative servers are unreachable. This approach can
significantly aid di sconnected scenarios, provided the required
records are already in the cache. However, it cannot assist when
the necessary informati on has not been recently cached.

* *Local Root: Significant or Conplete*

Local Root inplenentations that populate their cache with root zone
records offer significant protection, simlar to Serve Stale. But
cached records may still expire if not recently accessed.

I npl enent ati ons that ensure the root zone contents are al ways
available (e.g., via RFC8806 parallel infrastructure, specia
cache retention flags, or when |oaded froma persistently
refreshed file) provide complete protection agai nst RSS

di sconnect i on.
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3.3. Record Protection

DNSSEC RRSI G records ensure the integrity and authenticity of DNS
resource records (RRs). However, delegation-related records, such as
NS records and associ ated gl ue records, are exceptions to this
protection. These records, served by the parent zone, assist
resolvers in reaching child zones but are not cryptographically

si gned.

Once the resolver verifies that the child zone is serving accurate
information and the DS record validates the child s DNSKEY, the
child s data becones authoritative. |f the parent-side del egation
records are nodified, resolvers may initially be directed to
incorrect infrastructure. Wth DNSSEC validation enabled, this would
result in a denial of service or, at worst, a tenporary eavesdroppi ng
i ssue.

We anal yze record protection by dividing it into in two parts:
authoritative RR protection and non-authoritative del egation record
protection (NS and gl ue).

3.3.1. Authoritative RR Protection

Al'l root zone records, except NS and glue records, are protected by
DNSSEC, ensuring tanper resistance. Solutions for safeguarding these
records include:

* *DNSSEC. Significant*

DNSSEC protects agai nst record nodification for records served
fromthe RSS, assuming validation is performed using a root zone
DNSSEC trust anchor and the chain of trust fromit is followed al
the way to the child zone. Note that not all TLDs in the root
zone are protected, and thus this is considered Significant since
nmost TLDs do of fer DNSSEC support and nost resolvers are chil d-
centric.

Not e that DNSSEC, when comnbi ned with NSEC records, allows
verification of negative answers received fromthe root. Thus,
responses for non-existent records fromthe root are verifiable as
aut henti c.

*  *Encrypted and Authenticated DNS: Conpl et e*
If the resolver is able to connect to a root server instance that
of fers authenticated and encrypted DNS support, then any answers

they receive over that protected path can be considered properly
val i dat ed even without checking the correspondi ng DNSSEC records.
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However, checking the DNSSEC records for validity thensel ves may
still be recommended. Encrypted and aut henticated DNS protection
i s considered Conpl ete when the authentication of the TLS
connection to the RSS can be properly verified.

* *Local Root: Conpl ete*

Local Root i npl enentati ons downl oad and verify the entire root zone
usi ng DNSSEC and ZONEMD records, ensuring all data is tanper-
resistant. Proper DNSSEC validation of at |east the ZONEMD record
is required

3.3.2. Non-Authoritative Data (d ue) Protection

Al t hough DNSSEC protects many of the records within the root zone,
the TLD s NS, A and AAAA records in the root zone are not signed.
This lack of signing | eaves these records vulnerable to attacks such
as man-in-the-mddl e nodifications or cache injection, especially
with parent-centric validating resolvers

These attacks could redirect traffic to non-responsive servers,
causi ng deni al -of -service issues.

Alternatively, the addresses can be nodified to point to alternate
addresses that do respond. Wile these responding addresses will be
unabl e to alter DNSSEC signed records in the root zone, they can
still act as eavesdroppers and nodi fy any unsi gned gl ue records being
passed.

Note that NS and glue records fromthe root zone are typically cached
for a lengthy period of time, which is a benefit for resolvers that
receive the correct records but a detrinment for those that receive
nmodi fi ed records and have a parent-side preference.

Mtigation strategies include:
*  *DNSSEC. None to Significant*

DNSSEC prevents unaut horized nodification of authoritative records
in DNS zones, ensuring that unsigned data cannot be falsely
inserted. However, as discussed above, it does not prevent NS and
glue record nodification. The protection offered by DNSSEC
depends on whether the resol ver uses DNSSEC to validate the child
side’s NS, A and AAAA records. Furthernore, the TLD nust be
signed for this protection to be effective.

* *Encrypted and authenticated DNS: Conpl et e*
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3.

4.

Encrypted and aut henticated DNS provi des secured comuni cation
with root server instances, assunming server endpoints are properly
verified. Note, however, since NS glue records in the parent zone
| ack RRSI Gs, proper validation the veracity of the data stil
requires consultation with the child zone for data authenticity
verification.

* *]ocal Root: Compl et e*

Local Root i npl enentations downl oad and verify the entire contents
of the root zone, including NS and glue records, effectively
elimpnating this threat.

Bit Flipping

"Bit flipping" is the termused to describe accidental nodifications
to bits due to nmenory corruption in a device or during transm ssion
The net effect is that at least one bit may flip randomy fromO to
1, or vice versa. Though rare, they have been neasured in network
traffic arriving at very popul ar servers of all types.

The root-servers.net zone is, unsurprisingly, a very popul ar domain:
it bootstraps all Internet DNS resol utions. Researchers have shown
that by registering alternate donmain nanes with single or double bit
flips in the root-servers.net domain nanme allows these alternate
servers to receive requests that were intended to be sent to the rea
root-servers.net domain. These bit flips can cause problens simlar
to the above discussed glue record nodifications (Section 3.3.2).

Note that in this section we only discuss bitflips that are received
by or sent by the resolver. Bitflips that occur in packets |eaving
the resolver toward the client that submitted the original query are
out of scope and not covered in this docunent as the resolver (and
the RSS) has no control over them

Solutions to detecting and rejecting bitflipped data include:
* *DNSSEC:. Significant*

Cryptographic techni ques |i ke DNSSEC properly identify and reject
data with nodifications of any kind, including bit flipping
techni ques. However, DNSSEC does not prevent NS and gl ue record
nmodi fication since these records, as discussed above, are not
protected by DNSSEC unl ess verified through to the client’s copy
of the records.

Research has shown that sone validating resolvers fail to detect
when sone bit flipping situations have occurred, however.
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3.

5

* *Encrypted and authenticated DNS: Significant*

Encrypted and aut henticated DNS provi des secured comuni cation
with root server instances that ensures no data has been nodified
in flight. However, any data containing bit-flips in the root
server instance itself, in the resolver’s nenory, or in the

out goi ng data transm ssi ons cannot be protected.

* *Local Root: Significant?*

Local Root inplenentations within resolvers downl oad and verify the
entire contents of the root zone using DNSSEC and ZONEMD,

i ncludi ng associ ated glue records. This elininates (or at |east
catches) all bit flips that occur on incom ng data transfers for
the root zone. However, it cannot protect against bit flips that
occur in-nenory or in outgoing responses, and is thus only

Si gni ficant.

Lat ency

Even though al nost all answers to user queries are served fromthe
cache, sone resol ver operators have concerns about the |atency of

queries sent to the RSS. |n addition, because negative answers are
frequent and may be from end-user typos waiting for a response,
latency to the RSS may at | east matter a little. |In fact, thisis

one notivation listed in [RFC8806] for inplenmenting Local Root.

Techni ques that support reducing |latency to the root, often by having
the answers already avail abl e, include:

* *Aggressive NSEC. Significant*

Wth Aggressive NSEC depl oyed, queries containing right-nost

| abel s (TLD | abels) that are not in the root may be answered

i medi ately by generating the answer using an NSEC record in the
(validating) resolver’s cache. The result is simlar to the
privacy anal ysis showi ng that Aggressive NSEC provi des significant
| at ency reduction to the root zone.

* *Local Root: Conpl ete*
As above, a Local Root inplenentation already has all the records
in the root zone and thus can answer inmredi ately and wi thout ever
sendi ng any queries to the RSS

* *Serve Stale: NA*
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4.

8.

Note that though Serve Stale may have an answer in the cache that
is usable, it does not help with | atency since the answer shoul d
not be used until an attenpt to query the RSS has al ready been
made.

Summary
In summary, the follow ng table sunmarizes the analysis in Section 3

gi ven the DNS comuni cation technologies in Section 2 and how t hey
affect communication with the RSS.

[ oo e b pe gt S peepengy e o pujep Cjje e puny b ppet Cbejes s pej s pe e pee e
| | QNarre- | Aggr. -| Encr/ | Serve-| DNSSEC| Local Root |
| | Mn | NSEC | Auth | Stale | | |
[ e e pu gy Ches e pufefe -l fu s pjet Cj gy s pu e ppt b poj o p o pp O
| Privacy | Signif|Signif| Mderate | | | Conplete |
S - S - S I S - S - I +
| Di sconnection | | | | Si gnif| | Conpl ete* |
. Fomemm - Fomemm - T Fomemm - Fomemm - S T +
| Auth Prot | | | Complete | | Signif| Complete |
T R R TS R R R +
| Non-auth Prot | | | Conplete | | Signif| Conplete |
. S - S - S S - S - I +
| Bit Flipping | | | Signif | | Signif| Signif |
. Fomemm - Fomemm - T Fomemm - Fomemm - S T +
| Latency | | Si gnif| | | | Complete |
T R R TS R R R +
Table 1

(*): as discussed above, this depends on the inplenmentation with sone
i mpl ement ations only being Significant while others are Conpl ete.

Qper ational Considerations
TBD

Security Consi derations
Thi s docunent discusses a |arge nunber of security related cases in
Section 3 and proposes nitigation strategies, their effectiveness,
and associ ated trade-of fs.

| ANA Consi derati ons
None.
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