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Abstract

Thi s docunent describes a machine readable format to be used by | ANA
to publish a list of sources where the contents of the | ANA DNS Root
Zone may be fetched from

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-hardaker-dnsop-root-zone-
publi cati on-poi nts/.

Di scussion of this docunent takes place on the Domain Nane System
Qperations Wrking Goup nailing list (mailto:dnsop@etf.org), which
is archived at https://nmailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww ietf.org/mailmn/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com https://github. com hardaker/draft-hardaker-dnsop-
r oot - zone- publ i cati on- poi nts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

DNS recursive resolvers inplenenting functionality such as Local Root
[draft-wkumari-dnsop-I|ocal root-bcp] need to obtain the contents of
the 1 ANA DNS root zone on a regular basis. This docunent describes a
machi ne readabl e format that can be used by IANA to publish a |ist of
sources that can be used for obtaining the contents of the | ANA DNS
Root Zone.
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2. | ANA maintained list of root zone publication points

The list of I ANA root zone data publication points, available at TBD
URL, may be used to discover where the | ANA root zone data can be
fetched from

It is expected that this will be used as described in
[draft-wkumari-dnsop-1ocal root-bcp], and may be used by the resol ver
software directly, or by the operating systema resolver is deployed
on, or by a network operator when configuring a resolver

The contents of the I ANA DNS root publication points file MJST be
verifiable as to its integrity as having come from | ANA and MJST be
verifiabl e as being conpl ete.

2.1. Root zone publication points

NOTE: this is but an exanple format that is expected to spur

di scussions within | ETF working groups |ike DNSOP. Whether this is a
list inasinple line-delimted format |ike bel ow or signed JSON or
signed PGP or ... is subject to debate.

The | ANA root zone data publication points file is structured into
two distinct segnents, divided by a line consisting of four dashes
followed by a newwine ("----\n"). The first segment contains a list
of URLs, one per line. The second segnent provides a signature or
crypt ographi ¢ checksum

Wiile this specific format was originally designed for | ANA' s
mai ntai ned list of root zone publication points, it may al so be used
by other publication point aggregation |ists.

The list may include URLs using any protocol capable of transferring
DNS zone data, including HTTP or HTTPS [ RFC9110] (DNS zone file
presentation format over HITP or HTTPS), AXFR

[ draft-hardaker-dnsop-dns-xfr-schene], XoT

[ draft-hardaker-dnsop-dns-xfr-schene], "XoH' (DNS AXFR over HITP)
[draft-hardaker-dnsop-dns-xfr-schene], etc. URLs using http or https
schenes are for transferring zone file contents in presentation
format, not for indicating an AXFR transfer over DNS over HTTPS

URLs for perform ng an AXFR over the protocol DNS over HITPS shoul d
use the "xoh" schene instead.

Each URL MJST occur on its own line. Lines beginning with the "#"

character are considered conents and MJST be ignored. Leading and
trailing whitespace on each |ine SHOULD be i gnored.
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Any URLs that reference an unknown transfer protocol in the Local Root
i mpl ement ati ons SHOULD be di scarded. |If after filtering the |ist
there are no acceptable list elenments left, the resolver MIST revert
to using regular DNS queries to the | ANA root zone instead of
operating as a Local Root.

The first line of the cryptographic checksum section will contain a
checksum or signature type string specifying what the remaining |ines
in the checksum or signature section will contain. (Ed note: this
section is underspecified. W expect to refine this as we get

f eedback fromthe working group.)

A minimal exanple publication point file, containing a single AXFR
publication point with a target of b.root-servers. net:

http://ww. i nternic. net/donain/root.zone
https://ww. i nternic.net/donain/root.zone
axfr:lax.xfr.dns.icann.org/.

axfr:iad.xfr.dns.icann.org/.

axfr:b.root-servers. net/.

SHA256

500c443200c172d81f 9811710530c1c244c0b45e702b53ad5bc3a83234f 460b3

Future note: this should eventually be a signhature froman identity,
regardl ess of format, that can be traced back to | ANA being the
aut horitative publisher and not just a sinple checksum

3. Operational Considerations
I mpl ement ati ons SHOULD optim ze retrieval to minimze inpacts on the
server. Because the list is not expected to change frequently,
i mpl ement ati ons SHOULD refrain from querying | ANA's source nore than
once a week.
TBD

4. Security Considerations
It is critical that Local Root inplenentations (or other any code
bases) naking use of the publication point |list format described in
thi s docunent verify the contents using the encoded checksumto
ensure it has not been tanpered with.

TBD
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5. | ANA Consi derati ons

TBD: describe the request for | ANA to support a list of root server
publication points at TBD- URL.
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