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Abstract

Thi s docunent describes guidelines for entities that wi sh to publish
a list of URLs fromwhere the contents of the | ANA DNS root zone may
be obtained. These guidelines are specifically provided as gui dance
to | ANA, but these suggestions may be applicable to any entity
wishing to build a Iist of | ANA DNS root zone sources for their own
pur poses.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://github.io/ hardker/draft-hardaker-dnsop-root-zone-publication-
|'i st-guidelines/draft-hardaker-dnsop-root-zone-publication-|ist-
guidelines.htm . Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-hardaker-dnsop-root-zone-
pub-1i st-guidelines/.

Di scussion of this docunent takes place on the Domain Nanme System
Qperations Wrking Goup nmailing list (mailto:dnsop@etf.org), which
is archived at https://nmailarchive.ietf.org/arch/browse/dnsop/.
Subscribe at https://ww. ietf.org/mailmn/listinfo/dnsop/.

Source for this draft and an issue tracker can be found at
https://github. com https://github. com hardaker/draft-hardaker-dnsop-
r oot - zone- publ i cation-1ist-guidelines.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Har daker, et al. Expires 16 Septenber 2026 [ Page 1]



Internet-Draft DNS Root Zone Publication List Cuideline March 2026

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

.1

I nt roducti on

Thi s docunent describes guidelines for entities that wi sh to publish
a list of URLs fromwhere the contents of the | ANA DNS root zone may
be obtained. These guidelines are specifically provided as gui dance
to | ANA, but these suggestions may be applicable to any entity

wi shing to build a list of | ANA DNS root zone sources for their own
pur poses.

When i npl ementing a Local Root or simlar service, as described in
[draft-wkumari-dnsop-1ocal root-bcp], the contents of the DNS root
zone need to be obtained. Because the contents of the | ANA DNS root
zone are crytographically verifiable, it may be obtained from any
source assuming integrity verification has been perforned.

Entities, such as IANA, will need to publish a |ist of acceptable
sources that Local Root enabl ed resolvers can use to routinely fetch
and serve or cache the contents of the | ANA DNS root zone. The
guidelines in this docunment are intended to provide advice to | ANA or
any other entity wishing to build such a Iist of sources.

A separate docunent

[ draft-hardaker-dnsop-iana-root-zone-publication-points] describes
the format of the I ANA published list, along with | ANA consi derations
that request the list’s publication

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Guidelines for building a | ANA DNS root zone publication |ist

The foll owi ng describes the conmunity established gui delines when
devel oping a list of | ANA DNS root zone publication points:

GQuidelines related to the list of publication points
* the list of publication points nust be nachine readable.

* the list of publication points nust not be linted to a particul ar
si ze.

* the list of publication points should include publication points
hosted from nul tipl e organi zati ons.
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* the list of publication points should include a service endpoint
fromIlANA itself.

* the list of publication points nmust be verifiable as conplete
through the use of a cryptographic checksum

* the list of publication points should be cryptographically
verifiable as to its origin.

* the list of publication points should include nultiple protocols
that can be used for fetching the | ANA root zone data.
Specifically the list should include both https and AXFR based
sour ces.

* each itemin the list of publication points nust be individually
conpl ete and usable in isolation.

* each itemin the list of publication points nmust be a uni que URL.

* the publication list should contain a variety of protocols for
Local Root inmplenentations to make use of based on inplenmentation
and operator preference. For exanple, the list should contain
URLs of "http", "https", "axfr", "xot" and "xoh" schenes if
possi bl e.

* at least sonme publication points should offer usage over direct
I Pv4 and | Pv6 addresses rather than DNS based names in order to
potentially avoid the need for bootstrapping over regul ar DNS
* each itemin the Iist of publication points should be routinely
verified as to its functioning status or el se renoved fromthe
list.
3.2. Quidelines related to entries in the list of publication points

* each publication point should make use of widely geographically
di stributed service points.

* each publication point nmust be globally avail able w thout inposed
source-based or other filtering.

* https based publication points should offer service equivalent to
exi sting Content Delivery Networks (CDNs) today.

*  AXFR, | XFR and XoT publication points should be as robust as the
exi sting DNS root servers that offer simlar services today.
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4.

* each publication point should have a service | evel agreenent,
ideally at zero cost, with | ANA

Security Considerations

TBD

| ANA Consi der ati ons

I ANA may wish to carefully consider the suggestions in this docunent
when building a |ist of 1 ANA DNS root zone publication points.
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