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Abst r act

Perform ng DNSKEY al gorithmtransitions with DNSSEC signing is
unfortunately challenging to get right in practice w thout decent
tooling support. This docunent weighs the correct, conpletely secure
way of rolling keys against an alternate, significantly sinplified,
met hod that takes a zone through an insecure state first.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 July 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I nt roduction

Perform ng DNSKEY [ RFC4035] algorithmtransitions with DNSSEC

[ RFC4033] signing is unfortunately challenging to get right in
practice wi thout decent tooling support. This docunent weighs the
correct, conpletely secure way of rolling keys against an alternate,
significantly sinplified, nmethod that takes a zone through an

i nsecure state.

Section 4.1.4 of [RFC6781] describes the necessary steps required
when a new signing key is published for a zone that uses a different
signing algorithmthan the currently published keys. These are the
steps that MJUST be foll owed when zone owners wi sh to have

uni nterrupt ed DNSSEC protection for their zones. The steps in this
docunent are designed to ensure that all DNSKEY records and all DS

[ RFC4509] records (and the rest of a zone records) are properly

val i dat abl e by validating resol vers throughout the entire process.
VWhenever possible, this procedure SHOULD be foll owed.

Unfortunately, there are a nunber of these steps that are chall enging
to acconplish either because the timng is tricky to get right or
because current software doesn’t support autonating the process
easily. Some exanpl es:

1.

The second step in Section 4.1.4 of [RFC6781] requires that a new
key with the new algorithm (which we refer to as K new) be
created, but not yet published. This step requires that both the
old key (K old) and K new both sign and generate signatures for
the zone, but without K new actually being published in the zone
even though its signatures. Put another way, only K old can

exi st in the zone even though signatures from both keys nust be
included. After this odd m x has been published for a sufficient
time length, based on the TTL, can K new be safely introduced and
published into the zone as well.
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2. Sometines one of the goals is to transfer zone managenent to new
authoritative server software. But, if the newy desired
algorithmisn't supported in the existing (to be replaced) DNSSEC
signing software, then the transfer to the new software nust be
acconplished first. However, if there isn't an overlap between
the algorithms available in both software sets, it becones
practically inmpossible to even transfer the zone since neither
software set can use both K old and K new.

Al t hough sone DNSSEC si gni ng sol utions may automate the al gorithm
rol l over steps (nmeking operator involvenent unnecessary), many ot her
tools do not yet support automated al gorithm updates. In these
environnments, the nost challenging step is requiring that certain
RRSI Gs be published wi thout the correspondi ng DNSKEYs that created
them This will likely require operators to use a text editor on the
contents of a signed zone to carefully select zone records to extract
before publication. This introduces potentially significant operator
error(s).

Thi s docunent proposes an alternate approach that MAY be used to
perform al gorithm DNSKEY rol |l overs in these situations, which is
potentially nore operationally robust but |ess secure.

1.1. Requirenents notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Transitioning tenporarily through insecurity

An alternate approach to properly rolling DNSKEYs to a new al gorithm
is tointentionally nake the zone becone insecure while the DNSKEYs
and al gorithns are swapped. At a high level, this neans renoving all
DS records fromthe parent zone first, then renove the old key and

i ntroduce the new key with its new algorithmduring this period.

Zone TTLs can be significantly shortened during this period to

m nimze the period of insecurity.

Bel ow are the enunerated steps required by this alternate transition
mechanism Note that there are still two critical waiting tine
requirenents (steps 2 and 6) that must be followed carefully.

1. Optional: lower the TTLs of both the zone's DS record, and the

TTL of the DNSKEY RRset. Note that in some operationa
depl oynents the parent zone may set the TTL of the DS record.
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2. Renove all DS records fromthe parent zone

3. Ensure the zone is considered unsigned by all validating
resolvers by waiting 2 tines the naximum TTL length for the DS
record, and/or 2 tinmes the largest TTL found in the zone
(whichever is larger). This is the most critical timng as al
records associated with K old nust be cleared fromvalidating
resol ver caches. (The author of this document failed to wait the
required time once. It was not pretty.)

4. Replace the old DNSKEY(s) using the old algorithmw th new
DNSKEY(s) using the new algorithm(s) in the zone and publish the
zone.

5. Wait 2 times the largest TTL found in the zone to ensure the new
DNSKEYs wi || be found by validating resol vers.

6. Add the DS record(s) for the new DNSKEYs to the parent zone

7. If the TTLs were nmodified in the optional step 1, change them
back to their preferred val ues.

3. Operational considerations

The process of replacing a DNSKEY with an ol der al gorithm [ RFC9904],
such as RSAMD5 [ RFC4034] or RSASHA1 [ RFC9905] with a nore nodern one
[ RFC9904] such as RSASHA512 [ RFC5702] or ECDSAP256SHA256 [ RFC6605]
can be a daunting task if the zone's current tooling doesn’t provide
an easy-to-use solution. For exanple, this may be the case for zone
owners using command line tools integrated into their zone production
envi ronnent .

Thi s docunent describes an alternative approach to rolling DNSKEY
algorithnms that may be significantly | ess prone to operationa

m st akes. However, it is paranobunt that operators understand of the
security considerations of using this approach.

The document reconmends waiting 2 times TTL values in certain cases
for added assurance that the waiting period is |ong enough for caches
to expire. Inreality, waiting slightly longer than 1 TTL nmay be
sufficient but requires accepting added risks with propagation timng
and cl ock synchroni zati on.
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4.

5

5

1.

Security considerations

DNSSEC provi des data integrity protection for DNS data. This
docunent specifically calls out a reason why a zone owner may desire
to deliberately turn off this protection while changing the zone's
DNSKEY' s cryptographic algorithns. Thus, this technique is
potentially harnful if an attacker knows when this will occur and can
use that time window to |launch DNS nodification attacks (for exanple,
cache poisoning attacks) against validating resolvers or other
validating DNS infrastructure.

Most inportantly, this will deliberately break certain types of DNS
records that nust be validatable for themto be effective. This

i ncludes for exanple, but not limted to, all DS records for the
zone’'s own children, DANE [ RFC6698] [ RFC7/671] [ RFC7672], PGP key
fingerprints [ RFC7929], and SSHFP[ RFC4255] fingerprints. Zone owners
must carefully consider which records within their zone and their
zone's children depend on DNSSEC bei ng avail abl e before using the
procedure outlined in this docunent.

Gven all of this, it |leaves the question of: "why would a zone owner
want to deliberately turn off security tenporarily then?", to which
there is one principal answer: if the the conplexity of executing an
algorithmrole the correct way is difficult (or inpossible), then the
chances of introducing an error that causes an operational outage nmay
be significantly higher than the chances of the zone being attacked
during the insecure transition period. Sinply put, an invalid zone
created by a botched algorithmroll is potentially worse than an

unsi gned but still availabl e zone.
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