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Abstract

Thi s docunment defines an extension to the |INVITE header of the
Session Initiation Protocol (SIP) to support a Caller ID Verification
(AV) method. CV authenticates the caller 1D of an incom ng cal
through a chal | enge-and-response process across both IP and non-1P
networ ks without requiring a trusted third party or a public key
infrastructure. Wen receiving a call with a clainmed phone nunber,
the called party holds the call and sends a quickly term nated | NVITE
request (like a flash call) to that nunber, carrying a short 4-digit
chal | enge enbedded as part of the caller ID. A genuine caller would
recei ve the chall enge and respond by echoing the sane digits, e.g.,
through DTMF (Dual - Tone Multi-Frequency). The proposed extension

i nvol ves two changes to the INVITE header. First, it adds a new
option tag, "civ", in the Supported header field of the INVITE
request. This tag allows the calling party to indicate support for
CVinthe initial call. Second, it adds a special value "civ-veri-
call" for the Purpose paraneter of the Call-Info header field. This
value allows the called party to make a verification call, indicating
the purpose of the call is to transmt a challenge rather than
establish a phone conversation. ClV uses the standard Session-I1D
header in the INVITE request to allow the calling party to explicitly
match the verification call with the initial call. Wilst this
docunent focuses on |IP networks, the same ClV protocol al so works
with non-1P networks (e.g., SS7) by including the "civ" tag, the
"civ-veri-call" value and the session IDin the User-to-User
Information (UUl) paraneter.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

In a SIP network, it is easy to nodify the caller ID using nunber
spoofing. Sonetines, there are legitimate reasons to alter the
caller ID, e.g., showing a single outgoing nunber for an organi sation
or atoll-free nunber for the called party to dial back. However,
fraudsters and scamers frequently abuse number spoofing to hide
their identity or to pretend to call fromtrusted sources. This has
becone a global problemin the Tel ecomi ndustry.

Thi s docunent describes a Caller ID Verification (ClV) nethod based
on a peer-reviewed paper published in ACM Transactions on Privacy and
Security (ACM TOPS) by Wang et al. in 2023 [5]. CV authenticates
the caller 1D using a chall enge-response protocol, which works with
both I P and non-1P networks without requiring any trusted third party
or a public key infrastructure. Wile it is possible to inplenent
ClV on the users’ phones, this docunent focuses on inplenenting CV
on tel ecommuni cation switches in the Tel ecom cloud for best

per f or mance.

In a tel ecomruni cati on system there are three distinct

aut hentication problens: 1) the authentication of the carrier
(typically done by verifying the possession of a private key for
digital signature), 2) the authentication of the caller (through
verifying a password, the possession of a token, or bionetrics) and
3) the authentication of the caller ID. ClV specifically addresses
the third problemthrough verifying whether the calling party
possesses (or owns) the phone nunber that is sent as the caller ID
whereas the identity of the caller can be traced later if needed via
the range hol der of that nunber (assum ng appropriate KYC checks are
in place, or the service to nunber can be turned off). Crucially,
ClVis a decentralized nethod that does not require any trusted third
party (or trusted certification authorities in a public key
infrastructure). Such a decentralized nmethod is useful in many
practical applications where proving the possession of the caller ID
is needed to prevent spoofing attacks wi thout involving any trusted
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third party. 1In practice, CIV can be conbined with other

aut henti cation techniques (e.g., carrier authentication and caller
aut hentication) to provide enhanced security. As an exanple, sone
banks use a systemcalled Voice ID (or "ny voice is nmy password") to
authenticate the caller based on analyzing their voice bionetrics in
t el ephone banki ng, but Al-generated voices pose a real threat to
defeat this caller authentication nethod completely [9]. Using CIV
woul d force the attacker to call fromthe victims phone (or to prove
the ownership of the phone nunber that is registered with the bank),
hence making the Al spoofing attack nore difficult. Sone nobile
paynent systens, such as Unified Paynent Interface (UPl), use the
nmobi | e phone nunber as the unique identity to facilitate paynments
bet ween users. Verifying the ownership of the phone nunber is an
important step to prevent fraud.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [2] [3] when, and only when, they appear in all capitals, as shown
here.

2. Overview of CV

At a high level, CIVis inspired by a call-back verification nethod
used in practice. To verify if the caller ID of an incoming call is
genui ne, the receiver may just hang up and call back the displayed
nunber [8]. This call-back nethod ensures that the receiver talks to
the genuine caller who possesses (or owns) that nunber. However, the
manual call-back verification is slow and tedious. It may al so incur
a charge to the verifying party.

ClV follows a simlar approach, but it automates the verification
process across heterogeneous networks in a secure and efficient
manner wi thout incurring a charge to the verifying party. In CV,
the authentication of the caller IDis defined based on checking the
possession of that number. Accordingly, it distinguishes legitinmate

and illegitimate nodifications of the caller ID based on whether the
cal l er possesses the nunber. Suppose the caller uses an unnodified
nunber or a legitimately nodified nunber they own. 1In both cases,

they shoul d receive a challenge froma call-back and hence shoul d be
able to respond accordingly.

Supporting CIV in SIP [1] involves making two changes to the INVITE
header. First, we propose a new option tag "civ" in the Supported

header of INVITE. This tag indicates that the caller supports ClV.
Second, we propose a new value "civ-veri-call" for the Purpose
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paraneter in the Call-Info header of INVITE. The "civ-veri-call"”

val ue, paired with a unique resource indicator (URI) that can be the
same as the URI in the TO header, indicates that the purpose of this
INVITE request is to verify the caller IDin the initial call based

on ClV.

Based on the two proposed changes, the CIV protocol in SIP works as
fol |l ows.

1. The calling party initiates an | NVITE request, containing an
option tag "civ" in the Supported header to indicate support for
av

2. Wien receiving this call with the "civ" tag, the called party
hol ds the call and sends an INVITE request to the displ ayed
caller ID, containing the value "civ-veri-call" for the Purpose
paraneter in the Call-Info header. This INVITE request uses a
caller ID that contains a short challenge (4 randomdigits) in
the last four digits of the caller ID. The INVITE request is
qui ckly term nated before it is answered (like a flash call).
Subsequently, the called party unholds the call and waits for the
response. The purpose of the "civ-veri-call" value is to make
this INVITE request |ightweight: Tel ecom networks that understand
this value in the call path do not need to reserve resources to
prepare for voice conversation, hence naking call routing faster
For networks that do not understand this value, they will route
this INVITE request as a normal call. dV still works, although
at a subopti mal speed.

3. If the original calling party is genuine, it should be able to
receive the chall enge and send a response (by echoing the same 4
digits) through Dual - Tone Miulti-Frequency (DTMF) in the initial
call to conmplete the authentication process. DIMF is universally
supported in both I P and non-I1P Tel ecom net works.

In the second step of CIV, the called party holds the call before
starting the chall enge-response verification process. The tine it
takes for the verification process to finish will need to be set as a
grace period, as the user has not actually answered the call while
the verification of the caller IDis in process. Wth the current
design of ClIV, we expect the verification time to be nostly
determined by the transm ssion of 4 DTMF digits (typically 0.5
seconds). If required, this grace period can be excluded fromthe
calling party’'s call time in billing.

The verification call needs to be matched with the initial call

This can be done explicitly based on the Session-1D header [4] in the
INVI TE request. The session |ID consists of 32 hexadeci nal val ues.
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It uniquely identifies a comunication session end-to-end, fromthe
originating device to the termnating device. Unlike the Call-ID

header field (which may be nodified by internediate networks), the
session I D remains the sane throughout the session. Therefore, we

can utilize the session IDin ClV as follows. In the initial call,
the Session-ID header field contains a unique session ID while the
Renote parameter is null (32 zeros). |In the verification call, the

Session-1D header field contains a different session ID while the
Renot e parameter contains the same session ID as in the initial call.
The receiver of the verification call can therefore explicitly match
the verification call with the initial call based on the session ID
The foll owi ng shows exanples of the relevant headers in the I NVITE
request.

Exanmpl e of the selected headers in the initial SIP call:

| To: "Bob" <sip:+1234567222@xanpl e. conp

| From "Alice" <sip:+1415555111@xanpl e. conp;tag=887s
| Supported: civ

| Session-1D: ab30317f 1a784dc48f f 824d0d3715d86;

| renpte=00000000000000000000000000000000

Exanpl e of the selected headers in the CIV verification call (note
that the last four digits of Bob's caller IDin the Fromheader field
have been nodified to contain a random chal | enge):

| To: "Alice" <sip:+1415555111@xanpl e. conw

| From "Bob" <sip:+1234569685@xanpl e. con>; tag=a48s

| Call-Info: <sip:+1415555111@xanpl e. con®; purpose=ci v-veri-cal
| Session-1D: 47755a9de7794ba387653f 2099600ef 2;

| renpte=ab30317f 1a784dc48ff824d0d3715d86

3. Inplenenting CV in the Tel ecom O oud

Thi s docunent proposes to inplenent CIV in the Tel ecom cl oud by
perform ng the chall enge-response authentication process between
switches of the originating and terminating carriers (instead of

bet ween the users’ phones). Assune Alice is the caller, and Bob is
the callee. We first consider the cases where both the originating
and the termnating carriers support CIV. Later, we will discuss the
conpatibility nbdes where only one or no carrier supports ClIVin
Section 4.
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3.1. Threat Mbdel

In our threat nodel, we assune that the attacker can freely nodify
the caller ID when initiating a call. The nodified caller IDis
permitted by the originating carrier (who nmay add a digital
signature) and can pass through subsequent networks. W assune the
attacker is not able to intercept calls. W note that a powerful
adversary can intercept calls through the Law Enforcenent Mnitoring
Facility (LEMF), SIM swap, and SS7 hacking [6], but this is beyond
the capability of ordinary tel ephone scanmers behi nd t he nunber
spoofing attacks.

3.2. ClVcall state

When the I NVI TE request contains the "civ" option tag in the
Supported header field, this indicates that the calling party is
willing to support the CIV check of the presented caller ID.  For
such a call, the originating carrier shall keep a CIV call state,
containing at least the following information: {caller, callee, call
time, session ID}, where "caller" represents the caller’s nunber
(which may be the caller ID or an internal nunmber in a PBX systen),
"cal |l ee" represents the callee’ s nunber, "call tinme" indicates the

time when the initial call is made, and "session ID' is the val ue
contained in the Session-ID header field. The following is an

exampl e.

[ oo oo el oo sy e oo oo oo o}
| Cal | er | Cal | ee |Call tine | Session ID |
[ sl s s s e e e e e s s s s s s s s s e e e e
| 1234567222| 1415555111| 2024- 02-27 | ab30317f 1a784dc48ff 824d0d3715d86]|
| | | 15: 35: 20. 311] |
Fomm oo - Fomm oo - Fomm e oo - o m e e e e e e e e e +

Table 1. Exanple of a ClV call state

In this exanple, the call tine is represented in the "yyyy- MV dd
HH: mm ss. SSS" format. Alternatively, it may be represented using a
13-digit epoch time, i.e., the nunmber of mlliseconds since January
1, 1970.

The CIV call state is transient data, kept during the call setup
phase only. The originating carrier wites a record of the state
when making the initial call containing the "civ" tag, and del etes
the record i Mmedi ately after the call is connected or has failed
(e.g., after a tinmeout).
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3.3. Case 1: alegitimate caller uses the unnodified nunber

In this case (nmost conmon), a legitimte caller (Alice) uses the
unnodi fi ed nunber (Alice’ s nunber) as the caller ID. Figure 1
descri bes the steps of operations.

1. Alice initiates a call to Bob and uses her unnodi fied nunber as
the caller ID

2. Aice s carrier sends an INVITE request to Bob with Alice s
unnodified caller ID, including the "civ" tag in the Supported
header .

3. Detecting the presence of the "civ" tag, Bob’ s carrier holds the
incomng call and sends an INVITE request to Alice’ s nunber as a
verification call. The INVITE request includes the "civ-veri-
call" value and four randomdigits replacing the last four digits
of the caller ID as a challenge (the rest digits can follow the
same as Bob’ s nunber). The verification call is quickly
term nated before it is answered, so it does not incur a charge
Bob’ s carrier connects Alice’ s initial call and waits for a
response through DTMF

4. Aice s carrier retrieves the 4-digit challenge fromthe caller
ID of the quickly terminated verification call, and sends the
same digits as a response through DTM- in the initial call.

O herwise, it quietly discards the chall enge.

5. Bob’ s carrier checks the received DIMF digits against the

challenge. |f they match, the caller IDis "verified". Bob’ s
phone starts ringing, showing the caller ID and the "verified"
status of this nunber. |f Bob’ s carrier does not receive the

response within atine [imt or the received response does not
mat ch the challenge, the verification has failed. The

termnating carrier may reject the call, connect the call to the
user’'s phone with an explicit visual/audi o warning about the
invalidated caller ID, send the call directly to voicenmail, or

foll ow any other call handling process made avail abl e by the
network and sel ected by the user.
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Alice's carrier Bob's carrier
gat eway gat eway
1 1

| | 2. calls Bob from | |
| | Alice s nunber |

1. callsBbH| |——m—mmm————-"———————— | | 5. rings from

r—————— - as Alice | | 3. sends challenge | | Aice’ s nunber -———————
—

| Alice's| —————————— | | to Aices numoer | | —————————————
— | Bob's |

| phone | | - | | (authenticated) |

phone |

e . | | e

]

Figure 1: authenticated caller with an unnodified nunber
3.3.1. Call forwarding

The call ed party, Bob, may have a call-forwarding setting. Wen the
call is forwarded to a voicenmil, this is treated the same as being

answered by a user; the CIV operation is not affected. Wen the cal
is forwarded to anot her number, CIV works as foll ows.

* Unconditional forwarding - the terminating carrier may just
forward the call without doing CV, |leaving the next carrier to do
the ClV check.

* Conditional forwarding - the termnating carrier will forward the
call only when certain conditions are satisfied (e.g., busy,
unanswer ed and unreachable). To test these conditions, the
termnating carrier would need to ring the user’s phone first.

W thout doing the CIV check, the ringing would display an
unverified caller ID. To guarantee that only an authentic caller
IDis displayed, the term nating carrier can do the CV check
before ringing the phone. When the call-forward conditions are
satisfied, the carrier will forward the call. |f the forwarded
nunber belongs to the sane carrier, there would be no need to
performthe CIV check again, because the status of the verified
caller IDis transferable within the domain of the sane carrier
However, if the forwarded number belongs to a different carrier,
the next carrier will nmost likely do the CIV check again. This
inplies that the originating carrier would need to performthe
chal | enge-response process nore than once. This is feasible as
expl ai ned bel ow.

In general, there are two ways to forward a call
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Redirection (client-based forwarding): the terminating carrier
responds with a 3xx class response (comonly 302), indicating a
new contact number. The originating carrier will send a new
INVITE to the new nunber. Figure 2 shows an exanple. In this
exanpl e, Bob’'s phone is unreachabl e, so Bob's carrier gateway
responds with a 302 Moved Tenporarily nessage with a new phone
nunber in the Contact header field. Alice s carrier gateway
sends a new INVITE with a "civ" tag to the new nunber, and CV
works normally in the new session. RFC 3261 allows the 302

response to contain nultiple new nunbers. |In that case, the
calling party will send new I NVI TE requests to these nunbers,
either in sequence or in parallel. CV supports both. Each

I NVI TE request contains a unique session ID. Based on the
session ID, the originating carrier can match the verification
call to each outgoing call. CV works normally in each cal
sessi on.

Proxy (server-based forwarding): the terminating carrier directly
forwards the INVITE request. |f the forwarded number bel ongs to
the sane carrier, there would be no need for the carrier to do
the CIV check again. But if it belongs to a different carrier,
the next carrier can do the CIV check of the caller ID again as
shown in Figure 3.
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Alice' s carrier Bob's carrier 1 Bob's carrier 2
gat eway gat eway gat eway
1 1
| 2. INVITE |
| —————— |
| |
} } 3. Chall enge | o
| |
r——————— - 1. calls Bob | | 4. Response |
| Alice' s | as Alice | - |
| phone | ———————————— | . I — 7
L— - | | 5. Not reachable | | | Bob's | -—
| - . | phone 1|
L] L ] |
6. INVITE |
|
7. Chall enge |

Figure 2: Call forwarding based on redirection
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Alice's carrier Bob’'s carrier 1
gat eway gat eway
1 1

| 2. calls Bob from
| | Alice s nunber |

r————— - as Alice | | 3. sends challenge | |
| Aicees| —————————— | | to Alice’s nunber | | r——— 1
| phone | | -—— | | Bob's |
L - | phone 1 | Bob’s carr
ier 2
4. sends response | | L_____W__]_____J gat eway
"

5. forwards to Bob’'s
2nd nunber

6. sends chall enge
to Alice’s nunber

7777777777777777777 +7+7777777777
7. sends response 8. forwards ”eSﬂonse

——————————— | |

| | | ] 9. rings f
rom e 1

| | | | Alice’s nu
mber | Bob's | o o o
————————— | phone 2 |

L— L— L—- (authen
ticated) - ——————— -

Figure 3. Call forwarding based on proxy forwarding
3.3.2. SIP forking

I n proxy-based call forwarding, a single incomng SIP call may be
simul taneously forwarded to nmultiple devices or extensions. For
example, a call to a user’s nunber can nmake the user’s desk phone and
the SIP softphone on his nobile ring at the sanme time. That is

called SIP forking. W call a phone number "local" if it belongs to
the sane terminating carrier, and "renote" if it belongs to a
different carrier. 1In general, within the sane carrier, if the
caller 1D of an incom ng call has been verified, the verified status
is transferable within the trusted domain of the sane carrier. In
that case, there is no need for the carrier to performthe ClV check
for this call again. However, when the call is forwarded to a renote

nunber, the next carrier will want to check the caller ID (assum ng
that the previously verified status of the caller IDis not
transferable to the next carrier). W consider how CIV works in the
following SIP forking scenarios (see Figure 4).
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The call is forked to nultiple | ocal nunmbers: after the
term nating carrier perforns the CIV check of the caller ID, al
the nunbers ring at the sanme tine.

The call is forked to nultiple |Iocal nunbers and one renote
nunber: after the terminating carrier perfornms the ClV check, al

| ocal numbers ring at the same tinme. Meanwhile, the call to the
renote nunber is forwarded to the next carrier, which perforns
the CIV check and rings the phone accordingly. Assum ng that the
ClV check incurs a negligible delay, it would appear that all
phones are ringing sinultaneously.

The call is forked to nultiple local nunbers and nore than one
renote nunber: after the terminating carrier perforns the CIV
check, all local nunbers ring at the sanme tinme. Meanwhile, the
call is forwarded to each of the renpte nunbers sequentially, so
the ClV check is done sequentially too. Wth the current design
of AV, the originating carrier can process nmultiple chall enges
received froman outgoing call, but it can only process them
sequentially rather than in parallel. (Froma security
perspective, doing this sequentially hel ps prevent an attacker
fromusing SIP forking to flood the originating carrier with
simul taneous verification calls.) SIP forking to nultiple renote
nunbers in parallel remains possible by removing the "civ" option
tag before forking the INVITE request. 1In this case, ClV stil
adds value in security by allowing the carrier to validate the
caller 1D before forking the call in parallel to other carriers.
This hel ps stop spoofing attacks in this specific forking
scenario, although the caller ID of the forwarded call would
appear unverified to the next carriers (due to the absence of the
"civ" tag, the next carriers cannot do the CIV check fromtheir
end) .
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Termi nating Termi nating Termi nating
carrier gateway carrier gateway carrier gateway
r— r— r—
——————————— 7
. | |
phone 1 |
. | r——— 2
r—— | (local) |
| | | SI'P phone 1 | |
___________ _
| I . | —— | (local) |
| | r———— 2
|| | SI P phone 1 | | \ t— -
\ \ | SIP phone 2 |
. —— | (local) | I 7
1 b——1 (local) |
| | - | \ | SIP phone 2 |
N -
| —— | | ——+—1 (loca) |
— r—— 7
] e —————— - e —
| \ | SIP phone 3 |
I | SIP phone 2 | I 7
| F——1 (remte) |
| L—— | (local) | | \ | SI'P phone 3 | \
L ]
| | t— - | L— | (renote) |
| | r—————— 2
. | BN — -
\ | SIP phone 4 |
| | | -—
(remote) |
L__ L__ 1 L__ 1
___________ _
(1) (2) (3)

Figure 4: SIP forking: 1) nultiple local nunbers; 2) multiple
| ocal numbers and one renote nunber; 3) multiple |ocal nunbers
and nultiple renpote nunbers

3.4. Case 2: a legitimte caller uses a nodified nunber they own

In this case, the caller (Alice) nodifies the caller 1D to another
nunber (Alice2) she owmms. CV distinguishes legitimte and
illegitimte spoofing of a phone nunber based on whether the caller
owns that nunber. Therefore, if Alice ows Aice2’'s nunber, she can
configure the call forwarding function so that the verification cal
sent to Alice2 is forwarded to Alice. The rest of the process is the
same as in Case 1. Figure 5 summari zes the steps of operations.
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Alice's carrier Bob's carrier
gat eway gat eway
1 1

| | 2. calls Bob from | |
| |  Alice2 s nunber |

1. callsBbH| |——m—mmm————-"———————— | | 6. rings from
r—————— -4 as Alice2 | | | | Alice2’s nunber ———————
| Alice's| ————————— | |l -
| Bob's |
| phone | ] | | 5. sends response | | (authenticated) | phone |

[ —— e
| o
Alices owns L—- L—-
Alice2's A \
nunber | 4. forwards the \
\ chal | enge |
v -
r———————— 7 | \
| Alice2 s | | |
L phone | | | 3. sends challenge |

to Alice2’s nunber |

Alice2's carrier
gat eway

Figure 5: authenticated caller with a legitimtely nodified nunmber

3.4.1. Private branch exchange

Alice’ s and Alice2” s nunbers may belong to the same carrier, e.g.,
when a private branch exchange (PBX) is used to show a single caller
ID for all outgoing calls. In this case, a solution is needed to
mai ntain the state of outgoing calls and forward the received
challenge to the correct caller. This can be done by updating the
PBX software or connecting PBX to a switch that nmmintains the states
of outgoing calls and natches themwi th the verification calls.

3.4.2. Distributed call centre

Alice’ s and Alice2’ s nunbers may belong to two different carriers.
In this case, Alice can choose to forward only the CIV verification
call (identified by the "civ-veri-call" value in the Call-Info
header) sent to Alice2 s nunber. However, in a distributed tel ephone
networ k, where to forward the call may not always be obvious. The
followi ng is an exanpl e.
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A large enterprise typically has nultiple call centres that are

di stributed over distant geographic locations with [imted or no
communi cati on between them Calls fromthe enterprise comonly
present a caller ID that reaches a main receptionist or could be
answered by any nmenber of a call centre. A call-back to that nunber
may not go to the sane call centre that originated the call. For ClV
to work, the verification call will need to be forwarded to the
systemthat keeps the state of outbound call setup attenpts. There
are two solutions to support legitimte spoofing of the caller IDin
this distributed network setting.

1. SIP proxy: it is a common architecture choice to connect outbound
SIP servers to a SIP proxy for easier managenent of calls (e.g.
routing, |oad bal ancing, |ogging, monitoring etc). In this case,
the SIP proxy is the central systemthat can maintain the states
for all outgoing calls. Wen an inbound SIP server receives ClV
verification calls, it forwards these calls to the SIP proxy,
which will nmatch themwith the outgoing calls based on the
session | D.

2. Encoding method: in case there is no SIP proxy linking up the
out bound SIP servers, each outbound SIP server needs to maintain
the state of its own outgoing calls. The verification call wll
need to be routed back to the same server that originated the
call. In this case, we can use the first few bits of a session
ID (say 10 bits) to encode the index of the outbound SIP server.
As an example, using only 10 bits, we can encode the index for
over 1,000 outbound SIP servers. Gven that a session |ID has 128

bits, there is still plenty of entropy renmaining to guarantee the
uni queness of the session ID. Once an inbound SIP server
receives a CIV verification call, it can determ ne the index of

the outbound SIP server fromthe first few bits of the session ID
and forward the call to that server. The encoding details
(including how nmany bits are used) are part of the interna

design of the enterprise call-center system
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Enterprise call center

o
-
Cut bound SIP | nbound SIP
| servers servers |
Fr— » Fr— »
| r—— | SIP server | —— | SIP server | ——
S — _ co - _ |
‘ ‘ r— - 1 ‘ r— - 1
| | call back
Fr————— 1 F—— | SIP server | —— Fr————— 1 | SIP server | ——
r— .
| caller | —+— L_— - F— | sSIP | L_—
- F—+—— | Ccallee |
L— - r—_————— roxy | p—mMmMmMmm———
S | L____J_____i___J B | | proxy | "
R — e T S ——
e | e |
. | F— » \ F— »
L—— | SIP server | ——- | SIP server | ——-
| Lo S ] Coo ]
|
Figure 6: Using a SIP proxy to maintain the CIV call states
Enterprise call center
-
-
Cut bound SI P | nbound SI P
\ servers servers \
r— . r— .
| —— | SIP server | index O | SIP server | ——
| Lo - - _ Coo _ |
| F— » F— »
| Call back
F———— 1 F—— | SIP server | index 1 | SIP server | —— -——
| caller | —F—4 L_— - L_ -
——+—— | callee |
L - \ F— » F—
— | L _
e | index | ——
| Co Lo ] |
| | Fr— . Fr— .
L—— | SIP server | index n-1 | SIP server | ——-
L o _

Figure 7: Using encoding to identify the outbound SIP server
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3.5. Case 3: an illegitimate caller uses a nodified nunber they don’ t
own

In this case, a spoofing attacker (Eve) nodifies the nunber to one
(Al'ice) that he does not own. Figure 8 sunmarizes the steps of
operations. The first three steps are the sane as in Case 1 and 2
In Step 4, Alice’'s carrier receives the challenge froma quickly

term nated verification call. However, it finds no matching record
for Alice’ s outgoing call and no call-forwarding configuration for
forwarding the verification call. It quietly discards the challenge.

In Step 5, since Bob’ s carrier doesn’ t receive a response after a
time-out, it concludes that the verification has failed. Depending
on the carrier and the user-defined configurations, the termnating

carrier may reject the call, connect it to the user’s phone with an
explicit visual/audio warning about the invalidated caller 1D, send
the call directly to voicemail, or take other actions.
Eve's carrier Bob’s carrier
gat eway gat eway
[ I

| | 2. calls Bob from | |
| |  Alice’ s number |
1. callsBb| |—mmMm - i i |

F—————— - as Alice [ | . F——————
-

| BEve's | ——mm————— | | 5. Rejects call | | Bob's |

| phone | ] | (time out) | | phone |

I e .

Eve doesn’t

own Alice's
nunber }
\
i \
I 7
| Alice's | || \
| phone | | | 3. sends challenge |
L_ - | | | to Alice’'s nunmber | ]
|
|
Alice’s carrier | | 4. Discards
at ewa chal | enge
g y \L_\J g
Figure 8. Unauthenticated caller with an illegitimately nodified
nunber
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Both carriers support CIV: This is covered in Section 3.
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5.

ClV exenption

In a normal CIV operation, the term nating carrier perforns the
chal | enge-response authentication process when the initial cal
contains a "civ" tag that indicates support for CIV. However, the
termnating carrier may define a security policy to exenpt the CV
check and imedi ately connect the call to the user. The follow ng
are possi bl e scenari os.

* The called party is an energency service (e.g., 999). W
recomrend that all calls to an enmergency service should be exenpt
fromthe ClV checks, even if the calling party supports CIV. This
is to mnimze the call setup latency. Furthernore, making
spoofed calls to enmergency services is not the nodus operandi for
nmost scammers, and these calls can be traced by | aw enforcenent if
required.

* Omers of sonme tel ephone nunbers (e.g., a restaurant reservation
line) may choose to accept the risk of receiving calls with
spoof ed numbers and use ot her neasures to manage that risk (e.qg.
training staff not to trust the caller ID display at all). In
that case, they can define a personalized security policy with
their carrier to allowall calls to go through wi thout perform ng
any ClV check of the caller ID

Worki ng wi th non-1P networks

In this docunment, we assunme that both the originating and the
termnating carriers support SIP and use standard SIP trunking for
connecting with other phone networks. Typically, a SIP cal
traverses | P networks. However, sonetinmes the call path may contain
a non-1P segnent (e.g., PSTN, SS7), which allows linited data
transmssion. ClIVis designed to carry only the m ni num anount of
data required for caller ID authentication. The data involved in
each of the three CIV steps is explained bel ow

Step 1: The initial call contains the following data: 1) a binary
flag that indicates the support for "civ" (1 bit); 2) a
128-bit session ID. The total size is 129 bits (less than
17 bytes).
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Step 2: The verification call contains the following data: 1) a
binary flag that indicates it is a CIV verification call (1
bit); 2) two 128-bit session IDs. The total size is 257
bits (less than 33 bytes). The challenge is enbedded as
part of the caller ID, which is universally supported by
both I P and non-1P networks. The conversion of the caller
I D between I P and non-1P networks (i.e., between INVITE in
SIP and IAMin SS7) is done automatically.

Step 3: The originating carrier sends a 4-digit response through
DTMF, which is universally supported by both IP and non-1P
networks. The conversi on of DTMF between | P and non-I|P
networ ks is done automatically.

To make CIV work reliably across heterogeneous networks, we should
ensure the CIV data is not |lost along the call path. Wen traversing
a non-1P segnent, we reconmend using the User-to-User Infornmation
(UUl) paraneter in SS7 to carry the C1V data during the P to non-IP
net work conversion, and restore the sane ClV data during the non-1P
to I P network conversion. Normally, the data size limt of UU is
128 bytes, as specified in ITU-T Q 763 (or 131 bytes in ANSI) in the
payl oad. This is nore than sufficient to store the small anopunt of
ClV data in the initial call (17 bytes) and in the verification cal
(33 bytes). Details of the encoding of the CIV data in UU and the
conversi on between | P and non-1P networks are outside the scope of
this docunent.

In the rare case when the originating or termnating carrier does not
use SIP trunking and only uses | egacy SS7 for connecting with other
networ ks, they can still support CIV at the switch level by carrying
the CIV data in the UU paranmeter. The ClV protocol works across

het er ogeneous networks by converting data in the UU paraneter to the
SIP INVI TE header, and vice versa

Security Considerations
1. CdVinmpacts on tracing

The tel ephone system only works because each phone call resolves to a
singl e phone nunber hosted and all ocated by a network operator - the
range hol der for that nunber. The range hol der can identify to whom
the nunber is allocated (which may need to be done via nunber
resellers). It also has the power to disable the nunber if

necessary. Scanmers often use spoofed phone nunbers to hide their
identity and to avoid being tracked down. Wdespread adoption of ClIV
woul d prevent calls using illegitimtely spoofed nunbers fromgetting
through. This would force tel ephone scanmers to use phone nunbers
that are allocated to themas their caller ID. Therefore, they would
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be traceable (via the range holder) and their service could be
term nated quickly.

7.2. Length of the challenge

A spoofing attacker will not receive the challenge but nmay try to
guess its value. For a challenge of n randomdigits, the probability
of guessing successfully is 1 in 10"n. A larger value of n decreases
the probability exponentially, but at the cost of transmtting nore
digits. W recommend n = 4 as a suitable trade-off, which
corresponds to a success rate of 0.01% by random guessi ng.
Consecutively failed guesses can be easily detected by the

term nating carrier, and could be dealt with accordingly, e.g., by

i ncreasing the del ay between calls.

7.3. Downgrade attack

To bypass ClV, a spoofing attacker nay use a carrier that does not
support CIV or set up their own SIP server that does not include the
"civ" tag in the Supported header of the INVITE request. |In this
downgrade attack, the call will be connected to the user, but the
caller IDremins unverified. The termnating carrier can explicitly
conmuni cate the "unverified" status to the user, e.g., through

visual /audio alerts on the phone, or a pre-recorded warni ng when t he

user answers the phone. |In sonme applications (e.g., telephone
banki ng), the systemmay restrict the caller fromperformng certain
security operations during a call if the caller IDis not verified.

7.4. Reflected DoS

ClV uses a quickly terminated flash call to transnit a challenge. In
a normal ClV operation, the verification call is transmtted between
the two carriers, and is never shown to users. However, a malicious
carrier may include the "civ" tag in the INVITE request and use a
spoofed caller ID. One might be concerned that the verification cal

woul d reach a target user’s phone as a "nmissed call" (with a caller
I D that may or may not be dialable). The presence of such a "nissed
call", especially when it makes the phone ring nomentarily, can be a

nui sance to the user. This could be regarded as a Denial of Service
(DoS) attack. Note that the attacker can al ways nmake "m ssed call s"

to the user directly, e.g., in Wangiri scans. Unlike a Wangiri call
in CIV, the attacker cannot control the caller ID of the reflected
verification call. Hence, the inpact of the attack is nore linited.

Here, instead of attacking the user directly, the attacker uses a
carrier to launch a reflected DoS attack
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The refl ected DoS attack can be easily prevented as follows. First,
if the carrier that receives the verification call supports ClV, it
will discard the call by design based on checking it against the
state of outgoing calls. Second, if the carrier does not support

ClV, it can stop this attack by sinply filtering inconming calls
containing the "civ-veri-call" value. Third, in 4G and 5G networks,
voi ce services run over IM5 (I P Miltinedia Subsystens) and that stack
uses SIP end-to-end, including on the user equipnment. Therefore, the
user’s device can detect the "civ-veri-call" value and bl ock the
verification call (which should not reach the user’s phone in the
first place), hence providing a further |ayer of defence on the
phone. This solution works with nodern nobil e phones (4G and

onwar ds) and S| P-based desk phones, although it does not work with

| egacy GSM 3G and | andl i ne phones.

I ANA Consi derations
.1. "civ" option tag for Supported header
Thi s docunent defines a new option tag "civ" for the Supported header
of an INVITE request in the "Option Tags" registry as bel ow
Name: civ
Description: This option tag is used by the calling party to
i ndi cate support for the Caller ID Verification (ClV) protocol in
the Supported header of an |INVITE request.
2. "civ-veri-call" value for Call-Info header
Thi s docunent al so defines a "civ-veri-call" value for the Purpose
parameter in the Call-Info header of an |INVITE request as bel ow
This value, paired with the sane URI as in the TO header, indicates
that the purpose of the current INVITEis to nmake a verification
call.
Header Field: Call-Info
Par ant er Nane: purpose
Predefi ned Val ues: yes
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