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Abst ract

WebRTC setup nornmally serializes |ICE and DTLS, adding at |east one
extra round trip before secure nedia can flow. This docunent defines
the STUN Protocol for Enbeddi ng DILS (SPED), which carries DTLS
handshake data and acknow edgenents inside STUN Bi ndi ng Requests and
Responses. SPED allows |ICE and DTLS to proceed in parallel, inproves
setup behavi or under |oss, and remains backward conpatible wth

exi sting | CE processing.
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This note is to be renoved before publishing as an RFC
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mailing list (mailto:avt@etf.org), which is archived at
https://datatracker.ietf.org/wy/avtcore/. Subscribe at
https://ww.ietf.org/mailman/listinfo/avt/.

Source for this draft and an issue tracker can be found at
https://github. com fi ppo/ war p- snhap- sped.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The current WebRTC connection setup, as outlined in [RFC8829], incurs
a mnimumof 4 RTTs with DILS 1.2, or 3 RTTs with DILS 1.3, before
medi a can be sent. The serialization of ICE and DILS is a | arge

contributor to that as illustrated bel ow for DTLS 1. 2:
dient Server
I I
EEEEEEEE TR SDP Offer (actpass)---------- >|
[<-1---------- SDP Answer (passive)---------- |
| |
| <-2-----mm--- | CE/ Connectivity Checks ----- >|
I I
I DILS dientHello ------------ >|
| <-3---------- DTLS ServerHello ------------- |
[------------- DTLS Finished --------------- >|
| <-4---------- DTLS Finished ---------------- |
I I
I Application data ------------ >|

In addition, deploynent experience has shown connection setup
reliability issues in scenarios with packet |oss, caused by the
exponential backoff tinmer typically used in DTLS inplenentations.
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3.

3.

3.

The protocol defined in this specification, SPED, ains to resolve
these concerns by enbeddi ng the DTLS handshake into STUN, elim nating
the del ay caused by the serialization of the protocols and inproving
reliability by sending fewer packets as well as sinplifying
retransmissions. |In fact, when DILS 1.3 is used, the protocol can
reduce the setup latency to as little as a single round-trip,
conmparable to the latency of the largely deprecated SDES key exchange
mechani sm [ RFC4568] .

The protocol is backward conpatible, supports both DILS 1.2 [ RFC6347]
and DTLS 1.3 [RFC9147], and can accommpdate all DTLS ci pher suites,

i ncl udi ng post-quantum cryptography (PQC) suites that can increase

t he number of packets sent during DTLS handshaki ng.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Desi gn
1. Background
1.1. 1CE Overview

The | CE protocol [RFC8445] is conplex, but the core steps taken by
each | CE agent (client) can be sunmarized as foll ows:

1. Enunerate | ocal | CE candi dates and send them out-of-band, to the
peer.

2. Conbine local |ICE candidates with the received renote |CE
candi dates to form | CE candi date pairs.

3. Bvaluate the usability of these |ICE candidate pairs by sending
STUN Bi ndi ng Requests. This typically happens in parallel, i.e.
an | CE agent may have several binding requests in flight when
there are multiple candi date pairs.

4. Wien a STUN Bindi ng Request is received, reply with a STUN
Bi ndi ng Response.

5. When a STUN Bi ndi ng Response is received, in response to a
request, mark the associated | CE candi date pair as valid.
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6. If the ICE agent is in the controlling role, select the "best"
| CE candi date pair for subsequent sending of data or nedia, and
indicate the selected candidate pair to the renote | CE agent by
sendi ng a new STUN Bi ndi ng Request with the USE- CANDI DATE fl ag
set.

Sone endpoints, typically servers, inplement a sinpler formof |CE
known as ICE Lite [RFC8445]. \When this formof ICE is used, the |ICE
Lite endpoint omts steps 3 and 5, and Bi nding Requests only flow in
one direction, fromthe full to the lite endpoint.

3.1. 2. DTLS Overvi ew

In WebRTC, DTLS handshaking normally starts once ICE has identified a
valid candidate pair, using "client” and "server" rol es deterni ned
through the a=setup attribute in WebRTC SDP signaling [ RFC5763] .

SPED changes when these DTLS packets can be sent, but not the DILS
handshake contents thensel ves.

We define the term"DTLS packet” to mean the unit of DTLS data
typically carried in a single UDP packet.

DTLS handshake nessages are al so organized into "DILS flights", as
detailed in Section 5.7 of [RFC9147]. A DTLS flight consists of a
set of handshake nessages that are sent together by a DILS endpoint,
and those messages are carried in one or nore DTLS packets.

ldeally, a flight, even if it contains nultiple nessages, can fit
into a single DILS packet. However, if a nessage is large, for
exanple a large certificate, it can be fragnented across nultiple
DTLS packet s.

The DTLS flights used during WbRTC session setup are descri bed

bel ow. Note that because | CE has al ready denonstrated renote

consent, DTLS HelloVerifyRequest is not needed to prevent DoS

att acks.

Once the DTLS handshake has conpl eted, SRTP key extraction occurs and

is used to key the sending of nedia [RFC5764]. Media cannot be

properly decrypted until all handshake nmessages have been received.
3.1.2.1. DILS 1.2 Handshake

The DTLS 1.2 handshake, as specified in Section 4.2 of [RFC6347], is
organi zed into the followi ng DILS flights

1. The DTLS client sends the dientHell o nessage.
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4.

The DTLS server responds with the ServerHello, Certificate,
Server KeyExchange, CertificateRequest, and ServerHel | oDone
messages, packed as noted above.

The DTLS client sends the Certificate, dientKeyExchange,
CertificateVerify, ChangeC pher Spec, and Fi ni shed nessages.

The DTLS server sends the ChangeGC pher Spec and Fi ni shed nessages.

Note that DTLS 1.2 does not provide a separate acknow edgenent for
the server’s final flight, so determ nation of handshake conpl etion
must be done inplicitly, e.g., via receipt of application data or
expiration of retransm ssion timers.

3.1.2.2. DILS 1.3 Handshake

The DTLS 1.3 handshake, as specified in Section 5 of [RFC9147], is
organi zed into the followi ng DTILS flights

1.

2

The DTLS client sends the dientHell o nessage.

The DTLS server sends the ServerHell o, EncryptedExtensions,
CertificateRequest, Certificate, CertificateVerify, and Finished
nessages.

The DTLS client sends the Certificate, CertificateVerify, and
Fi ni shed nmessages.

Note that in DTLS 1.3, the DTLS server sends a DTLS acknow edgenent
packet upon receiving the Finished nessage, but the client does not
need to wait for this nmessage to begin sendi ng encrypted data.

3. 2.

Goal s

The desired properties of this solution are:

*

It makes WebRTC setup faster by 1 RTT, by allowing | CE and DTLS to
proceed in parallel

It makes WebRTC session setup | ess susceptible to packet |oss.
It is strictly an optim zation

It reduces the nunber of packets exchanged during session setup,
but the size of the STUN Bi ndi ng Request or Response increases.

In the event of an inconpatibility, each client proceeds with I CE
and DTLS as usual
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3.
3.

3. 3.

3.

3.

* It works with all versions of DILS >= 1.2, and all DTLS ci pher

sui t es.

* |t is fully backward conpatible with existing | CE processing,

including interactions with ICE Lite endpoints, as well as
endpoints that denultiplex nultiple | CE sessions on the same port.

SPED Pr ot ocol
1. Summary
The overal |l mechani sm can be summari zed as fol | ows:
1. DILS is started at the same tinme as |ICE

2. If there is no valid ICE candi date pair, DTLS handshake packets
are sent by encapsulating themin a new STUN attribute in the
next STUN Bi ndi ng Request or STUN Bi ndi ng Response.

3. Once a valid ICE candidate pair exists, the client can continue
to send DTLS packets either in enbedded form or as usual over
the specified pair.

In addition, to inprove the reliability of the DILS handshake, an
explicit acknow edgenent nechanismis built into SPED. Encapsul ated
DTLS handshake packets are acknow edged by sending their CRCG-32 in a
new STUN attribute in the next STUN Bi ndi ng Request or STUN Bi ndi ng
Response.

2. New STUN Attri butes

Thi s STUN ext ension defines the foll owi ng new | ETF- assi ghed
attributes in the conprehensi on-optional range:

* TBDl: DTLS-1N- STUN- DATA
*  TBD2: DTLS-1N- STUN- ACK

These attributes have | engths that are not always nmultiples of 4. By
the rules of STUN, any attribute whose length is not a nultiple of 4
bytes MJUST be inmediately followed by 1 to 3 padding bytes to ensure
the next attribute, if any, starts on a 4-byte boundary; see

[ RFC5389] .

3.3.2.1. DTLS-I N-STUN- DATA

* This attribute contains one DTLS handshake packet, or is enpty to
i ndi cate SPED support when no DTLS packet is being enbedded.
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3.

3.3.3.

3.

2

While SPED is active, this attribute MJUST be present in every STUN
Bi ndi ng Request or Response sent by a SPED-capabl e agent.

The val ue portion of this attribute is variable |ength and
consi sts of one DTLS handshake packet froma DTLS flight, as
described in Section 5.1 of [RFC9147] or Section 4.2 of [RFC6347].

As noted, if the attribute length is not a multiple of 4, padding
nmust be added.

If the value portion of this attribute is enpty, it indicates SPED
support and that no DTLS packet is being enbedded in that STUN
message. An enpty value MUST NOT be injected into the DTLS | ayer

If the value portion of this attribute is non-enpty but the first
byte is not DILS, i.e. between 20 and 63 inclusive as described in
Section 3 of [RFC9443], the attribute SHOULD be silently

di scarded

2. DTLS-I N- STUN- ACK

This attribute contains acknow edgenents of received DILS-I N STUN
DATA packets in the order they were received.

The attribute can be present in either a STUN Bi ndi ng Request or
Response.

The attribute is variable length and contains a |ist of uint32
entries, where each entry is the conputed CRC-32 of a received
DTLS- | N- STUN- DATA attribute value, i.e. a DILS handshake packet,
i gnoring paddi ng.

I mpl enent ati ons SHOULD cap the nunmber of uint32 entries included
inthis attribute. A cap of 4 entries is RECOWENDED, which
bounds the attribute size while still covering all known handshake
cases.

The attribute can be enpty, i.e. the length of the list of uint32
val ues can be O.

MIU Consi der ati ons

When enbeddi ng DTLS in STUN, the DTLS MIU MJST take into account the
STUN packet overhead, which is noted in the tabl e bel ow
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4 | Section 19.1 of [RFC5245]; |
| not on first packet but on |
| subsequent packets |

| MESSAGCE-| NTECRI TY-SHA256 | 36 | Section 14.6 of [RFC8489]; |
| | | only applicable when ice2 is
| | | used Section 10 of [RFC8445] |

| DTLS- I N- STUN- DATA | 4 | This specification. Overhead |
| | | for the attribute header |

| This specification. 4 byte |
| attribute header plus 0 to 16

| bytes for 0 to 4 CRC 32 |
| val ues under the RECOVMENDED |
| cap I

| Section 7.1.2.3 of [RFC5245].

| Variable, typically 4 byte |
| header plus 9 bytes for two |
| four-byte usernane fragments |
| and the colon plus 3 bytes |
| padding. The actual size is

| known before the DTLS |
| exchange starts, either from |
| the SDP exchange or a peer- |
| reflexive candidate |

| TURN XOR- PEER- ADDRESS | 24 | [RFC8656]. Assuning 16 byte
| | | I'Pv6; only applicable when |
| | | TURN is used |

Table 1
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Accordingly, the typical 1200 byte DTLS MIU, based on the
recomrendation in [ RFC8831], MJST be reduced by the size of the
expected overhead. Applications that use custom STUN attri butes,
i.e. not in the table above, MJST reduce the DTLS MIU further.

3.3.4. Backwards Conmpatibility

SPED is fully backwards compatible with existing |ICE agents. If the

peer | CE agent does not support SPED, this can be detected via the

| ack of the mandatory DTLS-I N STUN-DATA attribute in its first

aut henticated | CE check or response, and upon recognizing this fact

the local ICE agent can easily fall back to standard unencapsul at ed

DTLS

G ven this straightforward in-band negotiation, this specification

does not currently define an offer/answer negotiati on mechani sm or

any | CE options. Note that even if an I CE option were used, the
offerer would still need to be prepared to handle | CE checks, with or
wi t hout SPED, that arrive before the signaling answer.

4. Mechani sm
The specifics of the SPED al gorithmare detail ed bel ow.

4.1. Setup

When using SPED, an | CE agent keeps two lists:

1. Alist, L1, of pending DTLS handshake packets.

These packets are created by the DILS layer. Elenments in the

list are renmoved when ACKed by the peer. The list is cleared

when the DTLS | ayer creates a new flight or the DILS handshake
conpl et es.

2. Alist, L2, of pending acknow edgenents, as defined above.
Entries in L2 are created when enmbedded DTLS packets are
received. Entries MAY be sent nore than once to inprove
r obust ness agai nst STUN | oss.

4.2. Sending a STUN Bi ndi ng Request or Response

When sendi ng a STUN Bi ndi ng Request or Response, the | CE agent MJUST
foll ow the steps bel ow

1. Enbed any pending ACKs from L2 in a DTLS-I N STUN-ACK attribute.
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4. 3.

If there is a pending DTLS handshake packet in L1 and sufficient
space rermains in the STUN nessage, emnbed one DTLS handshake
packet fromL1l into a DILS-I N STUN-DATA attribute. Wen nultiple
packets are pending in L1, round-robin selection is RECOVMENDED.

O herw se, include DTLS-1N STUN-DATA with an enpty val ue sinply
to indicate SPED support.

Recei ving a STUN Bi ndi ng Request or Response

When receiving a STUN Bi ndi ng Request or Response, the | CE agent MJST
foll ow the steps bel ow

1.

4. 4.

5.

5.

If this is the first authenticated STUN nmessage received fromthe
peer, and the DTLS-1N STUN-DATA attribute is not present,
conclude that the peer does not support SPED, and concl ude SPED
processi ng.

If the STUN nessage contains a DILS-1 N STUN-ACK attri bute,
process the CRC-32 values in the attribute and renove each ACKed
DTLS handshake packet from L1.

If the STUN nessage contains a non-enpty DTLS-| N STUN- DATA
attribute, inject the attribute data into the DTLS | ayer and add
the CRC-32 of the attribute value to L2.

Term nati on

Once a valid I CE candidate pair exists and direct sending is

possi bl e, inplenentati ons MAY term nate use of SPED and send DTLS
directly. Inplenentations MAY instead continue to send enbedded DTLS
until DTLS handshaking is conplete, for exanple, to continue to use
SPED s explicit acknow edgenent mechani sm

Exanpl es

Vanilla DTLS 1.2
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dient Server
I I
[--------- SDP Offer ----------------------- >|
| <-21------ SDP Answer (a=setup: passive) ----- |
I I
[--------- STUN Bi ndi ngRequest ------------- >|
| <-2------ STUN Bi ndi ngResponse ------------- |
I I
[--------- DILS F1: CientHello ------------ >|
| <-3------ DTLS F2: ServerHello, etc--------- |
[--------- DTLS F3: Finished, etc ---------- >|
| <-4------ DTLS F4: Finished, etc ----------- |
[--------- Application data ---------------- >|

5.2. DTLS 1.2 with SPED

Wth a=setup: passive in the SDP answer, the offerer

client:

dient Server
| |
[--------- SDP Offer --------------mmmmmoo-- >|
| <-1------ SDP Answer (a=setup: passive)------ |
I I
[--------- Bi ndi ngRequest/DTLS F1 ---------- >|
| <-2------ Bi ndi ngResponse/ DTLS F2 ---------- |
| |
[--------- DTLS F3: Finished --------------- >|
| <-3------ DTLS F4: Finished ---------------- |
[--------- Application data ---------------- >|

Wth a=setup:active in the SDP answer, the answerer

client:

Cient Server
I I
[--------- SDP Offer ----------------------- >|
| <-1------ SDP Answer (a=setup:active)------- |
| |
[--------- Bi ndi ngRequest/{} --------------- >|
| <-2------ Bi ndi ngResponse/ DTLS F1 ---------- |
I I
[--------- DTLS F2: ServerHello ------------ >|
| <-3------ DTLS F3: Finished ---------------- |
[--------- DTLS F4: Finished --------------- >|
[--------- Application data ---------------- >|

The flows are sinilar when the server uses |ICE Lite.

Hancke, et al. Expi res 3 Septenber 2026

March 2026

is the DTLS

is the DILS

[ Page 12]



Internet-Draft

SPED

5.3. Vanilla DTLS 1.3

dient Server
I I
[--------- SDP Offer ----------------------- >|
| <-1------ SDP Answer (a=setup:passive) ----- |
I I
[--------- STUN Bi ndi ngRequest ------------- >|
| <-2------ STUN Bi ndi ngResponse ------------- |
I I
[--------- DTLS F1: dientHello ------------ >|
| <-3------ DTLS F2: ServerHello, etc -------- |
[--------- DTLS F3: Finished --------------- >|
[--------- Application data ---------------- >|
| <-------- DTILS ACK -----mmmmm e oo |

5.4. DTLS 1.3 with SPED

Wth a=setup: passive in the SDP answer, the offerer

client:

Cient Server
I I
[--------- SDP Offer ----------------------- >|
| <-1------ SDP Answer (a=setup:passive)------ |
I I
|[--------- Bi ndi ngRequest/DTLS F1 ---------- >|
| <-2------ Bi ndi ngResponse/ DTLS F2 ---------- |
I I
[--------- DTLS F3: Finished --------------- >|
[--------- Application data ---------------- >|
| <-------- DTLS ACK -----mmmmm e e oo o - |

Wth a=setup:active in the SDP answer,

t he answerer

client, and an additional RTT is incurred:

dient Server
I I
|[--------- SDP Offer (a=setup:actpass)------ >|
| <-21------ SDP Answer (a=setup:active)------- |
I I
[--------- Bi ndi ngRequest/{} --------------- >|
| <-2------ Bi ndi ngResponse/ DTLS F1 ---------- |
I I
[--------- DTLS F2: ServerHello, etc ------- >|
| <-3------ DTLS F3: Finished ---------------- |
[--------- Application data ---------------- >|
[----nm--- DILS ACK -----mmmmmmmem e e oo >|

Hancke, et al. Expi res 3 Septenber 2026
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Again, the flows are sinilar when the server uses ICE Lite.

5.5. DILS 1.3 with Non-SPED Peer

[--------- Bi ndi ngRequest/DTLS F1 ---------- >|
| <=------- Bi ndi ngResponse/ -

March 2026

The absence of a DTLS-1N- STUN-DATA attribute allows the client to

conclude that the server does not support SPED.

[--------- DTLS F1: dientHello ------------ >|
| <-------- DTLS F2: ServerHello ------------ |
[--------- DTLS F3: Finished --------------- >|
[--------- Application data ---------------- >|
| <-------- DTLS ACK ----------mmmmmm oo - - |

Cient Server
I I
[--------- Bi ndi ngRequest/DTLS F1 ----------- >|

<- LOST Bindi ngResponse/DTLS F2 ----------- |
| <-------- Bi ndi ngRequest/DTLS F2 ------------ |
[--------- Bi ndi ngResponse/ DTLS F3 ---------- >|
[--------- Application data ----------------- >|
| <-------- DTLS ACK -------mmmmmmm e oo - - |

dient Server
| |
| <-------- Bi ndi ngRequest/ ACK={} ------------- |
[--------- Bi ndi ngResponse/ F1=ClientHello --->|
| <-------- DTLS ServerHello -------------u---- |
[--------- DTLS Finished ------------ LOST -> |

[--------- Bi ndi ngRequest / F3=DTLS Fi ni shed- - - >|

Not e: The enbeddi ng continues until both client and server are known
to be witable, but |ICE does not send any packets it woul d not

ot herwi se send.

[ <-------- DILS ACK ------mmmmmmmmmm o oo oo - |

[--------- Application data ----------------- >|

| <-------- Bi ndi ngResponse/ ACK={ F3} ---------- |
Hancke, et al. Expi res 3 Septenber 2026
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5.8. DILS 1.3 PQC with Certificate Fragnent Loss
The DTILS CientHello is split into 2 packets. The DILS ServerHello
is split into 2 packets.
Cient Server
I I
[--------- Bi ndi ngRequest/F1=ClientHello/1 -->|
<- LOST Bindi ngResponse/ ACK={} -
| <-------- Bi ndi ngRequest / ACK={F1/1} --------- |
Not e: When the server sends ACK{F1/1}, it does not yet have a DILS
packet to send since both of the packets fromthe CientHello have
arrived.
[--------- Bi ndi ngRequest/F1=ClientHello/2 -->|
| <-------- Bi ndi ngResponse/ F2=ServerHel l o/ 1 --|
| <-------- Bi ndi ngRequest/ F2=ServerHell o/ 2 -->|
[--------- Bi ndi ngRequest/ F3=DTLS Fi ni shed -->|
[--------- DTLS Finished -------------------- >|
|[--------- Application data ----------------- >|
| <-------- DILS ACK ------mmmmm e oo |
5.9. DILS 1.3 PQC with Multiple Candidate Pairs and Certificate
Fragment Loss
The DTILS CientHello is split into 2 packets. The DILS ServerHello
is split into 2 packets. There are two candidate pairs, CPl1 and CP2.
The |1 CE agent retransmts Bi ndi ngRequest once.
dient Server
I I
CP1L |--------- Bi ndi ngRequest/F1=ClientHello/1 --->|
CP1 <- LOST Bindi ngResponse/ ACK={F1/1} ---------
cP2 | --------- Bi ndi ngRequest/F1l=ClientHello/2 -->|
cP2 <- LOST Bindi ngResponse/ F2=ServerHello/1 ---|
CPL |--------- Bi ndi ngRequest/F1=ClientHello/1 --->|
CPL |<-------- Bi ndi ngResponse/ F2=ServerHello/ 1 ---|
cP2 | --------- Bi ndi ngRequest / ACK={F2/1} --------- >|
CP2 | <-------- Bi ndi ngResponse/ F2=ServerHel lo/2 ---|
[--------- DTLS Finished ------------------------- >|
[--------- Application data ---------------------- >|
| <-------- DTLS ACK - - - s mmmmm e e e e oo |
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I mpl ement ati on Not es

The foll owi ng configuration for the SPED stack is RECOMWENDED. Note
that this gui dance may change based on inpl enentation and depl oynent
experi ence:

1. VWhen SPED is active, disable internal DTLS timeouts, and resune
them when receiving the first STUN Bi ndi ng Response.

2. Wen using a PQC cipher suite, reduce the DILS MIU as needed so
enbedded DTLS packets still fit within the expected path MIU
Experiments with an MIU near 900 bytes have been prom sing, but
the best fragnentation strategy requires nore study.

Prior Wrk
1. | CE-DILS

The [I-D.thonson-rtcweb-ice-dtls] draft from 2012 proposed a simlar
mechanismto SPED, in which a single RTT could be renmoved from
session setup by replaci ng STUN Request and Response nessages with
DTLS CdientHell o and ServerHell o nmessages, rather than piggybacking
the DTLS nessages as SPED does.

The | CE- DTLS nmechani sm ends up bei ng consi derably nore conpl ex than
SPED, on account of the fact that the entirety of ICE functionality
needs to be ported over to DILS, for exanple consent checks, or
retained as a conpl enentary approach, for exanpl e peer address

di scovery. Furthernore, since it changes the details of connectivity
negotiation, it is not backward conpati bl e and therefore nust be
negoti ated via SDP ice-options.

Future Work

Enbeddi ng data into STUN requests is a technique that could al so be
used for early transm ssion or inproved reliability of other

i mportant data. For exanple, one could inagine transferring key-
franes, if small enough, or RTCP or SCTP control nessages. However,
this has not been thoroughly sketched out in this proposal

Security Considerations
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9.

9.

10.

11.

11.

1. DILS Replay and Spoofing

Thi s specification uses application-Ilayer caching of DILS packets

whi ch neans packets can be sent nultiple tinmes using the sane
sequence nunber. For the receiver these are considered replays if
received multiple tines and rejected as described in Section 4.5.1 of
[ RFC9147] .

The enbedded DTLS handshake is authenticated by existing |ICE | ogic,
i.e. the | CE USERNAME and MESSAGE-| NTEGRI TY nmechani sns. Any spoofed
| CE packets are rejected accordingly.

2. Pacing and Congestion

The protocol defined in this specification increases the size of the
STUN packets that are sent by the I CE agent to a peer wi thout know ng
if that peer can use the enbedded data. Although the initial data
sent is just the DILS CientHello, this packet can be close to a MU
when a PQC cipher suite is used. |If this is unacceptable, an offer-
answer mechani sm for SPED can be used to address this concern.

The STUN requests used for enbeddi ng DILS are already paced as
described in Appendix B.1 of [RFC8445], which Iimts the outgoing
bandwi dth fromthis nechanism However, that pacing assunes an | CE
check of "less than 120 bytes", which will not be the case when a
DTLS CdientHello is enbedded, especially a PQC one.

Solutions to this problemrequire transmtting the DILS CientHello
| ess often, perhaps only on certain candidate pairs, and is a subject
for further study.

| ANA Consi der ati ons

Thi s docunent defines two new STUN attributes, DTLS-IN STUN DATA and
DTLS- I N- STUN- ACK. These attributes need to be registered with | ANA
in the "STUN Attributes" registry, follow ng the procedures defined
in [ RFC8489]. Provisional names have been used in this draft and the
registry.
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Appendi x A.  Benchmark Nunbers

For the scenario w thout packet |oss, benchmarking is
straightforward, and the savings from SPED anmount to 1 RTT, as
expected. However, in packet |oss scenarios, the savings can be nuch
| arger, especially in the worst (p95) cases. This is likely due in
part to using | CE pacing rather than exponential backoff for DILS
retransm ssions.

In this benchmark, a 200 nms RTT is used. Packet |oss is simulated
using the virtual network mechanismin Google' s libwebrtc. Duration
is nmeasured as tine fromstart until both peers have conpleted the
DTLS handshake.

Hancke, et al. Expi res 3 Septenber 2026 [ Page 19]



SPED March 2026

Internet-Draft

DTLS 1.3 with PQC

A 1.

[} e —————————— L ————— L ——————— Ll———— Ll —————— _jp—p——(——r

| average | p95 |

p50

p10 (ms)

Loss % |

DTLS 1.3 with PQC

e ) e T P B

850 |

850 | 850

850

0

Vanil | a
S

650 |

650 | 650

650

0

SPED

e
T

1253 |

850 | 947

850

5%

Vanil | a
T T T T T T T i TSy

700 |

650 | 656

650

5%

SPED

e o s it s &
o

2170 |

900 | 1193

850

10%

Vanil | a
T T T S

800 |

650 | 685

650

10%

SPED

S
S5 S5 s S5 S

1350 | 2020 | 3080

850

25%

Vanil | a
T T T e

| 850 | 1105 |

750

650

25%

SPED

g S

Table 2

DTLS 1.3

A 2.

[ oo el s e pee et oo oo el s el oo e pee e

| average | p95

p50

Loss % | pl0 (ns)

DTLS 1.3 |

[ el sl oo oo oo oo ool oo pe el )

750 |

750 | 750

750

0

Vanil | a
T e

0

SPED

S

1150 |

750 | 800

750

5%

Vani |l | a
e T T T T S

600 |

550 | 555

550

5%

SPED

e S S

| 935 | 1200 |

750

750

10%

Vani |l | a
e e e &

600 |

550 | 560

550

10%

SPED

e R

2560 |

1150 | 1400 |

750

25%

Vanil | a

[ Page 20]

Expi res 3 Septenber 2026

et al.

Hancke,



SPED March 2026

Internet-Draft

S

750 |

600 | 620

550

25%

SPED

e g

Table 3

DTLS 1.2

A 3.

[ ettt —— ————— ———————— Ll——— e ——————— _jpp—p———r

P95

p50 | average |

pl0 (ns)

Loss % |

DTLS 1.2 |

B e s )

850 |

850 | 850

850

0

Vanil | a

650 |

650 | 650

650

0

SPED

e g
T

850

5%

Vani |l | a

1150 |

650 | 695

650

5%

SPED

e g s e &
S g

2150 |

900 | 1133

850

10%

Vanil | a
T T e

760 |

650 | 690

650

10%

SPED

e
5 e S S

8860 |

1350 | 3920 |

850

25%

Vanil | a
T e

25% 750

SPED

Table 4

Acknowl edgnent s

Addr esses

Aut hor s’

Meta Platforns |nc.

Emai | :

Phi I i pp Hancke

.com

phi l'i pp. hancke@oogl enmi |

Justin Uberti

OpenAl

. hane

justin@iberti

Emai | :

[ Page 21]

Expi res 3 Septenber 2026

et al.

Hancke,



Internet-Draft SPED March 2026

Jonas O el and
CGoogl e
Emai | : j onaso@oogl e. com

Hancke, et al. Expi res 3 Septenber 2026 [ Page 22]



