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Abst ract

WebRTC Dat a Channel s use the Stream Control Transm ssion Protoco
(SCTP) over a Datagram Transport Layer Security (DTLS) association
The standard SCTP connection establishnment requires a handshake that
i ntroduces latency. This docunent specifies a nmethod to accelerate

t he datachannel establishnent by enmbedding the SCTP initialization
paraneters within the Session Description Protocol (SDP) offer/answer
exchange. This reduces the tine required to open a data channel by
up to two network round-trip tines.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://fippo.github.io/warp-snap-sped/draft-hancke-tsvwg-snap-
|latest.htm. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-hancke-tsvwg-snap/.
Di scussion of this docunent takes place on the W5 Wrking G oup
mailing list (mailto:tsvwg@etf.org), which is archived at
https://datatracker.ietf.org/wy/tsvwg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/tsvwy/.

Source for this draft and an issue tracker can be found at
https://github. com fi ppo/ war p- snap- sped.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 2 July 2026.
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1. Introduction

[ RFC8831] defines WDbRTC Data Channels that allow the transport of
arbitrary non-nedia data over a WbRTC Peer Connection. This uses
SCTP [ RFC9260] and a DTLS encapsul ati on of SCTP packets [ RFC8261].
SCTP establishes its associations using a four-way handshake, which
primarily serves to protect against hal f-open (SYN-fl ood) attacks.
For WebRTC, SCTP runs encapsul ated within DTLS [ RFC8261], which
establi shes a secure, encrypted channel between the peers that
prevents hal f-open attacks.
The full connection setup between two entities using WbRTC,
consi sting of the exchange of SDP over the signaling channel, |ICE and
DTLS establi shment and the SCTP handshake, is shown bel ow (with
annot ati ons for the nunber of full round trips):
Cient Server

I I

[------------- SDP Offer ------------------- >|

[ <-1---------- SDP Answer ------------------- |

I I

| <-2---------- | CE/ Connectivity Checks ----- >|

I I

[ <---emmmmm--- DILS CdientHello ------------- |

[--3---------- DTLS ServerHello ------------ >|

IR DTLS Finished ---------------- |

|--4---------- DTLS Finished --------------- >|

| |

[------------- SCTP INIT ------mmmmmmm e - - >|

| <-5---------- SCTP INNT ACK ---------------- |

[------------- SCTP COKIE ECHO ------------ >|

| <-6---------- SCTP COKIE ACK -------------- |

I I

[------------- DCEP (Open Channel) --------- >|

[------------- "hello world"---------------- >|

[ <---emmmmm--- DCEP ACK --------------------- |

I I
Note that SCTP typically does a "simultaneous open", i.e. both sides

take the active role,
simplicity.
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Not e: [RFC9260] allows the packets with the COOKIE ECHO and COXKI E
ACK to carry data. This means the second RTT is not strictly

necessary but was observed in practice.

When the SCTP INIT chunk is signaled in the SDP

init" attribute described in this docunent,
to the foll owi ng exchange:

Cient

I

[------------- SDP Offer (sctp-init)--------

| <-21---------- SDP Answer (sctp-init)--------
I

| <-2---------- | CE/ Connectivity Checks -----

I

[ <----mmmmm--- DILS CdientHello -------------
[--3---------- DTLS ServerHello ------------

| <---mmmmeme - DTLS Finished ----------------
|[--4---------- DTLS Finished ---------------

I

[------------- DCEP (Open Channel) ---------

[------------- "hello world"----------------

[ <---emmmmm--- DCEP ACK ---------------------

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED',

usi ng the "sctp-
this flow can be reduced

"SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [RFC2119] [RFCB174] when, and only when,

capital s, as shown here

3. Term nol ogy

they appear in all

SCTP INIT: the SCTP INIT chunk as described in Section 3.3.2 of

[ RFC9260] .

SCTP INIT ACK: the SCTP INIT ACK chunk as described in Section 3.3.3

of [ RFC9260].

SCTP COOKI E ECHO. the SCTP COOKI E ECHO chunk as described in

Section 3.3.11 of [RFC9260].

SCTP COCKI E ACK: the SCTP COOKI E ACK chunk as described in

Section 3.3.12 of [RFC9260].

RTT: Round-Trip Tine

Hancke, et al. Expires 2 July 2026
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4. SDP sctp-init attribute
4.1. Ceneral

This section defines a new SDP nedi a-level attribute, "sctp-init".
The attribute can be associated with an SDP nedi a description ("m="
line) with a "UDP/DTLS/ SCTP" protocol identifier (defined in

[ RFC8841]) and the <fnt> paraneter val ue of 'webrtc-datachannel’
(defined in [ RFC8832]).

NOTE: This specification only defines the usage of the SDP "sctp-
init" attribute when associated with an "n=" |ine containing one of
the follow ng proto val ues: "UDP/DTLS/ SCTP* or "TCP/ DTLS/ SCTP".

Usage of the attribute with other proto val ues needs to be defined in
a separate specification.

An exanple foll ows, see Section 7 for the full SDP exchange:
a=sct p-ini t: AQAAHol s3ROAUAAA/ /] | +B5ZR3AAAAEgAgABOLA
This is equivalent to the followi ng SCTP I NI T chunk:

0 1 2 3
01234567890123456789012345678901
T o e i e s S S R b Tk ok T NI S R
Type =1 | Chunk Fl ags = 0] Chunk Length = 30 |
i T o T i e S S S i S e S
Initiate Tag = 0x896cddld |
i i S S e s i i e
Advertised Receiver Wndow Credit (a_rwnd) = 0x00500000 |
T o L i e S S S e h Tk o b I S R
# of Qutbound Streans = 65535 | # of Inbound Streans = 65535 |
i T o T i e S S S i S e S
Initial TSN = 0xe079651d |
i i S S i T s i S
Optional / Vari abl e-Lengt h Par anet ers /
Forward TSN | Supported extensi ons=RECONFI G(0x82), \
| FORWARD_TSN( 0xcO0) /
Oxc0, 0x00, Ox00, 0Ox04| 0x80, 0x08, 0x00, 0x06, 0x82, 0xcO \
i T S S S T i T i I S I S S

+-
I
+-
I
+-
I
+-
I
+-
I
+-
/
\
/
\
+-

4.2. Syntax
Attribute name: sctp-init

Type of attribute: nedia

Mux cat egory: CAUTI ON
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Subj ect to charset: No

Purpose: allows the SDP to carry the information contained in a SCTP
INI'T chunk

Appropriate val ues: A base64-encoded val ue.

Syntax: sctp-init-value = base64 ; base64 defined in RFC 4566
5. SDP O fer/Answer Procedures
5.1. Cenera

This section defines howthe "sctp-init" attribute can be negoti ated
usi ng the SDP of fer/answer mechani sm

5.2. Cenerating the Initial SDP O fer

If the offering endpoint has created a WbRTC data channel, it MJST
Il et the SCTP inplenmentation generate a serialized INIT chunk that it
woul d normal Iy send over the network as a series of bytes. This
message i s then base64-encoded and added to the data "m=" section as
an "a=sctp-init" |ine.

5.3. Answerer Processing of the SDP O fer

If the answering endpoint negotiates a data "m=" section, it wll
parse the "a=sctp-init" line fromthe data "m=" section, if present.

If the data is not properly base64-encoded this results in an error
The answering endpoint then infornms its SCTP i npl ementation of the
series of bytes. The SCTP inmplenentation is responsible for
validating the format of the SCTP INI T chunk

If the series of bytes is not a valid SCTP INIT chunk this results in
an error.

5.4. Cenerating the SDP Answer

An endpoi nt not supporting the extension described in this docunent
MUST NOT include a "a=sctp-init" attribute in its answer.

If the answering endpoint negotiated a data "m=" section and detected
a valid "a=sctp-init" line in the offer, as described above, it MJST
let its SCTP inplementation generate a serialized INIT chunk that it

woul d normal Iy send over the network as a series of bytes.
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Thi s message i s base64-encoded and added to the data "n¥" section as
a "a=sctp-init" line.

5.5. COferer Processing of the SDP Answer

If the answer negotiated a data "m" section, the offering endpoint
parses the "a=sctp-init" line, if present, fromthe data "m="
section.

If the data is not properly base64-encoded this results in an error

The offering endpoint then infornms its SCTP inpl ementation of the
series of bytes. The SCTP inplenentation is responsible for
validating the format of the SCTP INIT chunk. If the series of bytes
is not avalid SCTP INIT chunk this results in an error

5.6. Mdifying the Session

Subsequent offers and answers MJST include the "a=sctp-init" line in
the negotiated SDP with the same value as in the initial negotiation

Renote offers MAY negotiate a new "a=sctp-init" line in conjunction
with either * a new SCTP associ ation as described in Section 9.3 of
[ RFC8841] * or a new DTLS association as described in Section 5.5 of
[ RFC8842] .

Attenpting to add an sctp-init attribute to an existing SCTP
association results in an error.

6. SCTP consi derations

The creation of the "sctp-init" attribute SHOULD NOT change the state
of the SCTP association into the COOKIE-WAIT state as described in
Section 5.1 of [RFC9260] and SHOULD NOT start the Tl-init timer.

Processing of the "sctp-init" attribute fromthe renote side SHOULD
NOT change the state of the SCTP associati on and SHOULD NOT start any
timer.

When the "sctp-init" attribute has been negoti ated, both endpoints
SHOULD consi der the SCTP association to be in the ESTABLI SHED st at e,
as described in Section 4 of [RFC9260], once the DTLS handshake
finishes. The steps A-E described in Section 5.1 of [RFC9260] can be
ski pped.
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7. Exanpl e negotiation

The offering client generates a SCTP INIT chunk with its supported
paraneters

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type =1 | Chunk Fl ags = 0] Chunk Length = 30 |
B T S i T s i i e e SEI S
| Initiate Tag = 0x896c¢cddld |
I S i o T s S S S e s s T

| Advertised Receiver Wndow Credit (a_rwnd) = 0x00500000

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| # of Qutbound Streanms = 65535 | # of Inbound Streans = 65535

B T S i T s i i e e SEI S
| Initial TSN = 0xe079651d |
I S i o T s S S S e s s T
/ Optional / Vari abl e-Lengt h Paraneters /
\ Forward TSN | Supported extensi ons=RECONFI G(0x82), \
/ | FORWARD_TSN( 0xc0) /
\ Oxc0O, 0x00, 0x00, 0Ox04| O0x80, 0x08, 0x00, 0x06, 0x82, 0xcO \
i i i T i I S i e s o o i i

This is encoded in the offer SDP as fol |l ows:

v=0

0=- 8389853828849686268 2 IN I P4 127.0.0.1

S=-

t=0 0

a=group: BUNDLE O

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=INIP4 0.0.0.0

a=i ce- ufrag: UgEn

a=i ce- pwd: f/ +ugRI Lr | U AkSnkSt nZb/ h

a=i ce-options:trickle

a=fi ngerprint:sha-256
6A: 15: FO: 08: 9C: 55: 51: CD: 55: 27: BD: OD: FB: 14: DD: 41
F6: 8C. 82: 9F: CA: AD: DA: E7: 04: 61: 6F: A9: FF: 99: 2D: 7A

a=set up: act pass

a=md: 0

a=sct p- port: 5000

a=max- message- si ze: 262144

a=sct p-init: AQAAHol s3ROAUAAA/ /| | +B5ZR3AAAAEgAgABOLA

In response, the answering client generates its SCTP INIT chunk with
its supported paraneters:
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0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Type = 1 | Chunk Fl ags = 0] Chunk Length = 30 |
I e T o i T L T i i i
Initiate Tag = Ox5fb37474 |
T o e i e S e e e o o T NI S S
Advertised Receiver Wndow Credit (a_rwnd) = 0x00500000 |
i T o T i e S S S i S e S
# of Qutbound Streans = 65535 | # of Inbound Streams = 65535 |
i i S S i i i S S S 2
Initial TSN = Oxalaadc74 |
T o e i e S e e R b ok ok b NI T R
Optional / Vari abl e-Lengt h Parameters /
Forward TSN | Supported extensi ons=RECONFI G(0x82), \
| FORWARD_TSN( 0xcO0) /
Oxc0O, 0x00, 0x00, 0x04| 0x80, 0x08, 0x00, 0x06, 0x82, 0xcO \
+

+-
I
+-
I
+-
I
+-
I
+-
I
+-
/
\
/
\
N I

Thi s yields an answer SDP shown bel ow

v=0
0=- 6156433258406980035 2 INIP4 127.0.0.1

t=0 0

a=gr oup: BUNDLE O

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=IN1P4 0.0.0.0

a=i ce-ufrag:thzM

a=i ce- pwd: YT278C3KYFnsedR5+0z EQOQY

a=i ce-options:trickle

a=fingerprint:sha-256
AC: 48: Al: C4: 78: 6D: 6D: 46: 63: BB: 7D: 70: E4: B8: 5D: C4:
E8: 6E: 66: 40: 8C: 81: 31: D3: 9C: 34: 32: 9A: C3: 6B: BB: AE

a=set up: active

a=m d: 0

a=sct p- port: 5000

a=max- nessage- si ze: 262144

a=sct p-i nit: AQAAH +zdHQAUAAA/ / /1 | 6Gg3HTAAAAEgAgABOLA

8. Security Considerations

SNAP renoves SCTP's anti-anplification nechanismin order to

accel erate connection startup. However, when SCTP runs atop DTLS as
specified in [ RFC8261], any attenpt to send junk traffic over SCTP
will fail as it will not be properly encrypted. Therefore SNAP does
not add any new anplification risk.
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9.

9.

10.

10.

10.

Exposi ng the content of the SCTP INIT chunk, in particular the
"Initiate Tag", in the SDP does not introduce new security concerns
since running SCTP atop DTLS protects against the off-path attacks
described in Section 5.3.1 of [RFC9260].

Exposing the content of the SCTP init tag to the application |ayer,
e.g., JavaScript applications or the signaling channel in the case of
WebRTC does all ow these to add or renove variabl e-1 ength paraneters.
Since these paraneters are optional and used for feature negotiation,
renoving one is equivalent to the renote side not supporting the
paraneter and does not introduce a new security risk. Adding a
paraneter that is not supported nmay cause the renote side to send
those but this is equivalent to receiving a packet for a feature that
was not negoti ated and hence does not introduce a new security
concern

| ANA Consi der ati ons
New SDP attri butes

Thi s docunent defines a new SDP nedia-level attribute, "sctp-init".
The details of the attribute are defined in Section 4.2.
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