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Abst r act

Thi s docunent specifies a fine-grained flow control backpressure
mechani smfor Wde Area Networks (WANs). Leveragi ng dat a-pl ane
congestion detection and notification, it enables mllisecond-Ievel
congesti on response. The mechani sm enhances Layer 2 PFC by extending
network protocols (e.g., |ICMPv6) for congestion backpressure
messaging in WANs, and | everages network slicing isolation to provide
fine-grained flow control at tenant or task granularity. It
addresses the linitations of traditional flow control nechanisns in
WAN environnents through fast and preci se backpressure, and supports
mul ti-hop propagati on of congestion notifications along the

forwardi ng path.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction and Background

Wth the rapid devel opnment of Hi gh-Performance Conputing (HPQ),
renote healthcare, multinmedia content production, and Al -Generated
Content (Al GC)applications, the volune, velocity, and variety of data
are growi ng exponentially. This poses higher requirenents for the
efficiency and reliability of nassive data transm ssion across Wde
Area Networks (WANs). WANs are characterized by |arge scale, conplex
topol ogy, long round-trip tinmes, diverse service types, continuously

i ncreasing |load, and frequent high-intensity burst traffic, naking
them prone to congestion.

Han, et al. Expi res 3 Septenber 2026 [ Page 2]



Internet-Draft flow control for WAN March 2026

Traditi onal congestion control mechani snms

[1-D.dong-fantel -problemstatenent] like Priority Flow Control (PFC)
and Explicit Congestion Notification (ECN) face limtations in WAN
environments. PFC provi des coarse-grai ned port-based fl ow control
that can | ead to congestion spreading, head-of-1line blocking, and
deadl ocks. ECN requires end-host participation with sl ow and

i naccurate responses, making it unsuitable for |ong-distance
transm ssi on in WANs.

Thi s docunent proposes a fine-grained flow control backpressure
mechani smi npl enented in the data plane, achieving mllisecond-I|eve
response tinmes. The controller is involved only in the pre-

depl oynent phase for path planning and static paraneters
configuration. The mechani sm extends network protocols (e.qg.,

| CMPv6) and | everages network slicing isolation to provide precise
congesti on backpressure at tenant or task granularity. 1t also
supports nulti-hop congestion notification along the traffic path.

2. Term nol ogy

* Fine-grained flow control (fgfc): An enhanced PFC nmechani smt hat
enabl es precise flow control at tenant or other granular |evels,
limts flow control to specified paths and slices, and provides
intelligent congestion backpressure to prevent network congestion
[1-D. han-rtgwg-wan-| ossl ess-t erns]

* Congestion Backpressure Message: Network protocol nessage carrying
congestion information and fl ow control policies, which can be
i mpl emented using | CMP, UDP, or other suitable protocols.

*  Dpual - Wat ermar k Mechani sm Congesti on detection using Xoff
(trigger) and Xon (rel ease) threshol ds.

* Elastic bandwi dth: The bandwidth is dynanically adjusted according
to the network conditions to inprove network bandwi dth utilization
and network transm ssion
ef ficiency[l-D. han-rtgwg-wan-1| ossl ess-terns].

*  SRv6: |1 Pv6 Segment Routing as defined in [ RFC3754].

*  SRH. Segnent Routing Header as defined in [ RFC8754].

3. Fine-grained flow control nechanismin WAN
The fine-grained flow control (fgfc) backpressure mechani sm operates

entirely in the data plane to achieve nillisecond-1evel congestion
response, avoi ding buffer overfl ow caused by control -pl ane | atency.
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The controller is involved only in the pre-depl oynent phase. Based
on the network topol ogy and service requirenents, controller pre-
cal culates the forwarding path and distributes static information
(such as address information, slice configurations, watermark
threshol ds, and backpressure nessage formats) to the routing tables
of data-plane devices. It does not participate in real-tine
congestion handling. The address information includes node
addresses, port addresses, and SRv6 behavi or
addresses[|-D.ruan-spring-priority-flow control -sid].

Congestion Notification Congestion Cccurs
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Figure 1: Fine-grained flow control nechanismin WAN
1. Network slicing & Elastic bandw dth

3.

End-to-end network slices are established between WAN nodes Rl and
R6, with each slice assigned to a single tenant and supporting 1 to 8
PFC queues. Elastic bandwidth is enabled via the configuration of a
Committed Information Rate (CIR) and Peak Information Rate (PIR)

whi ch optim zes bandwi dth resource utilization and inproves

transm ssion efficiency.

When the network is idle, tenant traffic nmay preenpt available idle
resources to scale up to the PIR During network congestion, the
backpressure mechani smenforces a fallback to the CIRto ensure the
m ni mum guar ant eed bandwi dth for the tenant. C R may optionally be
set to zero, in which case |ossless transmssion is ensured entirely
by the fl ow control nechani sm
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3.2. Dual -watermark congestion detection

Each node depl oys a dual watermark (Xon/Xoff) mnonitoring nechani sm
for the queue,which is used to detect congestion and avoid frequent
backpressure oscillation

When the queue |l ength exceeds Xon threshold, the node generates a
backpressure message to upstream nodes to reduce the sending

rate. When the queue length falls bel ow Xoff threshold, the node nmay
send a rel ease nessage (or stop sendi ng backpressure) to resune
normal forwardi ng. The threshol d can be configured according to the
queue buffer depth and business |atency requirenents.

The dual waternmark nechani sm avoi ds the frequent switching of
backpressure and cancel | ati on caused by small fluctuations of the
queue depth, and ensures the stability of the flow control process.

3.3. Backpressure nmessage generation and propagation

When the R3 node detects congestion (queue > Xon), it

triggers a fine-grained flow control backpressure nessage. The
message i s sent upstream nodes that support fine-grained flow
control (fgfc).

Per - hop backpressure: If all internediate nodes in WAN support fgfc,
the backpressure is applied hop-by-hop, gradually reducing the rate
at each node

Cross-hop backpressure: |If only some nodes support fgfc, the
backpressure nmessage bypasses non-supporting nodes and is processed
only by capabl e nodes.

The tine from congestion detection to backpressure nessage
transmssion is controlled within a few m|liseconds. Upon receiving
the nmessage, the upstream node identifies the affected queue(s) and
performs rate linmiting within nanoseconds or m croseconds, achieving
fast congestion response, near-zero packet |oss and hi gh throughput.

The backpressure path can be carried in the SRv6 Segnent Routing
Header (SRH) via encapsulation or insertion. The SRH path is
conmputed by the controller or locally by nodes based on the forward
pat h and pre-configured policies.
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4. Congestion backpressure nmessage formats

The Fi ne-G ai ned Fl ow Control nechani sm conveys congestion

i nformati on by extendi ng network protocols. The backpressure nessage
can based on | CMPv6 notification nmessages, enabling data-pl ane
congestion notification wi thout host involvenment. The format is
shown in Figure 1.

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Code | Checksum |
I T S s I S el o i S N SRR SIS
| Fl ag | Priority | Reserve |
B i s T T i i o S o T Ji I
| Fl ow Cont r ol - Ar gunent [ 0] | Fl ow Cont r ol - Ar gunent [ 1] |
i I e S S S i S S
| Fl ow Cont r ol - Ar gunent [ 2] | Fl ow Cont r ol - Ar gunent [ 3] |
I i I S R T S i i St I SN S
| Fl ow Cont r ol - Ar gunrent [ 4] | Fl ow Cont r ol - Ar gunent [ 5] |
B i s T T i i o S o T Ji I
| Fl ow Cont r ol - Ar gunent [ 6] | Fl ow Cont r ol - Argunent [ 7] |
i I e S S S i S S
| Backpressure Bandw dth |
I i I S e S i I Sk i SRR N SRR S
| Slice ID |
B i s T T i i o S o T Ji I

Figure 2: | CWPv6-based Backpressure Message Format
* Type: 1 byte. |CWv6 nessage type. A new Type value (170) is
suggested to be assigned by 1ANA to identify this message as a
congesti on backpressure notification nmessage.
* Code: 1 byte. Set to O for fgfc nessages.
* Checksum 2 bytes. Standard | CWMPv6 checksum

* Flag: 1 byte. Flags field. Currently unused and MJST be set to zero on transm ssi
on and ignored on receipt.

* Priority: 1 byte. Flow control priority. Each bit corresponds to one of eight que
ues. A bit set to 1 indicates that the
correspondi ng queue is subject to flow control (backpressure); a bit set to 0 indic
ates no backpressure.

* Reserve: 2 bytes. Reserved for future use. MJST be set to zero
on transni ssion and ignored on receipt.
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1.

2

* FlowControl-Argunment[]: 16 bytes. Currently used to specify the
backpressure duration. It is interpreted as an array of eight
16-bit unsigned integers, each representing the pause tinme in
m croseconds for the correspondi ng queue (matching the priority
queues ).

* Backpressure Bandwi dth: 4 bytes. Specifies the bandwi dth
throttling value (rate limt) to be applied.

* Slice ID 4 bytes. Tenant identifier, used to identify the tenant
path or slice to which the backpressure appli es.

This format all ows queue-Ilevel pause and tenant-specific
backpressure, ensuring congestion does not spread across slices. The
message i s processed entirely in the data plane wi thout host

i nvol venent .

Security Considerations

Thi s docunent does not introduce any new security considerations.
I ANA Consi derations

Thi s document has no | ANA acti ons.
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