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Abst ract

Thi s docunent specifies a fine-grained flow control backpressure
mechani sm for Wde Area Networks (WANs). The nechani sm enabl es
preci se congestion notification and flow control at tenant or task
granul arity through extended network protocols and controller-

assi sted path discovery. It addresses the linmitations of traditiona
fl ow control nechanisns in WAN environnments by providing intelligent
backpressure with detail ed congestion information, with specific
applicability in SRv6-based networks.
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I ntroduction

Wth the rapid devel opment of H gh-Performance Conputing (HPC)
renote healthcare, multimedia content production, and Al -Generated
Content (Al GC) applications, the volune, velocity, and variety of
data are growi ng exponentially. This poses higher requirenents for
the efficiency and reliability of massive data transm ssion across
Wde Area Networks (WANs). WANs are characterized by | arge scal e,
conpl ex topol ogy, long round-trip tinmes, diverse service types,
continuously increasing |oad, and frequent high-intensity burst
traffic, making them prone to congestion

Traditional congestion control nechanisns like Priority Flow Contro
(PFC) and Explicit Congestion Notification (ECN) face limtations in
WAN environnents. PFC provi des coarse-grai ned port-based flow contro
that can | ead to congestion spreading, head-of-1line blocking, and
deadl ocks. ECN requires end-host participation with slow and

i naccurate responses, making it unsuitable for |ong-distance

transm ssion in WANs.

Thi s docunent proposes a fine-grained flow control backpressure
mechani smt hat extends network protocols (including but not linited
to ICVMP and UDP) to carry detail ed congestion information and
utilizes controller assistance for optimal path discovery. The
mechani sm enabl es precise flow control at tenant or task granularity,
provides intelligent backpressure strategies, and supports nulti-hop
congestion notification along the traffic path. The solution is
particularly relevant for SRv6-based networks where precise path
control and slicing capabilities are essenti al

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Fi ne- Grai ned Fl ow Control: Flow control mechani smthat operates at
tenant or task granularity rather than port or queue |evel

Backpressure Message: Network protocol nessage carrying congestion
informati on and flow control policies, which can be inpl enented using
| CMP, UDP, or other suitable protocols.

First Path Forwardi ng Node: The node experienci ng congestion that
initiates the backpressure process.

Second Path Forwardi ng Node: The upstream node capabl e of handling
congestion through fine-grained flow control

Controller: Central entity that maintains network topol ogy and node
capabilities, assisting in optimal backpressure path discovery.

SRv6: | Pv6 Segrment Routing as defined in [ RFC8754].

SID: Segment ldentifier in SRv6 networks.



SRH: Segment Routing Header as defined in [ RFC8754].
3. System Architecture

The fine-grained flow control backpressure system consists of three
mai n conponents, with specific considerations for SRv6 networks:

TS + S + TS +
| First | | Controller | | Second

| Path | <----3] | <---->| Path |

| For war di ng| | | | Forwardi ng|
| Node | | | | Node |

TS + S + TS +

I
| Backpressure Message |
| (I CVP/ UDP/ SRv6- enhanced) |

Figure 1: System Architecture

In SRv6 environnents, the backpressure nechani sm| everages the
exi sting SRv6 infrastructure:

- First Path Forwardi ng Node: Detects congestion and initiates
backpressure process by contacting the controller and generating
backpressure nmessages. In SRv6 networks, this node maintains SID
i nformati on and SRH processing capabilities.

- Controller: Mintains network topol ogy, node capability
i nformati on, and SRv6 SID allocations. Deternines optinma
backpressure paths and policies, considering SRv6 path segments.

- Second Path Forwardi ng Node: Receives backpressure nessages and
performs fine-grained flow control on specified traffic. Supports
SRv6 processing and slice-aware congestion handling.

4. Fine-Gained Flow Control Backpressure Mechani sm
4.1. Flow Control Capability D scovery

Before participating in the fine-grained flow control mechanism each
forwardi ng node MJST register its capabilities with the controller.
The controll er maintains a conprehensive view of flow contro
capabilities throughout the network to facilitate opti nal
backpressure path sel ection

The capability di scovery process include the follow ng

i nformati on:

- Node identifier and addressing information

- Flow control granularity support (tenant-Ilevel, task-level, or
bot h)

- Supported flow control nechani sns and al gorithns

- Buffer managenent capabilities and threshol ds

- Supported transport protocols for backpressure nmessages (I CwvP, UDP
etc.)

- SRv6-specific capabilities (if applicable), including:
* Supported SID types and functions
* SRH processing capabilities
* Slice awareness and isolation capabilities
* Path segment mani pul ati on support

The capability discovery follow this procedure:

1. Node initiates capability advertisenment to controller

2. Controller validates and stores flow control capabilities

3. Periodic capability updates SHALL be sent to reflect any changes
4. Controller MAY proactively query node capabilities as needed



4. 2.

4. 3.

Exanmpl e capability advertisenent format:

o m e e e e e e e e e ee e +
| Node Identifier |
o mm e e e e e e e e e e e e e e e e me e mamo +
| Fl ow Control Ganularity |
| (tenant-level | task-level | both) |
o m e e e e e e e e e eee e +

| Supported Transport Protocols |
| (I1CwP | UDP | SRv6-enhanced) |

| SRv6 Capabilities
| (SIDtypes | SRH support | slicing)

| Buf f er Managenent |nfo
| (thresholds | queue managenent) |

This capability discovery enables the controller to naintain a

real -tinme understandi ng of nodes capabl e of fine-grained flow contro
t hroughout the network, with specific awareness of SRv6 capabilities
and protocol support variations.

Congestion Detection and Control |l er Assistance

When a forwardi ng node detects congestion, it initiate the
backpressure process by sending a request to the controller

The congestion detection be based on nmonitoring of:

- Queue length

- Link utilization

- Packet loss rate

- Del ay

- Resource utilization rate

- In SRv6 networks: per-slice queue utilization and SID specific
congestion metrics

The request to controller include:

- ldentity of the congested node

- Request for second path forwardi ng node that neets congestion
handl i ng conditions

- In SRv6 networks: current SIDlist, slice information, and path
segnent details

The congestion handling conditions include:

- Ability to performdata traffic control at tenant or task
granularity

- Existence of shortest forwardi ng path between nodes

- In SRv6 networks: conpatibility with SRv6 path segnents and slicing

Upon receiving the request, the controller

1. ldentify suitable second path forwardi ng nodes based on network
topol ogy and node capabilities

2. Determne the optimal backpressure path, considering SRv6 SID
|ists when applicable

3. Cenerate appropriate backpressure policies

4. Return the second path forwardi ng node address informati on and
backpressure policies to the first path forwardi ng node

Backpressure Message Generation and Forwardi ng
After receiving the controller’s response, the first path forwarding

node generate backpressure nessages and forward themto the
second path forwardi ng node.



The backpressure nessage generation follow these steps:
1. Receive backpressure policy information fromcontroller
2. Sel ect appropriate transport protocol (ICwP, UDP, or
SRv6- enhanced) based on node capabilities and network
configuration
3. Cenerate backpressure nessage cont ai ni ng:
- Backpressure notification path
- Slice information
- Backpressure policy informtion
- In SRv6 networks: relevant SID information and SRH details
4. Send the nessage to second path forwardi ng node using |P-based
transm ssi on

The backpressure nessage includes the follow ng information

- Message type and protocol identification

- Checksumor integrity verification

- Backpressure notification path

- Nunber of slices

- Slice identifier

- Control node (0 for congestion backpressure, 1 for cache rel ease)
- Traffic rate

- Cache capability

- Backpressure policy information

- Protocol -specific extensions (e.g., SRH for SRv6-enhanced nmessages)

4.4. Milti-hop Backpressure Propagation

If the second path forwarding node cannot fully handle the
congestion, the backpressure process propagates further upstream

The mul ti-hop propagation follows this process:

1. Second path forwardi ng node reports its cache occupancy rate to
first path forwardi ng node

2. |If cache occupancy rate exceeds threshold (e.g., 80%, first path
forwardi ng node requests updated backpressure policy from
controller

3. Controller generates new backpressure policy based on current
network traffic information

4. First path forwardi ng node generates new backpressure nessage and
sends it to third path forwardi ng node (upstream from second node)

5. Process continues until congestion is resolved or reaches the
traffic source

In SRv6 networks, the backpressure path SHOULD fol |l ow the reverse
direction of the SRv6 SID list to ensure optinmal congestion handling
al ong the established path segnents.

4.5. SRv6 Integration and Path Handling

For SRv6-enabl ed networks, the backpressure nechani sm| everages
SRv6 capabilities for enhanced congestion control

- SID-based Path Identification: Backpressure nmessages SHOULD i ncl ude
SID information to precisely identify the congested path segnent.

- SRH for Backpressure Routing: Wen avail able, SRH MAY be used to
ensure backpressure nmessages follow specific paths, bypassing
nodes that do not support fine-grained flow control

- Slice-aware Congestion Managenent: SRv6 slicing capabilities SHOULD
be utilized to isolate congestion to specific slices and prevent
cross-slice interference.

- Path Segnment Optim zation: The controller SHOULD consi der SRv6 path
segnment s when det erm ni ng backpressure paths to mninize the nunber
of hops and reduce | atency.
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Backpressure Message Formats
| CMP- based Backpressure Message
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Code | Checksum |
I S i o T s S S S e s s T
| Reserved | BP Fl ags | Backpressure ID |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Origi nal Packet |
| (Variabl e Length) |
i i i T i I S i e s o o i i
| Backpressure TLVs |
| (Vari abl e Lengt h) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 2: | CWP-based Backpressure Message Format

Fi el ds:

- Type: | CMP nessage type (to be assigned by | ANA)

- Code: Subtype (0 for tenant granularity, 1 for task granularity)

- Checksum Standard | CMP checksum

- BP Fl ags: Backpressure flags

- Backpressure ID: Identifier for the backpressure session

- Oiginal Packet: Header of the packet that triggered congestion

- Backpressure TLVs: Type-Length-Val ue structures carrying detail ed
backpressure information

SRv6- enhanced Backpressure Message

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Code | Checksum |
B T S i T s i i e e SEI S
| S| Fl ags | Reserved |
I S i o T s S S S e s s T
| SRv6 Source Address (128 bits | Pv6 address) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

|
Segnent Routing Header ~
I

BT T o e S e i i S T e e i s TTE P S S S
I Slice ID |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Backpressure TLVs |
+-

(Variabl e Length) |
e b T S i i S S S S e e s S i T T i S S

Figure 3: SRv6-enhanced Backpressure Message For mat

Fi el ds:

- Type: Message type (I CVMP or other as appropriate)

- Code: Message code

- Checksum Protocol checksum

- Flags: SRv6-specific flags (S bit indicates presence of Slice ID)

- SRv6 Source Address: Source address of the SRv6 nessage

- Segnment Routing Header: SRH as defined in [ RFC8754]

- Slice ID ldentifier for the network slice

- Backpressure TLVs: Type-Length-Val ue structures carrying detail ed
backpressure information

Backpressure Path TLV
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+-+

1

2

1 5678901

- +- R i T S NI T

h Res

B i T T el it T S R
Node 1 Address (1 Pv4/1Pv6) |

Bl o T R ik st T o e b i T o S S e S it eI
Node 2 Address (I Pv4/1Pv6) |

i T T e e i e o i i S O S e S S S it i S e NI S

T I T i S A S i R S S S S S S

+ T+ T+

Figure 4: Backpressure Path TLV

Fi el ds:

- Type: TLV type for backpressure path (to be assigned by | ANA)

- Length: Total length of the TLV in bytes

- Node Addresses: Sequence of node addresses form ng the
backpressure path

5.4. Slice Information TLV

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Slice Type | Info Type |
I S i o T s S S S e s s T
| Slice ldentifier |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Tenant 1D |
B T S i T s i i e e SEI S
| Task 1D |

i e R e e i i i e it h e SR N S
Figure 5: Slice Information TLV

Fi el ds:

- Type: TLV type for slice information (to be assigned by | ANA)
- Length: Total length of the TLV in bytes

- Slice Type: Type of network slice

- Info Type: Type of information (tenant or task)

- Slice ldentifier: Unique identifier for the slice

- Tenant ID: ldentifier for the tenant

- Task ID: ldentifier for the task

5.5. Backpressure Policy TLV

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Lengt h | Policy Type | Action Type |
i e e e i e T L e m e S T e e s
| Rate Limt (bps) |
B i s T T i i o S o T Ji I
| Dur ati on (ns) |
e L i i e e S ik ok i R SR S S
| Alternate Path |

| (Vari abl e) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: Backpressure Policy TLV
Fi el ds:

- Type: TLV type for backpressure policy (to be assigned by | ANA)
- Length: Total length of the TLV in bytes
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- Policy Type: Type of backpressure policy
- Action Type: Specific action to be taken
- Rate Limit: Maximum allowed traffic rate in bits per second

- Duration: Tine duration for which the policy should be applied

- Alternate Path: Suggested alternative path for traffic
(variabl e | ength)

Security Considerations
TBD,
| ANA Consi derati ons

TBD;

Ref er ences
Nor mati ve Ref erences
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Levels", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,

May 2017.

[ RFC8754] Filsfils, C, Ed., Dukes, D., Ed., Previdi, S., Leddy,
Mat sushima, S., and D. Voyer, "IPv6 Segnent Routing Header

(SRH)", RFC 8754, DO 10.17487/ RFC8754, March 2020.

Aut hors’ Addr esses

Zhengxin Han (editor)

Chi na Uni com

Bei jing

Chi na

Emai | : hanzx2l@hi nauni com cn

Ran Pang

Chi na Uni com

Bei jing

Chi na

Emai | : pangran@hi nauni com cn

Zheng Ruan

Chi na Uni com

Bei jing

Chi na

Emai | : ruanz6@hi nauni com cn

Xi nxin Yi

Chi na Uni com

Bei jing

Chi na

Emai | : yi xx3@hi nauni com cn



