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Abst r act

Thi s docunent defines the framework and requirenents for

i nt erconmuni cati on between Agent Gateways (AGAN) in the Agent Internet
(loA) ecosystem It specifies a hierarchical |ayered nodel,
functional conponents, protocol requirenments and depl oynent

consi deration for AGw interconnection. The framework ains to address
data synchroni zation, protocol conpatibility, and security challenges
in cross-domain agent col |l aboration, enabling efficient and scal abl e
communi cation for distributed intelligent agents. It is conpatible
with existing I0A reference architectures while specializing in
cross-domai n gateway interoperability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 August 2026.
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1.

2

2

2

I nt roducti on

The Agent Internet (l1o0A) enables collaborative work anong massive
nunbers of Al agents depl oyed across diverse environnents. As the
core network conponent in | oA, Agent Gateway (AGAN) acts as a
"connection hub" and "security steward" that bridges intra-donmain
agents and cross-domain networks. It handl es agent registration,
di scovery, protocol translation, and security protection

In distributed | oA ecosystens, numerous agents collaboration relies
heavily on intercommuni cati on between AGAss. For exanple, an agent in
a smart park may need to collaborate with a cl oud-based paynent

agent, requiring their respective AGM to exchange capability

i nformati on, network status, and task context. However, existing

net wor k conmuni cati on nmechani sns | ack standardi zed franmeworks for AGw
i nterconnection, |eading to challenges such as inconsistent data
synchroni zati on, inconpatible protocols, and inadequate network

qual ity awareness.

Thi s docunent specifies the Agent Gateway | ntercomruni cation
Framework to address these challenges. It defines the architectura
patterns for AGw intercomunication, core content to be transmtted,
protocol requirenents, and target scenarios. This framework is
conpatible with existing | oA components, providing a | ayered nodel
that addresses AGas specific interconnection challenges while

enabl ing secure, efficient, and scal abl e cross-domai n col | aboration

Conventions Used in This Docunent
1. Abbreviations
2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy

AGN (Agent Gateway): A network conponent that acts as a connection
hub and security steward for agent conmunication, responsible for
rout e managenent, protocol translation, security protection, and
traffic control
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AGw | nt erconmuni cati on: The process of data exchange and
col | aborative operati ons between AGas depl oyed in different domains
(e.g., different parks, enterprises, or network segnments).

Agent Metadata: Core information about intelligent agents, including
identity identifier, capabilities, endpoint address, status, and
supported protocols.

Network Quality Metrics: Key indicators reflecting cross-AGw
conmmuni cati on performance, including |atency, packet |oss rate,
bandwi dth, and jitter.

Protocol Translation: The function of converting between different
communi cati on protocols (e.g., HITP, MJIT, gRPC) and data formats
(e.g., JSON, Protobuf) to ensure interoperability.

Cross-Domai n Col | aboration: Coll aborative task executi on between
agents located in different network domains, facilitated by AGw
i nt er conmuni cati on.

4, Mot i vati on

Wth the proliferation of intelligent agents in various industries,
cross-dommi n col | aborati on has becone a key requirenent for |0A  AGw
i nterconmuni cation is critical to enabling this collaboration, but
current inplenmentations face several chall enges as below. To address
these chal l enges, this framework defines standardized

i nt er communi cati on nechani sns that ensure consistent data
synchroni zati on, network quality awareness, protocol conpatibility,
security, and scalability for AGm in distributed | oA ecosystens.

4.1. Inconsistent Data Synchronization
Lack of standardi zed agent netadata exchange formats |l eads to
i nconpl ete or outdated infornmation sharing between AGAs, preventing
accurate agent di scovery.
4.2. Network Quality Blindness
AGns | ack mechani snms to exchange real -tine network quality netrics,
resulting in agents coll aborating over suboptimal paths with high
| at ency or packet | oss.
4.3. Protocol Inconpatibility
D fferent AGv may adopt diverse communi cation protocols, causing

i nterconnection failures and hindering cross-donmai n agent
i nteractions.
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4.4. Security Risks

Cross-domai n AGv comuni cation invol ves sensitive agent identity and
task data, requiring robust authentication and encryption nechani sns
that are currently | acking.

4.5. Scalability Limtations
Exi sting point-to-point communi cati on nodel s cannot efficiently
support | arge-scal e AGv depl oynents (e.g., hundreds of park AGas),
| eading to perfornmance bottl enecks.

5.  AGw I ntercomrmuni cati on Franework
The AGw intercomruni cation franmework is structured into four
hi erarchical |ayers. This enpowers AGMs to function dually as

advanced comuni cati on gateways and Al agents with cognitive
col | aborative characteristics.
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| * Agent Registry I
| * Capability Discovery |
| * Identity Manager |
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| ORCHESTRATI ON & CONTROL LAYER |
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| * Task Deconposer |
| * Path Orchestrator |
| * Policy Controller |
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I
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| AGENT CONNECTI VI TY LAYER |
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| * Protocol Transl ator |
| * Semantic Adapter |
| * Network Service Abstractor |

e oo e oo +
I
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| NETWORK COVMUNI CATI ON LAYER |

g +

| * QoS Enforcer |
| * SLA Monitor |
| * Secure Manager |

| ayered model of AGw
5.1. Application Service Layer

Serves as the "intelligent directory" for the agent ecosystem

provi di ng agent registration, capability discovery, identity
managenent, and semantic matchi ng between busi ness requirenments and
agent capabilities.

I nterconnection Role: AGMs exchange agent netadata including
capabilities, security levels, response tinmes, and service SLAs
t hrough application-1layer protocols, nmaintaining a distributed
directory of avail abl e agents across domai ns.
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5.

2. Orchestration & Control Layer

Provides centralized intelligence for conplex task deconposition
policy enforcenment, path orchestration, and gl obal governance of
cross-domai n agent col | aborati ons.

I nterconnection Role: Analyzes conplex task requirenments and sel ects
opti mal agent conbi nati ons and network paths based on conprehensive
factors including security policies, service levels, and network
condi tions.

5.3. Agent Connectivity Layer

5.

6

Acts as the "comunication bridge" between heterogeneous agents,
provi di ng protocol translation, semantic adaptation, and abstraction
of underlying network capabilities.

I nterconnection Rol e: Enabl es seam ess comuni cati on bet ween agents
with different technical inplenmentations by perfornming real-tine

prot ocol conversion and semantic nediation, while abstracting conpl ex
network functions into sinplified, agent-accessible services.

4. Network Communi cation Layer

.1

Provi des the foundational connectivity with guaranteed quality of
service, differentiated SLA enforcenent, and reliable data
transm ssi on between AGAhs.

I nterconnection Role: Establishes and maintains high-quality

communi cati on channel s between AGas, continuously nonitoring network
metrics (latency, loss, bandwi dth) to ensure SLA conpliance for agent
col | aborati ons.

AGw Functional Conponents
Application Service Layer Conponents

* Agent Registry: Miintains a database of registered agents with
their capabilities, security levels, and service attributes,

synchronizing this information with peer AGhs.

* Capability Discovery: Processes semantic queries to match business
requirenents with appropriate agent capabilities across domai ns.

* ldentity Manager: Verifies agent identities through integration
with certificate authorities and nmanages aut hentication
credentials for cross-domain access.
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6.2. Ochestration & Control Layer Conponents

* Task Decomposer: Breaks down conpl ex tasks into executable
subt asks and identifies required agent capabilities for each step

* Path Orchestrator: Conputes optinal agent conbinations and network
pat hs based on security, service SLA, and network SLA
requirenents

* Policy Controller: Enforces governance policies, security rules,
and conpliance requirenents across all cross-donain
col laborations. Distributes policy decisions to | ower |ayers and
audits enforcenent results for consistency.

6.3. Agent Connectivity Layer Conponents

* Protocol Translator: Converts between different agent
conmmuni cation protocols and data formats in real-tine.

* Semantic Adapter: Ensures semantic conpatibility between agents
with different data nodels and interaction patterns.

* Network Service Abstractor: Presents network capabilities as
call abl e services that agents can utilize through sinplified APIs.

6.4. Network Communication Layer Conponents
* QoS Enforcer: Inplenents traffic prioritization, bandw dth
al | ocation, and | atency managenent for different classes of agent
traffic.

* SLA Monitor: Continuously neasures network performance netrics and
triggers alerts when SLAs are viol at ed.

* Secure Manager: Establishes and nmai ntains encrypted tunnels
bet ween AGAs with mutual authentication

7. AGw | nterconmuni cati on Requirements
* Agent ldentity ldentification & Discovery: Distinguish agents from
real users, integrate semantic understandi ng and addressing to
mat ch busi ness needs w th correspondi ng agents.
* Heterogeneous Conpatibility: Different agents vary in resources

and supported protocols, so adaptation and protocol conversion are
required for agents commruni cation
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* Efficient Agent Conmunication: For agent interaction, consider
network reachability, QoS guarantee, and differentiated SLA
services. Due to high pressure in peer-to-peer collaboration
anong nultiple agents, convergence is needed to enable
hi erar chi cal communi cati on

* Agent ldentifier Parsing: AGam are capable of identifying and
parsing agent identifier information carried in network-I|ayer
packets.

* Routing Protocol Extensions: AGM support encapsul ating and
transm tting agent information through routing protoco
ext ensi ons, achi eving agent information synchronization between
gateways. AGM support generating and mai ntai ning agent-I|eve
routing tables based on gl obal agent information

* Agent Scheduling & Managenment: Realize agent scheduling wthin and
across enterprise canmpus; unify orchestration of network resources
and agent services to align network and busi ness.

* Security & Privacy: |nplenment access nmanagenent and perm ssion
control to enhance security.

8. Depl oynent Consi derations

* Hierarchical Deployment: For |arge enterprises or service
provi ders, AGas shoul d be depl oyed at domain edges (e.g., campus
gateways, cloud VPCs), with regional directory servers at network
aggregation points.

* Redundancy Design: Critical domains SHOULD depl oy redundant AGas
to avoid single points of failure. Directory services SHOULD be
deployed in a clustered node for high availability.

* Network Integration: AGM SHOULD be integrated with existing
network infrastructure (e.g., SDN controllers) and | oA conponents
(ACA, ARS) via standard APIs to enable unified orchestration of
net wor k and agent resources.

* Extensibility: The intercomunication protocols and data formats
SHOULD be designed with extensibility in mnd, using versioning
and optional fields to accommpdate future enhancements wi t hout
br eaki ng backward compatibility.

9. Security Considerations

Thi s docunent does not have any specific security considerations.
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10. | ANA Consi derations

Thi s docunent does not have any | ANA consi derations.
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