Det Net Z. Han

I nternet-Draft R Pang
I ntended status: Standards Track C. Liu
Expires: 19 April 2026 Chi na Uni com
J. Yan
X, ZHU

ZTE Corporation
16 Cctober 2025

Anonal ous Packets Handling for Det Net
draft- han- det net - anonal ous- packet s- handl i ng- 01

Abstract

In determnistic networking (DetNet), resource conflicts at flow
aggregation nodes can lead to network anomalies. Existing data plane
mechani sms for handling anonal ous packets, such as sinple discarding
or treating themas Best-Effort (BE) flows, are insufficient.
Consequently, the network performance can degrade to a level inferior
to of traditional QoS approaches. Therefore, in order to handle the
anomal ous traffic, the data plane should inplenment an enhanced
handl i ng mechani sm

Thi s docunent proposes an enhanced anomal ous packet handling sol ution
for DetNet. This solution specifies two policies: the packet
squeezing policy and the packet degrading policy. These policies
provide a flexible, enhanced nechani sm applicable to various queuing
mechani sns, ensuring the preferential scheduling and preservation of
deterministic service traffic under anomal ous conditions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 April 2026
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1. Introduction

Det Net is capable of providing real-time application services with
determ ni stic guarantees such as bounded | atency, low jitter, and | ow
packet |oss rate, as per [RFC8655]. One of the mmjor technol ogi es of
Det Net is resource allocation, as per [RFC8938], which reserves
necessary resources for specified DetNet flows to mitigate packet
loss and jitter caused by network congestion. The control plane
orchestrates the paths of DetNet flows to avoid resource conflicts.
The data plane then transnmits DetNet flows based on this
orchestration result, enploying nechanisns |ike traffic shaping, flow
adm ssion control, and forwarding information encapsulation to

Han, et al. Expires 19 April 2026 [ Page 2]



I nternet-Draft Anonmal ous Packets Handling for Det Net Cct ober 2025

mai ntain the required QoS.

Each node al ong the end-to-end path may serve as an aggregati on node.
Aggregated flows that belong to the sane traffic class share the
reserved resources at the outgoing port. ldeally, the transm ssion
of each flow within the sane traffic class would strictly conformto
the scheduling of the control plane, thereby neeting the strict
deterministic requirements. However, this ideal scenario is often
difficult to achieve due to the diversity of determnistic flows—such
as occasional mcrobursts and packet size fluctuations. Allocating
resources based on the naxi mum packet size may | ead to resource
wast e, while basing themon the average size nay cause resource
conflicts. Furthermore, software and hardware limitations can

i ntroduce additional discrepancies. For instance, algorithmc flaws
in the control plane may | ead to resource conflicts in extreme cases,
and high-priority protocol nessages (e.g., ARP packets under abnornal
conditions) in the data plane nay preenpt service packets, causing
delays for lower-priority flows.

To address these network anomalies, the control plane should properly
schedul e resources to avoid resource conflicts at the aggregation
nodes. As defined in [ RFC8655], service protection solutions |ike
PREOF (Packet Replication, Elimnation, and Ordering Functions) are
proposed based on multi-path transm ssion. Although PREOCF can
prevent performance reduction by reserving a | arge amount of
redundant resources for the specified service flows, this approach
may | ead to poor resource utilization and potentially di m nishing the
val ue proposition of determnistic technologies. In the data pl ane,
the existing nechanisns are relatively sinple and primtive. For
exanpl e, the data plane may choose to discard packets directly or
buffer themuntil the resources allocated to its traffic class becone
avai l abl e. Both of these approaches can result in Quality of Service
(QoS) degradation that is even worse than that of Best-Effort (BE)
flows.

Theref ore, an enhanced, automated mechani smfor handling anomal ous
packets in the data plane is essential for the future inplenentation
and application of determnistic network technol ogy.

Thi s docunent proposes an enhanced anomal ous packet handling policy
and solution for DetNet, supporting two policies: packet squeezing
and packet degradi ng, which can be enabled individually or in

conbi nation. The control plane and users can configure the policies’
activation and associ ated paraneters. Detail ed procedures for

i npl ementing these policies across various queui ng nechani sns are
provi ded.
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Ter mi nol ogy
The term nol ogy is defined as [ RFC8655].
Anonal ous Forwardi ng Detection

The real -tinme detection in the data plane ains to identify anomal ous
forwardi ng behaviors. Wen an anomaly is detected, enhanced
processing policies, such as packet squeezing and packet degradi ng,
are applied to ensure the preferential scheduling of determnistic
flows, even under abnormal conditions.

The detection process is closely associated with the queuing
mechani sms enpl oyed. |In general, an anormaly is detected at a node
when an arriving packet’s designated queue has al ready exceeded its
all ocated resource limt (e.g., buffer depth or packet count) for the
current scheduling cycle or tineslot. Typically, for

TQF[ | - D. peng- det net - packet-ti nesl ot - mechani smj, the target output
timesl ot of a packet at the current node can be determni ned by the
upstream tinmesl ot | abel and the basic timeslot mapping. For

EDF[ | - D. peng- det net - deadl i ne- based-f orwardi ng], the target output
timeslot at the current node is cal cul ated based on the budget and
delay target carried in the packet. Each output tinmeslot is
associated with a queue. Wen a packet arrives, it is enqueued in
the correspondi ng queue. For CQF, if the current scheduling tineslot
is 1 and the target timeslot is 5, the packet for target output
timeslot 5 will be placed into the correspondi ng queue preenptively.
Bef ore the packet enters the output queue, the queue depth is
checked. If it does not exceed the allowabl e packet capacity of the
queue, the packet is enqueued nornmally. |If it exceeds the allowable
capacity, it indicates an anonaly.

Anonmal ous Packets Handling Policy

The proposed sol ution supports two enhanced anomral ous packet handling
policies in the data pl ane:

* Squeezing Policy: Tenporarily del ays anomal ous packets by
“squeezing” theminto the next timeslot while retaining their
original scheduling information
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* Degrading Policy: Redirects anomal ous packets to a lower-priority
queue and nodifies their scheduling paraneters when the
accunul ati on of anomal ous packets exceeds a predefined threshol d.

These policies provide flexibility in activation: they can be enabl ed

concurrently, individually, or disabled entirely. |If neither policy
i s enabl ed, the default mechanism such as discarding the packets or
treating themas a BE flow, will be utilized

5.1. Squeezing Policy

The data pl ane can support the squeezing policy through the
configuration of the squeezing threshold. Wen anonal ous traffic
causes the queue occupancy to exceed its allocated capacity—but
remai ns bel ow t he squeezing threshold—the system applies the
squeezing policy. Specifically, the system enqueues anonal ous the
packets and records the nunber of squeezed bits. According to the
squeezi ng policy, packets that cannot be sent within the allocated
time are squeezed into the next timeslot until the queue is enptied.
The squeezing policy is conpatible with various queui ng nechani sns;
however, the inplenentation details will vary depending on the
specific nechanismutilized

Assune that each tinmeslot pernmits 4000 bits, and the squeezing
threshold is set to 2000 bits. Consider a service flow where the
size of each packet is fixed at 1000 bits. Packets 1 to 4 are
assigned to tineslot 1, while packets nunbered 5 to 7 are assigned to
timeslot 2. Due to the presence of aggregated traffic, assume that
the current depth of queue 1 is 2000 bits.
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Figure 1. Squeezing policy based on tineslot-based queui ng mechani sm

Figure 1 illustrates the processing of service flow packets nunbered
1 through 7. Packets 1 and 2 are placed into Queue 1 (associ ated
with tinmeslot 1). Gven the existing aggregated traffic, the
addition of Packets 1 and 2 (totaling 2000 bits) causes Queue 1 to
reach its allocated capacity of 4000 bits. Wen Packets 3 and 4
arrive, they are immediately identified as anomal ous packets.

Since the squeezing policy is enabled with a threshold of 2000 bits,
Packets 3 and 4 are redirected to Queue 2, while retaining their
original tineslot 1 |abel. Based on the squeezing policy, packets 3
and 4 are now squeezed into tineslot 2 for transmssion. At this
point, the buffer depth of Queue 2 increases to 2000 bits.
Subsequently, Packets 5, 6, and 7, which are targeted for timeslot 2,
arrive and enter Queue 2. However, when Queue 2 reaches its

al | ocated capacity of 4000 bits, Packet 7 is marked as anonal ous.
Packet 7 is then enqueued in Queue 2 and squeezed for transmission in
timeslot 3.
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At the aggregation node, continuous bursts may | ead to successive
squeezing, which could trigger a chain reaction. Wthout safeguards,
packets squeezed fromone tineslot into the next may accunul ate
indefinitely, undermning determnistic transm ssion guarantees. To
prevent unbounded accunul ati on caused by consecutive squeezing, the
follow ng two saf equard mechani sms are introduced

* Synchronization Threshol d Mechani sm Defines a threshold (N) as
the maxi mum nunber of consecutive tinmeslots permtted to be
af fected by squeezing. |f squeezing occurs over N consecutive
slots, the current queue nust be resynchronized with the tinesl ot
schedul e to restore consistency and prevent unlimted del ay
accunul ati on.

* Exponential Decay Mechani sm Wen consecutive squeezi ng occurs,
the al |l owed squeezi ng capacity decays exponentially.
Specifically, the first affected tineslot permts a predefined
squeezing capacity T, for each subsequent consecutive tineslot,
the all owed squeezing capacity is reduced by 50% of the previous
slot. This decay continues until the permtted capacity falls
bel ow t he mi ni mum packet size which then disallows further
squeezing and triggering alternative handling (e.g., degrading).

|----timeslotl----|----tineslot2----|----tineslot3----|----timeslot4----|
[--------- queuel--------- |----- queue2------ | ----queue3d----- | - --queued- - -|

synchroni zati on threshol d

Figure 2: Illustration of synchronization threshold
5.2. Degrading Policy
The data pl ane supports the degrading policy and allows for the
configuration of its parameters. This policy can be used either
i ndependently or in conjunction with the squeezing policy.

* \When depl oyed with the squeezing policy, the degrading policy
processes anomal ous traffic that exceeds the squeezing threshol d.

* \When depl oyed i ndependently, the degrading policy is applied

directly to anomal ous packets that exceed the allocated buffer
capacity.
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For EDF, packets are processed by adjusting their target sending
time. The resultant delay tine can be flexibly configured based on
the congestion |level at the outgoing port. For TAS/ CQF and their
vari ations, packets are redirected to a |lower priority queue.

5.3. Squeezing Policy and Degradi ng Policy

When both squeezi ng and degradi ng policies are enabl ed, the node
shal |l performthe follow ng steps

1. Upon packet arrival, determ ne whether the packet is anonal ous.

2. If the squeezed resource count is below the squeezing threshold
T, apply the squeezing policy to process the packet.

3. If the squeezed resource count exceeds T (or if consecutive
squeezi ng has reached the synchronization threshold N or the
exponential decay linmit), imediately trigger the degrading
policy by nodifying the packet’ s internal scheduling paranmeters
and redirecting it to the appropriate lower-priority queue.

6. Anonal ous Packets Handling Sol ution
6.1. Policy Selection and Configuration
The foll owi ng anomaly handling policies are defined in this docunent:

* Degrading Policy: Process packets according to the degrading
policy, which includes treating the packets as BE fl ow.

* Squeezing Policy: This policy provides tenporary capacity
expansion to avoid data | oss due to unexpected traffic.

* Postponenent Policy: Delays the transm ssion of packets until the
next scheduling cycle.

* Redirection Policy: Redirect packets to a regular QoS queue.
* Discarding Policy: D scard anomal ous packets.

If the squeezing or degrading policies are not enabled or are

ot herw se i napplicabl e, anonal ous packets shall be processed by
exi sting default nethods, such as discarding. Wen the data pl ane
supports nultiple anomal ous packets handling policies, the enabled
policies and rel ated paraneters shall be configured by the contro
pl ane.
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3.

Anonal ous | nformati on Reporting

Once the data plane automatically handl es anomalies using the
squeezing policy or the degrading policy, it should pronptly report
these anonalies to the controller. This enables the controller to
perceive detailed insights into the network anomalies and take
appropriate actions, such as re-orchestration, flow entry re-
configuration, resource expansion. 1In addition to reporting to the
controller, the data plane should also transmt the anomaly
information to the downstream nodes. This allows downstream nodes to
adjust their forwardi ng behavior or restore the original paraneters
of the packets according to the received anonmaly information. The
anomaly information reported by the data plane includes, but is not
limted to:

* Basic information: node ID, port ID, etc.

*  Anonal ous packet information: flow ID and packet sequence nunber,
et c.

*  Anomal ous packet handling policy information

- Policy Type: Specifies the handling policy enployed (e.g.,
squeezi ng, degrading, or default policies |ike discarding).

- Related parameters

o For squeezing policy: Includes data such as the nunber of
squeezed bits and the quantity of squeezed packets.

o For the degrading policy: Includes data such as the priority
| evel s before and after degrading, and the number of
degr aded packets.

0 For default policies: Includes information such as the
nunber of discarded packets or treated as BE fl ows.

Anonal ous Packets Handling Procedure

When a node in the data plane receives a DetNet packet, it first
checks for anonalies. |If an anonaly is detected, the node proceeds
to handl e the packet.

1. ldentify Supported Policies. The node determ nes which anomal ous
packets handling policies are supported |ocally.

2. Policy-based Packet Processing.
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* No Enhanced Policies Enabled: |If the enhanced anonal ous
packets handling policies (i.e., the squeezing policy and the
degradi ng policy) are not enabl ed, the anomal ous packets shal
be processed by the default nechani sns, such as direct
discarding or treating the packets as Best-Effort (BE) fl ows.

* Single Policy Enabled: Process the anonal ous packet using the
enabl ed policy.

* Both Policies Enabled: If both the squeezing policy and
degradi ng policy are enabled, the local node first checks
whet her the nunmber of anonal ous packets exceeds the squeezing
threshold. |If not, the squeezing policy is applied;
ot herw se, the degrading policy is applied.

3. Information Transm ssion

After processing the anonmal ous packets, the node SHOULD send the
anomaly information to the controller and/or the downstream node.

7. Exanple

This exanple illustrates the anonaly detection and handling policy in
the forwarding pl ane when the TQF is enpl oyed.

It is assuned that TQF nechani sm supports three cycles (A, B, and O
at the egress ports. The timeslot size increases in powers of 2
whil e the nunber of timeslots decreases in powers of 2. Cycle A
supports ei ght queues, and in addition, a lowpriority BE queue is
provided. For Cycle A the tineslot mapping is defined as 0 -> 5;

for the Cycle B, the mapping is 0 -> 3. It is assunmed that each TQF
timeslot in Cycle A allows a maxi mum capacity of 10,000 bits, Cycle B
20,000 bits, and Cycle C 40,000 bits. Wen the queue depth of Cycle
A exceeds 10,000 bits, it indicates that an abnormal condition has
occurred.

Furthernmore, the control plane is configured to enable the squeezing
policy on the forwarding plane with a squeezing threshold set to
15,000 bits and to enabl e the degrading policy, which is configured
in a stepw se degradi ng node

Consi der a certain service flow where each packet is 1,000 bits in
size. Packets 1 to 10 use Cycle A and carry a tinmeslot value of O;
packets with sequence nunbers 11 to 15 also use Cycle A but carry a
timesl ot value of 2. Wen packet 1 arrives at the node, the current
queue depth of tineslot 5 is 8,000 bits, and that of tineslot 7 is O
bits.
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Processi ng Procedure:

packet sequence (fromright to left)

T T T o S i

| P15| P14| P13| P12| P11| P10| P9| P8| P7| P6| P5| P4| P3| P2| P1|  --->
T T S Tl SN S Y S

P1L P2 P3 P4 P5 P6 P7 P8 P9 P10 : Cycle A timeslot 0->5

P11 P12 P13 P14 P15 : Cycle A tineslot 2->7

I
\/

Fommm e i

queue 5 |///11111111]P1]P2| P3| P4| P5| P6| P7|
S R e
S S

queue 7 | P11| P12| P13| P14| P15]
S S &

Cycle B

oot e - -+
queue 3 | P8| P9| P10
S

Cycle A
[------ timeslot5------ [------ timeslot6------ [------ timeslot7------ |
R B i S I I B e Sy "

I
[/11111111111111]P1|P2| P3| P4| P5| P8| PT7| | P11| P12| P13| P14| P15| |
oo N R A S R E S E T S

Cycle B

| | P8| P9| P10| |
o e e eeao o o +

Figure 3: Exanple of Using the Anonal ous Packets Handling
Mechani smwi th TQF
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When packets 1 and 2 are enqueued into queue 5 according to the Cycle
A timeslot mapping O -> 5, the depth of queue 5 reaches 10, 000
bits.Upon the arrival of packet 3, if it were to be enqueued using
the sanme mapping (0 -> 5), the queue depth woul d exceed the

10, 000-bit threshold, thereby indicating the presence of anornaly.
Since the squeezing policy is enabled with a threshold of 15, 000
bits, packets 3 to 7 are processed in squeezing node and are enqueued
into queue 5, retaining their original output timeslot |abel 5.

When packet 8 arrives, enqueuing it in queue 5 would cause the

cunmul ative bits to exceed the 15,000-bit squeezing threshol d.
Consequently, the degrading policy is triggered. Packets 8 to 10 are
degraded from Cycle Ato Cycle B. Based on the Cycle A transni ssion
timesl ot value(0) carried in the packet, which is converted to Cycle
B transmission tinmeslot 0, the Cycle B mapping (0 — 3) is applied.
Thus, packets 810 are enqueued into Cycle B s Queue 3. Packets 11
to 15 mapped using tineslot 2 -> 7, are enqueued nornally as the
gqueue depth remains within the 10,000-bit capacity.

8. Security Considerations
TBA
9. | ANA Consi derations
TBA
10. Acknow edgenents
TBA
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