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Abst ract

ANl MA defi ned Autonomic Service Agent to build intelligent managenent
functions into network devices, and could interact with each ot her
through a standard protocol (aka GRASP). Wth the rapid advancenent of
Large Language Mbdel (LLM-driven Al technologies, there is now a
potential opportunity to enhance the ASA to be Al-powered, thereby
elevating the intelligence of device-built-in nanagenent functions to
a whol e new | evel . Thi s docunent anal yzes the inpact of the Al-powered
ASA, nostly fromthe perspective of the ASA communi cati on protocol
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1. Introduction

The ANI MA provides a vision of a network that configures, heals,
optimzes, and protects itself. An ASA is defined in [RFC7575] as
"An agent inplenmented on an autonom ¢ node that inplenents an
autonom ¢ function, either in part (in the case of a distributed
function) or whole.
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3.

3.

[ RFC9222] proposes guidelines for the design of Autonomic Service
Agents for autonom c networks. Autonom c Service Agents, together
with the Autonom c Network Infrastructure, the Autononic Control

Pl ane, and the GeneRi c Autonom c Signaling Protocol, constitute the
base el enments of an autonom ¢ networki ng ecosystem

Large-scal e network nodel s have attracted nuch attention in the field
of artificial intelligence in recent years. They integrate the
advant ages of network technol ogy and LLMs and show great potential in
many fields. Especially for network operation and mai ntenance, it is
denonstrati ng huge enabling potential and providing innovative
approaches to sol ve increasingly conpl ex network operation and

mai nt enance probl ens.

Al - ASA can achieve nore intelligent managenent functions. Enbedding
Al - ASA into network devices can enhance operation and mai nt enance
efficiency with LLMs.

This draft analyzes Al-ASA vision and potential functions and
descri bes the scenarios of Al-powered ASA Communi cati on between
Net wor k Devi ces and Network Managenent Systens. The potential new
requi renents of GRASP are al so di scussed.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Backgr ound
1. Definition of ASA

In [RFC8993], ASA is a process that nakes use of the features
provided by the ANl to achieve its own goals, usually including
interaction with other ASAs via CGRASP [ RFC8990] or otherwi se. O
course, it also interacts with the specific targets of its function,
usi ng any suitable nmechanism Unless its function is very sinple,
the ASA will need to handl e overl appi ng asynchronous operations. It
may therefore be a quite conplex piece of software in its own right,
form ng part of the application | ayer above the AN

Aut ononi ¢ Service Agents, together with the Autonom c Network
Infrastructure, the Autononmic Control Plane, and the GeneRic

Aut ononi ¢ Signaling Protocol, constitute the base el enents of an
aut onom ¢ networ ki ng ecosystem
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3.

5

2. Emergence of Al-powered Agent

[1-D.rosenberg-ai-protocols] Intelligent agent, as an inportant
concept in the field of artificial intelligence, refers to a system
that can autononously perceive the environnent, nake decisions, and

execute actions. It has basic characteristics such as autonony,
interactivity, reactivity, and adaptability, and can independently
compl ete tasks in conpl ex and changi ng environnents. Intelligent

agents can | earn and nmake deci sions.

[1-D. chuyi-nnrg-ai-agent-network] Al Agent, an automated intelligent
entity capable of interacting with its environment, acquiring
contextual informationreasoning, self-Iearning, decision-naking,
executing tasks (autonomously or in collaboration with other Al
Agents) to achi eve

There are a few exanpl es of Al Agents.

A travel Al Agent that can help users search for travel destinations
based on preferences, conpare flight and hotel costs, nake bookings,
and adj ust pl ans

A loan handling agent that can help users take out a |loan. The Al
Agent can access a user’s salary information, credit history, and
then interact with the user to identify the right loan for the target
use case the custoner has in mnd

A shopping agent for clothing that can listen to user preferences and
interests, look at prior purchases, and show users different options,
ultimately helping a user find the right sports coat for an event

Al Agent in 3GPP, an automated intelligent entity capabl e of
interacting with its environnent, acquiring contextua

i nformati onreasoni ng, self-Ilearning, decision-nmaking, executing tasks
aut ononously or in collaboration with other Al Agents to achieve a
specific goa

The Vision of Al-powered ASA
The Al -powered ASA provides nore intelligent operation and nmanagenent
of network devices to achieve the Intention-driven network and Auto-

dri ven network.

Scenarios of Al-powered ASA Conmmuni cati on between Network Devices
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5.1. GCenera

The network devices to communi cate with other network devices through
aninme’s interface.

5.2. Possi bl e Exanpl es
5.2.1. Al Agent based Router for Automatic Congestion Relief

In the automatic congestion relief use case, the traditional solution
relies on built-in intelligent nodules in devices to inplenent
traffic rerouting via traditional protocols (BGP-LS/ BGP-RPD). Device
interactions are constrained by predefined protocol rules (e.g.,
policy triggering based on fixed bandw dth threshol ds), | acking
cross-device historical data sharing and Al nodel coll aboration
Pol i cy generation depends solely on local TOP-N traffic nodeling,
unabl e to adaptively optim ze based on real-tine traffic patterns.

When Al - powered Agents are introduced into network devices, Al-
power ed ASA Comuni cation can be established between devices.

Devi ces extend BGP-LS to synchronize real-tine |ink bandw dth and
TOP-N traffic characteristics. The Al-powered Agents dynamically
define congestion thresholds based on traffic data, replacing nmanual
threshol d configuration. Upon detecting congestion, devices use the
GRASP protocol to negotiate Al-generated policies (e.g., dynamc

adj ustnent of Multi-Exit Discrimnator (MED) values) and route
traffic precisely to lightly |oaded links via the BGP Routing Process
Daenon (BGP RPD). Reinforcenent learning is applied to dynanmically
optinize policy parameters during this process.

5.2.2. Al Agent based Router for Autonatic Network DDoS Attacks Defense

Wth the evolution of attack forns, the Distributed Denial of Service
(DDoS) Attacks present the features of short-term and hi gh-frequency
out breaks, and the attack peak val ue keeps rising year by year,

i mposi ng an extrene chall enge on the defense response speed. In
response to the above attack problenms, this docunment innovatively
puts forward an edge defense architecture: deploy attack detection
functions to end devices, achieve second-|evel flash defense against
DDoS attacks via intelligent service traffic nonitoring, and
establish an aut ononobus network DDoS attack defense system In the
meantinme, rely on the Al Agent based Router to support the second-

| evel discovery and real-tine interception of attack behaviors, so as
to strengthen the network security barrier.

6. Scenarios of Al-powered ASA Conmuni cati on between Networ k Managenent
Systens and Devi ces
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6.1. GCenera

The network controller conmuni cates with other netwok devices by the
anima interface or protocol.

6.2. Possible Exanpl es
6.2.1. Coordinated | Pv6 Mnitoring

In the current IPv6 end-to-end traffic nonitoring scenario, traffic
data collection and analysis rely on manual intervention, while the
| arge volume of live network traffic data results in high resource
requi renents. \Wen Al -powered Agents are deployed in network
controll ers and devi ces, Al-powered ASA comuni cation can be

est abli shed between 1 DC controllers and edge devices to enable

hi erarchi cal collaboration

The controller’s Al-powered Agent nodul e di scovers network devices
via the CGRASP protocol, initiates multi-threaded real-time collection
and nonitoring of IPv6/IP traffic data, and performs prelimnary

anal ysis including flow pattern recognition and I Pv6/IPv4 traffic
ratio trending. Concurrently, the device-side Al-powered Agent
collects custoner traffic data, deconposes traffic distribution
characteristics to identify high-val ue busi ness scenari os, and
synchroni zes these insights to the controller via the GRASP protocol
The controller’s Al-powered Agent integrates provincial-level traffic
i ngress/egress data to construct regional traffic matrices and

upl oads prelimnary analysis results (e.g., internal IDCtraffic
distribution, inter-provincial link utilization) to the IPv6 end-to-
end nonitoring platform

The 1 Pv6 end-to-end monitoring platformleverages nulti-di nensiona
data nodel s to conduct in-depth analysis on the uploaded traffic data
and prelimnary results, generating final operational decisions such
as inter-provincial |ink bandw dth expansi on pl ans and CDN node

depl oynent recommendations. These decisions are then dissemnated to
the controller, which issues configuration instructions to the

devi ce-side Al-powered Agents via the GRASP API. Upon receiving the
instructions, the device's intelligent nodul e i nvokes rel evant
interfaces to adjust server resources and verifies operationa

ef fectiveness through self-nonitoring threads.

7. Potential New Requirenents of GRASP

TBD
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