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Abst r act

Thi s docunment specifies the Al Manifest protocol, a JSON based fornmat
for websites to declare step-by-step user interface (U) workflow
instructions readabl e by autonombus Al agents. By enbeddi ng the

mani f est, website operators allow Al agents using browser-automation
tools to execute nmulti-step transactions directly via Cascading Style
Sheets (CSS) selectors, w thout repeated analysis of the full

Docurent Obj ect Model (DOV). The specification defines three

i nt er oper abl e enbeddi ng met hods, a SHA-256 canoni cal hash
verification procedure via a central trust registry, and security
mtigations against pronpt injection attacks.

Enpirical results froma reference inplenentati on denonstrate an
81.9% reduction in input tokens consuned by the Al agent and an
increase in task success rate from20%to 100% on a representative
multi-step transaction, conpared with conventional DOW anal ysis
appr oaches.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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I ntroduction

Large Language Mddel (LLM-based Al agents increasingly interact with
web services via browser-autonmation protocols such as the Mdel

Cont ext Protocol (MCP), Playwight, Puppeteer, and Sel eni um
WebDriver. Current agents typically parse entire DOMtrees or
screenshots on every page to infer U structure, producing three

wel | - known probl ens:
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1. Substantial token consunption due to repeated analysis of |arge
DOVE on every session.

2. Hgh failure rates on conplex nulti-step transactional U's such
as enterprise resource planning (ERP) systens, acadenic
manuscri pt subm ssion portals, and governnent e-services.

3. Absence of a standardized nechanismfor a website operator to
decl are an Al-agent-friendly ("Al-Ready") operational surface.

Rel ated prior work includes robots.txt, Ilns.txt, agents.txt, and ai-
plugin.json. These address crawling pernissions, LLMfriendly
docunent ati on, agent capability declarations, and API-I evel
integration respectively. None provides step-by-step U workfl ow
instructions for nulti-page transactional flows.

Al Manifest fills this gap by specifying a JSON format that
enunerates ordered U operations keyed to CSS selectors. An Al agent
detects, parses, and verifies the nmanifest before executing the
listed steps, and avoids further DOW based inference for those steps.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Al Manifest A structured data object, expressed in JSON, that a
website operator enbeds into a web page or serves at a well-known
URI, containing at mninuma task identifier, an ordered steps
array, and for each step an action field and a CSS sel ector.

Al Agent A software process, typically driven by an LLM that
accesses a web page via a browser-autonmation tool and executes
actions on behalf of a human user.

Central Trust Registry A network service that stores SHA-256 hash
val ues of manifests pre-registered by publishers, and responds to
real -tine trust |ookups fromAl agents with a status of white-
listed, black-listed, or unknown.

Canoni cal Form The representation of an Al Manifest obtained by
| exi cographically sorting all JSON object keys at every nesting
| evel and serializing the result using the JSON encodi ng defi ned
in [ RFC8259] with UTF-8.
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3. Protocol Overview
3.1. Enbeddi ng Met hods

A website MAY provide an Al Manifest via one or nore of the follow ng
met hods:

3.1.1. Met hod A: Wl | - Known URI

The server SHOULD neke the manifest retrievable at the foll ow ng
wel | - known URI [ RFCB8615]:

/. wel | -known/ ai - mani f est . j son

In addition, the HTM. docunent SHOULD decl are the entry point via an
HTM. neta el ement:

<meta nanme="ai - nani fest"
content="/.wel | -known/ ai - mani f est.j son">

3.1.2. Met hod B: Hi dden DOM El enent

The server MAY enbed the manifest into the HTM. response as a hi dden
el ement with the display:none style and aria-hidden="true" attribute:

<div id="ai-manifest" style="display: none" aria-hidden="true"
data-mani fest="{"version":"1.0", ... }’'></div>

3.1.3. Mthod C HITP Response Header

The server MAY declare the nmanifest |ocation and hash in a response
header :

X-Al-Mani fest: url=/.well-known/ai-nanifest.json;
hash=sha256: <hex>

Met hod C is RECOMMENDED in conjunction with Method A so that an Al
agent can di scover the manifest URL and validate the hash in a single
request-response round trip before fetching the body.

3.2. Manifest Schena

An Al Manifest is a JSON object [RFC8259] with the follow ng top-
| evel fields:

version (string, REQU RED) Specification version. This docunent
defines version "1.0".

Han Expi res 23 COctober 2026 [ Page 4]



I nternet-Draft Al Mani f est April 2026

3.

3.

publisher (string, REQU RED) Canonical domain nane of the publishing
websi t e.

mani festld (string, REQURED) Stable identifier scoped to the
publisher, used for registry | ookup.

registry_url (string, REQU RED) HITPS URL of the trust registry that
the publisher has pre-registered this manifest wth.

task (object, REQURED) Contains a task-level id and an ordered
steps array. FEach elenent of steps is an object with at |east
step (integer), action (string), and selector (string). The
action value MJST be one of the registered actions (see
Section 5).

3. Agent Detection Algorithm
Upon | oading a page, an Al agent inplenenting this specification
SHOULD performthe foll owi ng detection sequence before any full-DOM
i nf erence pass:

1. Inspect the HITP response headers for X-Al-Mnifest (Method C).

2. |If absent, retrieve /.well-known/ai-manifest.json (Method A) or
resolve the URI declared by the nmeta el enent.

3. If still absent, search the DOM for an elenent with id="ai -
mani fest” and read its data-nmanifest attribute (Method B).

4. |If none is found, fall back to conventional DOW based i nference.
4. Canonical Hash and Trust Verification

Prior to execution, the Al agent MJUST conpute a SHA-256 hash over the
canoni cal form (see Section 2) of the nanifest and send a trust

| ookup request to the URI in the registry url field. The request
MUST use HTTPS [ RFC2818] and MJUST carry the tuple {publisher,

mani fest1d, hash} as a JSON body.

The registry response is a JSON object containing a status field with
one of the follow ng val ues:

* "white" — the manifest is trusted; the agent MAY proceed to
executi on.
* "black"™ — the manifest is explicitly distrusted; the agent MJST

abort and SHOULD al ert the hunan user.
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3.

5

5

*  "unknown" — the manifest is not registered; the agent SHOULD warn
the user and MAY fall back to DOW based inference.

I npl enent ati ons MAY cache a non-expired registry response keyed by
the mani fest hash, to avoid repeated network round trips for an
i dentical manifest.

5. Executi on

When trust is confirnmed, the agent executes the steps array in

decl ared order, mappi ng each step’s action and selector to a browser-
automation primtive (e.g. "click", "fill", "select", "upload"). For
the duration of a manifest-driven execution the agent SHOULD NOT
perform addi ti onal LLM based inference over the page DOM

Central Trust Registry
A Central Trust Registry accepts manifest registrations from
publ i shers and answers real -time hash | ookups from Al agents. A
conform ng regi stry SHOULD:

* Store the SHA-256 hash of the canonical form of each registered
mani fest, together with the publisher and nmanifestld fields.

* Performstatic analysis on the submtted steps array and reject or
bl ack-1ist mani fests whose sel ectors or actions match a published
pattern of pronpt-injection risk (for exanple, selectors targeting
iframe el enments for cross-origin formsubm ssion, or actions
outside the registered action set).

* Expose a communi ty-driven nechani smfor reporting and bl ack-
listing malicious manifests.

Thi s docunent does not nmandate a specific registry operator
Multiple interoperable registries MAY exist, and each mani f est

decl ares which registry is authoritative for it via registry_url
I ANA Consi derati ons

1. Well-Known URI Registration

Thi s docunent requests IANA to register the following entry in the
"Wl | - Known URIs" registry established by [ RFC8615]:

URI Suffix: ai-manifest.json

Change Controller: Independent Subm ssion Stream editor
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Ref erence: This docunent
Status: provisional
Rel ated Information: None
5.2. Al Mnifest Actions Registry (initial)
Thi s docunent requests IANA to create a new registry named "Al
Mani fest Actions", with the following initial registrations.
Regi stration policy: Specification Required [ RFC8126].
click Invoke a click event on the selected el ement.
fill Type a value into a text input el enent.
sel ect Choose an option froma drop-down |ist elenent.
upload Attach a file to a file input elenent.
wait Pause for a condition or duration.
navi gate Change the current URL.
assert Verify that a condition holds before proceedi ng.
6. Security Considerations
6.1. Pronpt Injection Risk
A malicious website could enbed an Al Mani fest whose steps array
| eads an Al agent to performactions harnful to the user (for
exanple, submtting a formto a third party with user-supplied
credentials). The Central Trust Registry nmechanism (Section 4) is
the primary mitigation. Agents MJST NOT execute a nmanifest whose
registry lookup returns "black"” and SHOULD warn the user before
executing an "unknown" manifest.
6.2. Integrity of the Manifest
The SHA-256 hash is conputed over the canonical form of the manifest
so that semantically equival ent encodi ngs produce identical digests.

I mpl enent ati ons MUST NOT rely on a hash conputed over non-canoni cal
byt es.
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6. 3.

10.

Transport Security

Al'l conmmunication with the registry MIST use HITPS with server

aut hentication per [ RFC2818]. Registry operators SHOULD sign their
responses with a public key published out of band so that an Al agent
can verify the integrity of a cached response.

Privacy Consi derations

Regi stry | ookups necessarily expose to the registry operator the fact
that a particular Al agent has visited a particular publisher’s

mani fest. Registry operators SHOULD minimze the retention of client
identifiers associated with | ookup requests. Agents MAY enpl oy
private, time-limted caching of registry responses to reduce the
frequency of such | ookups.

| mpl enent ati on Status

Note to RFC Editor: This section is intended to be renoved prior to
publicati on as an RFC

A reference inplenentation, including an exanple publisher server, a
reference registry, two Al agent variants (DOW anal ysis baseline and
mani f est-aware), and an automated benchmark harness, is avail able at
https://github. com 11pyo/ Al NavMani f est under the M T License.

In the reference benchmark — a two-step ERP order-entry transaction
repeated 30 tinmes with input tokens counted via the tiktoken
cl 100k_base encoding — the mani fest-aware agent consuned an average

of 341 input tokens per task with a 100%task success rate (30 of 30
runs), while the DOW anal ysis baseline consunmed an average of 1887.6
i nput tokens with a 20% success rate (6 of 30 runs). Raw results
acconpany the reference inplenmentation.

Intellectual Property Rights Disclosure

The technol ogy described in this document is the subject of Korean
Pat ent Application No. 10-2026-0071716, filed on 2026-04-21 by the
author. The applicant conmmits to offer any essential clains under
Fair, Reasonable, and Non-Di scrimnatory (FRAND) terns to

i mpl ementers of this specification, as declared in the project
repository.
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