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Abst ract

Thi s docunent di sucss and anal yses the inpact of Al Agent on network
infrastructure aimng to facilitate the discussion and
st andar di zati on about Al Agent communication within | ETF.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Sout h-bound Interface Extension for Agentic O&M

July 2025

N~NNNNNANNANOOCDOODOODODOOO IO WWWWN

The rapi d advancenent of Al agents has introduced transformative

changes across various domains, particularly in network

infrastructure. Al agents, the autononobus, intelligent entities

capabl e of perception, reasoning, and deci sion-nmaking, are

i ncreasingly being deployed in diverse scenarios. On the one hand,

the network needs to provi de comuni cati on support for Al

agent

col I aboration, such as industrial, office, smart hone and ot her
scenarios. On the other hand, Al agents can be deployed in the

network to achi eve automati c netwrk O&M

Traditional network infrastructures were primarily designed for
human-driven communi cation (e.g., web browsing, video stream ng).
However, the rise of nulti-agent systens, where Al agents collaborate
or conpete in real-tinme, demands ultra-|ow delay conmmuni cation
dynani ¢ resource allocation, and enhanced security protocols.
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3.

3.

3.

Besi des, Al agents are revolutionizing network O&M Al agents,
powered by reinforcenent |earning and | arge | anguage nodel s, enabl e
aut ononous fault detection, predictive maintenance, and intent-driven
net wor ki ng.

This draft explores the inpact of Al Agents on network
infrastructure, with a focus on Network for Agent Communication and
Agent - based Net work O&M

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here. Abbreviations and definitions used in this
docunent :

Net wor k for Agent Communi cation
1. Scenarios
1.1. Agent Conmunication in LAN

a. Ofice networks In the office network scenario, agents rely on a
stabl e LAN environment to build an efficient coll aboration system
Typi cal office agents, such as personal Al assistant, can
automatically anal yze users’ work requirements, such as witing
emails, organizing reports, and quickly generating drafts. |In the
situation of teamcollaboration, multiple agents share data in real -
time, automatically arrange task priorities, which can reduce manual
communi cation costs and significantly inprove work efficiency. There
is arequirenent for office network to provide security guarantees
for data interaction anong agents to prevent the | eakage of sensitive
i nformation.

b. Industrial networks In the industrial scenario, the LAN
establishes a | owdelay and highly reliable comruni cati on environnent
for agents, enabling efficient interconnection anmong production

equi pnent, |ogistics robots, and nmanagenent systens. For exanple, in
t he war ehousi ng and | ogi stics process, the agents carried by AGY
communi cate with the central dispatching agent through the network,
dynani cal |y planning transportation routes based on real-tine traffic
conditions to inmprove the efficiency of material distribution
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3.1.2. Agent Communication across WAN

a. Agents directly access to public networks When agents directly
access public network, they can achieve efficient coordination over a
wi de range and across regions. For exanple, in smart city, traffic
managenent agents, environment nonitoring agents, and public service
agents coll aborate efficiently through public networks. However, the
openness of public networks al so brings challenges in data security
and privacy protection, which require the use of technol ogi es such as
encryption and authentication to ensure the security of agent

communi cati on

b. Agents in Canmpus/DC to communi cate across the WAN Al agents
within different DCs can achi eve resource sharing and renote

col | aboration through WAN. For exanple, when a data center
experiences a shortage of conputing resources, the resource
scheduling agent in this DC negotiates with resource scheduling
agents of other DCs through the WAN to divert sone tasks to DCs with
idle resources. This requires the WAN to ensure | ow del ay.

3.1.3. Agent Comunication in Fields

a. Interaction through 3GPP radio networks In the office network
scenario, agents rely on a stable LAN environnent to build an
efficient collaboration system Typical office agents, such as
personal Al assistant, can automatically analyze users’ work
requirenents, such as witing emails, organizing reports, and quickly
generating drafts. 1In the situation of teamcollaboration, nultiple
agents share data in real-time, automatically arrange task
priorities, which can reduce nmanual comuni cation costs and
significantly inmprove work efficiency. There is a requirenent for
office network to provide security guarantees for data interaction
anong agents to prevent the | eakage of sensitive information

b. Interaction through WFi |In the industrial scenario, the LAN
establishes a | owdelay and highly reliabl e comruni cati on environnent
for agents, enabling efficient interconnection anong production

equi prent, | ogistics robots, and managenent systems. For exanple, in
t he war ehousi ng and | ogi stics process, the agents carried by AGY
communi cate with the central dispatching agent through the network,
dynani cal | y planning transportation routes based on real-tine traffic
conditions to inprove the efficiency of nmaterial distribution

c. Interaction through satellite networks In the industrial
scenario, the LAN establishes a |owdelay and highly reliable
conmuni cati on environment for agents, enabling efficient

i nt erconnecti on anong producti on equi pnent, |ogistics robots, and
managenent systens. For exanple, in the warehousing and | ogistics
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process, the agents carried by AG/ communicate with the centra
di spat chi ng agent through the network, dynam cally planning
transportation routes based on real-time traffic conditions to
i mprove the efficiency of material distribution

3.2. Gap Analysis
3.2.1. Agent |ID nmanagenment anong het er ougenous networks

Agent | D managenent in heterogeneous networks refers to the processes
and systens for uniquely identifying, authenticating, and managi ng
agents (software entities, devices, or services) across networks with
different architectures, protocols, and technol ogies. Key challenges
include interoperability, scalability, security, dynamcity, and
privacy protection.

3.2.2. Mbility Managenent (esp. for Non-3GPP networks)

The Al agent era exacerbates existing gaps in nobility managenent,
particularly in interoperability, security, and context awareness.
Addr essi ng these requires,

Al-native mobility frameworks that prioritize agent intent over
device-centric logic. Dynam c, secure abstraction |ayers for cross-
protocol interoperability. Standardized interfaces for agents to
share nobility intent with networks. Energy-efficient, role-based
Q©S nodel s tailored to autonomous Al agents.

3.2.3. Pervassive Point-to-Point Secure Channe

Pervasi ve P2P secure channels in the Al agent era require a paradi gm
shift from device-centric, static security to agent-aware, dynamc
and scal abl e frameworks. Addressing these requires,

Devel opi ng |ightweight, context-aware trust nodels for epheneral
agent interactions. |Inplenenting distributed key managenent and | ow
| at ency protocols for massive agent swarms. Creating adaptive
security abstractions that work across heterogeneous networks.
Integrating privacy-preserving techni ques, such as netadata
obfuscation and fine-grained access control, into core channe

design. Establishing Al-specific standards that align security with
agent rol es and autonony.
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3.3. Potential new works

3.3.1. Pervasive Mbility Managnent in fixed networks
TBD

3.3.2. On-dermand Point-to-Point Private Line service
TBD

4. Agent-based Network OM

4.1. Scenarios

4.1.1. Autonom c O&M t hrough Al Agent built into Devices

In traditional congestion control nethod, there is a |lack of cross-
device historical data sharing and Al nodel collaboration between
devices. It is unable to adaptively optim ze based on real -tine
traffic patterns. Wen Al agents are introduced into network
devices, intelligent collaboration can be achieved. Devices
synchroni ze real -tinme |ink bandwi dth and TOP-N traffic
characteristics through BGP extension. The Al agent dynamically
defi ne congestion threshol ds based on traffic data, replacing nanual
threshol d configuration. Upon detecting congestion, devices

negoti ate Al-generated policies (e.g., dynam c adjustment of Milti-
Exit Discrimnator (MED) values) and route traffic precisely to
lightly | oaded |inks. Reinforcenent learning is applied to
dynanically optim ze policy paraneters during this process

4.1.2. Agent interactions between Devices and Controllers

In the current IPv6 end-to-end traffic nonitoring scenario, traffic
data collection and analysis rely on manual intervention, while the

| arge volune of live network traffic data results in high resource
requirenents. Wen Al agents are deployed in network controllers and
devices, intelligent collaboration can be achi eved between
controll ers and edge devices. The controller agent collects and
monitors IPv6/IP traffic data in real time, and perforns prelimnmnary
anal ysis including flow pattern recognition and | Pv6/IPv4 traffic
ratio trending. The device agent collects custoner traffic data,
deconposes traffic distribution characteristics to identify high-

val ue busi ness scenarios, and synchroni zes these insights to the
controller agwmt. The controller agent integrates global traffic

i ngress/egress data to construct regional traffic matrices, obtaining
anal ysis results such as traffic distribution and link utilization
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4.2. Potential new works
4.2.1. Extension of Anima Franmework & Protocols
Consi dering the Anima Franmework & Protocols [RFC7575] with Al Agent,
whi ch provides nore intelligent operation and nmanagenent of network
devices to achieve the Intention-driven network and Auto-driven
net wor k.
4.2.2. South-bound Interface Extension for Agentic O&M
The rel atted agent comuni cation protocols such as MCP, A2A etc.,
need to be extended to support the collabration between network
devi ces and controller.
5. Security Considerations
TBD
6. | ANA Consi derati ons
TBD
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