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Abst ract

Thi s docunent focuses on enterprise scenarios, investigating key
technol ogi es including agent identification and registration,
capability discovery, efficient comunication, and secure
collaboration. It proposes an agent identifier and semantic routing
mechani smto achi eve trusted access and efficient collaborati on anong
het er ogeneous agents, providing a technical path for canpus-Ievel

mul ti -agent cooperation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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I nt roduction
Overvi ew

Artificial intelligence is evolving froma nodel -doni nated stage
toward aut ononobus and col | aborative agents. Constructing network
infrastructure that supports efficient and secure agent coll aboration
has becone critical. To address the core challenges of |arge-scale
mul ti-agent collaboration in enterprise digital transformation, this
paper focuses on enterprise and canmpus scenari 0os and proposes an
agent private network architecture centered on the Agent Gateway as
the core device. It investigates a key technical system covering
agent identification and registration, capability discovery,
efficient communi cati on, and secure collaboration, and innovatively
proposes an | Pv6 address-based agent identifier and senmantic routing
mechani sm Based on the Agent Gateway, this architecture achieves
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trusted access, capability discovery, and efficient collaboration
anong het er ogeneous agents through synergy between network-Iayer and
application-layer capabilities, providing a technical reference and
practical approach for enterprise and canpus-Ilevel agent

col | abor ati on.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Problem St at enent
3.1. Al Agent Protocol heterogeneity and interoperability barriers

There are various types of devices, platforns, and applications
within the Al agents. Different agents vary in resources and
supported protocols (e.g., ACP, A2A, ANP, etc.)., so adaptation and
protocol conversion are required for agents’ comruni cation

3.2. Massive Agent Connection and Addressing

The nunber of agents in the enterprise (including robots, sensors,
digital humans, edge Al units, etc.) can reach the mllion-Ieve
scale. Traditional |P addressing and service di scovery nechani sns
(such as DNS and static configuration) are unable to support dynanic
registration, real-tinme discovery, and hi gh-concurrency connections,
whi ch [ eads to | ow addressi ng accuracy and hi gh comruni cati on

| at ency.

3.3. Performance, Reliability and QoS Guarant ee

Al agent services (such as real-time control, video analysis, and
energency response) have stringent requirements for |ow | atency, high
reliability, and determ nistic QS. However, the best-effort
transm ssi on node of traditional networks fails to neet these strict
demands, which easily gives rise to issues such as transni ssion
delay, jitter, packet |oss, and congestion coll apse.

3.4. Trustworthy Access and Perm ssion Contro
During the cross-domain or cross-system conmuni cation of agents,
there is a lack of unified identity authentication, fine-grained

perm ssion control, and behavi or auditing nechani sns. This brings
about potential security risks.

Han, et al. Expires 16 Septenber 2026 [ Page 3]



Internet-Draft Considerations for Al Agent Comunicatio March 2026

4. Requirements of Agent Communication and Networking in Enterprise
4.1. Requirenments for Al Agent

Agent ldentity ldentification & Discovery: Distinguish agents from
real users, integrate semantic understandi ng and addressing to match
busi ness needs with correspondi ng agents. Heterogeneous
Conpatibility: Different agents vary in resources and supported
protocol s, so adaptati on and protocol conversion are required for
agents conmuni cati on.

4.2. Requirenents for Network

Ef fici ent Agent Conmmunication: For agent interaction, consider
network reachability, QoS guarantee, and differentiated SLA services.
Due to high pressure in peer-to-peer collaboration anong nultiple
agents, convergence is needed to enable hierarchical comunication
Agent Schedul i ng & Managenent: Realize agent scheduling wthin and
across enterprise canmpus; unify orchestration of network resources
and agent services to align network and business. Security &
Privacy: |nplement access nanagement and perm ssion control to
enhance security.

4.3. Requirenments for Agent Gateway

As the core device of the enterprise agent private network, the agent
gateway integrates the reliable transm ssion capability of

conmuni cati on gateways and the cognitive deci sion-nmaki ng
characteristics of agents. It acts as the connection center, policy
enforcer, and security guardi an, supporting trusted access, efficient
conmuni cation, and col | aborative operati ons anobng agents.

[1-D. han-rt gwg- agent - gat eway- i nt ercomm f r amewor k] proposes the Agent
Gat eway | nterconmuni cati on Framework, with Application Service Layer,
Orchestration & Control Layer, Agent Connectivity Layer, Network
Comuni cati on Layer

5. Potential Key Technol ogies for Network Infrastructure
Thi s section proposes several potential technol ogies, which are

mai nl y used for agent comunication and networking in enterprise
scenari os.
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5.1. Agent Service Awareness

Agent Service Type ldentification: ldentifies services including
real -tinme control, video analysis, semantic interaction, data
synchroni zati on, and energency comrands. QS Requirenent Awareness:
Recogni zes differentiated service denmands for latency, reliability,
and t hroughput, and automatically matches appropriate network
schedul ing policies. Traffic Feature and Behavi or Awar eness:

Per cei ves agent conmuni cation patterns such as request-response,

publ i sh-subscri be, multicast, broadcast, and continuous streamng to
optinize forwardi ng paths and resource all ocation

5.2. Agent Service Bearer

Det erm ni stic Forwarding and Low Latency Transm ssion: Provides
determnistic transm ssion with bandwi dth reservation, lowjitter,
and | ow packet | oss for real-tinme control and energency agent
services, guaranteeing SLAs for critical services. High-Concurrency
Connection Bearer: Supports concurrent access of massive agents, |ong
connecti on keepalive, and |ightweight signaling interaction, solving
resource bottl enecks associated with mllion-scale agent access.

5.3. Agent IDand Skill Identification

G obally Unique Agent Identifier: Defines a unified, routable, and
cross-domain interoperable Agent IDto replace traditional IP
addresses as the core identity of agents. Standardized Description
of Capabilities/Skills: Perforns structured and parsabl e skil
nmodel i ng for functions provided by agents, including perception,
reasoni ng, execution, collaboration, and scheduling. [|D and Skil
Regi stration and Publication: Supports automatic registration of an
agent’s ID, attributes, skills, location, and status, formng a

gl obal directory service

5.4. Token/ Agent - aware Routi ng

Token-aware Routing: Forwards the first token and critical tokens
with high priority to reduce first-packet |atency. Conbined with
token inportance classification, differentiated QoS is achieved.
Agent -aware Routing: Perforns routing based on Agent ID, Skill, and
intent; automatically selects the optinal service provider according
to task objectives, capability requirenments, and | oad status;
supports cross-donai n, cross-gateway, and cross-enterprise agent
addressing. It realizes routing by capability, forwarding by intent
and supports automatic collaboration anong nultiple agents.
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6. Potential Key Technol ogies for Al Agent
TBD.
7. Potential Key Technol ogies for Al Agent Gateway
TBD.
8. Security Considerations
TBD.
9. | ANA Consi derations
TBD.
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