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Abst r act

Ext ensions to the JSContact data model for contact card data are
defined to provide inproved support for describing cryptographic
credentials to be used with applications and services and to provide
support for authenticated updates to a contact card. These features
in conbination provide a basis for establishing and maintaini ng peer-
to- peer trust.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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Thi s docunent defines extensions to the JSContact data nodel for
contact card data [RFC9553] to provide inproved support for

descri bi ng cryptographic credentials to be used with applications and
services and to provide support for authenticated updates to a
contact card.

The key design considerations for these extensions are as foll ows:
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* Maintain conpatibility with the approach in the base
specification. Avoiding unexpected behavior fromlegacy
appl i cations.

* Allow cryptographic credentials to be specified as JSON Wb Key
Sets [RFC7517].

* Provide nore descriptive information for use of cryptographic
credentials, in particular specifying which key is to be used with
whi ch information service

* Al'low specification of groups of related email addresses and
i nformati on services.

* Enabl e automated updates to the contact card data with
crypt ographi ¢ authentication

In addition, specific guidance is provided on specifying credentials
for use with S/MME, OpenPGP, SSH and Code Signi ng.

1.1. Linking Keys to Services

JSContact allows a card to specify online services and cryptographic
keys but does not provide a neans of specifying which key is to be
used for which purpose. This is a particular problemwth key
formats used to support a wi de range of applications, an OpenPGP key
may be used to sign email or sign a repository conmit.

The Enmi | Address object and OnlineService object are extended to add
a keys property which MAY be used to specify the key identifiers of
the rel ated keys.

For exanple, Alice has an email address entry that has keys for
signing and encrypting emails using S/M ME and QpenPGP.
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"@ype":"Card",

"emails" : {
"Emai | Address": {
"@ype": "Email Address",
"address": "alice@xanple.cont,
"l abel": "Main email",
"cryptoKeylds": {
" MCBV- AP74- 6FW.- 45K7- MRPV- XI SQ CARZ": "smi ne",
" MBOH BAER- 57K4- MEFK- RTA3- K67Y- KAMAF": "snine",
" MCUK- | | T7- WKOW DUJU- 5LWP- SCAL- HHWI™ : " openpgp",
" MCNS- D5JZ- PPCU- TQES- R7Z4- KQHF- 7FKK": " openpgp"}}},

1.2. Enhanced specification of cryptographic credentials

The JSCont act cryptokeys property allows a card to specify
cryptographic credentials as URIs but not their intended uses. A
data URI containing an X 509v3 certificate m ght be intended for use
with SSM Mg, for code signing or sonme entirely unrel ated purpose

Best design practice encourages the use of common cryptographic
infrastructures to support a wi de range of applications but best use
practices encourage limting the use of particular cryptographic keys
to a single application.

The use of the JSON Wb Key (JWK) format provides a much richer
format for describing cryptographic keys and their properties than a
URI and a nedia type.

For exanple, Bob is trying to send an encrypted enmail to Alice, her
contact card lists two keys but only one is an encryption key with
the JWK use paraneter enc:

[NB: This exanple is showing presentation as a JWK raw key al one, we

woul d probably want to present the certificate as well, this has been
|l eft open so we can have a full discussion before fixing a schene.]
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"@ype":"Card",

"crypt okeys" : {"MCBV- AP74- 6F\WL- 45K7- MRPV- XI SQ CARZ" : {
"@ype": "JsonWbKeySet",
"j sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "wJ8f Bf JvJEr n6wQf aOxXSYJJ5nzj j mhén2xxBgPeYhaBOUJu6ni xZ0
h2C482143EDpQ7| AABWHE plgs1Q _eBj PgX31 9¢cD7BHSN6mN\zy UR6s9hUv XQr9Q 5F
bJ- aVbaat 7TUbnf AzQu3UW DFM HbLzt nJvhN5c Uyl pncS965Nhdo0t Mk3LP6xNovQ
M 474Kt ZdwwTUd2YGBYNGhg8_NGYRt i uqvFVnt NERXg620r kEy MoOMbwt KUe19C0b1
ANk XAgf cl WDA62u5208nxj zLOyGgg_dsHSVKQ49D | sEl vEj QEv3Z22t - 2zRny UB- -
xY7AA] | Ppol i GK8f HNnauoQ',

"e": "AQAB"}

1},
" MBOH- BAER- 57K4- MEFK- RTA3- K67Y- KAAF" @ {
"@ype": "JsonWbKeySet",
"j sonWebKeys": [{

"kty": "RSA",
"use": "any",
"n": "1 h3QtbxcyT3d4KaNrrrhs7zKU7wiLa3uGucl PQLm bOBYNHc3ZJz6h-

9hzt ue RXWOUSqCOr UgnhnB6ChZnduk 29k TI R i Lf Agi 4N8ghLl ef Quayf Uj HnYeUR
VcdZBRPGB8PRywIDz ZbeKKpg5_i i qj eAgaPgmhneym gbpz5sn4wGTr29M3X1uwbdTI
di f c6uOezDVEVI F1Bof vaOgUa7EJ QABXuvu- GXbDCQ@2s Y] 4M 8Ok AE9GTXTc2WKVn
91 LznM_G78RRAt 8C6ECZVYMAK28L- UvOnR8g6hMcdD77f bpuool 73EKan4of zZWssRZ
MDV_U5SeqdvVI _g- Sl ep2j Q',
"e": "AQAB"}
1}

1.3. Goups

It is often convenient to organize related enmail addresses and online
servi ces used for a conmon purpose into groups.

For exanple, Alice might create separate sets of SSH, repository
commit signing and code signing keys for code devel opnent:
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"@ype":"Card",

"groups" : {
"ServiceGoup": {

"@ype": "ServiceG oup",

"l abel ": "Devel oper Key Set",

"menbers": {
"MDCO 377C- 3R6S- X2SC- NHS6- BCQS- A623": true,
"MBJ7- VZZO NY6R- 4BGH YUBY- 4ADY- UTDT": true,
" MDZ7- XMQY- XHVJ- 233R- P75B- 2B4R- NFWJ': true,
" MBFR- 6JKU- GOBE- JI UU- X2DW NUCK- L4VY": true,
" MAZ3- AMHL- GLHQ HFNK- | WZ4- ZVAP- VDWD': tr ue,
"MB6M HCTS- VO6W UM X- FV2R- 4XGJ- J5V7": true,
" MBIl H YWGE- 7TR6X- 6Q S- 77DR- NB4S- LPDC': true}}},

Each group identifier is specified as an online service:

{
"@ ype": " Car d",

"onlineServices" : {"MCO 377C 3R6S- X2SC- NHS6- BC(S- A623" @ {
"@ype": "OnlineService",
"service": "ssh",
"cryptoKeylds": {
" MBEX- Nd6R- Al UQ- FYT6- | EUK- MGV7- SRPQ': "ssh"}},
"MBJ7- VZZO NY6R- 4BGH YUBY- 4ADY- UTDT" : {
"@ype": "OnlineService",
"service": "commit",
"label": "commt",
"cryptoKeylds": {
" MB4R- SUZM 6LMb- ZEAMF 7TWIO- ZUSP- TFWN': "credential "}},
" MDZ7- XMQY- XHV]- 233R- P75B- 2B4R- NFWJ' @ {
"@ype": "OnlineService",

"service": "code",
"contexts": {

"Pki x": true},
"l abel ": "code Pkix",

"cryptoKeylds": {
"MA2Q STSG HL6V- VNUU- Z426- SCKT- WF5Z": "credential "}}
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1.4. Authenticated Locators

The features described in this docunent are designed to support but
not require the exchange of JSContact data by neans of an Encrypted
Aut henti cated Resource Locator (EARL) [draft-hallanbaker-earl]. An
EARL is a URI formthat contains a nulti-purpose key that MAY be used
to |l ocate, decrypt and authenticate an associ ated ci phertext package.

For exanple, Alice’ s JSContact information mght be retrievable from
t he EARL:

j scontact://exanpl e.coni el 4z-el nf-0j n7-ap7c-rarh-nvho-kaib

Alice nmight publish her EARL on her business card either as text or
as a machine readabl e code such as a QR code. Alternatively, Alice
m ght publish the information as a prefixed DNS TXT record in the
domai n she uses as her DNS handl e:

_jscontact. alice.exanple.com TXT "jscontact=jscontact://exanple.conle
| 4z- el nf - 0j n7-ap7c-rar h-mvho- kai b"

1.5. Authenticated Updates

The aut henticated | ocator nmechani sns descri bed above are intended to
be used to establish a 'first contact’ between the parties preserving
t he maxi mum possi bl e degree of trust fromthe context.

Once the initial contact exchange has been achi eved, the credentials
exchanged in that first contact SHOULD be used to obtain and
aut henti cate future updates.

Cont act cards that support updates MJIST include a U D property.
Updates to contact cards MJIST specify the sane U D val ue.

The updates property provides an open framework for describing the
updat e nechani sns supported. The nmechani sns provi ded to update the
contact MAY be different fromthe mechanismoriginally used to
distribute it.

For exanple, Alice publishes her current contact card by neans of a
DNS TXT record containing an EARL and a QR code encodi ng the sane
EARL on the business card she presents when neeting people in person
Applications MAY update the card by polling the URI specified in the
updates entry and verifying the signature on the plaintext envel oped
data returned.
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{
"@ype":"Card",
"updates" : {
"updatel" : {
"@ype": "Update",
"uri": "https://contacts. exanpl e. coni NDNV- L6BK- GARM 542G YPQZ- UQG
P- MKGS",
"keys": {

" MDA4- 2QRJ- OY5U- CTCN- TICM 7ROT- 3NC6" . "sign"}}}

"crypt oKeys" : {
" MDA4- 2QRIJ- OY5U- CTCN- TICM 7ROT- 3NC6" @ {
"@ype": "JsonWebKeySet",
"j sonWebKeys": [{
"kty": "OKP",
"kid": "MDA4-2QRI- OY5U- CTCN- TICM 7ROT- 3NC6",
"crv": "Ed448",
"x": "agKLOpKeDkY2Z1t hi uSevl zwHr al UFVdIMMp67dk9uj | VB8x5WsvVEZ
VOUmMmM9t f oFV4j WF3nnu A" }

1}}

}
Since it is easier to update information on a Wb site than in DNS or
on a business card, it is likely that sone users will prefer to use

these nechanisns to distribute pro-forma contact information

consi sting of basic contact information and update infornmation al one.
Therefore, contact applications SHOULD attenpt to update contact
cards providing update informati on on receipt.

Retrieving a plaintext signed contact assertion via HTTPS provides a
sinmple but limted update mechani sm providing end-to-end integrity
but not confidentiality. Wile the contact information is delivered
over an encrypted transport, the contact card is stored unencrypted
on the server which may not be acceptable in certain applications.
Another limtation is that the relying party is required to poll the
contact service for updates. A nore sophisticated updates protoco
m ght provide update notifications. Such considerations are outside
the scope of this docunment and left for future work

[ Remark: Addition of a JOSE based encryption schene woul d be
straightforward. This would require extension of the envel ope
specification and to pass a decryption key to the parties the contact
is passed to.]
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A contact card MAY specify nultiple update nmechani snms providing a
degree of resilience in the case that a publication service stops
provi di ng servi ce.

For exanple, Alice mght choose three i ndependent contact directory
servi ces publishing her contact information on all three ensuring
that the people she has shared her contact information with can
remain in contact years or even decades after the initial contact
exchange.

2. Definitions
This section presents the related specifications and standards, the
terns that are used as terns of art within the docunents and the
terns used as requirenents | anguage.

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Defined Terns
TBS

2.3. Related Specifications

JSContact: A JSON Representation of Contact Data [ RFC9553]. Describe
s the format used for contact data interchange

JSON Wb Key (JWK) [RFC7517]. Describes publishing public keys in
JSON f or mat .

Encrypted Authenticated Resource Locator [draft-hallanbaker-earl]. D
escribes a URI formthat provides neans of retrieving, decrypting
and aut henticating an associ ated ci phertext.

2.4. Inplenmentation Status

Ref erence code under the M T Open-Source |icense has been devel oped
to denonstrate all the features described in this docunent.

3. Card Extensions

The JSContact objects specified in [ RFC9553] is extended as descri bed
in the follow ng sections.
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3.1. Additional Card Properties

The followi ng properties are added to the Card object specified in
[ RFC9553] .

3.1.1. updates

"updates": String[Update] (optional) Specifies mechanisns for
obt ai ni ng updates to the card.

An Update object has all the properties of the Resource data type,
with the follow ng additional definitions:

"protocol": String (optional) The | ANA update protocol identifier

"keys": String[String] (optional) The identifiers of the set of
crypt ographi c keys to be used to authenticate the updated contact
informati on and their use.

"updates": {
"updatel": {
"@ype": "Update",
“uri": "https://contacts. exanpl e. com NDNV- L6BK- GARM 542G YPQZ- UQG
P- MKGS",
"keys": {
" MDA4- 2QRJ- OY5U- CTCN- TICM 7ROT- 3NC6": "sign"}}}

3.1.2. serviceGoups

"serviceGoups": String[ServiceGoup] (optional) Specifies groups of
rel ated email addresses and online services.

A ServiceGoup object has all the properties of the Resource data
type, with the follow ng additional definition:

"menbers": String[Boolean] (optional) The identifiers of the service
group nenbers. The bool ean val ue corresponding to each MJUST be true.

Hal | am Baker Expires 20 March 2026 [ Page 10]
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"serviceGoups": {
"NBUQ JHKR- MLI E- 4MOE- BSQV- EGNC- XNI H': {

"@ype": "ServiceG oup",

"l abel ": "Devel oper Key Set",

"menbers": {
"MDCO- 377C- 3R6S- X2SC- NHS6- BCQS- A623":  true,
"MBJ7- VZZO NY6R- 4BGH YUBY- 4ADY- UTDT": true,
" MDZ7- XMQY- XHVJ- 233R- P75B- 2B4R- NFWJ': tr ue,
" MBFR- 6JKU- GCBE- JI UU- X2DW NUCK- L4VY": true,
" MAZ3- AMHL- GLHQ HFNK- | WZ4- ZVAP- VDWD':  tr ue,
"MB6M HCTS- VO6W UM X- FV2R- 4XGJ- J5V7": true,
“ MBI H- YWGE- 7TR6X- 6Q S- 77DR- NB4S- LPDC": true}}}

3.2. Extended bjects

The foll owi ng objects specified in [ RFC9553] are extended to add the
speci fied properties.

3.2.1. Enmil Address
An Emai | Address obj ect has the follow ng properties.

3.2.2. cryptoKeylds

"cryptoKeylds": String[String] (optional) The identifiers of the set
of cryptographic keys to be used to authenticate the updated contact

informati on and their use.

"cryptoKeylds": {
" MCBV- AP74- 6 FW.- 45K7- MRPV- XI SQ- CARZ": "sm ne",
" MBOH BAER- 57K4- MEFK- RTA3- K67Y- KAAF": "sm nme",
" MCUK- | | T7- WKOW DUJU- 5LWP- SCAL- HHWI™ : " openpgp",
" MCNS- D5JZ- PPCU- TQES- R7Z4- KQHF- 7FKK" : " openpgp"}

3.2.3. OnlineService
An OnlineService object has the foll owi ng properties.
3.2.4. cryptoKeylds

"cryptoKeylds": String[String] (optional) The identifiers of the set
of cryptographic keys to be used to authenticate the updated contact

informati on and their use.

"cryptoKeylds": {
"MCDT- | LSJ- UXCH LQKG 2Z6F- 307Q SFFN': "ssh"}
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3.3. New njects
The foll owi ng object is defined:
3.3.1. JsonWebKeySet

A JsonWebKeySet object has all the properties of the CryptoKey data
type, with the follow ng additional definition:

3.3.2. jsonWbKeys
"j sonWebKeys": JWK[] (optional) A Json Wb Key Set.
The JWK object is defined in [ RFC7517].

"] sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "xXs93LBkr GyNDunBvoUKE_NTWLkkEy7Ynl nbzZxol vGF4Jj r RuUROpWB7dHP
ulxEU2cfr Z_o_g9l gDFheHC7NeCIGANgpdmax2puYTeOT_MBeBCMyj Pl It ZNg
7Dzt 06Lt JGek QoVr 9t ZXg- yA6y ThA6Lc8nd_gHSFz1 5wu52q8Whl 4Hot | Ke'Yn
21w7n75pkV7veNmaEt TB6Pi j j yaH Gix5_25T8U0vupHUO1RobRAUNMhLUC9G
4VPQEP2QT2T47D4CI_dntVRy4j 510Tk1_| CEdevvvsk NTMOVBNGAGuUBC7 _5x
Ge_n-Y9kazj r or nekcu2JH7Ukf eRohpgnve1nf Q',

ell: n A@BII}]
4. Application Profiles

This section will_ provide guidance on how to encode cryptographic
keys for specific applications. It is currently a placeholder so the
rel evant expert groups have an opportunity to advise the precise
means by which the relevant information is presented.

4.1. S/IMME

S/M ME (Secure/ Mul tipurpose Internet Mail Extensions) provides a
consi stent way to send and receive secure M ME data over SMIP and
ot her nessagi ng transports.

Certificates issued for use with SSMMe are comonly used for other
pur poses, for exanple TLS client authentication. For the purposes of
this discussion, our focus is strictly limted to the use of the
certificate for messaging.

If the messaging protocol is SMIP, the service is specified as an

Emai | Address, otherwi se the OnlineService structure is used with the
appropriate service specifier.
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St rawran proposal :

* Use a single JWK entry with an x5c to specify the encryption key
cert, signature key cert and cert path.

* Specify the JWK in the keys section of the corresponding
Emeai | Address or OnlineService with the key identifier of the
correspondi ng JWK and the 'smne’ use.

"@ype":"Card",

"crypt oKeys" : {"MCBV- AP74- 6F\W.- 45K7- MRPV- XI SQ CARZ" : {
"@ype": "JsonWebKeySet",
"j sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "wJ8f Bf JvJEr n6wQ aOxXSYJJ5nzj j mhen2xxBgPeYhaBOUJu6noi xZ0
h2C482143EDpQ71 A4BWE plgs1Q eBj PgX3l 9¢cD7BHSn6mMN\zy UE6s9hUv XQ79Q 5F
bJ- aVbaat 7TUbnf AzQu3UW DFM HbLzt nJvhN5cUyl pncS965Nndo0t Mk3LP6xNovQ
M 474Kt ZdwwTUd2YGBYNGhg8_NGYRt i uqvFVnt NERXg620r kEy MoOMbW KUe19C0b1
ANk XAgf cl WDA62u5208nkj zLO0yGgg_dsHSVKQ49D | sEl vEj QEv3Z22t - 2zRny UB- -
xY7AAj | Ppol i GK8f HNnauoQ',

"e": "AQAB'}

1},
" MBOH- BAER- 57K4- MEFK- RTA3- K67Y- KAAF" : {
"@ype": "JsonWebKeySet",
"j sonWebKeys": [{

"kty": "RSA",
"use": "any",
"n": "1 h3QtbxcyT3d4KaNr rrhs7zKU7wiLa3uGucl PQLm bOBYNHc3ZJz6h-

9hzt ueRXVWOUSqCOr UgnhnB6ChZnduk 29K TI R i Lf Agi 4N8ghLl ef Quayf Uj HnYeUR
VcdZBRPGB8PRywiDz ZbeKKpqg5_i i qj eAgaPgmhneym gbpz5sn4wGr29M3X1luwbdTl
di f c6u0ezDVEVI F1Bof vaOgUa7EJQABXuvu- GXbDC@2s Y] 4M 8COKAE9GTXTCc2WKVn
91 LznM_G78RRAt 8C6ECZVYMAK28L- WvOnR8g6hM:dD77f bpuool 73EKan4of zZWssRZ
MDV_U5SeqdvVI _g- Sl ep2j Q',
"e": "AQAB"}
1}

4.2. OpenPCGP
QpenPGP provides encryption with public key or synmetric

cryptographic algorithns, digital signatures, conpression, and key
managenent .
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OpenPGP key nmanagenent is conmonly used for many purposes including
signing repository commts. For the purposes of this section, our
focus is strictly limted to the use of keys for messaging.
If the nessaging protocol is SMIP, the service is specified as an
Emai | Address, otherwi se the OnlineService structure is used with the
appropriate service specifier
St rawman pr oposal
* User specifies their OpenPGP prinary key as an OnlineService with
service type 'openpgp’. This is also the place any key server
i nformati on woul d be pl aced.

* The first key in the keys entry of the service is the key
identifier of the primary key

* The sub keys are the follow ng keys
* The correspondi ng key entries are of type JsonWebKey
* The key data is specified as a binary data property

* (Other services specify the subkeys that they use.
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"@ype":"Card",

"crypt okeys" : {"MCUK-11T7- WKOW DUJU- 5LWP- SCAL- HHWI™ @ {
"@ype": "JsonWbKeySet",
"j sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "uU7YmMNP_cnvGrJl CpAopOr ACBAMQAZBQY 2KOFy Gz2T_6xSul N4_kKn
1xi Ui r XE3apYbu- VxNaAar | - yj PCyPAqzaYXpf u63i VQMmRDubi GP4f sBd4wbbVeqP
pKJIGaSocC h5b65) nxw_UW M 1UPqD7KBZYuSA wha2-1_1B- skpYN4AG6XdgoOLr Bj B
SnNy- 0aB5Mu3l - yy_ 71 ZRbf mDUKj XANJI kv7SEvCc51 0wy PYc8mikj DHc GabB98Ug-
71j wi VMCzOWInt 2Ft dgRDaKNppyr Z6GUSn7MLxbW Ot KA8BW D4Bxi gbz9v9CW 4x Ev
Vt 8MhoWARGY576r sg609h9Q',

"e": "AQAB"}

1},
" MCNS- D5JZ- PPCU- TQES- R7Z4- KQHF- 7FKK" @ {
"@ype": "JsonWbKeySet",
"j sonWebKeys": [{

"kty": "RSA",

"use": "any",

“n": "5FB6M Snk-o0qgZt 6v7UZv6WHOUH Wt S- bnZzzLneDr GhuspnpJbBnzC
11 eQvLFBC2J9df t 9BmB! | vf ZD7z- WDFWRI st oSn5WWXT1S9Byescj Yy 7@ oaplL0k8
SJIFkcNdi n6B301EVQ1Zxk- G62921wMVDOWUUDE! Kj Ewly pBD7 ¢ S6QkWoe LmV1vOWR
LI Bgdpl 8CE8ul _CYynR7et 49Jct | QFLYYhzMUNPs Vf f 6ki 8YAU6XEZEl y_5M L6EKD
i vyUoBoPaf nmur Pr f AGIBYdQ cplD7b5nBny0ss934MXut 17j 8H WJUOAT7Nf We8Td
t v23Sl sCubpl RUbky4MebQ',

"e": "AQAB"}

1}

4.3. SSH

Al t hough the SSH protocol does support certificates these are not
currently widely used on the client side and it is not clear that the
use case of a single user specifying multiple SSH client keys for use
on multiple devices has been fully distinguished fromthe use case of
a corporation certifying keys for multiple enmpl oyees.

If the user only has a client single key for a given use, this can be
specified as JW public key paraneters.

If the user is making use of client side SSH certificates to

provi sion each device with separate SSH credentials, the contact card
shoul d specify the SSH certificate.
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"@ype":"Card",

"onlineServices" : {"MAQS NB2W KQNY- UP6J- KXB3- EQEE- JL6I " : {
"@ype": "OnlineService",
"service": "ssh",
"l abel": "Main SSH key",
"cryptoKeylds": {
"MCDT- | LSJ- UXCH LQKG- 2Z6F- 307Q SFFN': "ssh"}},
" MDCO 377C- 3R6S- X2SC- NHS6- BCQS- A623" @ {
"@ype": "OnlineService",
"service": "ssh",
"cryptoKeylds": {
" MBEX- NMd6R- Al UQ FYT6- | EUK- MGV7- SRPQ': "ssh"}}}

"@ype":"Card",

"crypt oKeys" : {"MCDT-1LSJ- UXCH LQKG 2Z6F- 307Q SFFN' : {
"@ype": "JsonWebKeySet",
"j sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "xXs93LBkr GyNDunBvoUKE_NTWLkKEy7Ynl nbzZxol vGF4Jj r RuURIpV8
7dHPulxEW2cfr Z_o_g9l qDFheHC7NeCIANgpdmwx 2puYTeOT_MBeBCMyj Pl It ZNg7
Dzt 06Lt JGekQoVr 9t ZXg- yA6y TbA6Lc8nd_qHSFzI 5wu5Zg8Whl 4Hot | KcYn21w7nv
5pkV7veNmmakEt TB6Pi j j yaH Gnx5_25T8U0OvupHUO1RobRAUMhLUC9GAVPEP2ONRT
47D4CJ_dncVRy4j 510Tk1_| CEdevvvskNTMOVBBNGMQuBC7 _5xCGe_n- Y9kazj r or ne
kcu2JH7Wkf eRohpgniv61nf Q',

e": "AQAB"}
1},

"MBEX- NMd6R- Al UQ FYT6- | EUK- MGV7- SRPQ" : {
"@ype": "JsonWebKeySet",
"] sonWebKeys": [{

"kty": "RSA",

"use": "any",

"n": "2WI7elbAhTBYYh5SxJr aa2GxMut 3ZdpYr CaYxyQcQ | 23_or qoBAF67
FaKBOr r k2QZuxeFFJv8hmt z41 6Qr 0o@B6uB53CsnUnt r r 6MYROYMIOXXC r L_EMLf kV
- spbk81N9mbj _TI | nt zX4zCNuvEl EFPdIWQZi z703gHel ZnB3u9ChMsUi WOvsGFgBs
1zF1JBpJOSV2Yu8F2J5- ui zFi uuhQ - XH wWAWIHCI89AMU 6ngqdOplnBYFGRb1h8
aMOKYRkgW/r _82eZl PhlaeRGrZGnMOp61 eb5DhSQeE L9 Wrk3kzG&2vO0SI yLTgN oPo
u5r eskE- HOcQsd2of R61 UK9Q',

"e": "AQAB"}

1}}
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Code Signing

Code signing typically makes use of PKIX certificates. Wile a
single certificate could in practice be used for nmultiple platforns,
each code signing programtends to have their own requirenments and
set of recogni zed CAs.

It is however useful for a user to specify their own personal
hi erarchy with a personal root for testing and devel opnent purposes.

A devel oper may have nultiple code signing keys for the sane
platform For exanple, separate signing keys for each devel opnent
machi ne.

Sone mechanismis required to all ow devel opnent and producti on keys
to be distinguished.

{
" @ ypen " Car dn ,

"onl i neServi ces” : {"MDZ7- XMQY- XHVI- 233R- P75B- 2B4R- NFWJ' : {
"@ype": "OnlineService",

"service": "code",
"contexts": {

"Pkix": true},
"l abel": "code Pkix",

"cryptoKeylds": {
"MA2Q STSG HL6V- VNUU- Z426- SCKT- WF5Z": "credential "}},
" MBFR- 6JKU- GCBE- JI UU- X2DW NUCK- L4VY" : {
"@ype": "OnlineService",
"service": "code",
"contexts": {
"W ndows": true},
"l abel ": "code W ndows",
"cryptoKeylds": {
" MCFE- K71 Z- JRHA- AA6H- CJZF- SDFQ- LSH3": "credential "}},
" MAZ3- AMHL- GLHQ HFNK- | WZ4- ZVAP- VDWD"' @ {
"@ype": "OnlineService",

"service": "code",
"contexts": {

"Appl e": true},
"l abel ": "code Apple",

"crypt oKeyl ds":
" MC2X- ZQSD- EOAR- WYN7- B7DN- SBD3- X44Y": "credential "}},
"MB6M HCTS- VO6W UM X- FWR- 4XGJ- J5V7" @ {
"@ype": "OnlineService",
"service": "code",
"contexts": {
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"Android": true},
"l abel ": "code Android",
"crypt oKeyl ds":
" MB5H DVYY-57VQ PAYH 7XTK- 2GTL- URNG': "credential "}},
"MBl H YWGE- 7TR6X- 6Q S- 77DR- NB4S- LPDC" @ {
"@ype": "OnlineService",
"service": "code",
"contexts": {
"Li nux": true},
"l abel ": "code Linux",
"cryptoKeylds": {
"MAT6- ALN- KZ66- JK76- L4AQG WAER- F4J1 ": "credential "}}}

" @ ype" c"Card" y
"crypt okeys" : {"MA2Q STSG HL6V- VNUU- Z426- SCKT- WE5Z" : {

"@ype": "JsonWbKeySet",
"j sonWebKeys": [{

n kt yll : n ECI ,

"use": "any",

"kid": "MA2Q STSG HL6V- VNUU- Z426- SCKT- WF5Z",
"crv': "P-256",

"x": "9zP| 5LQMYRBVRzk2FQI5- F5G6k Ua88BCdGKd36eK_Y",
y": "8uli r OAL7cF79nUY6t Xmp34f x21 OVQq_P52Jj ckbspY"}

1},
" I\/CFE- K71 Z- JRHA- AA6H- CJZF- SDFQ LSH3" : {
"@ype": "JsonWbKeySet",
" sonWébKeys D[
"kt y" " EC
"use": "any",
"kid": "MCFE-K7l Z- JRHA- AA6H- CIZF- SDFQ LSH3",
"crv": "P-256",
X" "sF3A0anYEa0Ak2YOVbBM79Xf Jnunt | osEl rksGsgyl "
y": "G MdenQT5DG gWR XCCUnl PSar EvQE75BKDYM Doc Sow' }

1},
" IVCZX- ZQSD- ECAR- WYN7- B7DN- SBD3- X44Y" : {
@ype "JsonWebKeySet ",
" sonV\ébKeys D[

mn kt y mn EC"

"use" : "any",
"Ki d" o "MC2X- ZQSD- ECAR- WYN7- B7DN- SBD3- X44Y"
"crv": "P-256",

"X ebu ncnKOLhAstosAI | j FOZvKi x7LVn_500t vAhKDU" ,
y": "38vwap7VWal9GQEYPPEOVNmGa- wycQOW21hsRvi 1t - E"}

1},
" MBSH DVYY- 57VQ P4YH 7XTK- 2GTL- URNG' : {

"@ype": "JsonWbKeySet",
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"j sonWebKeys": [{

n kt yll : n ECI ,

"use": "any",

"kid": "MB5H DVYY-57VQ P4YH 7XTK- 2GTL- URNG',
"crv': "P-256",

X": "Y90738DH7MIi WTBRw ApJLJOyM j LOgz263A5waddw4"
y": "dCk-a8Rvt uE3cbJSmadKMLxHhemvHh Qb Trde3KI JeKA" }

1},
" MAT6- OALN- KZ66- JK76- L4AQG WAER- F4J1 " : {

"@ype": "JsonWbKeySet",
"] sonWebKeys": [{
"kty": "EC',

use": "any",

"kid": "MAT6- O4LN- KZ66- JK76- LAQG WAER- F4J1 ",

"crv': "P-256",

"x": "Na8zkJINzYv_5SHxLwggsyj 8i u3l RVI SchN9_xuBX0y0",

y": "b9-7540dFagj gUg5qhB- Hnx3MIXVaki eomOA4 MINr | "}

1}}

4.5. Commit Signing

OpenPGP key managenent is conmonly used for signing repository
conmmi ts.

This use is specified by neans of an OnlineService with the service

type 'conmit’ with key entries for the set of authorized signing
keys.
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"@ype":"Card",

"onlineServices" : {"MJ7-VZZO NY6R- 4BGH YUBY- 4ADY- UTDT" : {
"@ype": "OnlineService",
"service": "conmit",
"l abel": "commit",
"cryptoKeylds": {
"MB4R- SUZM 6LNB- ZEAM 7WIO- ZUSP- TFWN': “"credential "}}}

"@ype":"Card",

"crypt okeys" : {"MB4R- SUZM 6LNB- ZEAM 7TWIO- ZUSP- TRV : {
"@ype": "JsonWebKeySet",
"] sonWebKeys": [{

"kid": "MB4R- SUZM 6LNB- ZEAM 7WIO- ZUSP- TFWN'

"crv': "P-256",

x": "l zT1bFqzRTHXRf Of AMTD5JRf eWAVi YmaVXqo4WeNzo"
y": "uFgVeDUVNZDPf Bc_533QWCOzol1ldognMC4- _q6OBNQ'}

1}}
5. | ANA Consi derati ons

Thi s docunent does not specify any actions for | ANA yet but it
will...[TBS]
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