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Abst r act

Ext ensions to the JSContact data model for contact card data are
defined to provide inproved support for describing cryptographic
credentials to be used with applications and services and to provide
support for authenticated updates to a contact card. These features
in conbination provide a basis for establishing and maintaini ng peer-
to- peer trust.
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1. Introduction

Thi s docunent defines extensions to the JSContact data nodel for
contact card data [RFC9553] to provide inproved support for
descri bi ng cryptographic credentials to be used with applications and
services and to provide support for authenticated updates to a
contact card.

The key design considerations for these extensions are as foll ows:

Mai ntain conpatibility with the approach in the base specification
Avoi di ng unexpect ed behavi or from|egacy applications.
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Al'l ow cryptographic credentials to be specified as JSON Wb Key Sets
[ RFC7517] .

Provi de nore descriptive information for use of cryptographic
credentials, in particular specifying which key is to be used with
whi ch i nformation service

Al'l ow specification of groups of related email addresses and
i nformation services.

Enabl e aut omat ed updates to the contact card data with cryptographic
aut henti cati on.

In addition, specific guidance is provided on specifying credentials
for use with S/M Mg, OpenPG, SSH and Code Si gning.

1.1. Linking Keys to Services

JSContact allows a card to specify online services and cryptographic
keys but does not provide a neans of specifying which key is to be
used for which purpose. This is a particular problemw th key
formats used to support a wide range of applications, an QpenPGP key
may be used to sign enmamil or sign a repository conmt

The Enmi | Address object and OnlineService object are extended to add
a keys property which MAY be used to specify the key identifiers of
the rel ated keys.

For exanple, Alice has an enmil address entry that has keys for
signing and encrypting emails using S/M M and OpenPGP

{
"@ ype": " Car da",

"emails" : {
"Emai | Address": {
"@ype": "Email Addr ess",
"address":"al i ce@xanpl e. cont,
"l abel":"Main email ",
"crypt oKeyl ds": {
" MCWL- 4PH7- BGOQ 272F- Al 65- 2RZ6- MUUD" : "sm ne",
" MDHC- JQF4- UF3X- 31 2U- BCA2- QXXX- CGBEP": "smi ne",
" MBXP- 3A5S- (K6E- | PKV- XEPB- MLGP- GXZT" : " openpgp",
" MDI @ XEE6- MXPY- SBUV- ALFD- 235X- El HD": " openpgp"}}},
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1.2. Enhanced specification of cryptographic credentials

The JSCont act cryptokeys property allows a card to specify
cryptographic credentials as URIs but not their intended uses. A
data URI containing an X 509v3 certificate m ght be intended for use
with SSM M, for code signing or some entirely unrel ated purpose

Best design practice encourages the use of common cryptographic
infrastructures to support a wi de range of applications but best use
practices encourage limting the use of particul ar cryptographic keys
to a single application.

The use of the JSON Wb Key (JWK) format provides a much richer
format for describing cryptographic keys and their properties than a
URI and a nedia type.

For exanple, Bob is trying to send an encrypted email to Alice, her
contact card lists two keys but only one is an encryption key with
the JWK use paraneter enc:

[NB: This exanple is showing presentation as a JWK raw key al one, we

woul d probably want to present the certificate as well, this has been
| eft open so we can have a full discussion before fixing a schene.]
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"@ype":"Card",

"crypt oKeys" : {"MOW.-4PH7- BGOQ 272F- Al 65- 2RZ6- MUUD" : ({
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n":"zSnY_W9j RH AHr Pz1xNdzr OY6Ji Zzr X2YXCVGPuQgeh83Zgqi vxnVf 6G
Gof f YELWGS1YpbXLVeWz61Q | | meH_i 5vQ XEsqZ1lAwoF2Fj anYACNT4qgsRj XMAvei
r 01 9YUeRBS79neGsvT1XQnYoMAX0i 2ScK6i 9y9g- mMARSAP51ubyf sy a08c2sTDdzk
hs2p0xzBkw4661 ApBM 5wj oYf hppq_W2t ZP4axd4HCXW kI gGRI54WApdThZC- kLG
57f Hg15i | S1Cl hcvHOWDj | qCHLNx5v8Dz 3VFPG_- 6WET6cmPUUNAOW 7uCcNOf ocr
WS5vMS6P44b YKPwkr dd4TQ",

"e": " AQAB"}

1},
" MDHC- JQ@F4- UF3X- 31 2U- BCA2- QXXX- BBEP" : {
"@ype":"JsonWebKeySet ",
"j sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n": "0l xQ\j 6ne6t VKYekl t 0- 47cryXj 55Ji INEPodNi gaENoqCDf dv_50 i w
zZWbGepg9PVW/BOANY FHFbwGs 37A5Sc- NszKx Tl G vQVDLHngl aS98WI0x nGAPENmA
j 88X2TN K _7LsByl KAARZQID4sUGr SWP51 dOX1Hi SFV1i 01GdAgJYXHHox SHNz OSBI
I 6nme4-T_6PI G NOWKKo90HSzdci HPXAcgO Zbe9HyZqvqfi zGF9C5g6aksW77cCwu
r4GSnpVyB6d1LhTu7XbPnSNIMBQM5pYi aj z_dT5) ZN- Jy6Et LkYzH3sWgkaAt 3FdN
eZTPp69auAPOHalczqB6- Q',

"e": " AQAB"}

1}

1.3. Goups

It is often convenient to organize related enmail addresses and online
servi ces used for a conmon purpose into groups.

For exanple, Alice might create separate sets of SSH, repository
commit signing and code signing keys for code devel opnent:
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"@ype":"Card",

"groups" : {
"ServiceGoup":{

"@ype":"ServiceGoup",

"l abel ": " Devel oper Key Set",

"menmbers”: {

JSCont act Cryptographi c Key Extensions

" MOQY- DKEM YV5C- XGLM WN5C- HI42- 20EF" : t r ue,
" MDZ5- LPWS- UGBU- DFWG- XUXS- L2LS- HWER' : t r ue,
" MBG2- | 4PN- UFUO- UCRY- UVXN- QBUA- Z2NY" : t r ue,
" NDCN- RB23- Q6JN- DAl V- 6YH3- XKEZ- S56M : t r ue,
" MAWF- SPC4- DBI F- KUYD- | | WA- DVBS- 64Q8" : t r ue,
" MONT- J6ED- 7CYL- KIW?- 6\WZZ- SS4G- 3GTO' : t r ue,
" MAVJ- MGEC- HV6G- ASEQ- 2QXG- EXQZ- QFDX" : true}} },

Each group identifier is specified as an online service:

{
"@ ype": " Car d",

"onl i neServi ces” : {"MQY- DKEM YV5C- XGLM WN5C- H]42- 20EF"

"@ype":"OnlineService",
"service":"ssh",
"crypt oKeyl ds": {

" MBSI - 3SDUN- N53C- AH3Z- COW - FMZW A661 " :

" MDZ5- LPW5- UGBU- DFWG- XUXS- L2LS- HWBR' @ {
"@ype":"OnlineService",
"service":"commt",

"l abel":"commt",
"crypt oKeyl ds": {

" MDXR- NQWN- NCDP- 6BPA- XB3L- 3ZAX- QWD" :

"MBR2- | 4PN- UFUC- UQ2Y- UVXN- QB UA- Z2NY" @ {
"@ype":"OnlineService",
"service":"code",

"contexts":{

"Pki x":true},
"| abel ":"code Pkix",
"cryptoKeyl ds": {

" MD3P- VLPM MKAT- M5JM WWK5- 6 DOQ- UUZU'" :
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1.4. Authenticated Locators

The features described in this docunent are designed to support but
not require the exchange of JSContact data by neans of an Encrypted
Aut henti cated Resource Locator (EARL) [draft-hallanbaker-earl]. An
EARL is a URI formthat contains a nulti-purpose key that MAY be used
to |l ocate, decrypt and authenticate an associ ated ci phertext package.

For exanple, Alice’ s JSContact information mght be retrievable from
t he EARL:

j scontact://exanpl e. com ej 4a- 04bp- oeel - 5r 5m nb3l - bsae- zevq

Alice nmight publish her EARL on her business card either as text or
as a machine readabl e code such as a QR code. Alternatively, Alice
m ght publish the information as a prefixed DNS TXT record in the
domai n she uses as her DNS handl e:

_jscontact. alice.exanple.com TXT "jscontact=jscontact://exanple.conle
j 4a- 04bp- oeel - 5r 5m nb3l - bsae- zevq"

1.5. Authenticated Updates

The aut henticated | ocator nmechani sns descri bed above are intended to
be used to establish a 'first contact’ between the parties preserving
t he maxi mum possi bl e degree of trust fromthe context.

Once the initial contact exchange has been achi eved, the credentials
exchanged in that first contact SHOULD be used to obtain and
aut henti cate future updates.

Cont act cards that support updates MJIST include a U D property.
Updates to contact cards MJIST specify the sane U D val ue.

The updates property provides an open framework for describing the
updat e nechani sns supported. The nmechani sns provi ded to update the
contact MAY be different fromthe mechanismoriginally used to
distribute it.

For exanple, Alice publishes her current contact card by neans of a
DNS TXT record containing an EARL and a QR code encodi ng the sane
EARL on the business card she presents when neeting people in person
Applications MAY update the card by polling the URI specified in the
updates entry and verifying the signature on the plaintext envel oped
data returned.
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"@ype":"Card",

"updates" : {
"updatel" : {
"@ype": "Update",
"uri":"https://contacts. exanpl e. coml NAUF- OHSV- 6TL7- F2V5- 3GAB- L47X
-ayy,
"keys": {
"MB22- MB6Y- EKO - BPWH FSXA- XZI 2- KXV6": "sign"}}}

"crypt oKeys" : {
"MB22- MB6Y- EKOl - BPWH FSXA- XZI 2- KXV6" : {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"OKP",
"kid": " MB22- MB6Y- EKO - BPVWH- FSXA- XZ| 2- KXV6" ,
"crv":"Ed448",

"x":"b97f 03ci 3xnr _qvaK_yi LAAAXSxMBK8I kSgeWP_i AgEl h- _nb- gj Al W
yYIPXxHIGNE81zy_ At bAA"}

1}}

}
Since it is easier to update information on a Wb site than in DNS or
on a business card, it is likely that sone users will prefer to use

these nechanisns to distribute pro-forma contact information

consi sting of basic contact information and update infornmation al one.
Therefore, contact applications SHOULD attenpt to update contact
cards providing update informati on on receipt.

Retrieving a plaintext signed contact assertion via HTTPS provides a
sinmple but limted update mechani sm providing end-to-end integrity
but not confidentiality. Wile the contact information is delivered
over an encrypted transport, the contact card is stored unencrypted
on the server which may not be acceptable in certain applications.
Another limtation is that the relying party is required to poll the
contact service for updates. A nore sophisticated updates protoco
m ght provide update notifications. Such considerations are outside
the scope of this docunment and left for future work.

[ Remark: Addition of a JOSE based encryption schene woul d be
straightforward. This would require extension of the envel ope
specification and to pass a decryption key to the parties the contact
is passed to.]
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A contact card MAY specify nultiple update nmechani snms providing a
degree of resilience in the case that a publication service stops
provi di ng servi ce.

For exanple, Alice mght choose three i ndependent contact directory
servi ces publishing her contact information on all three ensuring
that the people she has shared her contact information with can
remain in contact years or even decades after the initial contact
exchange.

2. Definitions
This section presents the related specifications and standards, the
terns that are used as terns of art within the docunents and the
terns used as requirenents | anguage.

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Defined Terns
TBS

2.3. Related Specifications

JSContact: A JSON Representation of Contact Data [ RFC9553]. Describe
s the format used for contact data interchange

Encrypted Authenticated Resource Locator [draft-hallanbaker-earl]. D
escribes a URI formthat provides nmeans of retrieving, decrypting
and authenticating an associ ated ci phertext.

2.4. Inplenentation Status

Ref erence code under the M T Open-Source |icense has been devel oped
to denonstrate all the features described in this docunent.

3. Card Extensions

The JSContact objects specified in [ RFC9553] is extended as descri bed
in the foll owi ng sections.
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3.1. Additional Card Properties

The followi ng properties are added to the Card object specified in
[ RFC9553] .

3.1.1. updates

"updates": String[Update] (optional) Specifies mechanisns for
obt ai ni ng updates to the card.

An Update object has all the properties of the Resource data type,
with the follow ng additional definitions:

"protocol": String (optional) The | ANA update protocol identifier

"keys": String[String] (optional) The identifiers of the set of
crypt ographi c keys to be used to authenticate the updated contact
informati on and their use.

"updates": {
"updatel": {
"@ype": "Update",
"uri": "https://contacts. exanpl e. conl NAUF- CHSV- 6 TL7- F2V5- 3GAB- L47
X-CJly",
"keys":
"MB22- MB6Y- EKO - BPWH FSXA- XZI 2- KXV6": "sign"}}}

3.1.2. serviceGoups

"serviceGoups": String[ServiceGoup] (optional) Specifies groups of
rel ated email addresses and online services.

A ServiceGoup object has all the properties of the Resource data
type, with the follow ng additional definition:

"menbers": String[Boolean] (optional) The identifiers of the service
group nenbers. The bool ean val ue corresponding to each MJUST be true.
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"serviceGoups": {
"NBI E- FAR2- RHSO- LZH4- DI5G PVWN3- RL6C':  {

"@ype": "ServiceG oup",

"l abel ": "Devel oper Key Set",

"menbers": {
" MCQY- DKEM YV5C- XGLM WN5C- HJ142- 20EF" . true,
" MDZ5- LPWS- UGBU- DFWG XUXS- L2LS- HWBR':  true,
"MBGE2- | 4PN- UFUO- UQ2Y- UVXN- QGBUA- Z2NY": true,
" MDCN- RB23- Q6JN- DAl V- 6YH3- XKEZ- S56M': tr ue,
" MAWF- SPCA- DBI F- KUYD- | | WA- DVSS- 643" : true,
" MCNT- J6ED- 7CYL- KIW- 6WZZ- SSAG- 3GTO': true,
" MAVJ- MGEC- HV6G- ASEQ 2QXG- EXQZ- QFDX": true}}}

3.2. Extended bjects

The foll owi ng objects specified in [ RFC9553] are extended to add the
speci fied properties.

3.2.1. Enumil Address
An Emai | Address obj ect has the follow ng properties.
3.2.2. cryptoKeylds
"cryptoKeylds": String[String] (optional) The identifiers of the set
of cryptographic keys to be used to authenticate the updated contact
informati on and their use.
"cryptoKeylds": {
" MCWL- 4PH7- BGOQ 272F- Al 65- 2RZ6- MUUD": "smi nme",
" MDHC- JQF4- UF3X- 31 2U- BCA2- QXXX- GBEP": "sm me",
" MBXP- 3A5S- (K6E- | PKV- XEPB- MLGP- GXZT": "openpgp",
" MDI Q XEE6- MXPY- SBUV- ALFD- 235X- El HD"': "openpgp"}
3.2.3. OnlineService
An OnlineService object has the foll owi ng properties.
3.2.4. cryptoKeylds
"cryptoKeylds": String[String] (optional) The identifiers of the set
of cryptographic keys to be used to authenticate the updated contact
informati on and their use.

"cryptoKeylds": {
" MAVY- 4WK- BSK5- SNEB- HXTP- BRPD- Q27R": "ssh"}

Hal | am Baker Expi res 11 Novenber 2025 [ Page 11]



I nternet-Draft JSCont act Cryptographi c Key Extensions May 2025

3.3. New njects
The foll owi ng object is defined:
3.3.1. JsonWebKeySet

A JsonWebKeySet object has all the properties of the CryptoKey data
type, with the follow ng additional definition:

3.3.2. jsonWbKeys
"j sonWebKeys": JWK[] (optional) A Json Wb Key Set.
The JWK object is defined in [ TBS].

"] sonWebKeys": [{
"kty": "RSA",
"use": "any",
"n": "weK4hQaQva_t ARUb_Lp2__SO485HNnULI bRdi wnGCu_Sj pcnDkgahEj 31 7_t
9zL4YBTPbnV7a30CnW3E0gDShv7Qs XQzeNBopByt HAj k_| 2QyZ9nMCSTT_VCkk
t _ePXQyYzZCdV93al kkughqHAIThh9i nZ7z0hel BqF7mv8niheP_r 8Yj 4vsl OT
ROc5KoP5i 5EYamYKhQvcKUUUSEeR _f sPyNbEM ROl MlagOncdi kGs EpmAl 90x
_t 9ReJVvICPHRf JgF32BuDsi QvPt WWF8ej _AM khgz471 CUpFRgK64 YHE! W2
9GOk bp7st GK-j VXBPSbnj JyZCXyOQUMCl aml f mQ',
e": "AQAB"}]

4. Application Profiles

This section will_ provide guidance on how to encode cryptographic
keys for specific applications. It is currently a placeholder so the
rel evant expert groups have an opportunity to advise the precise
means by which the relevant information is presented.

4.1. S/IMME

S/M ME (Secure/ Mul tipurpose Internet Mail Extensions) provides a
consi stent way to send and receive secure M ME data over SMIP and
ot her nessagi ng transports.

Certificates issued for use with SSMMe are comonly used for other
pur poses, for exanple TLS client authentication. For the purposes of
this discussion, our focus is strictly limted to the use of the
certificate for messaging.

If the messaging protocol is SMIP, the service is specified as an

Emai | Address, otherwi se the OnlineService structure is used with the
appropriate service specifier.
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St rawran proposal :

* Use a single JWK entry with an x5c to specify the encryption key
cert, signature key cert and cert path.

* Specify the JWK in the keys section of the corresponding
Emeai | Address or OnlineService with the key identifier of the
correspondi ng JWK and the 'smne’ use.

"@ype":"Card",

"crypt okeys" : {"MOWL-4PH7- BGOQ 272F- Al 65- 2RZ6- MUUD" : {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {
"kty":"RSA",
"use":"any",
"n":"zSnY_WI9j RH AHr Pz1xNdzr OY6Ji Zzr X2YXCVGEPuQgeh83Zzgqi vxnvf 6G
Gof f YELWGS1YpbXLVeWz61Q | | meH_i 5vQ XEsqZ1lAwoF2Fj anYACNT4qgsRj XMAvei
r 01 9YUeRBS79neGsvT1XnYoMAX0i 2ScK6i 9y9g- MARSAP51u6yf sy_a08c2sTDdZk
hs2p0xzBkw466! ApBM 5w oYf hppg_W2t ZP4axd4HCXW kI gGRI54WApdThZC- kLG
57f Hg15i | S1Cl hcvHOWID) | qCHLNnx5v8Dz 3VFPG_- 6WET6CnPUUNAOW 7uCcNOf ocr
WS5vMS6P44bYKPwkr dd4TQ',

"e": " AQAB"}

1},
" MDHC- J@F4- UF3X- 31 2U- BCA2- QXXX- BEP" : {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n": "0l xQN\j 6ne6t VKYekl t 0- 47cryXj 55Ji 1INEPodNi gaENoqCDf dv_50 i w
zZWbGepg9PVWBOANy FHFbwGs 37A5Sc- NszKx Tl G vQVDLHNgl aS98WI0x mGAPENMA
j 88X2TN K_7LsByl KAARZQID4sUG SWP5| dOX1Hi SFV1i 01GdAgJYXHHox SHNz OSBI
I 6ns4-T_6PI C NOWKKo90HSzdci HPXAcgO Zbe9HyZqvqafi zGF9C5g6aksVWW77¢cCOwu
r 4GSnpVyB6d1LhTu7XbPn5NIMBQM5pYi aj z_dT5j ZN- Jy6Et LkYzH3sWjkaAt 3FAN
eZTPp69auAPOHalczqB6- Q',

"e": " AQAB"}

1}

4.2. OpenPCGP
QpenPGP provides encryption with public key or synmetric

cryptographic algorithns, digital signatures, conpression, and key
managenent .
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OpenPGP key nmanagenent is conmonly used for many purposes including
signing repository commts. For the purposes of this section, our
focus is strictly limted to the use of keys for messaging.
If the nessaging protocol is SMIP, the service is specified as an
Emai | Address, otherwi se the OnlineService structure is used with the
appropriate service specifier
St rawman pr oposal
* User specifies their OpenPGP prinary key as an OnlineService with
service type 'openpgp’. This is also the place any key server
i nformati on woul d be pl aced.

* The first key in the keys entry of the service is the key
identifier of the primary key

* The sub keys are the follow ng keys
* The correspondi ng key entries are of type JsonWebKey
* The key data is specified as a binary data property

* (Other services specify the subkeys that they use.
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"@ype":"Card",

"crypt oKeys" : {"MBXP-3A5S- K6E- | PKV- XEPB- MLGP- GXZT" : {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n":"sFr32DBl 46@QPVpRxcgB_c-5BoCUnj 3wBl | hUvzuDQt e TTHvYndNckeXB
hoYd5j G-_f UUuDpa8Lf xpRaf j gp7l MeKPt i f aK_pT- TxsLkYzLi sj Nv- AEi | M M ve
I QLbgkl JvgEU mmi CHW4DUBQLr - QS| GyE- Lj KphoLhhTpuniraCl 4n7uXY9hPsl| wj B
VBZw_r 8Cr MHoj | JLnl pXHj g6v4V_rw 9gi Tz3f XP- | AX4H6r SCox X6vf 7dhkTAi sbh
gvu638JsoAmLHAI 2QUCr vbhHIVXEQgQ B_Mldt e_Y(q94j | c6ZaKt DNl 200Rac C55N
MCVgLt DvXsAt XRku9Rj zdQ',

"e": " AQAB"}

1},
" MDI Q XEE6- MXPY- SBUV- ALFD- 235X- El HD" : {
"@ype":"JsonWebKeySet ",
"j sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n": " vKVnyf 93yf wf 874x0uHl Zt 9t 9UZaEf 7k7t MHR_- r 1IRQOshSmBdLTKI Bt
cLF3t aHLUbRi vpN- w- FOXPLbCTOf PL9XQeDOu- GNJMIFNvg2UFat VEI LTYW YznkU
wWLke6XWK5) 0400YUhzf uk MAg5Ept eMor L3nplp6JGenBgu@h- sqQRXCLNKO Hv91We
Y929ePcsCM NSpweSTr pHEXKQUh8KYESBLUI 71cVOO7 TWLAI Kj - Wyef Al gWYXw8I 3pj
1- wWBBECWhi YXUNKQN] ZDUuVW 5f GyDNFQUZt cdM | Kt Yh1q441Sj Zt Xzsf AcAj Zs8M

00UKCs aQy DSpwNdLFJuelQ',
"e":"AQAB"}
1}
}
4.3. SSH

Al t hough the SSH protocol does support certificates these are not
currently widely used on the client side and it is not clear that the
use case of a single user specifying multiple SSH client keys for use
on multiple devices has been fully distinguished fromthe use case of
a corporation certifying keys for multiple enmpl oyees.

If the user only has a client single key for a given use, this can be
specified as JW public key paraneters.

If the user is making use of client side SSH certificates to

provi sion each device with separate SSH credentials, the contact card
shoul d specify the SSH certificate.

Hal | am Baker Expi res 11 Novenber 2025 [ Page 15]



I nternet-Draft JSCont act Cryptographi c Key Extensions May 2025

"@ype":"Card",

"onlineServices" : {"MC7H 2PVP- FQJS- YMCT- 7EK7- XKCK- C5LL" : {
"@ype":"OnlineService",
"service":"ssh",
"l abel ":"Mai n SSH key",
"crypt oKeyl ds": {
" MAVY- 4WK- BSK5- SNEB- HXTP- BRPD- O27R": "ssh"}},
" MCQY- DKEM YV5C- XGLM WN5C- H142- 20EF" @ {
"@ype":"OnlineService",
"service":"ssh",
"crypt oKeyl ds": {
" MBSI - 3DUN- N53C- AH3Z- COW - FMZW A661 ": "ssh"}}}

"@ype":"Card",

"crypt okeys" : {"MAVY- 4WK- BSK5- SNEB- HXTP- BRPD- Q27R" : {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n":"wekK4hQaQya_t ARUb_Lp2_ SHA85HNnULI bRdi wwGCu_Sj pcnbkgahE;j 3l
7_t9zL4YBTPbnV7a30CnWE0OgDShv 7Qs XQzeNBopByt HAj k_I 2QyZ9nMCSTT_VCkkt _
ePXQyYzZCdV93al kkughqHAIThh9i nZ7z0hel BqF7nv8niheP_r 8Yj 4vsl OTROc5KoP
5i 5EYamYKhQvcKUUuSEeR_f sPyNbEM ROl MlagOncdi kGsEpmAl 9ox_t 9ReJvICPHR
f JgF32BubDsi QvPt WiF8ej _AM khgz471 CUpFRgK64 YHE1 wMA29CGOX | bp7st CK- j VXB
PSbnj JyZCXyouMd aml f mQ',

"e": " AQAB"}

1},
" MBSI - 3DUN- N53C- AH3Z- COW - FMZW A661 " @ {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

"kty":"RSA",

"use":"any",

"n": " OKRTXPI _t UMNSr N3Y58W/Bj z6FTnf yl JI CepO4CLCl pHNKkzVWZ6RSe X
3kVBcfi PZ3l LhvKd897qf SVo7V9uouzoAM=E3379SYplt 574St | pyCg2- q901 sagCkq
j 0j t PRyl KOVUWSZ79qz00CDPPcuant 1a0Auyl Vr bZQZFcO0l t ACGSeJ6socc6onmn02f
-rpeALl | | xm nKaYFVxf ewHB15nbnKHp98b_r 1KI s9P50Z7dsJl - LzJSTxR) R5VUAS
KKr i Oha4DWPj PP3xsef i bOGUb38bVpHQUE8YND3_ SEAS57kYyul LA49ukXQX Ap-j PGrh
nYkZuLl UNr Aj JoMy3z3bYQ',

"e": " AQAB"}

11}
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4.4. Code Signing

Code signing typically makes use of PKIX certificates. Wile a
single certificate could in practice be used for nmultiple platforns,
each code signing programtends to have their own requirenments and
set of recogni zed CAs.

It is however useful for a user to specify their own personal
hi erarchy with a personal root for testing and devel opnent purposes.

A devel oper may have nultiple code signing keys for the sane
platform For exanple, separate signing keys for each devel opnent
machi ne.

Sone mechanismis required to all ow devel opnent and producti on keys
to be distinguished.

{
" @ ypen " Car dn ,

"onlineServices" : {"MB&-I|4PN UFUO URY- UVXN- QBUA- Z2NY" : {
"@ype":"OnlineService",
"service":"code",
"contexts":{
"Pki x":true},
"l abel ":"code Pkix",
"crypt oKeyl ds": {
" MD3P- VLPM MKAT- MBJM WWK5- 6DOQ- UUZU': "credential "}},
" MDCN- RB23- Q6JN- DAl V- 6YH3- XKEZ- S56M' : {
"@ype":"OnlineService",
"service":"code",
"contexts":{
"W ndows":true},
"l abel ": " code W ndows",
"crypt oKeyl ds": {
" MAI A- AJVM UMBK- 34RE- BBI 4- NAAC- 6ERI ": "credential "}},
" MAWF- SPCA- DBI F- KUYD- | | WA- DMBS- 643" : {
"@ype":"OnlineService",
"service":"code",
"contexts":{
"Appl e": true},
"l abel ": " code Apple",
"crypt oKeyl ds": {
"MA7Q YSLZ- Q236- MWAY- DTDB- | OKP- QLS7": "credential "}},
" MCNT- J6ED- 7CYL- KIW - 6WZZ- SS4G- 3GTO" @ {
"@ype":"OnlineService",
"service":"code",
"contexts":{
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"Androi d":true},
"l abel ":"code Android",
"crypt oKeyl ds": {
" MBTU- PAS7- CFVO- AQBY- | 31 F-4J4L-757W : "credential "}},
" MAVJ- MGEC- HV6G- ASEQ 2QXG- EXQZ- QFDX" @ {
"@ype":"OnlineService",
"service":"code",
"contexts":{
"Li nux":true},
"| abel ":"code Linux",
"crypt oKeyl ds": {
" MCMUJ- 6SPM V2N4- LCFP- 7SVQ BAPR- B357": "credential "} }}

" @ype": "Card" y
"crypt okeys" : {"MD3P- VLPM NKAT- MSBJM WWK5- 6D0Q UUZU' : {

"@ype":"JsonWebKeySet ",
"j sonWebKeys": [ {

n kt yll : n ECI ,

"use": "any"

"ki d": " MD3P- VLPM MK4T- M5JM WWK5- 6DOQ- UUZU",
"crv":"P-256",

"x":"00A] i MBJUFNVGI8QuUmMABMABbLI NI Csb7ppl COnZ387Cs",
"y" " pRYp- wzKx9GS8Dt H76 QYR6WKSNZFLw av4HBsqt 70Ys" }
1},
" MAI A- AJVM UMBK- 34RE- BBI 4- NAAC- 6ERI " @ {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

n kt yll : n ECI ,

n use" : n anyll ,

"kid":"MAI A- AJVM UMBK- 34RE- BBI 4- NAAC- 6ERI ",
"crv":"pP-256",

"x":"Bpr BW.3n56BTacpgv_P_gO f 5Nf X_NDt DUYUaSMOPI U',
"y": " GnBDup- pRDI 5t zmMBckJ810BILzVpHBBt QUdAJf cvl s"}

1},
"MA7Q YSLZ- GR236- MAWAY- DTDB- | OKP- QLS7" @ {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

" kt yll : " EC" ,

"use": "any",

"kid":"MA7Q YSLZ- Q236- MAAY- DTDB- | OKP- QLS7",
"crv":"P-256",

"x": " aA9nGoeaHSHVUGBgH- PRSOKRH5Aet 3H6Xr pC1T_AgGs",
"y": " LRwy5P] FC2Q 9z2G7nmBPn- 9r 2cQ _100yK9l AEsnCHX84" }
1},
" MBTU- PAS7- CFVO- AQBY- | 31 F-4J4L-757W : {
"@ype":"JsonWebKeySet ",
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"j sonWebKeys": [ {

n kt yll : n ECI ,

"use": "any",

"kid": " MBTU- PAS7- CFVO- AQBY- | 3| F- 4J4L- 757W ,
"crv":"P-256",

x": " 8ZM20mgQHouTdcwAl Kj Waah1Li 1zDxSXsTkX40bC- zc",
"y":"6bYnENr AoaMHf 4TE_F83K5d1Cpl XVgq5HOM QDZqY3XI "}
1},
" MCMJ- 6 SPM V2N4- LCFP- 7SVQ BAPR- B357" @ {
"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

n kt yll : n ECI ,

n use" : n anyll ,

"kid": " MCMJ 6SPM V2N4- LCFP- 7SVQ BAPR- B357",
"crv":"pP-256",

X" " MpXXFCQPANLc| 9wQBf 5BKNr oTV- MDeuDcKOt TESU7yg"
"y": " CG AW§3v_nOcdf uaQhKCDs 6¢ BENINGVOl Gu4BKFQAM.c"}

11}
4.5. Commit Signing

OpenPGP key managenent is conmonly used for signing repository
conmmi ts.

This use is specified by neans of an OnlineService with the service

type 'conmit’ with key entries for the set of authorized signing
keys.
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"@ype":"Card",

"onlineServices" : {"MZ5- LPWs UGBU DFWG XUXS- L2LS- HWBR" : {
"@ype":"OnlineService",
"service":"commt",
"l abel ":"commt",
"crypt oKeyl ds": {
" MDXR- NQWN- NCDP- 6BPA- XB3L- 3ZAX- QWD": "credenti al "} }}

"@ype":"Card",
"crypt okeys" : {"MDXR- NQWN- NCDP- 6BPA- XB3L- 3ZAX- QWD' : {

"@ype":"JsonWebKeySet ",
"] sonWebKeys": [ {

n kt yIl : n Ecl ,

"use": "any",

"Kki d": " MDXR- NQVN- NCDP- 6BPA- XB3L- 3ZAX- QWD" ,
“crv":"P-256",

"""l pLGMIHW i ei pgx] 0aKaQ pi nBwYT- f zf SFf aKvzo",
"y " 3ChVWhF- dduUBCFX9REZGKDFj 0_I YvgOUOHu_aYqzv4"}

1}}
5. | ANA Consi derati ons

Thi s docunent does not specify any actions for | ANA yet but it
will...[TBS]
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