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1. Introduction

This is a discussion docunent prepared for the DANCE Wirki ng G oup
presenting possi bl e convergence between the DNS Handl es

aut henti cati on approach based on OAUTH bei ng used in the ATnosphere
and the DANCE approach

The ATnosphere has denonstrated a remarkably fast growth rate, adding
35 million users in a year. Since both approaches nake use of the
DNS as the basis for user authentication, it is natural to | ook at
the possibility of convergence.

QAUTH i s a mechani sm for exchange of authentication and authorization
data, the means by which the authentication is perforned is outside
the scope of QAUTH but a necessary part of any system depl oynent.

The use of TLS Client Authentication aligned with the DNS Handl es
approach is clearly an option for authenticating the user to the
OAUTH | dP service and with sonme additional infrastructure, could
stand as an alternative to the OAUTH approach

Note that the term’ ' DNS Handles’ is used with full know edge of Bob
Khan's work described in [RFC3650]. The use of the term’ ' handles’ to
refer to people in the CB radi o and other applications predates that
work by at |east a decade. Handle is the termused by the Atnosphere
conmunity to describe their user identifiers. Adding the prefix DNS
provi des for di sanbi guati on.

1.1. TLS dient Authentication

TLS Cdient Authentication has been a part of the protocol since SSL
3.0 and remai ns one of the few standard approaches to achi eving
client authentication against a cryptographic credential. Despite
this, use has been limted because of the need to provision
cryptographic credentials to users and because of the severe
usability issues associated with its use.

In the earliest versions of the protocol, users were presented with a
di al og asking themto choose a certificate with essentially no
context to guide the selection. Wile TLS/ 1.3 [RFC3446] provides a
mechanismthat in theory avoids the need for the user to face a ’pick
a certificate', feedback from depl oynent suggests this approach is
underspeci fied for use as a ubiquitous authentication nechani sm

repl aci ng passwor ds
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A second and currently unsolved linmitation in current inplenmentation
is the issue of the cryptographic credentials thenselves which is
typically achi eved t hrough proprietary and out of band nechani sns.
As a result, use of TLS dient Authentication in Wb browsers is
typically limted to enabling authentication by neans of a

crypt ographi ¢ token such as a card or fob

A third and entirely avoidable usability limtation is the demand
that users transfer their TLS Client Authentication credential from
one device to another. Secure transfer of cryptographic keys between
devices is a conpl ex and denandi ng task which shoul d be avoi ded

wher ever possible. Since the purpose of TLS Cient Authentication is
aut hentication, the requirement to allow use of nultiple devices is
much better satisfied by issue of separate credentials to each

devi ce.

1.1.1. Captive Browser and Non- Browser

Despite falling short as a ubiquitous Wb authentication approach,
TLS Cient Authentication is widely used in non-browser and captive
browser applications. TLS Cient Authentication is a widely
supported approach for two Wb Services to authenticate each other
wi t hout introducing shared secrets. TLS Cient Authentication is
al so used in a large nunber of smartphone applications where it is
part of the captive browser platformaround which they are built.

1.2. DNS Handl es

A DNS Handle is a DNS nane that is used to obtain sonme form of
assertion relating to the user of that handle. Unlike traditiona

I nternet account addresses using the form <usernane>@kservi ce> a DNS
Handl e is bound directly to a DNS | abel rather than an Internet
service. This provides the user with considerably greater autonony
than the traditional nodel since they can register an |Internet nane,
bind it to the service provider of their choice and if desired,
rebind it to another service provider in the future.

Use of DNS Handl es provides ’'tel ephone nunber portability’ for
I nternet accounts.

Usi ng al i ce@xanpl e. commakes Alice subordinate to her service

provi der exanple.com Registering alice.exanple and using the handl e
@l ice.exanple gives Alice the option of exiting her service provider
at any tine.

The prem se of this docunent is essentially:

* The DNS is the nam ng system of the Internet
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* |nternet users need nanes
* We should use the DNS to provide Internet users wth nanes.
* W shoul d adapt every | ETF user facing protocol to use DNS Handl es

* TLS Cient Authentication is one of the authentication protocols
that should plug into the DNS Handl es ' backpl ane’

* This is an organic process that is already underway. |f we want
it to function correctly and well, we need to think about how to
apply it now, before there is a |egacy userbase rather than wait
for inconpatible approaches to energe

VWil e this suggestion has drawn criticismfrom people insisting 'DNS
will not scale', those people do not give specifics and were saying
the sane when the DNS had fewer than a million registered nanes. The
scope of DNS was originally linmted to host discovery and has
expanded organically to service discovery. The ATnosphere has
expanded use of DNS to user discovery. |If there are scaling issues,
we are going to need to understand and fix them because the core
principle of the Internet renmains permssionless innovation

1.2.1. A Hailing Address, not a Credenti al

One inportant caveat on current use of DNS Handles is that the handle
is a means of locating a permanent unique user identifier rather than
the user identifier itself. As Weeler observed, _Any problemin
conput er science can be solved with another |evel of indirection_.

Wile the architecture of DNS Handles is currently in flux, the

per manent uni que user identifiers used in all the DNS Handl e based
schenes proposed to date are fingerprints of a public key used to
authenticate a binding assertion. Thus, at least in theory, Aice
can maintain control over her accounts even if she | oses control over
her DNS Handl e, provided that she has control of the corresponding
public key.

Thi s approach allows Alice to use nmultiple DNS Handl es as aliases for
the same account. She can al so transfer control of her DNS domain
registration @lice.exanple without transferring control of the
accounts bound to that nane.

One issue arising fromthis approach is that there is the potentia

for divergence between the identity resolved through different
pr ot ocol s.
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1.2.2. OAUTH Aut hentication

The ATnosphere realization of DNS Handl es denmponstrates a hi gh degree
of user acceptability by the fact that the schene has gained little
or no comment at all. Users are conpletely confortable with the
notion of an account identifier in the form @lice. exanpl e. com

VWil e the ATnosphere inplenentation is essentially a profile of

QAUTH, it does currently enmploy a DID format that relies on a new
registry 'PLC . Use of DNS Handl es as a ubi quitous authentication
approach requires sonme adjustnents to the approach so that the

aut hentication service advertisenent in the DNS allows a relying
party to discover the user’'s IdP directly rather than having to query
the PLC registry.

For exanple, the following DNS entry binds the handl e @sky.app to
the DID did:plc:z72i 7Thdynnk6r22z27h6tvu__via the PLC registry.

_atproto. bsky. app TXT di d=di d: pl c: z72i 7hdynnk6r 22z27h6t vur

We can elimnate the need for indirection by specifying the IdP in
the TXT record:

_atproto. bsky. app TXT oaut h=exanpl e. com \
di d=di d: pl ¢c: z72i 7Thdynnk6r 22z227h6t vur

Once the user is authenticated, their pernanent user identifier is
the DID did:plc:z72i 7hdynnk6r22z27h6t vu, not the DNS Handle. It is
therefore inportant to ensure that when DNS Handl es are being used in
mul ti pl e aut hentication mechani snms, they all refer to the same

i ndi vi dual

Since the string z72i 7Thdynnk6r22z27h6tvur is the fingerprint of a
public key, we can achieve this effect by either using the sane key
in both contexts or by creating cross certification between the

aut henti cation keys or by introducing a prinmary pernanent user
identifier as the user’s root of trust fromwhich trust flows.

1.2.3. JSContact exchange
JSContact is an update to the venerable vCard format currently being
devel oped by the CALSIFY working group. A proposal is currently

before DI SPATCH to extend the format to inprove specification of
public keys used in applications . [draft-hallanbaker-jscontact]
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We can bind a JSContact to a DNS Handle in a sinmilar fashion to

bi ndi ng the OQAUTH aut henticati on provider. This approach uses the
EARL Encrypted Authenticating Resource Locator scheme which ensures
that the security context in which the URl is passed is preserved.

If the DNS Handle is protected by DNSSEC, so is the integrity of the
JSCont act .

_jscontact.phill.hallanmbaker.com TXT \
"j scontact =j scont act :// exanpl e. coni ej 4a- o4bp- oeel - 5r 5m nb3l - b
sae-zev(q"

This format can be used to exchange user addresses and public key
material for any Internet application protocol. A Iightweight
assertion format is used to support digitally signed updates.
[draft-hall anbaker-earl ]

If the EARL is passed in person by neans of a QR code, the direct
trust established in that context is preserved in the application
addresses and keys presented in the original context and future
updat es.

There is currently no alternative contact exchange schene offering
the sane | evel of security and ease of use. Traditional contacts
don’t even update, |et alone update securely. Once a user adopts the
JSCont act/ EARL approach, their DNS Handl e naturally becones their
princi pal account handle for *every Internet service*. It is the only
contact address Alice will ever need to share.

There are of course security issues inplicit in "oversharing contact
informati on, these are addressed in the drafts. |In brief, Alice

m ght well decide to | eave her SMIP emmil address out of her public
contact details. Fortunately, the DNS Handl e approach opens the door
to depl oyment of next generation protocols in which every nessage is
signed by the originator (not just the service) and only nessages
fromauthorized senders are accept ed.

2. DNS Handl e Providers
Currently, DNS Handl es are only used in the ATnosphere and rel ated

projects. Wile many ATnosphere partici pants have registered custom
handl es, this is currently a mnority interest.
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Even with this limted scope, specialist DNS Handl e Provi ders are
already in operation. Increases in the nunmber of users and the
functionality provided by the handles will naturally increase
interest in service provision, particularly if the features provided
by DNS Handl es conplinment those of existing service providers such as
password managers, virtual private network provision, Wb site

hosti ng, etc.

While TLS Cient Authentication is functional w thout the
i ntroducti on of DNS handles, the current incarnation of the
technol ogy presents many rough edges that nmar the user experience.

The introduction of DNS Handl e Providers presents an opportunity to
i ntroduce network services that all ow the rough edges to be snoot hed
away providing a seam ess and irritation free user experience.

Wil e nmost Internet users will choose to outsource their DNS handl e
provision, the services required are straightforward and sel f-
operation requires only nodest DNS experience, a DNS registration and
the ability to publish the authoritative zone records.

2.1. Deploynent concerns

Devel opments in Web authentication have traditionally been left to
the providers of general purpose Wb browsers, the expectation being
that the technol ogi es devel oped for general Wb authentication wll
trickle down to other applications.

In practice, this approach has not worked because while the circle of
Web browser providers is small and the nunber of independent
platforns even smaller, the nunber of Wb sites is vast. Mst have
neither the time, nor the resources, nor the notivation to deploy new
aut henti cation technol ogi es, particularly those which threaten to

di srupt their business nodel.

Fortunately, the open Internet is not the only context in which Wb
authentication is used. TLS Cient Authentication has established a
modest but real application as an enterprise authentication
technol ogy where the client and server are under control of the sane
party and the user is paid to cater to their authentication

pr ef erence.

Anot her area where depl oynment may prove nore tractable is in the |oT
space. TLS Client Authentication is one of the few alternatives to
password aut hentication that supports offline use. An |IoT device
that requires a cl oud based authentication technology is clearly
going to be unsatisfactory as the basis for a 'snart hone’ technol ogy
in the case of an Internet outage.
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2.1.1. Hybrid Approach

The conbi nati on of QAUTH and TLS Client Authentication provide an
attractive staged depl oynent strategy.

* |In the first stage of deploynent, the DHP provi des an QAUTH | dP
provi di ng only password-based aut henti cation

* In the second stage of deploynent, the DHP establishes a CAwith a
separate certificate signing certificate for each user under which
separate TLS client authentication certificates can be issued to
devi ces on which the user wishes to use TLS Cient Authentication
to authenticate to the IdP

* In the third stage of depl oynment, the user adopts a browser that
provi des whatever usability sugar is necessary to make TLS dient
Aut hentication an acceptable alternative as a direct
aut henti cati on nmechani sm

* In the fourth stage of deploynent, the device credentials
established to support TLS client authentication could be applied
at the transaction |ayer to achieve controls such as non-

r epudi ati on.

Each stage represents an increase in security assurances provided to
the relying party while the user experience is nmaintained throughout.
As far as the user is concerned, they authenticate by neans of their
DNS Handle. The only point at which a change in the user experience
woul d be necessary is in the final fourth stage if in addition to
requiring user authentication, a transactional system also required
express user intent.

Rat her than presenting QAUTH and TLS Client Authentication as
oppositional, the DNS Handl es approach provides an approach in which
both can contribute to the same end. As the use of URIs in the Wb
denonstrates, adoption of a consistent address schenme across
protocols allows themto becone interchangeable which in turn all ows
applications to chose the best approach for the circunstances.

Thi s docunent is intended to encourage discussion of the "usability
sugar’ referred to in stage three. How to we nmake the user
experience absolutely seanl ess? The techniques used would |ikely

i nvol ve the use of ACME for certificate enrol ment under some suitable
profile. Applications requiring a high degree of assurance could
make use of threshold techniques to enforce separation of roles and
mtigate the risk of the DHP defecting.
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3. Definitions

This section presents the rel ated specifications and standard, the
ternms that are used as terns of art within the docunents and the
terns used as requirenents | anguage.

3.1. Requirenents Language

Thi s docunment is not normative and contains no normative text.
3.2. Defined Terns

TBS
3.3. Related Specifications

The Transport Layer Security (TLS) Protocol Version 1.3 [RFC8446]. D
escribes the existing TLS dient Authentication schene

Internet X. 509 Public Key Infrastructure Certificate and

Certificate Revocation List (CRL) Profile [RFC5280]. Describes the
use of the X. 509v3 Certificate in TLS and other widely used
speci fications.

JSContact: A JSON Representation of Contact Data [ RFC9553]. Describe
s the format used for contact data interchange

3.4. Inplenentation Status

This is a discussion docunent only, no prototype code has been
devel oped.

4. Authentication Concerns

We consider the points of conparison between alternative
aut henti cati on schenes.

4.1. User Acceptance

In spite of psychol ogical acceptability being one of Saltzer and
Schroeder’s principles of security design, user effort and
conveni ence are frequently overl ooked in the depl oynent of

aut henti cati on schenes.

A gl aring exanple of the carel essness of developers is the

persi stence of the "capital letter and special character’ password
requi renents which were introduced on 47th Novenber 1991 in response
to the release of the Crack v4.0a password vulnerability checker
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Before the rel ease of Crack v4.0a, the lack of any protection on the
UNI X system password file was wi dely considered to be a denonstration
of the superiority of a systemthat rejected ’security through
obscurity’. Afterwards, there was a pani cked depl oynent of shadow
passwords and users were told to add nunbers and special letters to
defeat dictionary based attacks.

Modern password crackers use brute force on nassively parall el

machi nes such as the one I amtyping at now which has a graphics card
that can exhaustively test every 8 character password conbi nation
under a wi dely used di gest nmechanismin approximately 40 hours. The
speci al character requirenments have been irrel evant for over a decade
but they are still widely enforced.

The Crack incident exposes one of the factors that makes preserving
security usability so difficult, security nechanisns are frequently
i ntroduced as exceptional measures without planning or analysis.

Once established, security nechanisns are very difficult to change

4.1.1. Remenbering passwords i s expensive

Usi ng passwords securely requires a hercul ean anount of user effort
or the use of a password nanager, the security of which have been
brought into question by repeated breaches.

Most people find remenbering things difficult. | spent over twenty
m nutes | ooking for a tool | had used only an hour earlier yesterday,
so how am | supposed to renenber a uni que password for a Wb site

| ast visited five years ago?

It is tinme for engineers to stop blam ng users for sharing passwords

across sites. | use strong, nenorable passwords for the very snal
nunber of services that protect assets belonging to nmyself or that |
am being paid to use. | do not waste nmy tine creating or attenpting

to renmenber passwords to protect assets belonging to anyone el se and
| ampretty certain nobody el se does either

Rat her than presenting users with an authentication technol ogy that
is obviously unfit for purpose and then blam ng the users for ’not
using it correctly’, Internet sites looking to protect their assets
need to adopt technol ogies that don’t nake absurd demands of the
user’'s time and effort.
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4.1.2. Hardware tokens are not there when needed

Har dwar e t okens deliver proven security advantages in enterprise
applications where the user is being paid to carry the token around
with them For nobst users and nost uses, they are a serious

i nconveni ence.

I do not carry keys on ny person in the house, | paid a significant
premumon ny car so | can start it with ny watch or ny phone. | am
not going to be carrying a hardware token about so | can log in to an
online video gane. | amcertainly not going to be carrying about a
keyring with a dozen tokens fromdifferent sources.

Use of a device the user customarily carries with them such as a

wat ch or a smartphone provides clearly superior convenience. Wile
the possibility of endpoint conpromise is certainly a concern in sone
applications, it is not a

4.1.3. Miltiple Devices

For nodern users, use of multiple devices is the normal state of
affairs. Even rural farnmers making a subsistence living in
devel opi ng countries commonly have nultiple devices and for good
reason: Their livelihoods depend on them

Contrary to the assertions of certain parties pronoting

aut henti cation technol ogies to replace passwords, use of multiple
devices is not a strange or fringe use case. It is an absolute and
essential requirenent for any technol ogy that is going to serve as a
" password repl acenent’ .

One of the principal reasons for the continued popularity of
passwords is that they work across multiple devices wthout the need
for the user to carry an additional hardware authentication token

4.2. Ofline Use

Ofline use is an inportant requirenent for many application areas,
in particular device control. A person whose Internet connection has
been severed by a hurricane does not want to be | ocked out of their
house because their 'Smart’ home is unable to reach a cl oud- based

aut henti cation system

4.3. Privacy

Aut hentication requirements are frequently in conflict with privacy
requirenents.
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4.3.1. User Tracking

User tracking is a key privacy concern in the nodern Web and a mgj or
criticismof 'single account’ systens is that they greatly assist in
user tracking. The use of separate credentials to authenticate to
different sites is built into the fabric of sone authentication
schemes, notably Passkeys.

VWi | e systens such as passkeys don’t contribute to the tracking
problem making it worse, they fall far short of a solution. User
tracking technologies are built to use nultiple inputs to build user
profiles, including the source |IP address of HTTP requests, HITP
cooki es, tracking codes in URI and DNS indi cators.

By itself, the use of separate credentials for separate sites
provi des no additional security to the user and arguably nakes the
user less secure by instilling a fal se assunption of security.

4.3.2. Desirable Tracking

The assunption that no user ever wants to be tracked across sites
must be considered skeptically. One of the chief advantages of the
maj or social media providers is precisely the fact that a user can
express a single identity across a |arge nunber of disparate interest
groups.

Rat her than assuming that the user’s privacy requirenents are
straightforward and can be net by a single technol ogical fix, we nust
accept that these requirenents are conplex, nuanced and in nbst cases
contradictory.

4. 3.3. | solated Profiles

Privacy is a difficult problemthat we cannot and nust not expect to
be solved by nmerely 'not naking things worse’. The only way to

achi eve real isolation between user activities on the net is to build
applications that are specifically designed to provide that

i sol ation.

A starting point for such isolation is the ability to create

i ndependent profiles with independent cookie, history and

aut hentication stores in sone current browsers. This isolation could
in principle be further inproved by layering HTTP requests under
separate profiles over separate VPN circuits.

The chief limtation to this approach is the cognitive demands pl aced
on the user.
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The introduction of DNS Handl es potentially allows the browser to

all ow users to create a manageabl e nunmber of isolated identities for
di fferent purposes wi thout overburdening the user. Such a browser
woul d create a separate, independent profile for each i ndependent DNS
Handl e.

4.3.4. Relying Party Privacy

It is not just the privacy interests of the users that are frequently
violated in authentication systens. The requirenments of relying
parties are often violated as well.

One of the principal weaknesses of the OpenlD is that in practice,
the systemis operated by a closed cartel of four operators, two of
which are the primary conpetitors of the content providers using the
system for access control

5. Gap Analysis

As currently specified, the capabilities of TLS Cient Authentication
are closely aligned with those of DNS Handl e authentication but wth

gaps.

Sone of these gaps are easily filled by allocation of code points
such as a DNS resource record or service prefix. Qher gaps are
conceptual and require us to understand and docunent the differences
bet ween the node of use assuned in the original design of SSL 3.0
Client Authentication in 1995 and the proposed use to support the use
of DNS Handl es.

5.1. Certificate Attestation

In the traditional Kohnfelder PKI nodel, the Certificate Authority
val idates the credentials presented by an applicant requesting a
certificate and only issues a certificate binding the public key to a
nane if the validation criteria are net.

In the DNS Handl es approach, the public key is initially attested by

the act of resolving the DNS Handle itself and subsequently on the
basis of a public key returned in the initial exchange.
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These are different approaches |eading to very different assurances
to the relying party. PKIX is designed to provide validation of a
user identity established in some external context. That context

m ght be a name supported by governnent issued credentials or nerely
an identity established through enploynent in a conpany. In the DNS
Handl es approach, the only essential requirenent is that the party
establishing their identity through a permanent identifier in
subsequent exchanges is the sane as the party that established it in
the first.

Provided we retain the use of PKIX client certificates as the basis
for credential exchange, we have the option of making use of any
degree of additional user validation in the context of DNS Handl es.
But this is an option, not a requirenent.

There is also the possibility of making use of a DNS nane path
(optionally secured by DNSSEC) to provide additional information to a
relying party. A conpany offering free versions of its software for
educati onal use mght sinply assune any handle in the domain

* exanple.edu to be issued to a student or staff.

5.2. Certificate |Issue

PKIX is an infrastructure designed to provide a | arge degree of
flexibility allowing it to support a | arge nunber of applications.
The cost of flexibility is conplexity. |If we are going to nake use
of DNS Handl es on an extended basis, we need to specify a profile of
the PKI X that takes as many choices that don't matter as possi bl e.

For exanple, rather than treating single device and nultiple device
operation as two different things, we should consider only multiple
device operation with the single device as a special case.

The certificate issue process requires:
* A mechanismfor provisioning certificates to nmultiple devices.
* A mechani smfor publishing a root of trust

* Since migrating credentials across devices is a conplex and risky
operation, the sinplest approach is to establish a Certificate
Signing Certificate (CSC) for each separate user identity and to
provision end entity certificates signed under the user’s CSC for
each device. This approach neatly separates the requirenent for
publ i shing the root of trust and provisioning across multiple
devi ces.
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* Performing this in a seanl ess manner suggests that we woul d want
to inmplenent at |east part of the ACME protocol in the client with
appropriately chosen validati on nechani sns.

5.3. Certificate Sel ection

In traditional TLS Cient Authentication, the server returns a |ist
of X. 500 Distinguished Nanes identifying the Certificate Authorities
whose certificates it accepts. The browser uses the list to filter
the list of options presented to the user

In the DNS Handl es application, the server requires a certificate
bound to a DNS handl e rather than a certificate issued by a
particul ar CA.

5.4. Account Binding Interaction

Most Web sites all ow anonynbus users to access at |east sone content.
A mechani sm t hr ough whi ch an unaut henticated user is authenticated is
therefore required. Achieving the highest |evels of usability is
somewhat chal | engi ng as the task of handling authentication
credentials in the Wb is typically performed through a HTM. nedi at ed
i nteraction under control of the party requesting the authentication
rather than the browser nediated HTTP mechani smoriginally
anti ci pat ed.

One option is for the user to click on a "Login’ button redirecting
themto an authentication resource. |If the service knows that the
user prefers DNS Handl e based authentication, they can return a 403
Not Aut henticated response and request authentication by neans of a
DNS Handl e in the WWVY Aut henti cate header

5.5. Transaction Authentication
TLS Cient Authentication does not support non-repudiation or
aut henti cation of individual transactions. Applications requiring
these capabilities will require the use of a different protocol but
not necessarily different credentials.

6. Strawmran Architecture

The gap anal ysis suggests that the requirenents for seam ess TLS
Client Authentication could be net by the follow ng architecture:

6. 1. Per sonal PK|

A DHP supporting the TLS dient Authenticati on nechani smnmaintains a
personal PKI on behal f of each user consisting of:
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* An individual Certificate Signing Certificate (CSC) for each
separate user identity conformng to some PKIX profile to be
det er m ned.

* An ACME service issuing end entity client certificates conform ng
to sonme PKIX profile to be deternined

* Publishing a DNS TXT or TSLA record accrediting the CSC under the
handl e.

In an enterprise environment, the DHP would typically be the
enterprise itself or some outsourced third-party CA service provider
The DNS Handl es infrastructure providing better usability for
existing TLS Cient Authentication based services rather than
entirely new functionality.

It is likely nost consuners will be willing to trust an outsourced
DHP to do the right thing on their behalf. Those that are not can
run their own DHP giving themfull control

If the approach is w dely adopted, a mechanismfor retaining contro
over an outsourced DHP through separation of roles that is enforced
cryptographically through threshold cryptography.

6.2. dient Features
VWi | e existing Wb browsers support TLS Cient Authentication, the
user experience provided by this approach is |less than satisfactory
bei ng ' good enough for Enterprise use’ but not intended as a
mechani sm for typical Wb users

6.2.1. TLS Feature Advertisenent
A signaling nechanismto allow a TLS client to notify a server that
it supports the DNS Handles profile for client authentication is
required.

The existing TLS client feature support extension supports this
requirenent.

6.2.2. Authentication Mechani sm Sel ection

A nmechanismto select the DNS Handl e under which to authenticate to a
given site is required
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The fluency of the user interaction will depend greatly on the

af f ordances provided by the browser for nmanagenent of separate user
profiles. ldeally, a user should at nost be presented with a dial og
aski ng them which DNS Handl e they are going to use at a specific site
the first tinme they interact with that site.

6.3. Server Validation Mdule

Servi ces supporting DNS Handles will require some form of
aut henti cation and authorization plug in.

The depl oynent strategy anticipates a transition from QAUTH2 nedi at ed
aut hentication to direct authentication through TLSA. It is
therefore likely the devel opers of OQAUTH2 nodul es to support DNS
Handl es with QAUTH wi || add support for DNS Handles with TLS d i ent
Authentication if a well-defined specification is avail able.

7. Security Considerations

Thi s docunent is for discussion purposes and has not been subjected
to a full security review

The approach to applying TLS Cient Authentication does not propose
any new cryptographic extensions to DNS or TLS. The difference is in
the context in which the protocol feature is used. The follow ng
issues will require further review

Trustwort hi ness of the DHP nanagi ng the user’s personal PKI on

their behalf. It is very likely that the demand for technica
measur es such as depl oynent of threshold cryptography to achi eve
separation of roles will be driven by DHPs | ooking to mitigate
their liability exposure rather than the end users thensel ves.

Security of the certificate issue nmechanism |In particular, the
mechani sm by which a user authorizes provision of credentials to
addi ti onal devices.

The use of nultiple authentication nechani sns under a single DNS
Handle. |In particular, the case in which use of a DNS handl e has
changed from one user to another. Covering this case will at
m ni mum requi re any pernanent identifier established in the QAUTH
aut henti cation use case to be bound to the certificate and a prop
of right under that identifier to be verified.

The use of TLS Cient Authentication credentials by other
protocols. The client authentication credentials established through
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the mechani smintended to support TLS Cient Authentication could
be used for other purposes. For exanple, S/M ME nessagi ng and
transacti onal authentication. The consequences of this approach
need to be thought through.

8. | ANA Consi derati ons

Thi s docunent does not specify any actions for | ANA.
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