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Abst r act

Thi s docunent describes the Data At Rest Envel ope (DARE) Envel ope and
Sequence. The DARE Envel ope syntax is used to package pl ai ntext or
encrypted content payload and netadata with JOSE decryption and
signature data authenticating the payl oad and netadata. The DARE
Sequence format conprises a sequence of DARE Envel opes.

The bi nary encodi ng of DARE envel opes all ows conpact encodi ng of
encrypted and si gned payl oads of unknown length in a single pass with
m ni mal overhead. The binary encodi ng of DARE sequences is designed
to support an append only wite node and efficient reading in either
the forwards or backwards directions. The JSON encodi ng of DARE
Envel opes and sequences all ows envel opes and sequences to be

i ncorporated in other JSON objects.

Thi s docunent does not cover construction of indexes or signatures
over multiple entries in a sequence.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 April 2026
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1. Introduction

Thi s docunent describes the Data At Rest Envel ope (DARE) Envel ope and
Sequence. The DARE Envel ope syntax is used to package plai ntext or
encrypted content payload and netadata with JOSE decryption and
signature data authenticating the payload and netadata. The DARE
Sequence format conprises a sequence of DARE Envel opes.

Two serializations are defined, a JSON serialization allow ng
envel opes and sequences to be included in other JSON objects and a
binary serialization enploying a sinple {length, data} approach
Thi s avoi ds the overhead of Base64 encodi ng signed and encrypted
components.

The envel ope and sequence serializations are optimnzed for different
pur poses:
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* The DARE envel ope binary serialization allows payl oads of unknown
length to be efficiently encoded in a single pass with bounded
menory over head.

* The DARE sequence binary serialization is designed to support
append only wites and sequential reads in either the forward or
the reverse direction.

The envel ope and sequence approaches are conplinmentary in that

envel oped data MAY be efficiently added to a sequence and an

i ndividual entry in a sequence MAY be extracted as an envel ope.

A DARE Envel ope is a sequence of exactly four fields:

* Unsi gned header

* Signed header

* Encrypted or plaintext payl oad

* Trailer

The unsi gned header contains all the information required to process
the signed header and payl oad. This includes the decryption
information (if required) and the digest algorithmused to process
the payload (if required). The signature value itself MAY be
specified in either the unsigned header or the trailer

A DARE Sequence is a sequence of DARE envel ope entries in which each
entry contains exactly three fields, the contents of the unsigned
header and trail er being conbi ned:

* Unsi gned header

* Signed header

* Encrypted or plaintext payl oad

Serialization

Two serialization formats are supported, a JSON serialization to
al | ow DARE data to be exchanged within JSON objects and a binary
serialization that avoids the need for Base64 encodi ng of
cryptographic inputs and outputs. Unlike CBOR and the numerous
flavors of 'Binary JSON encodings, the DARE binary serialization is

limted to specifying opaque binary bl obs containing either JSON
obj ects (headers, trailers) or payl oad data.
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1.1.1. JSON Serialization

The JSON serialization of a DARE envel ope consists of an array of
four entries in which the unsigned header and trailer are represented
as a JSON object and the signed header and payl oad are represented as
a string containing the Base64 encodi ng of the field.

M ni mal DARE Envel ope: Envel ope

[null,
"ewogl CJj dHki G Ai dGv4dCOwWbhGFpbi J9"
"VGhpcyBpcyBhl HRl ¢3QyZnByl ERhdGEgQXQyUniVzdCBFbnZl bAwzQ',
nul |

]

The envel ope serialization is designed to allow efficient encodi ng of
streaned data of unknown | ength without the need for buffering with
the signature information being split between the unsigned header and
the trailer.

The JSON serialization of a DARE sequence consists of a sequence of
envel ope entries. Each envel ope containing three entries, an
unsi gned header, a signed header and a payl oad.

M ni mal DARE Sequence: Sequence
[[null,
"ewogl CJj dHki G Ai dGv4dCOwWhGFpbi J9",
"VChpcyBpcyBhl HRI ¢3QgzZnmdy| ERhdGEg QXQuUnVz dCBFbnZl b&Gwzq',
nul |
]
]

The sequence serialization does not support separation of the
signature data

1.1.2. Binary Serialization

The binary serialization of the envel ope consists of a Type
Identifier sequence specifying a DARE Envel ope foll owed by the sane
four entries fromthe JSON encodi ng encoded as a series of {length,
data} itens in which the Iength entries are encoded as vari abl e

| ength integers.
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M ni mal DARE Envel ope: Envel ope
F8 00 18 7B O0A 20 20 22 63 74 79 22 3A 20 22 74
65 78 74 2F 70 6C 61 69 6E 22 7D 28 54 68 69 73
20 69 73 20 61 20 74 65 73 74 20 66 6F 72 20 44
61 74 61 20 41 74 20 52 65 73 74 20 45 6E 76 65
6C 6F 70 65 00 00
The binary serialization of a DARE Sequence follows the sane pattern

The sequence begins with a Type Identifier sequence specifying a DARE

Sequence foll owed by a sequence of wapped franes,

three parts:

* Forward | ength indicator

* Envel ope entry

* Reverse |length indicator

each consi sting of

The forward and reverse length indicators are both encoded as
variable length integers but with the bytes of the reverse length
indicator witten backwards to enable the sequence to be read

efficiently in either the forward or reverse direction

M ni mal DARE Sequence: Sequence
F9 00 40 43 00 18 7B OA 20 20 22 63
20 22 74 65 78 74 2F 70 6C 61 69 6E
68 69 73 20 69 73 20 61 20 74 65 73
72 20 44 61 74 61 20 41 74 20 52 65
6E 76 65 6C 6F 70 65 43 40
JOSE Signhature and Encryption

The DARE Envel ope

74 79 22 3A
22 7D 28 54
74 20 66 6F
73 74 20 45

and Sequence constructions nake use of JCSE

signature and encryption but with nodifications designed to support
ef ficient processing of very large payloads and to facilitate use in
encryption of sequences.

i ncr emrent al

In the DARE nodel,
to process the payl oad.

know what type of content
for it before processing the payload itself.

The security enhancenments supported are correspondingly limted,

an envel ope presents al
In a typica

the informati on necessary
wor kf |l ow a processor needs to
is to be processed and which party vouches

t he

only field that can be encrypted is the payload field and the
signature value is always conputed over a mani fest consisting of the
di gest of the signed header and the digest of the envel ope payl oad
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value. |If a different processing order is required, this is achieved
by nesting. Wile nested constructions result in a very serious
space over head when using JSON encodi ng (33% i ncrease in encoding
size per pass), this is not a concern when the binary encoding is
used.

1.3. Extensions

2

2

1.

The DARE Sequence Format is intended to be used as the basis for
append only data structures offering a wi de range of index and
signature capabilities. These capabilities are outside the scope of
this docunment as the range of approaches is very |arge.

For exanple, a sinple file archive format based on DARE Sequence

m ght consist of an initial entry describing the collection as a
whol e, a sequence of entries containing data froma single file and a
final entry containing an index of the entire collection and a
signature over the |ist of digest values of each entry. This
approach is optimal for read access but incurs a penalty on wites.

Applications involving frequent wite operations are likely to be
better served by sonme form of Haber-Stornetta chai ned di gest
construction. Merkel Tree offers an acceptabl e bal ance of space
efficiency, read performance and wite perfornmance for nost purposes
but is not necessarily ideal for all. A system/logging application
in which a server wites out reports on each transaction as it is
performed, mght be better served by a construction in which |arge
nunbers of entries are authenticated in a chained di gest
construction, the result of which is periodically signed by sone

rel evant authority.

Definitions
Rel at ed Specifications

The DARE Envel ope and Sequence formats are based on the follow ng
exi sting standards and specifications.

Message syntax The cryptographic processing nodel is based on JSON
Web Signature (JW5) [RFC7515], JSON Wb Encryption (JWE) [ RFC7516]
and JSON Wb Key (JWK) [RFC7517].

Cryptographic primtives. The HVAC based Extract-and- Expand Key
Derivation Function [ RFC5869] and Advanced Encryption Standard
(AES) Key Wap with Padding Al gorithm[RFC3394] are used.

Cryptographic algorithms The cryptographic al gorithns and
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2

2

2

3.

identifiers described in JSON Wb Al gorithms (JWA) [RFC7518] are
used together with additional algorithns as defined in the JSON
nj ect Signing and Encryption | ANA registry [ ANAJOSE] .

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Defined termns

The ternms "Authentication Tag", "Content Encryption Key", "Key
Management Mode", "Key Encryption”, "Direct Key Agreenent", "Key
Agreenment with Key Wapping" and "Direct Encryption” are defined in
the JWE specification [ RFC7516].

The terms "Authentication", "Ci phertext", "Digital Signature",
"Encryption", "lnitialization Vector (1V)", "Message Authentication
Code (MAQ)", "Plaintext" and "Salt" are defined by the Internet

Security d ossary, Version 2 [RFC4949].

Annot at ed Envel ope A DARE Envel ope that contains an Annotations
field with at | east one entry.

Aut hentication Data A Message Authentication Code or authentication
tag.

Conpl ete Envel ope A DARE envel ope that contains the key exchange
i nformati on necessary for the intended recipient(s) to decrypt it.

Det ached Envel ope A DARE envel ope that does not contain the key
exchange information necessary for the intended recipient(s) to
decrypt it.

Encryption Context The master key, encryption algorithns and
associ ated parameters used to generate a set of one or nore
enhanced data sequences.

Enhancenent Applying a cryptographic operation to a data sequence.
Thi s includes encryption, authentication and both at the sane
tinme.

Generator The party that generates a DARE envel ope.
Group Encryption Key A key used to encrypt data to be read by a

group of users. This is typically achieved by neans of sone form
of proxy re-encryption or distributed key generation

Hal | am Baker Expires 9 April 2026 [ Page 8]



I nt

Hal

ernet-Draft Data At Rest Envel ope Cct ober 2025

Group Encryption Key ldentifier A key identifier for a group
encryption key.

Master Key (MK) The naster secret from which keys are derived for
aut henti cati ng enhanced data sequences.

Reci pi ent Any party that receives and processes at |east sone part
of a DARE envel ope.

Rel at ed Envel ope A set of DARE envel opes that share the sane key
exchange informati on and hence the sane Master Key.

Uni form Data Fi ngerprint (UDF) The neans of presenting the result of
a cryptographic digest function over a data sequence and content
type identifier specified in the Uniform Data Fingerprint
specification [draft-hall ambaker-nmesh-udf]

Architecture

DARE Envel ope and DARE Sequence provide a neans of efficiently
serializing cryptographi c payl oads wi thout the conmplexity of a ful
binary serialization format such as ASN. 1 or CBOR

The crypt ographi c processing nodel follows the same pattern as JSON
Web Encryption and JSON Wb Signature but only supporting nodern
crypt ographi c al gorithns and ci pher nodes:

* Key Exchange nmechani sms MUST support use of context infornmation
* Signature mechani sms are used in pure node

* Bulk encryption algorithnms MJST support Authenticated Encryption
wi th Associ ated Data (AEAD).

DARE Envel ope
A DARE envel ope is a sequence of exactly four fields:

Unsi gned header MJST provide all the information required to begin
processing the security enhancenents to the payload. This
i ncludes the digest algorithm (if used) and the information
required to decrypt the payload. MAY provide the signature and/or
di gest val ues.

Si gned header MAY be used to specify content netadata and/or any

other information to be included within the scope of the
si gnature.

| am Baker Expires 9 April 2026 [ Page 9]



I nternet-Draft Data At Rest Envel ope Cct ober 2025

Payl oad Contains the content data in the case of an unencrypted
envel ope and the encrypted content data and associated integrity
tag (if required) in the case of encrypted data.

Trailer MJST be present, even if enpty. MAY be used to specify the
signature val ue(s).

Al'lowi ng signature data to be split between the unsigned header and

the trailer allows inplenentations to support efficient single pass

processing of streanmed data of indetermnate length wthout the need
to buffer large quantities of data.

3.1.1. Security Enhancenents

A core principle of the DARE architecture is that the security
enhancenents all pertain to the sequence of octets specified in the
envel ope payl oad.

* |f the envelope is signed, the signature is conputed over the
di gest of the payload octets. That is, the ciphertext if the
envel ope is encrypted and the content data itself otherw se.

* The headers and trailer are always cleartext.
If an application requires the combination of encryption and a
signature over the plaintext, this MAY be achi eved t hrough nesting
with an outer encrypted envel ope containing an inner envel ope with
the content plaintext and signhature data. The sanme approach MAY be
applied to encrypt content netadata.

3.2. DARE Sequence

A DARE Sequence is a sequence of DARE Envel ope entries consisting of
three fields:

Unsi gned header MJST provide all the information required to process
the security enhancenents to the payload including the signature
val ues.

Si gned header As for envel ope Signed Header

Payl oad As for envel ope payl oad except that the payload is encoded
as a single chunk.
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Splitting the signature data into two parts does not provide a usefu
advant age when processi ng sequence entries as each envel ope entry is
wrapped in a franme beginning and ending with fixed |length specifiers
to allow efficient read operations in either the forwards or reverse
directions.

4. Serialization
Two serialization formats are defined
JSON Serialization Yada, 33% payl oad expansion

Bi nary Serialization Very snmall overhead, mnininum of 6 bytes,
maxi mum of 40 bytes + 8 bytes per chunk

4.1. JSON Serialization
DARE Envel opes and Sequences are encoded as JSON sequences.
4.1.1. Dare Envel ope

A DARE Envel ope in JSON serialization consists of a sequence with
four entries:

Unsi gned header The unsi gned header as a JSON obj ect.

Si gned header A string containing the base64url encoded val ue of the
JSON serialization of the signed header

Encrypted or plaintext payload A string containing the base64url
encoded val ue of the JSON serialization of the payl oad.

Trailer The trailer as a JSON object or the value null.
For exanple, the follow ng envel ope contains a payl oad containing the

text 'This is a test’ and a header specifying that the content type
is text/plain:
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Envel ope

[null,
"ewogl CJj dHki O Al dGV4dCOWhGFpbi J9",
"VGhpcyBpcyBhl HRl ¢3Q',
nul |

]
Si gned Header:

"cty": "text/plain"}
Payl oad:
This is a test

4.1.2. Dare Sequence

A DARE Sequence in JSON serialization consists of a sequence of
sequences. Each entry in the outer sequence containing a single
envel ope entry with exactly three fields:

Unsi gned header The unsi gned header as a JSON obj ect.

Si gned header A string containing the base64url encoded val ue of the
JSON serialization of the signed header

Encrypted or plaintext payload A string containing the base64url
encoded val ue of the JSON serialization of the payl oad.

For exanple, the foll ow ng sequence contains the envel opes presented
in the previous tw exanpl es:

Sequence
[[null,
"ewogl CJj dHki O Al dGV4dCOWhGFphi J9",
"VGhpcyBpcyBhl HRI ¢3QyZnmdy| ERhdGEgQXQyUnVz dCBFbnZl bAwzZQ',
nul |
1,
[null,
"ewogl CJj dHki G Ai dGV4dCOWhGFpbi J9",
"VGhpcyBpcyBhl HRl ¢3Q',
nul |
]
]

4.2. Binary Serialization

The binary serialization is the preferred serialization for DARE
Envel opes and Sequences al |l owi ng use of cryptographi c enhancenents
wi t hout the need for Base64 encodi ng of cryptographic inputs or
out put s.
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1. Type ldentifier

Type ldentifiers are a sequence of zero or nore odd octets (bit 0 is
set) terminated by a single even octet (bit 0 is clear). This
definition allows for an unlimted nunber of type identifiers to be
defi ned.

Thi s docunent specifies the follow ng Type ldentifiers:

[ ettt —y Cp—p—p—_——————————————————————————————

| Type | Purpose |

| [248] | DARE Envel ope wi th JSON net adat a

o m e e e - o mm e e e e e e e e e e e e e e e mam- +

| [249][00] | DARE Sequence with JSON net adata

M oo e e e e e e e oo oo +
Table 1

The assignment of a single byte Type Identifier for DARE Envel ope is
justified by the need for conpactness when used in nested encodi ngs
and to allow an entire envel ope to specified in highly constrained
nmessagi ng contexts (e.g. NFC tag, QR Code).

Since it is the nature of sequences to contain |arge nunbers of
items, this use does not justify assignnent of a single byte
identifier.

Applications MAY specify additional Type ldentifiers to be used in

pl ace of the defaults above to specify particular data formats using
DARE Encodi ngs. For exanmple, a content archive format based on DARE
Sequence mght use its own Type ldentifier so that files can be
identified as being in that particular format.

2. Varint

It is intended that the variable I ength integer encoding used in DARE
be the sanme as the encoding used in MOQ Currently, MOQ uses the
same encodi ng as QUIC which allows one byte encoding of the integers
0-63, but there is an outstanding proposal to switch to an encoding
that would allow single byte encoding of the integers 0-127.

When used to specify the I engths of DARE sequence franes, the octets
of the final, varint are witten in reverse order to allow the val ue
to be read backwards. This encoding is referred to in this docunent
as a _ravint_.
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For conveni ence of readers, the QU C definition, as used in the
exanpl es is presented here:

The QUIC variabl e-1ength integer encoding reserves the two nost
significant bits of the first byte to encode the base-2 | ogarithm of
the integer encoding length in bytes. The integer value is encoded
on the remaining bits, in network byte order

This means that integers are encoded on 1, 2, 4, or 8 bytes and can
encode 6-, 14-, 30-, or 62-bit values, respectively. The follow ng
sunmari zes the encodi ng properti es.

R bty ety el Ll o
| 2MSB | Length | Usable Bits | Range |
F il et el s s e e s ety
| 00 | 1 | 6 | 0-63 |
+------ F-------- L i I I I I I ] +
| o1 | 2 | 14 | 0-16383 |
+------ I I i I T R R +
| 10 | 4 | 30 | 0-1073741823 |
+------ +---- - - - F-- - - - - - B i e +
| 11 | 8 | 62 | 0-4611686018427387903 |
+------ F-------- L i I I I I I ] +
Tabl e 2

4.2.3. Known Length Field
Al fields in a DARE Envel ope or DARE Sequence envel ope entry except
for the payload are serialized as known length fields. This
conmprises a Length: Data formas foll ows:
Length A varint specifying the nunber of data octets that follow.
Data A sequence of [length] octets.

4.2.4. Variable Length Field
The payload field in a DARE Envel ope or DARE Sequence envel ope entry
is serialized as a variable length field. This consists of zero or
more known length fields of Iength greater than zero foll owed by the

varint zero.

The payl oad data consists of the concatenation of the data sections
of the fixed length fields.
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4.2.5. Frame w apper
A frame w apper consists of a sequence of three entries:
Forward | ength The nunber of octets of franme data
Frame data entry A sequence of [Forward Length] octets.
Reverse length nunber of octets of frane data witten as a ravint.

The val ue of the forward and reverse |length indicators MIST be equa
and MJST use the sane nunber of encoding bytes.

4.2.6. Envel ope Serialization

For exanple, the binary encoding of the envel ope shown in the
previ ous exanple is:

Envel ope
F8 00 18 7B O0A 20 20 22 63 74 79 22 3A 20 22 74
65 78 74 2F 70 6C 61 69 6E 22 7D OE 54 68 69 73
20 69 73 20 61 20 74 65 73 74 00 00
4.2.7. Sequence Serialization
For exanple, the binary encoding of the sequence shown in the
previous exanple is: ~~~~ DARE Sequence in Binary Serialization
Sequence
F9 00 40 43 00 18 7B 0A 20 20 22 63 74 79 22 3A
0. 69 73 20 69 73 20 61 20 74 65 73 74 20 66 6F
1. 20 44 61 74 61 20 41 74 20 52 65 73 74 20 45
2. E 76 65 6C 6F 70 65 43 40 29 00 18 7B OA 20 20
3. 63 74 79 22 3A 20 22 74 65 78 74 2F 70 6C 61
4. 6E 22 7D OE 54 68 69 73 20 69 73 20 61 20 74

5. 73 74 29 ~~~~
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5.

5

1.

Encryption

DARE Encryption is designed to allow the use of a single key exchange
to encrypt nultiple envelope entries in a sequence. This avoids the
conputation and data overhead of repeated public key operations.

JOSE Web Encryption supports use of the industry standard al gorithns
and approaches current at the tine devel opment began. DARE
Encryption narrows the scope of the supported encryption algorithns
and ci pher nodes to those considered state of the art in 2025

I nstead of supporting nmany approaches to key exchange to avoid
unnecessary processing, the sane key exchange construction is used
regardl ess of the nunber of recipients or the nunber of itens to be
encrypt ed:

* The symmetric ci pher node used MJUST provi de Authenticated
Encryption with Associ ated Dat a.

* Support for the X25519 and X448 al gorithms is REQU RED
The DARE encryption process has two stages:

Key Exchange A randomvalue that will becone the exchanged key is
generated using a sufficiently randomtechni que and assigned a
uni que key identifier

An epheneral public key pair is generated for each of the intended
public encryption keys, the epheneral key and encryption key is
then used to establish a shared secret which is in turn used as an
encryption key in a key wapping operation on the exchanged key.

Encryption Paraneters Derivation A salt value is conputed for each
pl ai ntext to be enciphered. It is sufficient that the salt val ue
be guaranteed to be uni que for each plaintext.

A Key Derivation Function is used to conbine the exchanged key and
the salt to derive the encryption key and initialization vector to
be used to encrypt the plaintext to obtain the ciphertext.

Al gorithns Suites
The al gorithns used in these exanples are sub-optimal. The follow ng

tabl e shows the algorithns currently used and the proposed
repl acenent s
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| Purpose | Current | Proposed |
[} e —————— e ——————————————————————— Ll p—p—p—p——(—(———r
| Key ldentifier | UDF of PKIX subjectKeylnfo | UDF of JOSE |
| | | Thunbprint |
. . . +
| Key Wap | A256KW | A256GCMKW |
oo o - o e e e e e e e o m e e e oo - +
| Key Derivation | SHAKE256 | SHAKE256 |
| Function | | |
. e . +
. T . +

Table 3

The rationale for these changes is that the SHAKE functions defined

in SHA3 of fer a considerably sinpler approach than the HKDF approach

used in the earlier version of DARE
5.2. Key Exchange

The key exchange process conprises the follow ng steps:

* A randomvalue that will becone the exchanged key is generated
using a sufficiently randomtechni que and assi gned a uni que key
identifier.

* An epheneral public key pair is generated for each of the intended
public encryption keys, the epheneral key and encryption key is
then used to establish a shared secret which is in turn used as an
encryption key in a key wappi ng operation on the exchanged key.

5.2.1. Exchanged Key GCeneration

The exchanged key is a random sequence of octets containing at |east

as many bits as the synmetric cipher encryption key. Each exchanged

key is assigned a unique identifier

The generation techni que MIUST ensure that the exchanged key is:

* Sufficiently random

* Does not leak information that m ght be useful to an attacker
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One means of satisfying these constraints is to use a strong Key
Derivation Function to conmbi ne a random val ue provi ded by the
platformwi th a secret val ue obtained from an i ndependent source.

This ensures that the exchanged key cannot be used as a side channel

[ Move this to an appendi x and reference each ting]
The Key Exchange informati on conpri ses:
* The Exchanged Key ldentifier [Optional].
* The list of Recipient Key Information entries.
In the case that the exchanged key is only used to encrypt the
payl oad of the envel ope in which the Key Exchange Information is
speci fied, the Exchanged Key ldentifier MAY be omitted.
Exchanged Key
14 C3 88 28 3F 62 FC 2D 09 77 5D 02 BD B3 79 8C
FO AF 8A 8B 4F 73 FO 2C CB ED D3 24 C6 E2 EF 80
Exchanged Key ldentifier
MCFX- KXN4- 426Q D200 AJW2- FRLH- PDI V

.2.2. Recipient Data CGeneration

Reci pient key information is calculated for each decryption key as

f ol | ows:

* An epheneral key is generated with the sane al gorithm paraneters

as the decryption key.

* The private conmponent of the epheneral key and the decryption key

are used to conpute the shared secret for the recipient.

* A KDF is used to calculate the key wap paraneters for the
reci pi ent.

* The key wrap al gorithm and paraneters are applied to the Exchanged

Key to create the wapped key data for the recipient.
The recipient key infornmation conprises:
* The Recipient Key lIdentifier.
* The public conponent of the epheneral key.
* The w apped exchanged key dat a.

* The key wwap algorithmidentifier.
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Reci pi ent Public Key
MAY4- Y4CP- ZNS5- XUl B- 2ZYL- QVRI - UTC3
Epheneral Key Pair: Envel ope
{
"crv": "X25519",
"Public": "HNDDtrjgh7vVgFhMD2zMkeoN3danlUs- KW/yxLHc ODE" }
Shar edSecr et
19 6A 8E FF 00 81 DB F8 CD E6 3C 1D 40 29 7D 4E
5D 4E F4 19 4D C6 CF CD OE E9 7A 80 49 C6 0B 14
W apped Exchanged Key
E8 BC CC 09 Bl AB 26 86 EB CF 90 F4 C7 3A AF D7
AE 73 B3 9C 87 B1 15 68 B9 58 BB D1 13 BD 82 B4
59 5D 77 FF BE 17 86 44
Reci pi ent Information: Envel ope

"kid": "MAY4- Y4CP- ZNS5- XUl B- 2ZYL- QVRI - UTC3",
Ilepkll : {
"Publ i cKeyECDH":
"crv": "X25519",

"Public": "HNDDtrjgh7VgFhMD2zMrkeoN3dan1Us- KW/yxLHcODE"} },
"wrk": " 6LzMCbG Jobr z5D0xzqv165zs5yHsRVouVi 70ROOgr RZXXf _vheGRA"}

5.3. Payload Encryption

5.3.1. Encryption Paraneters Derivation
The encryption key and nonce are obtained by applying a Key
Derivation Function to the concatenation of a salt value and the

exchanged key.

The Associated Data used in the AEAD encryption algorithmis the
Si gned Header.

5.3.2. Secure salt construction
I mpl ement ati ons MUST ensure that each salt val ue used is unique.
Sal t
93 E5 A0 2B 93 93 A6 6B 8B BF B7 BO 28 DF 00 F1
3E 69 47 6E AD FB 31 3E B2 C7 02 10 A4 84 2E 19
5.3.3. Salt erasure
If the salt value contains sufficient unpredictable informtion,

erasure of the salt value in a data sequence renders decryption of
t he payl oad val ue i nfeasi bl e.
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The input to the KDF is the concatenation of the Salt value and the
Exchanged Key:

KDF | nput

93 ES A0 2B
3E 69 47 6E
14 C3 88 28
FO AF 8A 8B

93 93 A6 6B
AD FB 31 3E
3F 62 FC 2D
4F 73 FO 2C

8B BF B7 BO
B2 C7 02 10
09 77 5D 02
CB ED D3 24

28 DF 00 F1
A4 84 2E 19
BD B3 79 8C
C6 E2 EF 80

Since we require a 256 bit key and 96 bit nonce,
out put are required:

352 bits of KDF

KDF Output = SHAKE256( KDF | nput, 352)
7AE2 8F C3 A4 FE57 FC CA C4 E5 D2 B3 4D CF F2
3F DC 51 8A FC D7 B7 D9 59 B3 29 37 CF 77 45 EA
0OA D8 DA 5C 34 Al 45 5C EB D9 20 1E

The first 96 bits of the output provide the nonce,
bits provide the key:

the foll ow ng 256

Encryption Nonce
7A E2 8F C3 A4 FE 57 FC CA 4 E5 D2

Encrypti on Key
B3 4D CF F2 3F DC 51 8A FC D7 B7 D9 59 B3 29 37
CF 77 45 EA OA D8 DA 5C 34 Al 45 5C EB D9 20 1E

The plaintext payload is the string "This is a test’. The ciphertext
i s obtained by applying AES-GCM to the plaintext payload using the
key and nonce derrived using the KDF and the Signed header as

Associ at ed Dat a.

Associ ated Data
7B 0OA 20 20 22 63 74 79 22 3A 20 22 74 65 78 74
2F 70 6C 61 69 6E 22 7D

Ci phert ext
7F 34 BA 07 B7 41 83 62 4A 50 1A 8C 4E 12 OE 53
FC 29 E6 5D BE 8B D5 39 12 A9 A0 84 10 01 97 Bl
BO 43 F6 9A 8E 87 24 FB D7 8E A8 B8 71 93 CA 8C
4E 29 AA 23 3C 6C 33 01

The conpl ete encryption envel ope is:
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6

6

DARE Envel ope Wth Encrypted Payl oad: Envel ope

[{
"enc": "A256GCM',
"Salt": "k-WK50TpnuLv7ewKN8A8T5pR26t - zE- ssc CEKSELhk",
"recipients": [{
"Kkid": "MAY4- Y4CP- ZNS5- XUl B- 2ZYL- QVRI - UTC3",
n epkll :
"Publ i cKeyECDH": {
"crv': "X25519",
"Public": "HNDDtrjgh7VgFhMD2z MrxeoN3danlUs- KWy xLHcOD
E'}}.
"wnk": "6LzMCbG Jobr z5D0xzqv165zs5yHsRVouVi 70ROIgr RZXXf _v
heGRA"}
" ewogl CJj dHki O Al dGVAdCOWbGFpbi J9"
"f zS6B7dBg2JKUBgMIhl OU_wp5I 2- i 9USEqnyhBABI 7GMQ_aaj ock- 9eOgLhxk8
gMTi ngl zxsMWE"
nul |
]
Si gnature

The DARE signature schene is designed to provide a sinple and

ef

ficient neans of signing a DARE Envel ope or Envel ope Entry Payl oad

and associ ated content metadata. As with the approach to encryption,
the opportunity is taken to make use of the full capabilities of
nmodern signature al gorithns:

*

The signature al gorithm MJST support context strings.

The signature value is conputed over a manifest consisting of a
digest algorithmidentifier, the digest of the signed header, and
the di gest of the payload bytes using the pure version of the
signature al gorithm (not pre-hashed).

The DARE signature approach intentionally renoves nuch of the

fl

1.

S

exibility provided by the JW5 signature approach
Si gnature Preanbl e

gned DARE Envel opes MAY separate signature data presenting only the

information required to process the signature

*

*

*

The digest algorithmused to digest the Signed Header and Payl oad.
The Key ldentifier of the Signature Key

An application context specifier (optional)
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6

6

2

2

Si gnature Preanbl e: Envel ope

{
"signatures”: [{
"dig": "SHA3512",
"al g": "ED25519",
"kid": "MBN5- OA3P- 7DRU- FLK3- PTP2- CAUC- PXJN'}]}
Cal cul ati ng the Signature Val ue

The signature al gorithmtakes three inputs:
* The private signature key
* The signature manifest

* A Context String denoting the purpose for which the signature was
creat ed.

1. Signature Manifest

The signature nmanifest consists of the concatenation of the foll ow ng
oct et sequences:

* The ASCI| encoding of the digest algorithmidentifier
* A zero octet.

* The digest value of the unsigned header octets as specified in the
envel ope.

* The digest value of the payl oad octets as specified in the
envel ope.

Note that the signature value presented in DARE envel ope is always a
signature over the payload octets presented in that envelope. |If the
envel ope is signed and encrypted, the signature value is cal cul ated
over the ciphertext, not the plaintext.

If the application requires a signature over a plaintext payload, the
only way this can be achi eved using DARE envel ope is to nest an

envel ope containing the signhature information inside an envel ope
containing the encryption information. This approach has the

advant age of ensuring that the signature information does not |eak
any information regarding the plaintext. The construction of DARE
Envel ope permits this to be achieved in a single pass provided that
the encryption node supports single pass processing.

Hal | am Baker Expires 9 April 2026 [ Page 22]



Internet-Draft

6. 2. 2.

If the application context specifier is not specified,
string is the string "DARE-Si gnature".

Context String

Data At Rest Envel ope

Cct ober 2025

t he cont ext

O herwi se the context string

is the concatenation of the string "DARE-Application:" and the
application contact specifier.

6.2.3.

Exanpl e:

Si gned Header

C5
C6
93

13
58
E2

FO

84

3D D5

F8

5B

14 BC 84 9
Payl oad

95

ocC

8B

8F
S

53
50
15
60
FA
50
15
60
FA

94
86
1F
28

48
F8
D4
A8
5D
F8
D4
A8
5D

Di gest
53 1C

A5
77

C9 ED
ghature Mani f est

41
1B
69
23
71
1B
69
23
71

84
79

33
EB
12
EE
D2
EB
12
EE
D2

Context String
44 41 52 45
Signature Key Id
MBN5- QA3P- 7DRU- FLK3- PTP2- QAUC- PXJN
Si gnature Val ue
F5 E6 FB 00 E1 46 C9 17
F6 DA 93 B8 B5 A6 A2 DO
AD E6 3B 76 2A EB Al 0C
C5 E4 CF B5 (C8 A2 4C DC

6.2. 4.

When specified in an Unsigned Header,

Di gest

4F
F5
A8
58

F4
5F
B9
88

35
06
09
58
9F
06
09
58
oF

2D

74
83
56
1D

B5
E5
co
AF

31
41
EB
68
9D
41
EB
68
9D

53

3D
40
F3
57

84
F3
B9
06

32
2D
2A
62
B6
2D
2A
62
B6

69

Si gnat ur es Header

When specified in a Trailer,

9B
FA
13
C5

AB
DD
o)
DO

00
AA
13
B1
7E
AA
13
B1
7E

67

50
15
60
FA

AA
99
41
9A

C5
Co6
93
14
c5
Co6
93
14

6E

F8
D4
A8
5D

cb
C1
4C
37

13
58
E2
BC
13
58
E2
BC

61

1B
69
23
71

7C
4B
05
83

FO
3D
F8
84
FO
3D
F8
84

74

89 96 68
6B 22 2B
01 D7 D5
BE 92 3D

EB 06
12 09
EE 58

93 BD
96 97

E7 65

84 A4F
D5 F5
5B A8
C9 58
84

D5 F5
5B
9

A8
58

96 FF
1F 35
18 9D

41
EB
68

4E
F7

48

74
83
56
1D
74
83
56
1D

65

Al

A5
51

2D
2A
62
B6

El
1E

35

3D
40
F3
57
3D
40
F3
57

3E
DA
FO
5D

13
B1
7E

00
22
78

9B
FA
13

9B

FA
13

5F

SE
OE

the Signatures Header contains
all the information specified in the signature preanble plus the
si gnature val ues.

the Signatures Header
contains only the signature key identifiers and the correspondi ng
si gnature val ues.

Each signature entry consists of the follow ng infornation:
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* The Key ldentifier of the Signature Key
* The Digest Al gorithm

* The Signature Al gorithm

* The Signature Val ue

Signature Trailer: Envel ope
{
"signatures": [{
"dig": "SHA3512",
"al g": "ED25519",
"kid": "MBN5- QA3P- 7DRU- FLK3- PTP2- QAUC- PXJN',
"signature": "9eb7A0FGyReJl mhEzKE- X_bak7i 1pqLQaylrlv_| 2pCt 5jt 2K
uuhDAHX1R81pf BexeTPt ci i TNy- kj OYnVFdDg"}]}

The conpl ete envel ope is thus:

Envel ope
[
"signatures": [{
"dig": "SHA3512",
"al g": "ED25519",
"kid": "MBN5- QA3P- 7DRU- FLK3- PTP2- CAUC- PXJN'}
1},
"ewogl CJj dHki O Al dGV4dCOWhGFpbi J9",
"VGhpcyBpcyBhl HRI ¢3QyZnmdy| ERhdGEgQXQyUnVz dCBFbnZl bBwzQ',

"signatures": [{
"dig": "SHA3512",
"al g": "ED25519",
"kid": "MBN5- OA3P- 7DRU- FLK3- PTP2- QAUC- PXJN',
"signature": "9eb7A0FGyRelJl mhEzKE- X _bak7i 1pgLQaylrlv_| 2pC
t 5] t 2KuuhDAHX1R81pf BexeTPt ci i TNy- kj 0YnVFdDg" }

1}

When a signed envel ope is added to a sequence, the signature
properties fromthe Header and Trailer are conbi ned:
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Signature I n Sequence: Sequence

[[{

"signatures": [{
"dig": "SHA3512",
"al g": "ED25519",
"kid": "MBN5- QA3P- 7DRU- FLK3- PTP2- QAUC- PXJN",
"signature": "9eb7A0FGyReJI mhEzKE- X _bak7i 1pgLQaylrlv_I 2
pCt 5j t 2KuuhDAHX1R81pf BexeTPt ci i TNy- kj 0YnVFdDg" }

1},
"ewogl CJj dHki G Al dGV4dCOWbGFpbi J9",
"VGhpcyBpcyBhl HRl ¢3QyZnByl ERhdGEgQXQyUniVzdCBFbnZl bAwzQ',
nul |

]
]

7. Security Considerations

7.1. Confidentiality

7.1.1. Salt Reuse

7.1.2. Exchanged Key Construction

7.1.3. Side Channel

7.2. Integrity

7.2.1. Malicious Frame Length Indications

7.2.2. Semantic Substitution Attack

7.3. Availability

7.3.1. Resource Exhaustion

8. | ANA Consi derati ons
[Create registry of DARE encoded object types, prepopulate with code
poi nts for JOSE envel ope and sequence, reserving code points for
CBOR, XM. and ASN. 1]
[Add entries for any new JOSE header s]

[ New JOSE Header - witness]

[ Assign the Type Indicator registrations]
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9.

10.

11.

11.

11.

11.

11.

12.

13.

The nane Data At Rest Encryption was proposed by Ml hi

Appendi x A:

Reci pi ent Public Key :

"ervt:
"Public":
Appendi x B:
Pl ai nt ext
Encryption
Encrypt ed
Encryption
Encryption
Pl ai nt ext
Encryption
Encryption
Encrypt ed
Encryption
Encryption
Appendi x C:
Appendi x D

The fol |l owi ng
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Acknowl edgenent s

Abdul hayo?! u.
Crypt ographi ¢ Keys Used in Exanples

Envel ope

" X25519",
"r1 q57sHnbb_f 8500 d_YgYl gLA- FOU2j SeXGEAf NkW " }
Si gnature Key: Envel ope

DARE Envel ope Exampl es and Test Vectors
Unsi gned
Al gorithm none
Unsi ghed
Al gorithm X25519
Al gorithm none
Si gned

Al gorithm none
Al gorithm Ed25519
Si gned

Al gorithm X25519
Al gorithm Ed25519

DARE Sequence Exampl es and Test Vectors
Qut st andi ng | ssues

i ssues need to be addressed.
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| Issue | Description |
[ sl s oo oo e e e
| Algorithns | Need to audit the al gorithm choices |
o a o e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
| Test Vectors | Produce test vectors for additional algorithns |
o a o e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
| Extensions | Need work |
o e o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| Security | Need work |
| Considerations | |
o a o o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| 1 ANA | Need work |
| Considerations | |
o e o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| Thumbprints | Use UDFs of thunbprints |
o a o e m m e e e e e e e e e e e e e e e e e e e e eeee—oo s +
o a o o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
o a o e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +
oo o - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +

14. Normative

[draft-hall

[ | ANAJOSE]

[ RFC2119]

[ RFC3394]

[ RFC4949]
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