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Abst r act

A proposal for use of DNS nanes to support universal account
identifiers "handles’ is described. Once registered, a handl e nmay be
used for authentication to any network service, to initiate

communi cation with the holder or as the basis for 10T device
managenent .

Thi s docunent is a whitepaper proposing the general approach. A
st rawman prototype supporting single account Wb | ogin across
multiple sites, onboarding of |0oT devices and end to end secure
messagi ng, file-drop, voice and video and has been built using
exi sting and proposed | ETF worKk.
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1. Introduction

The nam ng of devices, hosts and services has been a core concern in
net wor k protocol design fromthe earliest days of conputer

networking. In the Internet architecture, the primary means by which
services and devices are identified to users is by DNS nane.

Wi |l e DNS has proved remarkably successful within its design scope,
attenpts to provide users with universally recognized identifiers

have proved | ess successful. Mst Wb sites require users to create
a separate account with a usernane and password for authenticated
access.

Being required to renenber they have created an account with a site
at all represents an unacceptable inposition on the user, let alone
remenbering the usernane. The notion that users should be expected
to create and renenber a strong, unique password for every site they
mght with to interact with is a colossal absurdity no matter how
many tines 'experts’ intone their sage security w sdom

OAUTH2 allows a user with an account held at one service to access
resources at another and Openl D connect purports to provide a form of
portabl e account |ogin across the Web. But in practice this only
works for users with accounts at a small and shrinki ng nunber of
provi ders and introduces serious business concerns for relying
parties facing conpetition fromthe nonopolist providers.

The ATprotocol [atproto], proposed by BlueSky allows users to use any
DNS name they control as an account identifier

Thi s whi t epaper shows how the ATprotocol schene nmay be used as a
gener al - purpose Wb account | ogin schenme and proposes nodifications
to the approach to nake the use of DNS names as authentication
handl es entirely independent of the services that rely on them The
use of DNS handles is then extended to support all the persona
identity services an Internet user might require including initiating
conmuni cations with other users and provisioning |oT devices with
network nanes and credenti al s.
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1.1. Handl e Types

Nam ng is a central concern in network architecture because different
forns of identifiers offer different properties. The use of DNS
nanes as identifiers energed fromthe use of the 'hosts.txt’ file to
provi de stable, user-facing nanes in place of the | P addresses used
at the network | ayer.

Three types of handl e are defi ned:
Direct Trust Fingerprints [ @bqgc-7o0ha-rnba-frdl-r4gi-ygha-dl 36]

An imutabl e, globally unique identifier derived froma public key
that serves as a root of trust for validating assertions related
to the thing identified.

DNS Nanme Handl es [ @l i ce. exanpl e. conij

A public DNS nanme that serves as a unique user-facing identifier.
For exanple, Alice mght register the name exanpl e.com and issue
herself the handle @lice.exanple.com As with all DNS nanes, DNS
nane handl es are nutable, particularly when the hol der of the
handl e does not control the underlying DNS nanes.

To all ow DNS Name Handl es to be distinguished from Personal Nanes,
a DNS Nane Handl e MJUST have at | east two | abels.

Per sonal Names [ @loct or]

A private name that only has interpretation for the individua
user. For exanple, Alice mght user the personal nanme @loctor to
refer to her personal physician and @ank to refer to her banker,
changi ng the binding of these nanes as necessary.

Personal Names typically have a single | abel but personal nanes
MAY be defined with two or nore | abels as a neans of overriding
the public interpretation of a DNS Nane Handl e.

Thi s approach does not guarantee that the interpretation of a DNS
Nane handle will be inmutable but does ensure that it will only

change when the controller of the underlying DNS registration
i nt ends.
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Similarly, the binding of a personal nane is entirely under the
control of the user defining it. Thus if Bob exchanges contact
details with Alice when she is using the handl e @lice. exanpl e.com
he can assign Alice the personal nane @lice to ensure that whenever
he interacts through that handle, he will be interacting with the
Alice he expects.

1. 2. Per sonas

DNS Handl es provi de a neans of establishing a conmbn persona across
diverse Internet resources. Users seeking to partition their

I nternet use MAY establish nmultiple inndependent personas with

separ ate DNS handl es.

Li kewi se, users MAY link rmultiple DNS handles to a single persona
1.3. DNS Handl e Provider

The infrastructure described in this docunent anticipates the
provision of a suite of Internet service to permt use of the handle
in different contexts:

DNS Authoritative Service To publish records corresponding to the
handl e under managenent.

QAUTH2 Aut hentication Service To manage authentication requests
under the handl e.

Devi ce Provi sioning Service To relay provisioning requests for
network nanmes and credentials to the rel evant DNS and CA services.

Cont act Catal og Manager To nanage the user’s contact catal og and
synchroni ze it across their devices.

Presence Service To broker device to device connections when
est abl i shing synchronous commruni cation (chat, voice, video)

Wil e the services proposed as the neans of delivering the |ast three
of these services are based on the Mathematical Mesh platform these
services could be provided by any platform(s) offering simlar
functionality.

It is anticipated that a range of providers will offer services under
a variety of business nodels including free at point of delivery and

subscription based. For the purposes of this docunent, there are two
i mportant differences:

Personal Registration The DNS nane is registered by the user of the
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handl e.

At-will Registration The DNS nane is registered under a DNS nane
hel d by the service provider who allows the user tenporary use of
the handle that can in principle be revoked at any tine.

At-WII registrations subordinate the user’s autonony to that of the
service provider but allow service providers to offer precisely the
same functionality as personal registrations wi thout charging a
registration fee

Personal registration offers the name holder the ability to change
service providers at any tine w thout swtching costs.

1.4. @ywhere Sign In

Use of DNS handl es allow social nedia platforns to offer users a
common identity across independent platforms. Alice can identity
herself as @l ice. exanpl e.comat a microblogging site, a photo
sharing site and comrenting on Web forunms and ot her user’s persona
bl ogs. Oher users can recogni ze these contributions as all being
fromthe sane person

Interoperability is achieved through the use of a common identity, it
is not necessary for the platfornms to be nenbers of a conmmon

i nformati on exchange federation or run any comon protocol except for
those used to translate DNS handles into direct trust fingerprints
(DNS) and to perform authentication (QAUTH2).

Once it is established that a user will use a DNS handl e as a comon
identity for authentication purposes, it is natural for themto
expect use of the same handl e for other purposes. |f Bob knows that
Alice has the DNS handle @lice.exanple.com it is natural for himto
expect to find a personal site about Alice at
https://alice.exanple.comi and to be able to use the sanme identifier
to contact Alice through email and ot her nodes of comruni cation

1.4.1. Authorization Policy

A common identification infrastructure facilitates specification of
aut horization policy. |If Aice has blocked Mallet fromreadi ng her
posts on a mcroblogging site, it is likely she would want to bl ock
Mal | et from comenting on her personal blog as well and she is al nost
certainly not going to be willing to accept emails or other messaging
communi cations from hi m
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1.4.2. Subscription Services

A common identification infrastructure facilitates inplementation of
traditional paid-content nodels and permits the creation of new ones.
For exanple, Alice mght subscribe to a curated feed of internationa
news with links to articles that would normally require a separate
subscription fee.

1.4.3. Privacy protection

Tradi ti onal approaches to privacy protection have focused on naking
it difficult for third parties to aggregate infornmation across sites
with m xed success. While each individual DNS handle is a globally
uni que identifier whose very purpose is to link activity across
different sites, there is nolimt to the nunber of DNS handles a
user can use and with appropriate client support, 'disposable’
handl es nay be regi stered as needed.

1.5. @yone Communi cations

VWhen the Internet first emerged as a public infrastructure in the md
1990s, person-to-person conmunication was limted to emails and a
rudi nentary formof chat. Today, users communicate through nyriad
platforns of fering diverse conbinati ons of synchronous and
asynchronous nessagi ng, text, image, audio and vi deo, al npbst every

pl atf orm except for the venerable SMIP is a walled garden requiring a
separ ate account and applications.

DNS handl es provide a basis for establishing person-to-person and
person-to-group comruni cati ons by any nodality using a conmon
identifier controlled by the user

1.5.1. Authorization Policy

Abuse has becone a severe problemin both email and tel ephone
communi cations. A comon identity allows users to adopt a 'default
deny’ approach to accepting i nbound conmuni cati ons from unknown
users, with optional exceptions for specific nodes (e.g. contact
request) and for those on chosen shared lists.

For exanple, Alice might choose to only allow voice or video

conmmuni cati on requests from peopl e she has exchanged cont act
informati on but allow anyone who is on a list of fanmily menbers, her
golf club or her business club to send her emnil messages.
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1.5.2. End-to-End Trust

Support for end-to-end encryption has been widely regarded as an
essential feature for new personal comuni cations services for over a
decade. But while applying encryption to the comruni cati on channe

is straightforward, alnost none provide end-to-end trust and those
that do typically support it in a formno real user could possibly be
expected to make use of.

Al that is required to intercept end-to-end encrypted comuni cations
is the ability to performan active on path attack and to convince
the parties to use keys of the attacker’s choosing. Alnobst every
provi der of such services has the ability to perform such an attack
and by extension, so does any party that is able to coerce the
service provider.

Use of a common identifier bound to a Direct Trust Fingerprint allows
the user to take full control of their communications security. Once
Ali ce and Bob have exchanged contact information, their

comruni cations will be authenticated and encrypted under the
imutable Direct Trust Fingerprint stored in the contacts catal ogs
under their personal control

1.6. @ything Device Configuration

VWhen the Internet was originally built, conputers were |arge,
expensi ve devices, typically shared anong a | arge nunber of users.
Today, a typical hone contains tens or hundreds of conputers, an

i ncreasing proportion of which require | ocal network or I|nternet
connectivity for optinmal functionality.

Provi si oni ng consuner devices in the "Internet of Things’ with the
nanes and credentials required for network functionality has been
regarded as a hard problemfor many years. Once it is decided that
each Internet user is going to have their own DNS nane, the solution
to these provisioning difficulties becones obvious: The devices wll
use the DNS for naming and PKI X credentials binding public keys to
those DNS names to establish secure comunications.

Thus, if Alice buys a coffee pot and gives it the nane 'coffee’, the
rel evant configurations should be made to the | ocal and public DNS
and a WebPKI certificate acquired to access the device as
https://coffee.alice. exanpl e. com
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Al'l the component protocols required to support this configuration
after a device has been onboarded to the user’s control exist
already. Miltiple options exist for supporting onboardi ng of
devices. The only thing lacking is a service to accept network
nanm ng and credentialling requests fromdevices and forward the
rel evant configuration updates to the services selected by the user
2. Definitions
This section presents the rel ated specifications and standard, the
ternms that are used as ternms of art within the docunents and the
terns used as requirenents | anguage.
2.1. Requirements Language

This is an informational docurment and does not contain any normative
| anguage.

2.2. Defined Terns
ACME
At-WI I Registration
Certificate Authority
Cross Certificate
DD
Direct Trust Fingerprints
DNS Authoritative
DNS Nanme Handl e
DNS Primary
Handl e
Internmediate Certificate
QAauth dient
QAut h Resource Server

Per sonal Name
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Personal Registration
Private Certificate Root
Wb PKI

2.3. Related Specifications

DNS handl es represent a 'glue’ technology that nostly serve to
connect existing technol ogies and infrastructures. According, the
nunber of related specifications is unusually |arge.

2.3.1. @ywhere

The foll owi ng docunents are relevant to the use of DNS handles to
provide a ubiquitous login infrastructure:

The QAuth 2.1 Authorization Framework [draft-ietf-oauth-v2-1] Descri
bes the OQAuth authentication framework.

Proof Key for Code Exchange [ RFC7636] Describes the PKCE extension
used to authenticate QAUTH requests.

QAuth dient | D Metadata Docunent
[ draft-parecki-oauth-client-id-netadata-docunent] A JSON docunent
describing an QAUTH 'client’.

QAuth 2.0 Protected Resource Metadata
[draft-ietf-oauth-resource-netadata] A JSON docunent describing an
QAUTH r esour ce

Decentralized ldentifiers (DIDs) v1.0 [did] Describes the
reservation of a subdivision of the URI space for user
identifiers.

DD PLC Method [plc] Describes the PLCidentifier formed as the
di gest of a public signature key used to authenticated ATprotoco
i nteractions.

Anywhere Sign-In [draft-hall anbaker-anywhere] Describes the profile
of the above docunents used to inplenment @ywhere sign in and
proposed extensions and i nprovenents.

2.3.2. @ything

The foll owi ng docunents are relevant to the provisioning of network
names and credenti al s:
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Automatic Certificate Managenent Environnent (ACME) [ RFC8555] The
i ssue of TLS certificates to devices

Dynam ¢ Updates in the Domai n Name System [ RFC2136] Publication of
DNS records to local and public DNS.

Mat hematical Mesh 3.0 Part |IV. Schema Reference
[draft-hal |l ambaker - mesh-schens] .

The assertion format used to describe Mesh devices.

Anyt hing Service [draft-hallanbaker-anything] Describes a service
that receives device requests for provisioning of network nanes
and credentials and perfornms the necessary actions to satisfy
aut hori zed requests.

2.3.3. @yone, @ytine

The foll owi ng docunents descri be one approach top use of DNS handl es
for person-to-person and person-to-group comunicati on:

JSContact: A JSON Representation of Contact Data [ RFC9553]. Describe
s the fornmat used for contact data interchange.

JSCal endar: A JSON Representation of Cal endar Data [ RFC8984]. Descri
bes the format used for cal endar data interchange

Mat hematical Mesh 3.0 Part 11: Uniform Data Fingerprint
[draft-hal | ambaker-mesh-udf]. Describes the UDF format used to
express fingerprints of public keys and ot her data.
2.4. Inplenmentation Status

Ref erence code under the MT Open Source |icense has been devel oped
to denonstrate all the features described in this docunent.

3. Architecture

To access an Internet service using a DNS handl e or a personal name,
an application requires three pieces of information:

* The DNS prefix for the service protocol (e.g. _http. _tcp).
* The DNS nane of the service.

* The Direct Trust Fingerprint of the user account.
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The DNS name of the service and Direct Trust Fingerprint are obtained
froma DNS handl e or personal nane through the Handl e resol ution
process.

3.1. Handle Resolution
Handl e resolution is performed in the following order with resol ution
by means of a Personal Contact Assertion having the highest
pr ecedence:
Personal Contact Assertion
DNS TXT
HTTP Wél | - Known

3.1.1. Personal Contact Assertion
Users MAY use the platformand technol ogy of their choice for
resol ution of personal nanes. It is highly desirable but not
essential for contacts to be synchronized across devices so that the
user enjoys a consistent experience. But even here, persona
requirenents may cone first. A devel oper m ght choose to use a
separate personal name resolution platformfor test purposes.
Mesh Contact Catal ogs provi de one neans of expressing personal nane
bi ndi ngs and synchroni zi ng them between devices. Entries in the
catalog contain the follow ng infornmation
A set of local nanes to which the contact is bound

A dictionary mappi ng DNS protocol identifiers (e.g. "SMPT') to
addr esses

Contact credentials (e.g. PKIX certificates)

[Optional] Source material (s) fromwhich the contact data was
obt ai ned

[Optional] Update information

Personal names MAY be bound to any protocol including those that do
not use DNS name handles. This allows an application to allow Bob to
send an enmail to Alice using the nane @lice and sel ect the SMIP
transport and address alice@xanple.comif that is the nost
appropriate protocol Alice allows Bob to use.
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Similarly, personal contact assertions MAY be used to provide
suppl enental means of contacting a user known through their DNS
handl e.

3.1.2. DNS TXT, SRV

The primary neans for resolving DNS Handl es is through the DNS
Publication and resolution are perfornmed according to the nmechani sns
described in [RFC6763], [RFC8552] and [ RFC8553].

The ATprotocol specifies a single TXT record that binds a DNS handl e
to a DID. For exanple, the follow ng record binds the handl e
@sky.app to the DI D did:plc:z72i 7hdynnk6r 22227h6t vur :

at prot o. bsky. app TXT di d=di d: pl c: z72i 7Thdynnk6r 22z227h6t vur

The ATprotocol resolution protocol defines a resolution nechani sm
that allows the DID to be resolved to deternine the correspondi ng
ATprotocol resource server from which the QAut h2 authentication
service MAY be determned. 1In the case that we are using the DNS
handl e as a generic authentication mechanism it is nore convenient
to be able to obtain the OQAUTH service address directly fromthe DNS
by neans of an SRV record

_oauth. _tcp.bsky.app SRV 1 1 443 bsky. soci al

The aut horization service record MAY optionally publish a TXT record
to specify the location of the authorization server netadata:

_oauth. _tcp.bsky.social TXT \
"met a=ht t ps: // bsky. soci al /. wel | - known/ oaut h- aut hori zati on- server"

Since the TXT record nerely specifies the default URI for |ocating
the metadata for the QAUTH service, it does not add value in this
particular case. But in the case that the DNS zone is authenticated
by DNSSEC, the record might contain an additional entry to

aut henticate the netadata docunent by neans of a fingerprint of the
docunent and/or a self-authenticating resolution mechani smsuch as an
EARL [draft-hall anbaker-mesh-udf].

Whi | e manual managenent of such DNS records is likely to prove
i mpractical, a nechanismfor autonmation of the zone entries is
described in this docunent.

The sane approach is used to publish the User Profile Fingerprint and

services used to support conmmuni cation by Mesh nessagi ng and
presence.
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In the case that the nunber of services and protocols supported
becones large, it is likely to prove useful to specify a 'directory
record to specify the set of protocols that a handl e supports.

3.1.3. HITP Wl | - Known

While the DNS is the natural nechanismto use for resol ution of DNS
nanes, sonme DNS users lack the ability to edit DNS entries directly
but do have the ability to place content on a Wb service published
at the domain. In this case, the HTTP . wel |l -known nmechani sm MAY be
used as a substitute for DNS records.

For exanple, the handl e bsky.app woul d be resol ved by an GET request
to https://bsky.app/.well-known/atproto-did as described in the
ATprot ocol specifications.

4. @wywhere Application Authentication

One of the challenges in describing the use of the QAuth service as
an authentication service is that it was originally presented as an
"aut horization service and the nomencl ature applied in the
docunentation is confusing in the extrene.

The use case we consider here is one in which user Alice is
attenpting to authenticate to a Wb site 'exanple.net’ by means of
her DNS handl e which is bound to an account nanaged by her

aut henti cation service provider, exanple.com In QAuth2 term nol ogy,
the Wb site Alice is attenpting to access is the QAuth 'client’ and
the authentication service provider is an 'authorization service’

The ATprotocol is essentially a profile of QAuth2 with extensions
currently under devel opment plus the DNS handl e resol uti on conventi on
and PLC DI D schene.

In order to accept @ywhere authentication, the QAuth client
generates an authentication key (and optionally an encryption key)
and publishes this and other information as its client metadata at a
URI which is also used as the client identifier.

To authenticate to the Wb Site exanple.net, Alice provides her DNS
handl e *alice.exanple.com. The site then perforns the first stage
of the authentication process as follows as an QAuth2 client:

Resol ves the DNS handle to a DID by neans of either a DNS TXT record
or a HITPS .well-known entry.

Resol ves the DI D using the PLC protocol to obtain the list of
protocol s supported. This specifies an ATprotocol resource server
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Fetches the netadata for the resource server, this specifies the
aut hori zati on servi ce.

Fetches the netadata for the authorization service.
Generates a Proof Key for Code Exchange (PKCE) token

Submits a Pushed Authorization Request to the Authorization service
contai ning the PKCE verifier

Recei ves back the HTTP redirect to return to the user
Returns the HTTP redirect to the user

At this point, the user is redirected to the authentication service
and is asked to perform whatever additional steps are required for
aut henti cati on.

In nost cases, the user will have already authenticated to the

Aut hori zation service allowing this step to be skipped. This is

i mportant because while the currently common practice of each Wb
site requiring users to respond to a second factor authentication
chal | enge i s obnoxi ous and absurd, allow ng users the option of
protecting their accounts with a single challenge they are only
required to respond to once in their day is much nore likely to gain
user acceptance.

After the user conpletes the QAuth2 interaction, they are redirected
to the Wb site fromwhich the authentication request originated and
the QAuth2 client conpletes the authentication process as foll ows:

Submits the ’Authorizati on Request’ authenticated by the PKCE nonce
to the authorization service to obtain an initial token

Perfornms a 'code’ query agai nst the Authorization server to obtain a
set of access tokens bound to a specific account DID. The client
MUST verify that this DIDis the same as the DID for the account for
whi ch aut henticati on was requested.

5. Usability I nprovenents

The user experience would be inproved through definition of a

m crof ormat convention allowi ng the DNS handle to be filled
automatically. This would ideally provide an unanbi guous signal to
the Web client that a DNS handle is being requested for use with the
@wywhere protocol so that it can substitute the QAuth2 authentication
dance involving a separate authorization server with a direct public
key- based aut hentication
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For exanple, we might stipulate that a HTML form requesting the user
enter their DNS handl e have the 'dns-handl e’ autoconplete attribute:

<di v>
<l abel for="anything">@/ | abel >
<i nput type="text" id="anything" autoconpl ete="dns-handle" />
</ div>
6. Second Factor and Public Key Authentication

As previously nmentioned, the ability to access multiple Wb sites
through a single account and a credential authenticated by a single
aut hentication service nmakes use of multiple factor authentication
nmuch | ess burdensone.

Besi des the advantage that the user is only required to authenticate
once per day rather than for each site used, the second factor scheme
does not need to be Iimted those available to the third party sites.
In practice, this limts the second factor authentication to emil
and SM5 chal | enge/ response schenes which of fer marginal security
advant age at best.

An aut hentication service chosen by the user can make use of a second
factor authentication selected by the user. For exanple, responding

to a bionetric challenge on a personal nobile device. In this case,
we can achieve two factor authentication without requiring the user
to enter a password at all, the factors being sonmething carried (the

mobi | e device) and a bionmetric. Should a passcode be required to
unl ock the nobile device, it would provide a third factor (somnething
known) .

The Mat hematical Mesh protocols include the 'confirmation protocol’
an advance on second factor authentication in which the user is told
whi ch action is being requested (e.g. enable @ywhere login for their
browser) and asked to accept or reject the request.

In the ideal case, Wb sites involving a high degree of risk such as
access to a brokerage account would offer nmultiple | evels of

aut hentication with view ng account bal ances placing a nininmal burden
on the user and placing high value stock trades requiring individua
confirmation using a trusted and trustworthy device.
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7.

@vyone Personal Conmunications

Users interacting with each other through social nedia are likely to
want to interact in other ways, both online and offline. JSContact
provi des a JSON based format for expressing postal, geographic,

tel ephone and Internet addresses associated with a persona.

VWil e there are many contact formats in use on the Internet,
including the venerable vCard format, JSContact is preferred because
it offers a superset of the capabilities of all the formats in
current wi despread use and has nmuch better provision for

i ncorporating cryptographic credentials to enable end-to-end secure
conmuni cati ons.

For exanple, Alice’ s JSContact m ght be:

{
"version": "1.0",
"kind": "individual",
"l anguage": "en",

"speakToAs": {
"@ype": "SpeakToAs",
"granmati cal Gender": "fem nine",

"pronouns": {

"plt: {
"@ype": "Pronouns",
"pronouns”: "she/her"}}},
"titles": {
"t1t: |

n@ypen: " TI tl en’

nanme": "Research Scientist",

"kind": "title"}},
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"email s": {
"el": {
"@ype": "Email Address",
"address": "jqgpublic@yz.exanpl e.coni,
"contexts": {
"work": true}}},
"@ype": "Card",
"created": "2025-02-18T18: 35: 302",
"updat ed": "2025-02-18T18: 35: 302"}

The DNS prefix for @ytine is " _contact". The followi ng attributes
are support ed:

uri  URI linking to a JSContact record relating to the persona.
1. Cryptographic credentials

Wi | e JSCont act provides means for incorporating any credential wth
an | ANA content type assignnent in a contact, the means by which the
user states that particular keys are to be used for particular
purposes is likely to require extensions to the underlying fornmat.

For exanple, if Alice is a developer, she is likely to use OpenPGP
keys for signing emails and source code repository comits.

As with any cryptographic credential, it is inportant that relying
parties assure thenselves that the credentials they are using are the
credentials of the counterparty they expect. The nere fact that a
JSCont act record Bob has obtained from @lice. exanpl e.comcontains a
public encryption key for Alice is not absolute proof that the key
bel ongs to the person Bob knows as ’'Alice’

* Alice mght not be the holder of the @lice. exanpl e.com handl e.

* The TXT record published by the authoritative DNS server for
_contact. alice. exanpl e. com m ght have been conprom sed

* The TXT record returned by Bob’s DNS resol ver m ght have been
corrupted.
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* The JSContact record published at the specified | ocati on m ght
have been corrupt ed.

* Alice mght have conpromi sed the security of her cryptographic
appl i cation.

The use of credentials issued by a Certificate Authority provi des an
answer to nost of these objections but introduces a Trusted Third
Party as a potential point of failure.

DNSSEC provi des an answer to sone but not all of these objections but
al so introduces the operator of the DNS root and the domain(s) in
which the handle is registered as Trusted Third Parties.

There are no perfect solutions to the probl em of establishing
Internet trust. But fortunately, nobst Internet uses do not require
perfection. Experience of deploynent of SSH has shown that ' Trust
After First Use' is sufficient for npbst purposes provided that users
store the credentials acquired in the initial contact exchange and
alert the user when inconsistencies occur.

7.2. Encrypted Authenticated Resource Locators
Encrypted Aut henticated Resource Locators (EARLsS) are a type of
Uniform Data Fingerprint (UDF) that allow a single, conpact
identifier to be used to |ocate, decrypt and authenticate a binary
dat a object.

For exanple, the EARL for Alice’ s JSContact data shown above
publi shed on the HTTP server exanple.comis:

udf : / / exanpl e. coml appl i cati on/j scont act +j son: EGBP- N7Z| - V5NS- H5P3-
VXCl - 3PYJ- ACLA

The conponents of the URl are:

Scheme ' udf’

Site ’'exanpl e.com

| ANA Media Type (optional, defaults to application/ mm udf)

Key Seed ' EGBP- N7ZI - V5NS- H5P3- VXCI - 3PYJ- ACLA
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The Key Seed is conputed fromthe |inked content by conputing the
SHAKE256 di gest of the content plaintext, prefixing it with the byte
0x21, truncating the result to the desired degree of precision and
rendering the result in Base32 with groups of four digits separated
by hyphens.

The SHA-3-512 UDF fingerprint is then taken of the ASC |
representation of the key seed to formthe |ocator path. The | ocator
path has precisely twi ce the nunber of bits precision as the key
seed. Conbining the site specified in the EARL with the well-known
service specifier '"mmudf’ provides the URL fromwhich the Iinked

ci phertext is published:

htt ps:// exanpl e. coni . wel | - known/ mmm udf / KBPB- MRBN- NFR2- AXYO- DWKU-
MABV- BU2N- VGDP- NZQL- UYUY- VEHS- E2U6- 2FWO- QCH

The content ciphertext is obtained by encrypting the plaintext
content using AES-GCM using a key and initialization vector derived
fromthe key seed using SHAKE256 with 352 bits of output and
appendi ng the 16-byte tag value to the result.
Key:

69 9B C 22 A9 58 23 F5 09 23 26 DA 88 3C 7E 0OC

31 C0O 73 F7 FB 9F 09 94 A9 3A 84 FA C7 Cl1 D6 30
IV

A5 CA F7 5A 27 B1 A7 FA 61 11 D1 2B
To resolve the EARL, the client fetches the ciphertext, decrypts it
and verifies that the digest of the recovered plaintext matches the

original key seed

Note that any ciphertext that decrypts to a plaintext matching the
di gest specification is acceptable.

7.3. Updating contacts

When users update their contact information, relying parties require
sone neans of

* Detecting that the contact has updated

* Fetching the purported updated contact data
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* Verifying that the purported updated contact data is fromthe same
source as the original

* Verifying that the purported contact data was published after the
ori gi nal

Wi | e comruni cation clients MAY sinply poll the contact’s DNS Handl e
at regular intervals for updates, this approach m ght becone
unaccept ably burdensome if |arge nunbers of clients are constantly
updati ng contacts.

A solution to this involving a JSON assertion structure, an append
only Merkle log and a structured Bloom Filter has been devel oped.

8. (@wvytine Cal endar

The use of JSContact records to publish contact information
associated with a persona suggests the use of JSCal endar records to
publish rel evant events.

For exanple, a standards body hol ding three neetings a year at
di verse locations around the world m ght publish a schedul e of
upcom ng neeti ngs.

The DNS prefix for @ytinme is " _calendar”. The followi ng attributes
are support ed:

future URI linking to a JSCal endar record publishing future events
related to the persona.

past URI linking to a JSCal endar record publishing past events
related to the persona

9. @ypl ace Personal Place

DNS Handl es provide a nmeans by which a user can visit diverse Wb
resources including social nmedia using a comopn persona. @ypl ace
all ows users to link a personal Wb presence, their ’'personal place
to their DNS handle. The information provided and nodes of soci al
interaction afforded may be as sparse or expansive as the user

chooses.

The DNS prefix for @wyplace is " _place". The following attribute is
support ed:

uri  URl linking to the personal place associated with the handle.
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10.

10.

@yt hi ng Device Configuration

As it stands today, the Internet of Things has fallen far short of
its original promse. Wile being able to connect to a device

depl oyed in the hone or office through an Internet enabled nobile is
useful, the functionality typically achieved is linmted to that of a
remote control that will fail if the cloud service supporting it
becones unavail abl e for any reason

For the Internet of Things to deliver real value, devices nust do
nmore than communi cate with the user, they nust conmunicate with each
other and do so securely and directly without the introduction of
artificial internmediaries and for this to be possible, the thing that
is on the Internet name requires an Internet DNS nane and the
necessary WebPKI credentials to comrunicate directly rather than

t hrough a vendor controlled portal

If Alice (@lice.exanple.com) buys an Internet connected doorbell
she should be able to reach it directly using a standard Web browser
configuration through a domai n subordinate to her DNS handl e or

regi stered DNS nane.

1. Requirenment: Enabling Miltiple Users

To change the tenperature on ny thernostat fromny Wb browser, | am
required to navigate to the vendors Wb site, guess that the icon in
the top left corner is nmy profile, select 'my home’, perform an
Qpenl D Connect login and interact with the devices supported by that
particular vendor. In theory, nmy partner could also change the
thernostat setting in the same way because | have added her to the
account but she never does because it is easier to ask me, even in
the case that | amin a neeting the other side of the planet.

Wil e adding other fam |y nenbers to the account by specifying an
emai |l address with a link to a Wb site with a six-hoop account
verification process m ght appear perfectly reasonable to the
designer, no nmenber of my fam |y other than mnmyself has ever been
sufficiently notivated to complete it. Thus a device that | bought
to reduce effort for nyself has substantially increased it.

Use of DNS handl es provi des an obvi ous advantage in authori zi ng

addi tional users and tenporary users by sinply adding the user’s DNS
handles to the list of authorized users. |If the property was a short
termlet, renters could be automatically authorized to control al

the 10T devices for the duration of their stay and the authorization
automati cally cancel when they |eave.
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10. 2. Depl oynment Mbdes
Three depl oynent nodes are anti ci pat ed:

Local only The @ything service runs in the | ocal network only.
This allows configuration of the network gateway (firewall/NAT)
and provides continuity of service should the |ocal network |ose
Internet connectivity but cannot host DNS services or provide
reverse HITP proxy functionality unless the network has a static
| P address.

Cloud only The @ything service runs in the cloud only. This allows
hosting of DNS services and provision reverse HTTP proxy
functionality but not configuration of the network gateway
(firewal | /NAT). If Internet connectivity is |ost, devices already
connected will continue to function until their credentials expire
but it will not be possible to onboard new devi ces.

Hybrid The @vything service is split between a | ocal conmponent and a
cloud service. This provides all the advantages of |ocal and
cl oud depl oynent.

10.3. Onboarding / O fboarding Protoco

The neans by whi ch user devices are registered to the user and

provi sioned with the necessary configuration data to performtheir
tasks is outside the scope of this docunent. While the Mathematica
Mesh provi des one approach to achieving this end, it is not necessary
to fix on a single approach. For the purposes of @ything, all that
is required to place a device under nanagenent is a nmeans of
provisioning it wth:

* A name for the device fromwhich its public DNS nane is to be
fornmed by applying a suffix.

* A public/private keypair unique to the device

* The | P Addresses to be used for |ocal/public access

* An assertion verifiable by the @ything service stating the above.
In addition, the device will of course require sone neans of

communi cating with the @ything service during the onboarding
process.
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10.

11.

4. Configured Services

The @yt hing service receives credentialing and nam ng requests from
devi ces and nmakes the relevant configurations as indicated by the
devi ce assertion.

Net wor k Confi guration

In the general case, 10T devices are deployed with only a network

| ocal address. |If the device is to be accessed fromthe public
Internet, either a reverse HITP proxy or sorme form of NAT
traversal will be required.

DNS Confi guration

The A, AAAA, SRV and TXT records necessary to support host and
service discovery are provisioned to |local and public DNS as
required. |In addition, DNS records required to respond to an ACME
DNS chal | enge are provisioned as required.

Devi ce Credential Provisioning

If the device is to be public facing, it is provisioned with
public credentials obtained froma WbPKI CA, (e.g. through ACME)
Devi ces may al so be provisioned with certificates under a private
CA for purposes such as 802.11x where a long certificate lifetime
is desirable.

St orage Configuration

| oT devices frequently require storage. This may be provided
through a subscription service or another device belonging to the
user.

Security Considerations
Privacy Considerations

A frequently voiced objection to the use of a single identity across
multiple Web sites is that linking user activity across Wb sites
makes it easier for parties to link user activity across Wb sites.

Si nce DNS Handl es provide a nechanismfor |inking user activity
across Internet properties, client applications MIST ensure that

di sclosure of the handle to a site is an overt act on behalf of the
user and SHOULD provi de nechanisns to allow the user to defeat
unwant ed | i nkage through creation of additional DNS Handles to
separate identities
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For exanple, a browser offering a 'Private Browsing’ node SHOULD
all ow the user to specify which identity they are private browsing
in, obtaining tenporary DNS handl es as required.

Swi t ching Costs

DNS Handl e Provi ders coul d encourage users to invest in an identity
est abli shed under a DNS nanme under their control and nake
unanti ci pated demands for continued use once the nane has been

est abl i shed.

Loss of DNS nane

DNS names are effectively rented rather than owned and can be
transferred to other parties without the perm ssion of the nane

hol der. This might occur as a result of a fraudul ent nane transfer,
| osing a chall enge brought under the UDRP or sinply forgetting to
renew t he subscription

Concentration of Risk

Use of DNS handl es potentially represents a concentration of risk in
a single identifier should the user |ose the use of it.

| mper sonati on

A social media site could falsely claimthat a post was made under a
handle that it did not verify so as to allow a defamation action to
be brought against the party being inpersonated.

Devi ce Onboardi ng

An attacker m ght make a malicious device onboardi ng attenpt designed
to trick the user into onboarding a device that does not belong to

t he user.

The onboardi ng processes supported should ensure that the user is
required to provide affirmative confirmation that a specific request
is approved. For exanple, requiring a user to enter a security code
printed next to a QR code to approve onboarding and not sinply
scanni ng the device al one.

I ANA Consi derations

Thi s docunent does not specify any actions for | ANA

Acknowl edgenent s
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12.

The work presented in this document builds on work by the DNS, QAuth
and ot her | ETF Worki ng Groups over a period of decades.
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