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1. Introduction
Thi s docunent describes the Miutually Authenticating TLS in the

context of Federations (MATF) framework, devel oped to conpl enent
mul tilateral SAM. federations within the education sector. These

federations often rely on just-in-time provisioning, where us

er

accounts are created at first login based on information fromthe

SAM. assertion. However, educators need to be able to nmanage

resources and cl asses before students access the service. NATF

bridges this gap by using secure nachi ne-to-nmachi ne commruni cati on,
enabl i ng pre-provisioning of user information using a trust nodel and
met adata structure inspired by SAML federations.

MATF i s designed specifically for secure authentication in machine-
to-machi ne contexts, such as RESTful APIs and service-to-service
interactions, and is not intended for browser-based authentication
Because its applicability in a browser environment has not been

studi ed, using MATF within browsers is not recommended. Doing so nmay
introduce risks that differ fromthose typically addressed by
standard browser security nodel s.

This work is not a product of the | ETF, does not represent a
standard, and has not achieved comrunity consensus. It ains to
address specific federation challenges and provide a franmework for
secure comuni cation

TLS is specified by the | ETF TLS Wrking Goup. TLS 1.3 is defined
in [RFC8446]. Additional information about the TLS Working Goup is
available at https://datatracker.ietf.org/wg/tls/about/
(https://datatracker.ietf.org/wy/tls/about/).

Reserved Words

Thi s docunent is an Informational RFC, which neans it offers

i nformati on and gui dance but does not specify nandatory standards.
Therefore, the keywords used throughout this docunment are for

i nformati onal purposes only and do not inply any specific
requirenents.
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1.

2

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter mi nol ogy

* Federation: A trusted network of entities that adhere to common
security policies and standards, using MATF for secure
comruni cati on.

* Federation Menber: An entity that has been approved to join the
federation and can | everage MATF for secure comunication with
ot her nenbers.

* Federation Operator: The entity responsible for the overal
operation and managenment of the federation, including managi ng the
federation netadata, enforcing security policies, and onboarding
new nemnbers

* Federation Metadata: A cryptographically signed docunent
containing informati on about all entities within the federation

* Metadata Repository: A centralized repository storing information
about all entities within the federation.

*  Menber Metadata: |Information about entities associated with a
specific nmenber within the federation

*  Menber Vetting: The process of verifying and approving applicants
to join the federation, ensuring they neet security and
trustworthi ness requirenents.

* Trust Anchor: The federation’ s root of trust is established by the
federation netadata signing key, which verifies the federation
nmet adata and all ows participants to confidently rely on the
information it contains.

Di verse Design Patterns

MATF is designed to be flexible and adaptable to the varyi ng needs of
different federations. Federations can differ significantly in terns
of size, scope, and security requirenments, which nmakes it chall enging
to prescribe a one-size-fits-all trust franmework and security

neasur es.

For instance, in the European Union, the el DAS (el ectronic
Identification, Authentication, and trust Services) regulation
establishes a franework for electronic identification and trust
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services for electronic transactions within the EU. This regul ation
provi des a conprehensive set of standards for secure electronic
interactions across nenber states. National federations within EU
menber states adhere to these standards, ensuring interoperability
and nutual recognition of electronic IDs across different countries.

Simlarly, national federations, such as those found in education or
heal thcare sectors, often have their own specific trust frameworks
and security measures tailored to their unique needs. These
federations may | everage existing national identification systens or
other trusted credentials to establish menber identities and ensure
secure interactions.

Organi zations may al so set up their own federations, tailored to the
specific security requirenments and trust nodels relevant to their
context. For exanple, a private business federation m ght establish
its own vetting processes and trust framework based on the nature of
its business and the sensitivity of the data being exchanged.

By allowi ng federations the flexibility to tailor their trust
framewor ks and security neasures, MATF can support a wi de range of
use cases. This flexibility is crucial for accomodating the diverse
requi renents and chal l enges faced by different federations, ensuring
a secure and adaptabl e system for establishing trust and facilitating
secure communi cati on.

3. Trust Model

The MATF framework operates on a trust nodel that is central to its
design and functionality. This section outlines the key conponents
of this trust nodel and its inplications for federation nenbers and
the federation operator.

3.1. Role of the Federation Operator

The federation operator plays a critical role in the MATF franeworKk.
This entity is responsible for:

* Managing the central trust anchor, which is used to establish
trust across different domains within the federation

* Vetting federation nenbers to ensure they neet the required
st andards and polici es.

* Maintaining and securing the federation metadata, which includes

public key pins [RFC7469], issuer certificates, and other
essential information.
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Additionally, the federation operator SHOULD devel op their own threat
model s to proactively identify potential risks and threats. This
process invol ves exam ning the operating environment, evaluating both
internal and external threats, and understandi ng how vul nerabilities
can be exploited. The goal of the threat nodel is to enable the
federation operator to establish mitigation strategies that address
the identified risks.

The security and stability of the federation rely on the integrity
and conpetence of the federation operator. Menbers nust be able to
fully trust this central authority, as its role is essential to

mai ntai ning the federation’s reliability and security.

3.2. Federation Menbers’ Responsibilities

Federati on nmenbers share the responsibility of naintaining trust and
security within the federation. Their responsibilities include:

* Adhering to the federation's security policies and procedures.

* Ensuring the accuracy and tineliness of their metadata
submi ssi ons.

* Cooperating with the federation operator’s vetting and security
neasures.

By fulfilling these responsibilities, federation nmenbers help sustain
the overall trust franmework that enables secure and reliable

comruni cation within the federation. Federation nmenbers subnit
menber netadata to the federation. Both the authenticity of the
submi tted menber netadata and the submitting nenber need to be
ensured by the federation

3.3. Chain of Trust

Each federation operates within a trust framework that enconpasses
its own security policies and procedures. This framework is designed
to ensure the integrity, authenticity, and confidentiality of

communi cations within the federation. Key conponents of this
framewor k i ncl ude

* Public key pinning [ RFC7469] and preloading to thwart man-in-the-
m ddl e attacks by ensuring validated certificates.

* Regul ar updates and verification of federation netadata to prevent
the use of outdated or conprom sed infornmation
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The federation operator aggregates, signs, and publishes the
federation netadata, which conbines all nenbers’ nenber netadata
along with additional federation-specific information. By placing
trust in the federation and its associ ated signing key, federation
menbers trust the information contained within the federation

nmet adat a.

The trust anchor for the federation is established through the
federation s signing key, a critical conmponent requiring secure
distribution and verification. To achieve this, the federation's
signing key is distributed using a JSON Wb Key Set (JWKS) [RFC7517],
providing a flexible framework for exposing multiple keys, including
the signing key and keys for rollover. This structured approach
ensures nmenbers can readily access the necessary keys for
verification purposes.

An additional |ayer of security is introduced through thunbprint
verification [ RFC7638], where federation nenbers can independently
verify the key’'s authenticity. This involves conparing the
cal cul ated cryptographic thunbprint of the key with a trusted val ue,
ensuring its integrity. Inportantly, this verification process can
be conducted through channels separate fromthe JWKS itself,
enhancing security by elimnating reliance on a single distribution
mechani sm

This trust franmework is essential for enabling seam ess and secure
interoperability across different trust domains within the
federati on.

3.4. Menber Vetting

To ensure the security and integrity of the MATF framework, a menber
vetting process is essential. Detailed vetting processes are beyond
the scope of this docunment but can be guided by established
framewor ks such as el DAS and eduGAI N.

The foll owing are non-nornmative references to established franeworks:

* el DAS: The el DAS regul ati on establishes a franework for electronic
identification and trust services within the European Union. It
ensures secure and standardi zed el ectronic interactions across
menber states, facilitating nutual recognition of electronic |Ds.
perators can refer to the el DAS framework for gui dance on robust
aut hentication and identity verification processes [el DAS].

* eduGAIN: eduGAIN is an interfederation service connecting identity

federations worldwide, primarily within the research and educati on
sectors. It ensures high standards of security and
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interoperability, allowing institutions to coll aborate seam essly.
eduGAI N s processes for vetting, as described in [eduGAIN], can
serve as a useful reference

Met adata Authenticity

Ensuring the authenticity of metadata is crucial for maintaining the
security and trustworthi ness of the MATF framework. The specific
mechani sms for ensuring netadata authenticity are beyond the scope of
this docunment and nust be defined by the federation or regulatory
bodi es.

Met adat a Repository

The MATF netadata repository acts as a central vault, securely
storing all information about all participating federation nmenbers
and their respective entities. This information, known as federation
met adata, is presented as a JW5 [ RFC7515]to ensure its authenticity
and integrity.

The netadata repository is subject to stringent security measures to
safeguard the integrity of the stored information. This MAY invol ve:

*  Menber Managenent: The federation operator can centrally enforce
security policies and vet new nenbers before they are added to the
repository.

* Access Controls: Only authorized menbers within the federation
shoul d have access to the repository.

* Regul ar Backups: Robust backup procedures ensure data recovery in
case of unforeseen circunstances.

Bef ore nenber netadata is added to the federation’s repository, the
submitted netadata MUST undergo a validation process. This process
ainms to verify the accuracy, conpl eteness, and validity of the
informati on provided by a menber. The validation process MJST
include, at a minimumbut not limted to, the foll owi ng checks:

* Format Validation: The systemchecks if the submtted netadata
adheres to the defined schenma and format specifications.

* Unique Entity ID: Checks are performed to ensure that the
entity id in the submtted netadata is not already registered by
anot her nmenmber. Each entity within the federation nust have a
uni que identifier
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* Unique Public Key Pins: Public key pins [RFC7469] are used to
identify client entities within the federation nmetadata during the
connection validation process. Wen a server validates a client’s
TLS connection, it extracts the pin fromthe client’s TLS
certificate and matches it against entries in the federation
met adata. The requirenments for pin uni queness and usage are
detailed in Section 6.1.1.1.

* Certificate Verification: The issuer certificates listed in the
nmet adata are validated to ensure that the algorithns used in the
certificates are well-known and secure, and that the certificates
are currently valid and have not expired

* Tag Validation: Ensures that tags, as defined in Section 6.1.1.1
in the netadata adhere to the defined tag structure, verifying
bot h mandatory and optional tags. This process is crucial for
mai nt ai ni ng consi stency and preventing unauthorized tags within a
federation.

The MATF netadata repository serves as the vital foundation for
establishing trust and enabling secure communi cation within a MATF
environnment. By providing a central, secure, and controlled
repository for critical information, the netadata repository enpowers
menbers to confidently discover other trusted entities, and establish
secure connections for seam ess interaction

4. 1. Met adat a Subm ssi on

It is up to the federation to deternine which channels should be
provided to nenbers for submitting their netadata to the netadata
repository. Menbers typically have the option to either upload the
met adata directly to the repository, provided such functionality
exists, or to send it to the federation operator through a desi gnated
secure channel. [If an insecure channel is used, additional neasures
MUST be taken to verify the authenticity and integrity of the

met adata. Such nmeasures may include verifying the checksum of the
met adat a t hrough anot her channel. The choi ce of subnission channe
may depend on factors such as the federation’s guidelines and the
pref erences of the nmenber.

4.2. Maintaining Up-to-Date Metadata
In a MATF federation, accurate and current netadata is essential for
ensuring secure and reliable communicati on between nenbers. This

necessitates maintai ning up-to-date netadata accessible by al
nenbers.
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Federati on Metadata: The federati on operator publishes a JWs
contai ning an aggregate of all entity netadata. This JW5 serves
as the source of truth for information about all menbers wthin
the federation. CQutdated information in the JW5 can lead to

i ssues |ike failed connections, discovery chall enges, and
potential security risks.

Local Metadata: Each nenber maintains a | ocal netadata store
containing information about other nenbers within the federation
This information is retrieved fromthe federation's publicly
accessible JW5. CQutdated data in the |ocal store can hinder a
menber’s ability to di scover and connect with other rel evant
entities.

The followi ng outlines the procedures for keeping netadata up-to-
dat e:

*

Federati on Operator Role: The federation operator plays a crucia
role in maintaining data integrity within the federation. Their
responsi bilities include:

- Defining regul ations for metadata managenent that MJUST i ncl ude,
at a mininumbut not limted to, expiration and cache tine
managenent .

- I nplermenting mechanisns to update the published federation
met adata, ensuring it adheres to the expiration tinme (exp as
defined in Section 6.4) and cache TTL (cache_ttl as defined in
Section 6.1) specifications.

Menber Responsibility: Menbers nust follow the federation’s
met adat a managenent regul ations and refresh their |ocal netadata
store according to the defined expiration and cache regul ati ons.

By adhering to these responsibilities, the Federation ensures that
information remains valid for the defined timefrane and that caching
mechani sms utilize up-to-date data effectively.

All

Aut henti cati on

conmuni cati on established within the federation | everages mutual

TLS authentication, as defined in [ RFC8446]. This nechani sm ensures
the authenticity of both communi cating parties, establishing a robust
foundation for secure data exchange.
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5.1. Public Key Pinning

MATF i mpl enents public key pinning as specified in [RFC7469]. Public
key pinning associ ates one or nore uni que public keys with each
endpoint within the federation, stored in the federation netadata.
During a connection, clients and servers extract the public key from
the received certificate and validate it against the pre-configured
public key pins retrieved fromthe federati on netadata.

5.1.1. Benefits of Public Key Pinning

The decision to utilize public key pinning in the MATF franmework was
driven by several critical factors aimed at enhancing security and
ensuring trust:

5.1.1.1. Interfederation Trust

In interfederation environnents, where nultiple federations need to
trust each other, public key pinning remains effective. Each
federation can pin the public keys of entities in other federations,
ensuring trust across boundaries. Unlike private certificate chains,
whi ch can become conplex and difficult to nanage across nultiple
federations, public key pinning provides a straightforward nmechani sm
for establishing trust. MATF interfederation addresses this

chal  enge by aggregating netadata fromall participating federations
into a unified netadata repository. This shared netadata enabl es
secure conmuni cation between entities in different federations,
ensuring consistent key validation and robust cross-federation trust
and security.

5.1.1.2. Fortifying Security Against Threats

Public key pinning provides a robust defense mechanismby directly
binding a peer to a specific public key. This ensures that only the
designated key is trusted, preventing attackers from exploiting
fraudul ent certificates. By elinmnating reliance on external trust

i nternmedi aries, this approach significantly enhances resilience

agai nst potential threats.

5.1.1.3. Use of Self-Signed Certificates

The use of self-signed certificates within the federation | everages
public key pinning to establish trust. By bypassing external CAs,
servers and clients rely on the federation’s nmechanisns to validate
trust. Public key pinning ensures that only the specific self-signed
public keys, identified by key pins in the netadata, are trusted.

Hal en & Schl yter Expi res 28 February 2026 [ Page 11]



I nternet-Draft MATF August 2025

5.1.1.4. Revocation

If any certificate in a certificate chain is conprom sed, the
revocation process can be conplex and slow. This conplexity arises
because not only the conpromised certificate but potentially nmultiple
certificates within the chain night need to be revoked and rei ssued.
Public key pinning mtigates this conplexity by allowing clients to
explicitly trust a specific public key, thereby reducing dependency
on the entire certificate chain's integrity.

If a leaf certificate is conprom sed within a MATF federation, the
revocation process involves renoving the pin associated with the
conmprom sed certificate and publishing updated nmetadata that includes
a new pin corresponding to the replacenent certificate. This
approach elinmnates reliance on traditional certificate revocation
mechani sns and shifts the trust relationship to the specific, updated
public key identified by its pin.

5.2. Pin Discovery and Prel oadi ng

Peers in the federation retrieve these uni que public key pins,
serving as pre-configured trust paraneters, fromthe federation

met adata. The federation MJUST facilitate the di scovery process,
allow ng peers to identify the relevant pins for each endpoint.

I nformati on such as organi zation, tags, and descriptions within the
federati on netadata supports this discovery.

Before initiating any connection, clients and servers MJST prel oad
the designated pins fromthe federation netadata. This aligns with
the principle described in Section 2.7 of [RFC7469], which introduces
optional sources for pinning information, with the federation

met adat a serving as one such source. Preloading pins restricts
connections to endpoints with matching public keys, mtigating the

ri sks posed by fraudul ent certificates.

5.3. Verification of Received Certificates

Upon connection establishment, both endpoints, client and server,

must either | everage public key pinning or validate the received
certificate against the published pins. Additionally, the federation
met adata contains issuer information, which inplenentations MAY
optionally use to verify certificate issuers. This step remains at
the discretion of each individual inplenmentation

In scenari os where a TLS session term nates independent of the

application (e.g., via a reverse proxy), the termnation point can
utilize optional untrusted TLS client certificate authentication or
validate the certificate issuer itself. Depending on the specific
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i npl erentation, pin validation can then be deferred to the
application itself, assuming the peer certificate is appropriately
transferred (e.g., via an HITP header).

5.4. Failure to Validate

A received certificate that fails validation MJST result in the
imedi ate term nation of the connection. This strict enforcenment
ensures that only authorized and secure comuni cation channels are
established within the federation

5.5. Certificate Rotation:

To replace a certificate, whether due to expiration or other reasons,
the follow ng procedure nust be foll owed:

1. Publishing New Metadata: Wen a certificate needs to be changed,
federati on nmenbers publish new netadata containing the pin
(SHA256 t hunbprint) of the new public key. This ensures that the
new pin is available to all federation menbers.

2. Propagation Period: Allowtinme for the updated netadata to
propagat e throughout the federation before switching to the new
certificate. This overlap period ensures that all nodes
recogni ze the new pin and avoi d connection issues.

3. Switching to the New Certificate: After ensuring the new netadata
has propagated, menbers switch to the new certificate in their
TLS st ack.

4. Renoving Od Pin: After successfully switching to the new
certificate, menmbers rmust publish updated netadata that excludes
the old pin. This final step ensures that only the current
public keys are trusted.

5.6. Inplementation Cuidelines

Public key validation MJST al ways be enforced, either through direct
pi nning or by deferring validation to the application

For clients, public key validation typically occurs within the
application handling the TLS session, either by enforcing direct

pi nning or by extracting and validating the public key against the
publ i shed pi ns.

Hal en & Schl yter Expi res 28 February 2026 [ Page 13]



I nternet-Draft MATF August 2025

For servers, validation depends on deploynent. |f the application
term nates the TLS session, it perforns direct pinning or extracts
and validates the public key. |If a reverse proxy term nates the TLS

session, it can enforce direct pinning or forward the certificate to
the application (e.g., via an HTTP header) for validation

| mpl enent ati ons SHOULD, when possible, rely on libraries with native
support for pinning. Libcurl, for exanple, supports pinning via the
Pl NNEDPUBLI CKEY option. In Python, the cryptography library can
extract public keys, while the requests package together with urllib3
can intercept certificates. Go provides crypto/tls and crypto/x509
for certificate inspection and public key extraction. [In Java,
java.security.cert. X509Certificate enables public key extraction,
while java.net.http. Htpdient allows pinning enforcenent using a
cust om SSLCont ext and Trust Manager. The choice of library is left to
the discretion of each inplenentation

I f bypassing standard CA validation is possible, it SHOULD be done.

If not, the issuers listed in the federation nmetadata MJST be used as
the trust store to validate certificate issuers while still enforcing
key pinning. Wthout issuer validation against issuers in netadata,
sel f-signed certificates would not be accepted. These nechani sns
ensure conpatibility with existing TLS infrastructure while

mai ntai ning strict security guarantees.

6. Feder ati on Met adat a

Federation nmetadata is published as a JWs [ RFC7515]. The payl oad
contai ns statenents about federation nenbers entities.

Met adata is used for authentication and service discovery. A client
sel ects a server based on netadata clains (e.g., organization, tags).
The client then uses the selected server clains base_uri, pins and if
needed issuers to establish a connection
Upon receiving a connection, a server validates the received client
certificate using the client’s published pins. Server MAY al so check
other clainms such as organization and tags to determne if the
connection is accepted or term nated.

6.1. Federation Metadata C ai ns

This section defines the set of clains that can be included in
met adat a.

* jat (REQU RED)

Identifies the time at which the federati on netadata was i ssued.
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- Data Type: Integer
- Syntax: NunericDate as defined in [RFC7519], Section 4.1.6
- Exanple: 1755514949

*  exp (REQUI RED)
ldentifies the expiration time on or after which the federation
metadata is no longer valid. Once the exp tinme has passed, the
met adata MUST be rejected regardl ess of cache state.
- Data Type: Integer
- Syntax: NunericDate as defined in [RFC7519], Section 4.1.4
-  Exanple: 1756119888

* iss (REQUI RED)
A URl wuniquely identifying the issuing federation. This value
differentiates federations, prevents anbiguity, and ensures that
entities are recognized within their intended context.
Verification of the iss claimenables recipients to determ ne the
origin of the information and to establish trust with entities
within the identified federation.
- Data Type: String
- Syntax: URI, as defined in [RFC7519], Section 4.1.1
- Exanple: "https://federation. exanple. org"

* version ( REQUI RED)
Indi cates the schema version of the federation netadata. This
ensures conpatibility between nenbers of the federation by
defining a clear versioning mechanismfor interpreting metadata.

- Data Type: String

- Syntax: Mist adhere to Semantic Versioning (https://semver.org
(https://senver.org)).

- Exanple: "1.0.0"

* cache_ttl (OPTI ONAL)
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Specifies the duration in seconds for cachi ng downl oaded
federati on netadata, allow ng for independent caching outside of
specific HITP configurations, particularly useful when the
communi cation nechanismisn’'t HTTP-based. |In the event of a
met adat a publication outage, nenbers can rely on cached netadata
until it expires, as indicated by the exp claimin the JW
payl oad, defined in Section 6.4. Once expired, metadata MJST no
| onger be trusted. |If omitted, a mechanismto refresh netadata
MJST still exist to ensure the netadata remains valid.
- Data Type: Integer
- Syntax: Integer representing the duration in seconds.
-  Exanpl e: 3600

* entities (REQU RED)
Contains the list of entities within the federation.
- Data Type: Array of bjects

- Syntax: Each object MJST conformto the entity definition, as
specified in Section 6.1.1

6.1.1. Entities
Met adata contains a list of entities that nay be used for
conmmuni cation within the federation. Each entity describes one or
nore endpoi nts owned by a menber. An entity has the follow ng
properties:
* entity_id (REQU RED)
A URl that uniquely identifies the entity. This identifier MJST
NOT collide with any other entity id within the federation or
within any other federation that the entity interacts wth.
- Data Type: URI
- Syntax: Avalid URI.
-  Exanple: "https://exanple.cont

* organi zation (OPTI ONAL)
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A nanme identifying the organization that the entity s netadata
represents. The federation operator MJST ensure a nechanismis in
pl ace to verify that the organization claimcorresponds to the
rightful owner of the information exchanged between nodes. This
is crucial for the trust nodel, ensuring certainty about the
identities of the involved parties. The federation operator
SHOULD choose an approach that best suits the specific needs and
trust nodel of the federation

- Data Type: String

- Syntax: A name identifying the organi zation represented by the
entity.

- Exanple: "Exanple Org”
* issuers (REQU RED)
Alist of certificate issuers allowed to issue certificates for
the entity’s endpoints. For each issuer, the issuer’s root CA
certificate MJUST be included in the x509certificate property, PEM
encoded. Certificate verification relies on public key pinning,
with the Iist of allowed issuers used only when a certificate
chain validation nechanismis unavoi dable. For self-signed
certificates, the certificate itself acts as its own issuer and
MJST be listed as such in the netadat a.
- Data Type: List of Objects
- Syntax: Each object contains a issuer certificate, PEM encoded.
- Exanple: Issuer truncated for readability.
"issuers": [{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | DDD"
H
* servers (OPTI ONAL)
Contains the list of servers within the entity.

- Data Type: Array of njects

-  Syntax: Each object MJST conformto the server definition, as
specified in Section 6.1.1.1

* clients (OPTI ONAL)
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Contains the list of clients within the entity.
- Data Type: Array of bjects

- Syntax: Each object MJST conformto the client definition, as
specified in Section 6.1.1.1.

6.1.1.1. Servers / Cients

Alist of the entity's servers and clients.

* description (OPTI ONAL)
A human readabl e text describing the server or client.
- Data Type: String
- Syntax: Free-formtext describing the server or client.
- Exanple: "SCIM Server 1"

* base_uri (OPTI ONAL)

The base URL of the server, which is required for endpoints that
descri be server.

- Data Type: URI
- Syntax: A valid URL.
- Exanple: "https://sci mexanple.conm"
* pins ( REQU RED)
A list of objects representing Public Key Pins [ RFC7469].
- Data Type: Array of bjects

- Syntax: A list of objects, where each object represents a
single public key pin with the follow ng properties:

o alg (REQU RED)
The nane of the cryptographic hash algorithm Currently,
t he RECOMVENDED val ue is 'sha256’. As nore secure

al gorithms are devel oped over tine, federations should be
ready to adopt these newer options for enhanced security.
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+ Data Type: String
+ Syntax: The nane of the algorithm
+ Exanpl e: "sha256"

o digest (REQU RED)
The public key of the end-entity certificate converted to a
Subj ect Public Key Information (SPKI) fingerprint, as
specified in Section 2.4 of [RFC7469]. For clients, the
di gest MJST be gl obally uni que for unanbi guous
identification. However, within the sane entity_id object,
the sane digest MAY be assigned to nmultiple clients.
+ Data Type: String
+ Syntax: SPKI fingerprint.
+ Exanpl e: "+hcn( JEt Lg4BRPhr | Lyhgn98Lhy6DaWlpns BAgQOLCQ="

- Exanpl e:
"pins": [{

"al g": "sha256",
"di gest": "+hcn JEt Lq4BRPhr | Lyhgn98Lhy6DaWipnsBAgOLCQ="

}H
* tags (OPTI ONAL)
A list of strings that describe the endpoint’s capabilities.
- Data Type: Array of Strings
- Syntax: Strings describing endpoint capabilities.
- Pattern: " a-z0-9]{1,64}%
- Exanple: ["scinl, "xyzzy"]

Tags are fundanental for discovery within a federation, aiding
both servers and clients in identifying appropriate connections.

- Server Tags: Tags associated with servers are used by clients
to di scover servers offering the services they require.
Clients can search for servers based on tags that indicate
supported protocols or the type of data they handle, enabling
di scovery of conpatible servers
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6. 2.

- dient Tags: Tags associated with clients are used by servers
to identify clients with specific characteristics or
capabilities. For instance, a server night only accept
connections fromclients that support particular protocols. By
filtering incom ng requests based on these tags, servers can
identify suitable clients.

Feder ati on- Speci fi c Consi derations

Wiile tags are tied to individual federations and serve distinct
purposes within each, several key considerations are crucial to
ensure clarity and pronote consistent tag usage:

- \Well|-Defined Scope: Each federation MJST establish a clear
scope for its tags, detailing their intended use, allowed tag
val ues, associ ated neani ngs, and any rel evant restrictions.
Mai ntai ning a well-defined and readily accessible registry of
approved tags is essential for the federation.

- Validation Mechani sns: |nplenmenting validation nechanisns for
tags is highly recommended. This may involve a dedicated
operation or service verifying tag validity and conpliance with
the federation's regul ations. Such validation ensures
consistency within the federation by preventing the use of
unaut hori zed or irrelevant tags.

Met adat a Schema

The MATF netadata schena is defined in Appendix A This schema
specifies the format for describing entities involved in MATF and
their associated information.

Not e: The schema in Appendix Ais folded due to line length
limtations as specified in [ RFC8792].

6. 3.

Exanpl e Met adat a

The following is a non-normative exanple of a netadata statenent.
Li ne breaks within the issuers’ claimis for readability only.

{

"exp": 1755514949,
"iat": 1756119888,
"iss": "https://federation. exanple.org",
"version": "1.0.0",
"cache_ttl": 3600,
"entities": [{
"entity_id": "https://exanple.cont,
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"organi zation": "Example O g",
"issuers": [{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | DDDCCAf
SgAwW BAgl JAI Csf JBSt JGhMAOGCSqGSI b3 DQEBCOWUANMBS x GTAXBgNWV\ nBAM
MEHN] aWuZXhhbXBsZS5j b20wHhc NMIc wNDA2 MDe 1 Mz E3VWh e NMTcWNTA2 VD
c1\ nMz E3W Ab MRKWFwWYDVQQDDBBz Y2I t LnivAYWLwbhGUUY29t M | Bl j ANBgk
ghki GOWOB\ NnAQEFAACCABAM | BCgKCAQEAy T +3dXTC8YXoi OLDITHOI Tf v
8onY VWFOr 3+/ PBE\ n6hnpLSNXK/ EZJBD6ZT4Q+t Y8dPhyhz TSRFZCVI r Ds
e/ kYOOF4yof | Ki gx9WsuCr g\ nZFr 1AUt | f GR/ LvRUvDFt uHo1MzFt t i K8W
wskMYZr wlz LHTI VinBkf MvLgr 2Xzx FK\ nj t 0Cc DFxNdY5@BkuBoj HO+xt 5s
Zbr J9AVH A 8JanSqD k90Dy &g+Gr EZFA P/ B\ nxa4Fsl 04En/ 9G aJnCUL
NpUW0cqvWhVU LOy8DaQWNL4H dkTdmegEsg2LR/ Xr Jkt \ nhol6di AXr gS25
3xbkdD3T5d6l Hi ZCL6UxkBh4ZHRcof t S DAQABo1MMJUTAdBgNW\ nHQAEFg
QUs 1dXuhGhGc2UNb7i kn3t 6¢ BuU34wHwYDVROj BBgwF0oAUs 1dXuhGhGec2W\
nNb7i kn3t 6¢BuU34wDwWYDVROTAQH BAUWAWEB/ z ANBgkghki GOWOBAQs FAA
OCAQEA\ nr ROwxPhUa2Xf QQagACO0C8TFf 8wbTYbOEI P5Ej 834x MMV WWISA
N8/ 3WOMQI 23\ nf OvEe YQM vbD2f j LvYTy M2t SPOW t QoKuvul | rxV7Zz8
AB1NI j bl E3rf ealeC8nmy\ nTkDA MKV+wW XXgUxi rri de+6ubOARG 92f gze
DGV a9t j OL/ 3e0x| Xeuj xC7\ nM t 3p99t eHj vnZQrFi | Bl vGc108FD1
FKnFYd74s7Rxr Aus BEAAMBo3xyB89c FUOd\ nKB2f kH21 kqgi gkyQt j r | HPoy
6ws6g1S6U IXx9nONEeEqCF zXnh9j Epxi sSO+ BZER\ npCw 2L MNPQxZBqgBF

oxbFPw==\n----- END CERTI FI CATE- - - - - "

H

"servers": [{
"description": "SCIM Server 1",
"base_uri": "https://scimexanple.conm",
"pins": [{

"al g": "sha256",
"di gest": "+hcn JEt Lg4BRPhr | Lyhgn98Lhy6DaWipns BAgOLCQ="
H
"tags": |
"scint
]
H,
"clients": [{
"description": "SCIMdient 1",
"pins": [{
"al g": "sha256",
"di gest": "+hcn( JEt Lqg4BRPhr | Lyhgn98Lhy6DaWipns BAgOLCQ="
}H
}H
}H
}
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Met adat a Si gni ng

Federation metadata is signed using JW5 and published using JW5 JSON
Serialization according to the General JW5 JSON Serialization Syntax
defined in [ RFC7515]. Federation netadata signatures are RECOMVENDED
to be created using the al gorithm ECDSA using P-256 and SHA- 256
("ES256") as defined in [RFC7518]. However, to accommopdate evol ving
cryptographi ¢ standards, alternative algorithns MAY be used, provided
they nmeet the security requirements of the federation.

The foll owi ng protected JWS header paraneters are REQU RED:
* alg (Algorithm

Identifies the algorithmused to generate the JW5 signature
[ RFC7515], Section 4.1.1.

* kid (Key ldentifier)

Identifies the signing key in the key set used to sign the JWs
[ RFC7515], Section 4.1.4.

Exanpl e Signature Protected Header

The following is a non-normative exanple of a signature protected
header .

{
"al g": "ES256",

"kid": "c2fb760e-f4b6-4f 7e-bl7a- 7115d2826d51"

Exampl e Usage Scenari os
The exanples in this section are non-nornative.

The foll owi ng exanpl e describes a scenario within the federation

" Skol f ederati on" where MATF is already established. Both clients and
servers are registered menbers of the federation. In this scenario,
clients aimto nmanage cross-donain user accounts within the service.
The standard used for account nanagenent is SS 12000:2018 (i.e., a
SCI M ext ensi on) .
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A. Entities collect nenber netadata fromthe federation netadata.
B. The client pins the server’s public key pins.

C. The reverse proxy trust anchor is setup with the clients’
certificate issuers

D. The client establishes a connection with the server using the
base uri fromthe federation netadat a.

E. The reverse proxy forwards the client certificate to the
appl i cation.

F. The application converts the certificate to a public key pin and
checks the federation netadata for a matching pin. The entity’s
entity id should be used as an identifier

.1. dient
A certificate is issued for the client and the issuer is published in

the federation nmetadata together with the client’s certificate public
key pins
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When the client wants to connect to a renote server (identified by an
entity identifier) the follow ng steps need to be taken

1.

7.2.

Fi nd possible server candidates by filtering the renpte entity’'s
list of servers based on tags.

Connect to the server URI. Include the entity’'s list of
certificate issuers in the TLS clients list of trusted CAs, or
trust the listed pins explicitly.

If pinning is not used during the TLS handshake, the client MJST
perform a post-connection validation against the entity's
publ i shed pi ns.

Commence transacti ons.

Server

A certificate is issued for the server and the issuer is published in
the federation nmetadata together with the server’s nane and
certificate public key pin.

When the server receives a connection froma renote client, the
foll owi ng steps need to be taken

1.

3.

7.3.

Popul ate list of trusted CAs using all known entities’ published
i ssuers and required TLS client certificate authentication, or
configure optional untrusted TLS client certificate

aut hentication (e.g., optional _no_ca).

Once a connection has been accepted, validate the received client
certificate using the client’s published pins.

Conmence transacti ons.

SPKI Generati on

Exanmpl e of how to use OpenSSL to generate a SPKI fingerprint froma
PEM encoded certificate.

openssl x509 -in <certificate.penr -pubkey -noout | \
openssl pkey -pubin -outformder | \

openssl dgst -sha256 -binary | \

openssl enc -base64
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7.4. Curl and Public Key Pinning

Exampl e of public key pinning with curl. Line breaks are for
readability only.

curl --cert client.pem--key client.key --pinnedpubkey 'sha256//0Ck
2aNf cr CNDVvhC2uXI dxBFOvM EVt zI NVUT5pur ODk=" htt ps:// host. exanpl e. com

8. Deployments of the MATF Framework

The MATF framework has proven its practical val ue and robustness
t hrough successful depl oynents in several environnents.

8.1. Skol federati on Ma

Skol federation Mba [Moa], is a federation designed to secure
conmuni cati on between digital educational resources and school s.
MATF i s devel oped to neet Mda's needs and enabl es secure data
exchange for schools, nunicipalities, educational platforms, and
servi ces across Sweden.

The community plays a crucial role in this type of federation

Menbers are active participants, and the FO ensures the federation
runs smoothly and serves their needs. Ma’'s success highlights the

i mportance of collaboration, with menbers and the FO worki ng together
to maintain trust, security, and interoperability in the education
sector.

The depl oynent of MATF in the Swedi sh education sector has provided
several key insights. Maintaining an accurate registry of netadata
ownership with reliable contact information is essential for

troubl eshooti ng and ensuring accountability. The depl oyment al so
demonstrated the inportance of setting reasonable expiration tines
for nmetadata. Too short an expiration can hinder the ability to

i mpl ement contingency plans for publishing new nmetadata during

out ages.

Met adata validation is necessary to naintain a stable federation.
Wi | e manual validation may be sufficient in the early stages of a
federation, it becones unmanageabl e as the federation scal es.

Wthout an autonated validation process, incorrect netadata upl oaded
by menbers is likely to go undetected, |eading to publication of

i ncorrect metadata.

The signing key is needed to sign netadata. Under fall back
scenarios, even if metadata can be retrieved from el sewhere, without
access to the signing key, it is inpossible to publish netadata.
Therefore, secure and redundant managenent of the signing key is
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crucial to enable fallback mechani sms and ensure reliable signing and
distribution of nmetadata. |If netadata is retrieved froma | ocation
other than the official repository, it is mandatory to validate its
signature to maintain trust and ensure the authenticity of the

met adat a

8.2. Swedi sh National Agency for Education

The Swedi sh Nati onal Agency for Education [ Skol verket MATF] | everages
MATF within its digital national test platformto establish a robust
aut henti cati on mechanism The platformutilizes an APl for client
verification prior to secure data transfer to the agency’'s test
service, ensuring the integrity and confidentiality of educationa
dat a.

8.3. Sanmbruk’s EG L

Sanbruk’s EG L [EA L], a platformproviding digital services to

muni ci palities, has successfully integrated the MATF framework. This
depl oynent denonstrates the framework’s adaptability to support a

wi de range of digital service infrastructures.

These depl oynments highlight the effectiveness of the MATF franework
in enhancing security and interoperability within the educationa
sector.

9. Security Considerations
9.1. Security Risks and Trust Managenent

The security risks associated with the MATF framework are confined to
each individual federation. Both the federation operator and
federati on nenbers share the responsibility of maintaining trust and
security within the federation. Proper handling and managenent of
nmet adata, as well as thorough vetting of federation nmenbers, are
crucial to sustaining this trust and security. Each federation
operates within a trust franmework, which includes its own security
policies and procedures to ensure the integrity and reliability of
the federation.

9.2. TLS

The security considerations for TLS 1.3 are detailed in Section 10
and Appendices C, D, and E of [RFC8446].
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9

9

9

10.

3. Federation Metadata Updates

Regul arly updating the | ocal copy of federation netadata is essential
for accessing the latest information about active entities, current
public key pins [RFC7469], and valid issuer certificates. The use of
out dat ed netadata nmay expose systens to security risks, such as
interaction with revoked entities or acceptance of manipul ated data.

4. \Verifying the Federation Metadata Signature

Ensuring data integrity and security within the MATF framework relies
on verifying the signature of downl oaded federation netadata. This
verification process confirns the data’s origin, ensuring it cones
fromthe intended source and has not been altered by unauthorized
parties. By establishing the authenticity of the metadata, trust is
mai ntained in the information it contains, including valid nenber
public key pins and issuer certificates. To achieve a robust

i mplementation, it is crucial to consider the security aspects
outlined in [ RFC7515], which describes security considerations
related to al gorithm sel ection, key conpromnise, and signature
integrity.

5. Tinme Synchronization

Mai nt ai ni ng synchroni zed cl ocks across all federation nmenbers is
critical for the security of the MATF framework. |naccurate

ti mestanps can conmprom se the validity of digital signatures and
certificates, hinder reliable |og analysis, and potentially expose
the systemto tine-based attacks. Therefore, all federation nenbers
MUST enpl oy nmethods to ensure their system clocks are synchronized
with a reliable time source.

Acknowl edgenent s
This project was funded through the NG O PET Fund, a fund established
by NLnet with financial support fromthe European Conmi ssion’s Next
Generation Internet programre, under the aegis of DG Communi cati ons
Net wor ks, Content and Technol ogy under grant agreement No 825310.

The authors thank the followi ng people for the detail ed review and
suggesti ons:

* Rasnus Larsson
* Mats Duf berg

* Joe Siltberg

Hal en & Schl yter Expi res 28 February 2026 [ Page 27]



Internet-Draft

MATF August 2025

* Stefan Norberg

* Petter Blonberg

The authors would also like to thank participants in the EGL working

group for t

heir coments on this specification.

11. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

12. Nornmative References

[ RFC2119]

[ RFC7469]

[ RFC7515]

[ RFC7517]

[ RFC7518]

[ RFC7519]

[ RFC7638]

[ REC8446]

13. Informati

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,

<https://www. rfc-editor.org/info/rfc2119>.

Evans, C., Palmer, C., and R Sleevi, "Public Key Pinning
Extension for HITP', RFC 7469, DO 10.17487/ RFC7469, April
2015, <https://ww. rfc-editor.org/info/rfc7469>.

Jones, M, Bradley, J., and N. Sakinura, "JSON VWb
Signhature (JW8)", RFC 7515, DO 10.17487/ RFC7515, My
2015, <https://ww. rfc-editor.org/info/rfc7515>.

Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DO 10. 17487/ RFC7517, May 2015,
<https://www. rfc-editor.org/info/rfc7517>.

Jones, M, "JSON Wb Al gorithns (JWA)", RFC 7518,
DO 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/info/rfc7518>.

Jones, M, Bradley, J., and N. Sakinura, "JSON Wb Token
(JWn ", RFC 7519, DO 10.17487/ RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Jones, M and N. Sakinura, "JSON Wb Key (JVK)
Thumbprint", RFC 7638, DO 10. 17487/ RFC7638, Septenber
2015, <https://ww.rfc-editor.org/info/rfc7638>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www.rfc-editor.org/info/rfc8446>.

ve References

Hal en & Schl yter Expi res 28 February 2026 [ Page 28]



I nternet-Draft MATF August 2025

[ EG L] Sanbruk, "EGQ L - nmanage your school’s digital user
accounts efficiently", 2022,
<https://sanbruk. se/ egil-dnp/>.

[ Moa] The Swedi sh I nternet Foundation, "Machine and Organization
Aut hentication", 2022,
<https://w ki.federationer.internetstiftel sen.se/x/
LYA5AQ>.

[ RFC8792] Watsen, K., Auerswald, E., Farrel, A, and Q W,
"Handling Long Lines in Content of Internet-Drafts and
RFCs", RFC 8792, DO 10.17487/RFC8792, June 2020,
<https://www. rfc-editor.org/info/rfc8792>.

[ Skol ver ket MATF]
Swedi sh National Agency for Education, "Authentication API
for User Managenent", 2023,
<https://github. conl skol verket/ dnp-
user managemnent / bl ob/ mai n/ aut henti cati on- api / READVE. nd>.

[ el DAS] Eur opean Commi ssion, "el DAS: el ectronic ldentification,
Aut hentication and trust Services", 2014,
<https://eidas. ec. europa. eu/ >.

[eduGAIN] GEANT Association, "eduGAIN: Interfederation service
connecting research and education identity federations
wor | dwi de", 2023, <https://edugain. org>.

Appendi x A, JSON Schema for MATF Met adat a

The foll owing JSON Schema defines the structure of MATF netadata. It
conforns to draft 2020-12 of the JSON Schema standard.

Version: 1.0.0

=============== NOTE: ’'\\’ |ine \Nrapp| ng per RFC 8792 ===============

"$schemn": "https://json-schema. org/draft/2020-12/schema",
"$id": "https://ntlsfed. se/ schema/ matf - met adat a- schena. j son",
"title": "JSON Schema for Miutually Authenticating TLS in the con\
\text of Federations",
"description": "Version: 1.0.0",
"type": "object",
"addi ti onal Properties": true,
"required": |
"iat",
“exp”,
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Ili SSII ,
"version",
"entities"

]

roperties": {
"Tat": {
"title": "lssued at",
"description": "Time at which the nmetadata was issued (W
\NI X tinmestanp)",
"type": "integer",
"mnimun': 0,
"exanpl es": [
1755514949
]

xp": {

"title": "Expiration tinme",

"description": "Time at which the netadata expires (UN X\
\ timestamp)",
"type": "integer",
"m ni mun': O,
"exanmpl es": [

1756119888

]

}

i ss":
"title": "The federation issuing the nmetadata”,
"description": "A URl that uniquely identifies the feder\

\ation that issued the netadata",

"type": "string",

"format": "uri",

"m nLength": 1,

"exanpl es": [

"https://exanpl e. com federation

]
},
"version": {
"title": "Metadata schema version",
"description": "Schema version follows semantic versioni\

\ng (https://senmver.org)",
"type": "string",
"pattern": "MAdH\\\VdHN AN dHS,
"exanpl es": [
"1.0.0"
]
}

"cache_ttl": {
"title": "Metadata cache TTL",
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"description": "How |l ong in seconds to cache netadata. T\
\he effective maxi mumis bounded by the exp claim?",
"type": "integer",

"mnimun': 0,
"exanpl es": [
3600

]

ntities": {
"type": "array",
"mnltems": 1,
"itens":
"$ref": "#/ $defs/entity"”
}

}

}
} i)
"$defs": {
"entity": {
"type": "object",
"addi ti onal Properties": true,
"required": |
"entity id",
"issuers"

]

roperties": {
"entity_ id": {

"title": "Entity identifier",

"description": "dobally unique identifier for t\
\he entity.",
"type": "string",
"format": "uri",
"exanpl es": [

"https://exanpl e. cont

]

}

"organi zation": {
"title": "Nanme of entity organization",
"description": "Nanme identifying the organizati o\

\n that the entity’s netadata represents.”,
"type": "string",
"exanpl es": [

"Exanple O g"
]
}
"issuers": {
"title": "Entity certificate issuers”,
"description": "Alist of certificate issuers th\

\at are allowed to issue certificates for the entity’'s endpoints. Fo\
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\r each issuer, the issuer’'s root CA certificate is included in the \
\ x509certificate property (PEM encoded).",

"type": "array",

"mnltens": 1,

"itens":

"$ref": "#/ $defs/cert_issuers”
}
b,

"servers": {
"type": "array",
"itens":
"$ref": "#/ $defs/endpoint"”
}

"clients": {
"type": "array",
"itens": {
"$ref": "#/ $defs/endpoint"”
}

}

ndpoi nt": {
"type": "object",
"addi ti onal Properties": true,
"required": |
"pi ns"
]

}

roperties": {
"description": {
"title": "Endpoint description",
"type": "string",
"exanpl es": [
"SCI M Server 1"
]

ags": {
"title": "Endpoint tags",
"description": "A list of strings that describe \
\the endpoint’s capabilities.",
"type": "array",
"items": {
"type": "string",
"pattern': "~[a-z0-9]{1, 64}%$",
"exanpl es": [
"Xxyzzy"
]

}
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}

ase uri": {
"title": "Endpoint base UR ",
"type": "string",
“format": "uri",
"exanpl es": [
"https://sci mexanpl e.cont

]
},
"pins": {
"title": "Certificate pin set",
"type": "array",
"mnltens": 1,
"itens":
"$ref": "#/ $defs/pin_directive"
}
}
}
},
"cert _issuers": {
"title": "Certificate issuers”,
"type": "object",
"addi tional Properties": false,
"required": |
"x509certificate"
1,
"properties": {
"x509certificate": {
"title": "X. 509 Certificate (PEM",
"type": "string",
"pattern": "N----- BEG N CERTI FI CATE- - - - - (2:\\r2\\
\\n) (?:[A-Za-z0-9+/ =] {64}I\\r A\ n) *(?: [ A-Za-z0-9+/ =] {1, 64}\\ r2A\n) ---\
\ -- END CERTI FI CATE- - - - - (2:\\r2\\ n) 28"
}
}
}

"pin_directive": {
"title": "RFC 7469 pin directive",
"type": "object”,
"addi tional Properties": false,
"required": |
“al g",
"di gest™
]

"properties": {
n al gll . {
"title": "Directive nane",
"type": "string",
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"enum': [
"sha256"
] ]
"exanmpl es": [
"sha256"
]

igest": {
"title": "Directive value (Base64)",
"type": "string",
"pattern": "~[A-Za-z0-9+/]{43}=$",
"exanpl es": [
"H Mr b4phPSP+0OvGgnizd6sGvy 7AUn4k 3XEe8QOVBr zt 8\

}

}
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