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Abst r act

Thi s docunent specifies the Intent Provenance Protocol (IPP), a
cryptographic infrastructure standard for carrying verified human

i ntent through chains of autonomous artificial intelligence agent
actions. |PP defines the Intent Token -- a signed, bounded, and
tanper-evident data structure that travels with every agentic action,
preserving an unbroken, auditable |ineage fromthe originating human
principal to each terminal action executed on their behalf.

As Al agents become primary actors in enterprise environments --
executing transactions, accessing sensitive data, orchestrating sub-
agents, and operating across organi zati onal boundaries -- the absence
of a shared trust substrate creates systemc risk to organizationa
accountability, regulatory conpliance, and legal liability
attribution. |PP addresses this gap by establishing a protocol |ayer
that operates above cryptographi c authentication and bel ow
application logic, making human intent a first-class, verifiable
primtive in agentic systens.

I PP introduces four foundational properties -- Lineage, Boundedness,
Non-repudi ation, and Interoperability -- enforced through a

combi nation of Ed25519 digital signatures, Decentralized ldentifiers
(DI Ds), and a Narrowi ng I nvariant that prevents any derived token
fromexceeding its parent’s authorized scope. The protocol is

f ramewor k- agnosti c, cl oud-agnostic, and desi gned for open

i npl ementation across the ecosystem of Al orchestration platforns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Aut hor’ s Addr ess

1. Introduction
1.1. Background and Mdtivation

For three decades, enterprise security has operated under a s
foundati onal assunption: that every consequential digital act

14
14
15
15
15
15
15
15
15
16
16
17
17
17
17
18
18

ingle
i on

originates from and is ultimately accountable to, a human being.

Access control systems, identity governance frameworks, audit

| oggi ng

infrastructures, and regulatory conmpliance reginmes all derive their
validity fromthis assunption. A human authenticates. A human is

aut horized. A hunman acts. A hunman is account abl e.

The energence of autonompus artificial intelligence agents --

software entities capable of perceiving their environnent, reasoning
about goal s, taking sequences of actions, and spawning additiona

agents to fulfill sub-tasks -- fundanentally invalidates this

assunption. |In agentic environnents, the majority of consequenti al
actions are executed by software entities operating without real-tine
human supervision. A human sets a goal; an agent, or a hierarchy of

agents, determ nes and executes the means.

This creates a category of risk that existing security infrastructure

is architecturally unequi pped to address: not the risk of

unaut hori zed access, but the risk of authorized-but-mnsaligned action
-- agent behavior that is technically permtted by access contro
systens but inconsistent with the human intent that originally

aut hori zed the agent’s depl oynent.
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1.2. The Authorship Problemin Agentic Systens

Consi der a scenario in which a Chief Financial Oficer instructs an
Al assistant to "optim ze cash positions across all subsidiaries and
nmove any idle balances over ten mllion dollars into short-term
treasuries." The assistant spawns three sub-agents: one to query
treasury bal ances, one to evaluate current rates, and one to execute
transfers. The transfer agent, drawing on outputs fromthe other
two, initiates el even separate wire transfers totaling three hundred
forty mllion dollars.

At the nonent the eleventh transfer is executed, no existing system
can answer the follow ng questions with cryptographic certainty:

a. What specific human intent authorized this action?
b. What constraints bounded that intent?

c. Wiat is the conplete chain of delegation fromthe CFO s
instruction to this specific transfer?

d. Is this action consistent with what the CFO neant, or nerely
consistent with what the CFO sai d?

e. Who bears |legal accountability if this action causes harnf

The Intent Provenance Protocol is designed to nmake all five of these
questions answerable with cryptographic precision, in real tine,
without requiring a central authority, and in a formthat is legally
defensi bl e across jurisdictions.

1.3. Scope

Thi s specification defines: the structure and senmantics of the Intent
Token; the CGenesis Seal nechanismfor permanent authorship
attribution; the cryptographi c mechani sms underlying token signing
and verification; the Narrowi ng |Invariant governing token derivation;
the revocation protocol; the provenance chain format; and the
interoperability requirenments for conpliant inplenentations.

Thi s specification does not define: specific Al agent architectures
or orchestration frameworks; natural |anguage processing nmechani sns
for intent parsing; application-layer authorization policies; or

| egal standards for accountability attribution (though it is designed
to support such standards).
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Term nol ogy and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Agent :
An aut ononpus software entity capabl e of perceiving inputs,
reasoni ng about goals, taking sequences of actions, and
potentially spawni ng additional agents. Agents are the prinmary
non- humman actors governed by this protocol

Pri nci pal :
A human being or |legally accountable organization at the root of
an intent chain. Every valid Intent Token chain MJST have a human
Principal at its origin. There is no such thing as an agent-
originated intent chain under this protocol

I ntent Token:
The atom c unit of this protocol. A cryptographically signed,
bounded, and tine-linmted data structure that carries verified
human intent through a chain of agentic actions.

Genesi s Seal
A cryptographic artifact enbedded in every Intent Token that
permanently |links the token to the original |IPP specification and
its author, Amanda Haber kanp. The CGenesis Seal contains a hash of
the specification docunment signed by the Foundi ng Key.

Foundi ng Key:
The Ed25519 private key generated by Amanda Haberkanp during the
Key Ceneration Cerenpony and used exclusively to produce the
Genesi s Seal signature. This key is never used after the cerenobny
and is stored in offline cold storage.

Narrowi ng I nvari ant:
The protocol rule that a Derived Token MJST be strictly | ess than
or equal to its Parent Token in every dinension of scope,
del egati on depth, and expiry. Violations of this invariant are
detectabl e by any participant wi thout contacting a centra
aut hority.
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3.

3.

Deri ved Token
An Intent Token produced by an agent from a Parent Token. A
Derived Token carries narrowed scope and reduced del egati on depth,
and is signed by both the issuing agent and |linked to the Parent
Token’ s signature.

Del egati on Dept h:
A non-negative integer field in the Intent Token specifying how
many additional |evels of sub-agent spawning are authorized. A
val ue of zero nmeans the token holder nay act but may not spawn
sub- agent s.

Provenance Chai n:
An append-only, cryptographically |inked sequence of records
within an Intent Token docunenting every action taken under that
token’s authority.

Domai n Taxonony:
The hierarchical dot-notation vocabulary for classifying intent
domai ns, nai ntai ned by KH Sovereign, Inc. and open for community
contribution. Exanples: financial.treasury,
heal t hcare.records.read, infrastructure.conpute.provision

DI Dt
Decentralized Identifier. A WBC standard identifier that enables
verifiable, self-sovereign identity without relying on a
centralized registry. Al Principal and Agent identities in this
protocol are expressed as Dl Ds.

Revocati on Registry:
A distributed service providing real-tinme token revocation status.
Agents MUST check the registry before taking any action under a
t oken.

Prot ocol Overview
1. Design Principles

I PP is designed according to the follow ng principles:

* *Decentralized enforcenment:* Token validity is verifiable by any
participant without contacting a central authority. The
cryptographic structure of the token itself makes viol ations
det ect abl e.

*  *Human prinmacy:* Every intent chain MJST originate froma human

Principal. This is not a policy choice -- it is a structura
requi renent enforced by the token schena.
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2

*Mnimal footprint:* The SDK integration surface is intentionally
smal | . Devel opers add governance capability to existing agents
wi thout rewiting their architecture.

*Open interoperability:* The protocol is framework-agnostic,
cl oud-agnostic, and jurisdiction-agnhostic. Any confornmant
i mpl ementation can interoperate with any other

*Per manent aut horshi p:* The CGenesis Seal enbeds cryptographic
attribution to the protocol’s author in every token, naking the
aut horship record tanper-evident and pernanent by design.

The Four Foundational Properties

Every conpliant |IPP inplenmentati on MIST guarantee the follow ng four
properties:

Li neage

Every action taken by any agent under an Intent Token MJUST be
traceabl e, through an unbroken chain of cryptographic signatures,
to a human Principal. The chain may pass through any number of

i ntermedi ate agents, but the termnal node in the backwards trace
MUST al ways be a DI D resolving to a human or hunan-account abl e

| egal entity.

Boundedness:

Every Intent Token MJST carry explicit, machine-readable
constraints on the scope of authorized action. These constraints
MUST be enforced by the SDK before any action is taken
Constraints travel with the token through every del egation |eve
and MJUST NOT be expanded by any internedi ate agent.

Non- Repudi at i on:

Every Intent Token MJST be cryptographically signed such that the
signing Principal or Agent cannot credibly deny having issued the
token. The signature MJUST be verifiable by any third party using
only the signer’s public key, without requiring comunication wth
the signer or any central authority.

I nteroperability:

Conpl i ant i npl enentati ons MJST be capabl e of consum ng and
produci ng I ntent Tokens regardl ess of the Al framework, cloud
envi ronnment, or progranm ng | anguage used. The token format is
defined in JSON with a canonical serialization for signature
pur poses.
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3.3. Protocol Layers

| PP operates as a distinct protocol |ayer between cryptographic
identity infrastructure and application | ogic:

NN +
| Application Logic |
| <- Agent goals, actions, outputs |
T +
| I ntent Provenance Protocol (IPP) |
| - Intent Tokens |
| - Del egation and Derivation |
| - Provenance Chain |
| - Revocation |
T +
| Cryptographic Identity Layer |
| <- DI Ds, Ed25519, TLS |
T +
| Transport / Infrastructure |
| <- HITP, gRPC, cloud APIs |
T +

4. The Intent Token
4.1. Token Structure

The Intent Token is a JSON object with a canonical structure. The
following is a conplete exanple of a root Intent Token issued by a

Princi pal :
{
"$schema": "https://ipp. khsovereign.conl schena/vO0. 1/i ntent-token.json",
"version": "0.1",
"genesis": {
"spec_hash": "sha3-256: a3f 9c2d8elb74f6a...",
"aut hor _did": "did: key: z6MHaber kanp. .. ",
"aut hor _name": "Anmanda Haber kanp",
"org": "KH Sovereign, Inc.",
"genesis_sig": "ed25519: BASE64URL. . . "
},
"token_id": "ipp:tok:550e8400-e29b-41d4-a716-446655440000",
"schenma_version": "0.1",

"created_at": "2026-09-01T14: 32: 002",
"expires_at": "2026-09-01T22: 32: 002",
"principal ":

"did": "did: key: z6MPrinci pal XXX...",

"nanme": "Amanda Haber kanmp",

"org": "KH Sovereign, Inc.",
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"l egal _jurisdiction": "US-IL",
"signature": "ed25519: BASE64URL. . ."

"intent": {
"natural | anguage": "Optinize cash positions across subsidiaries",
"domai n": "financial.treasury"
"resource_scope": ["subsidiary:*", "account_type:cash"],

"quantitative_bounds": {
"m n_bal ance_t hreshol d": 10000000,
"currency": "USD',
"max_singl e _transaction": 50000000,

"time_wi ndow': "business_hours_ CT"
}
"prohibited_actions": ["equity_purchase", "account_cl osure"]
},
"del egation": {
"parent _token_id": null
"dept h_renai ning": 3,
"depth_original": 3,
"agent _id": "ipp:agent:|langchain:treasury-optimzer-v1l",
"agent _framework": "l angchain",
"agent _version": "0.1.0",
"spawned_by principal": true
},
"revocation": {
"registry_endpoint": "https://revoke. khsovereign.conlvl",
"token_id_hash": "sha3-256: HASH...",
"check_interval _ns": 5000
}

"provenance_chain": [],
"token_signature": "ed25519: BASE64URL_SI GNED_BY_PRI NCI PAL"

4.2. The Intent Scope Envel ope

The intent field encodes the human’'s goal as a Structured Intent

Envel ope. The natural | anguage field is human-readabl e but NOT

machi ne-enforceable. Enforcement is perfornmed agai nst the structured
fields only.

The domain field value MJUST be drawn fromthe | PP Donmai n Taxonony
mai ntai ned at https://ipp. khsovereign. conltaxonony. | nplenmentations
usi ng non-standard domain val ues MIUST prefix themwth "x." (e.qg.,

X. myconpany. custom domain) to avoid collision with future taxonomny
addi ti ons.
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4.3. (Quantitative Bounds

The quantitative bounds object is domain-specific. Standard bound
fields for the financial domain are defined below. Domai n-specific
extensions are published in the | PP Domai n Taxonomny registry.

"quantitative_bounds": {
"m n_bal ance_t hreshol d": integer,
"max_singl e_transaction": integer,
"max_total exposure": integer,
"currency": "I1SO 4217 code",
"time_wi ndow': "named wi ndow or | SO 8601 interval",
"geographic_restriction": ["]SO 3166-1 al pha-2 codes"],
"counterparty_allowist": ["DID or entity identifier"],
"counterparty_blocklist”: ["DID or entity identifier"]

5. The Genesis Sea
5.1. Purpose and Design

The Genesis Seal is a cryptographic artifact enbedded in every Intent
Token that permanently and irrevocably links the token to this
specification and to its author, Amanda Haberkanp. The Genesis Sea
serves three simultaneous functions:

* *Protocol versioning:* The spec_hash field uniquely identifies the
exact version of the | PP specification under which the token was
i ssued.

* *Authorship attribution:* The author_did and genesis_sig fields
constitute a permanent, cryptographically verifiable record that
Amanda Haberkanp is the originator of this protocol

* *Ecosystemintegrity:* Because the Genesis Seal is required in all
t okens, any token that omits or falsifies it is detectable as non-
compliant w thout reference to any external authority.

The genesis_sig is produced using the Founding Key -- an Ed25519
private key generated by Amanda Haber kanp and used ONLY ONCE, during
the Key Generation Cerenpony described in Section 5.3. The private
component of this key is stored in offline cold storage and i s never
used again. The public component is published in this specification
and in the | PP specification repository.

5.2. Cenesis Seal Structure
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"genesis": {

}

"spec_hash": "sha3-256: [ HASH OF | PP SPECI FI CATI ON DOCUMENT] ",
"aut hor _di d": "di d: key: z6McHaber kanmp XXX
"aut hor _nane": " Amanda Haber kanp",

"org": "KH Sovereign, Inc.",

"foundi ng_pubkey": " ed25519- pub: [ BASE64URL PUBLI C KEY] ",
"genesis_sig": "ed25519: [ BASE64URL S| GNATURE] "

Where genesis_sig = Ed25519Si gn(

)

private_key = FOUNDI NG PRI VATE KEY,
nmessage = SHA3- 256(spec_hash || author_did

|| author_name || org || timestanp)

Verification of the Genesis Seal MJST proceed as foll ows:

1.

5.3.

Retrieve the | PP specification fromthe canoni cal |ocation:
https://ipp. khsoverei gn. conl spec/v0. 1

Conput e SHA3-256 of the specification document and conpare with
spec_hash. |If they do not match, the token was issued under a
nmodi fi ed or forged specification

Retri eve Amanda Haberkanp's foundi ng public key fromthe
specification repository at https://ipp. khsovereign.conm keys/
f oundi ng_publ i c. pem

Verify the genesis_sig using the founding public key. |If
verification fails, the Genesis Seal is invalid.

If both checks pass, the token is certified as issued under the
aut hentic | PP specification authored by Amanda Haber kanp.

Key Ceneration Cerenopny

The Foundi ng Key pair was generated according to the follow ng
procedure, designed to maxim ze security and establish a clear,
wi t nessed chai n of custody:

1.

2

An air-gapped nmachi ne (disconnected fromall networks) was used
for all key generation operations.

The Ed25519 key pair was generated using OpenSSL 3. x:
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6

6

openssl genpkey -al gorithm ed25519 \
-out anmanda_haber kanp_f oundi ng_pri vat e. pem

openssl pkey -in amanda_haber kanp_foundi ng_pri vate. pem\
- pubout \
-out amanda_haber kanp_f oundi ng_publ i c. pem

3. A DDwas generated fromthe public key using the did:key method

4. The Cenesis Seal payload was constructed and signed using the
private key.

5. The private key was printed to paper (two copies), placed in
fireproof storage in separate physical |ocations, and del eted
fromall digital media.

6. The public key, DD, and Genesis Seal were conmrmitted to the |IPP
specification repository with a cryptographic tinestanp.

SECURI TY NOTE: The Founding Private Key is used exactly once. |f the
Founding Private Key is ever conprom sed, a Key Conprom se event MJST
be declared via a signed notice published at
https://ipp. khsoverei gn.confsecurity, and a successor key cerenony
MUST be conduct ed.

4. Authorship Attribution Requirenments

Any inplementation, derivative protocol, or software product that
uses, enbeds, or interoperates with Intent Tokens MJST include the
following attribution:

I mpl enents the Intent Provenance Protocol (IPP) v0.1,
aut hored by Amanda Haber kanp, KH Sovereign, Inc., 2026.
https://i pp. khsoverei gn. com

Crypt ographi ¢ Mechani sns
1. Signature Al gorithm

Al'l signatures in this protocol MJST use Ed25519 as defined in
[ RFC8032]. Signature values are encoded as Base64URL wit hout
paddi ng, prefixed with "ed25519:".

The canonical serialization for signing MIST be produced by: (1)
renovi ng the token_signature field, (2) sorting all keys

| exi cographically at every nesting level, (3) serializing to JSON
with no extraneous whitespace, and (4) encodi ng as UTF-8.
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6.2. Decentralized Identifiers (Dl Ds)

Al'l Principal and Agent identities MJST be expressed as D Ds
conformng to the WBC DID Core specification [WBC-DID]. This

speci ficati on RECOMVENDS t he did: key nmethod for its self-sovereign
properties. |Inplenmentations MAY additionally support did:web,
did:ion, or other conformant DI D net hods provided they satisfy the
followi ng requirements: (a) the DID is resolvable wi thout requiring
communi cation with the token issuer; (b) the resolved D D docunent
contains a verificationMethod with the public key material; and (c)
the DID is persistent.

6. 3. Hash Functions
Al'l hash operations in this specification use SHA3-256 [ FlPS202].
Hash val ues are represented as | owercase hexadeci mal strings prefixed
with "sha3-256:".

6.4. The Narrow ng | nvariant

For any Derived Token D with Parent Token P, the follow ng MJST hol d:

D. expi res_at <= P. expires_at

D. del egati on. dept h < P.del egation.depth

D.intent. domain is a sub-domain of P.intent.domain
D.intent.resource_scope <S P.intent.resource_scope

D. i ntent. quant _bounds € P.intent.quant_bounds

D.intent. prohibited 2 P.intent.prohibited actions

Any receiving agent MJST independently verify this invariant before
accepting a Derived Token. Verification failure MJST result in token
rejection.

7. Delegation and Derived Tokens

7.1. Derivation Rules
When an agent derives a child token froma parent, it MJST:
1. Set parent _token_ id to the token_id of the parent.

2. Reduce depth_renmi ning by exactly one.

3. Set the intent scope to a subset of the parent’s scope,
satisfying the Narrow ng Invariant.

4. Set expires_at to be no later than the parent’s expires_at.
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5. Set the agent_id to a unique identifier for the spawned sub-
agent .

6. Compute and enbed a valid narrow ng_proof.
7. Sign the new token with the parent agent’'s private key.

8. Propagate the genesis field unchanged fromthe parent token. The
Genesis Seal is never re-derived

7.2. Delegation Depth

The depth_remaining field represents the nunber of additional sub-
agent spawning | evels authorized. An agent holding a token with
depth_remaining = 0 MAY act under the token but MJST NOT issue
Derived Tokens.

7.3. Sub- Agent Spawni ng

An agent spawni ng a sub-agent MJST provide the Derived Token to the
sub-agent as its authorization credential. The sub-agent MJST NOT
accept instructions that are inconsistent with its token's intent
scope, even if those instructions cone fromthe spawni ng parent
agent. The token is the authority -- not the parent agent.

CRI TI CAL SECURI TY PROPERTY: An agent MJST refuse instructions from
any source -- including its parent agent -- that would require it to
act outside its token's authorized scope.

8. Revocation
8.1. Revocation Registry

The Revocation Registry accepts token revocation notices from

aut hori zed principals and returns revocation status for token IDs.
Revocation is keyed on token_ id hash -- the SHA3-256 hash of the
token_id -- to preserve privacy while maintaining revocability.

8.2. Polling Requirenents

Agents MJST poll the revocation registry at the interval specified by
check_interval _ms before taking any action. The RECOMVENDED def aul t
interval is 5000 mlliseconds. |If the revocation registry is

unr eachabl e, agents MJST NOT proceed with actions unless an
offline_grace_period_nms is specified and has not been exceeded.
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8.3. Md-Chain Revocation

Revocation of a parent token MJST propagate to all derived tokens.
The registry MJUST naintain the full ancestry tree of token derivation
so that when a root or internediate token is revoked, all descendant
tokens are sinultaneously marked as revoked.

9. Provenance Chain

9.1. Append-Only Structure
The provenance_chain is an append-only array. Agents MJST append a
record to the chain before taking any action under the token
Records MJST NOT be nodified or renoved once appended. Each record
is signed by the acting agent, creating a cryptographically |inked
sequence of accountability records.

9.2. Provenance Record Format

{
"record_id": "i pp: pr:uuid4",
"token_id": "i pp: t ok: parent-token-id",
"agent _id": "i pp: agent : uui d4",
"timestanp": "1 S08601_UTC',
"action_type": "financial.treasury.transfer",
"action_summary": "Human-readabl e description of action”,
"resource_id": "ldentifier of resource acted upon”,
"out cone": "success | failure | partial | blocked",
"wi thin_bounds": true,
"agent _sig": "ed25519: BASE64URL"

}

10. Interoperability
10.1. Franework Integration

The | PP SDK MJUST provide integration adapters for the follow ng Al
orchestration frameworks at mninum LangChain (Python and
JavaScript), AutoGen (Mcrosoft), CrewAl, Mcrosoft Semantic Kernel
and Google Vertex Al Agent Builder. Integration MJST NOT require
rewiting existing agent |ogic.

10.2. Cross-Organi zation Trust
VWhen an agent from Organization A nust interact with an agent from

Organi zation B, the inter-organi zation trust handshake proceeds as
fol |l ows:
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10.

11.

1. Oganization A's agent presents its Derived Token to Organization
B' s agent.

2. Organization B s agent verifies the Genesis Seal, validates the
token signature chain back to a Principal DD, verifies the token
has not expired, and checks revocation status.

3. Oganization B s agent verifies that the requested interaction
falls within the scope defined in the presented token

4. 1f all checks pass, Organization B' s agent may respond and
optionally issue its own Derived Token for downstream actions.

5. Both agents append provenance records to their respective tokens
for the interaction.

3. Donmmi n Taxonony

The | PP Domai n Taxonony is nmaintained at https://ipp. khsovereign. cont

taxonony as an open standard with comunity contribution via pul

request. KH Sovereign, Inc. serves as the taxonony steward. Current

top-1evel donmins include:

financial .* - Financial operations (treasury, paynents, trading)

heal t hcare. * - Healthcare data and clinical operations

infrastructure.* - Cloud and systeminfrastructure operations

anal ytics. * - Data analysis and reporting

conmuni cations.* - Emmil, nessaging, external conmunications

hr . * - Human resources and personnel operations

| egal . * - Legal docunent and conpliance operations

security.* - Security nonitoring and response operations

X. * - Private/experinmental nanespace (not standardized)
Security Considerations

I mpl enenters MUST be aware of the followi ng security considerations:

Private Key Comprom se:
If a Principal’s private key is conprom sed, an attacker can issue
I ntent Tokens on behalf of that Principal. Revocation of all
tokens issued under the conpromni sed key MJST be perforned
i mredi atel y.

Repl ay Attacks:
Intent Tokens are time-bounded by the expires_at field.
I mpl enent ati ons MJST reject expired tokens. The token_id SHOULD
be checked agai nst a short-term cache of recently used token |IDs
to prevent replay of valid, non-expired tokens.
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12.

13.

14.

14.

Scope Creep:
The Narrowi ng I nvariant prevents scope expansion in derived
tokens. However, inplenentations MIJST verify the invariant
i ndependently -- they MJUST NOT trust the narrowi ng proof field
wi t hout cryptographic verification.

Regi stry Availability:
The Revocation Registry is a critical dependency. |nplenentations
MJUST design for registry unavailability and MIST fail safe when
the registry is unreachable and no offline grace period applies.

Privacy Considerations

I ntent Tokens contain sensitive information about organi zati ona
operations. |Inplenmentations MJST transnmit tokens only over encrypted
channels (TLS 1.3 mininum. The Revocation Registry uses
token_id_hash rather than token_ id to prevent the registry operator
frombuilding a map of active tokens. |nplenmentations MUST NOT send
the full token to the revocation registry.

| ANA Consi der ations

Thi s docunent requests registration of the URI schene "ipp:" for use
as the prefix for Intent Token identifiers (ipp:tok:*), Agent
identifiers (ipp:agent:*), and Provenance Record identifiers
(ipp:pr:*). This docunent also requests registration of the nmedia

type application/ipp+json for serialized Intent Token payl oads.
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