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Abst r act

Sour ce address validation (SAV) covers the general techniques to
prevent | P source address spoofing, which is often used in networking
attacks. Two primary probl em spaces addressed in work on SAV incl ude
buil ding the "source of truth" for what |P networks should be
permtted to source IP traffic behind a set of network interfaces,
and i npl enenting the data plane enforcenent for the validation

I mpl enenting data pl ane enforcenent, especially for inter-domain
networking for the Internet carried by BGP-4 [ RFC 4271] has a nunber
of scaling considerations. One consideration is the potentially

| arge and often asymetric sizes of the per-interface SAV tables vs.
the Forwarding Information Base (FIB). A second consideration is
synchroni zati on i ssues between SAV enforcenent mechani sms and the
forwarding state for the FIB where a | ack of coordination may result
in dropped or ms-forwarded traffic.

This draft explores these two considerations under the title, "The
asymmetric contract, and the broken prom se."

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026
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1. Introduction

Thi s docunent discusses the inplications for when the two parall el
control plane inputs for forwarding and for SAV enforcenent are not
appropriately synchroni zed, especially at scale.
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The | ETF SAVNET working group is chartered to address source address
validation for Internet Protocol (IP) networking. Spoofing of source
| P addresses is a compn network attack techni que. Such spoofing
enhances other network attack techni ques by obscuring the attacker
and naking it nore difficult to mtigate such attacks.

Various work has been done over the years to nitigate the use of
source address spoofing. A long standing best current practice is
usi ng source address filtering ([BCP38]). For edge and access

networ ks, such filtering can be quite successful. Unicast reverse
pat h forwardi ng checks ([RFC3704]) in nmany cases is al so successfu

at limting such spoofing. However, techniques attenpting to

| everage the routing or forwarding tables (RIB/FIB) for such
enforcement are known to be problematic, especially in case of
asymmetric routing. [RFC8704] discusses sone of these situations for
"m ssing routes”.

Wthin the SAVNET working group, this problem space and al so

di scussi on about nitigating such issues are discussed at length in
the [I-D.ietf-savnet-inter-donai n-probl emstatenent] and
[1-D.ietf-savnet-inter-domain-architecture] documents.

Simlarly, much of the work within SAVNET has gone to attenpting to
address how an operator can construct the appropriate source address
enforcenment state on a per-device, per-interface basis. This
docunent does not discuss how such a "source of truth" is constructed
for enforcenent. However, it is presumed that such SAV enforcenent
state, generally termed the "SAV tables", will be constructed froma
variety of inputs, including BGP routing data, RPKI, and | oca

provi sioning. [RFC8704] discusses sone of this, and so do docunents
such as [I-D.ietf-sidrops-bar-sav].

Mechani sns to distribute and synchroni ze these SAV tables to network
el ements have started to be discussed within the SAVNET worki ng
group, but the work is still early. However, it is reasonable to

di scuss such nmechani sms as a conponent of these devices’ contro
plane. This helps frame the distribution of the SAV tables as a
control plane convergence problem Conparisons vs. existing routing
protocol s, even without a specific proposal, helps to frane
expect ati ons about convergence tinme and persistence for this state.

I mpl ement ati ons of SAV enforcenent fromthese SAV tables has al so had
productive discussion. [I-D.ietf-savnet-general-sav-capabilities]
captures at a high | evel possible enforcement strategies. Note that
it is this author’s opinion that there remain gaps in the proposed
enforcenment capabilities, but that docunent provides a reasonable
starting point for the discussion. The key consideration is that
installation of any enforcenment mechanismis a programm ng operation
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to instantiate the SAV enforcement for one or nore interfaces on the
device. Such programm ng operations have their own |atency and thus
contribute toward the overall convergence story for SAV enforcenent.

Thi s | ong-w nded setup exists to highlight that the distribution of
SAV enforcenent state and its installation into network el enents has
a tine dinension.

Routing control planes such as BGP al so have known time dimensions to
distribute the routes and to programthe network el enents’ FIBs.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. The promi ses of forwarding
2.1. The prom se of destination-based forwarding

The 1Pv4 and | Pv6 routing technol ogi es have long relied on classless
inter-domain routing (CIDR - [RFC1519]). For this document, the
critical property of CIDRis the | ongest-prefix match | ookup for
destination based routes. Routing protocols, including BGP for
Internet use, distribute destination-based prefixes.

Net wor k el ements announce destination-based routing state to each
other to attract traffic for the covered destinations. Wether that
announced state succeeds in attracting the traffic depends on the
routing protocol and | ocal configuration of that network el enent.

The high | evel "prom se" when one network el enent distributes a
destination-based route to another network elenent is that if it
receives |P traffic for an address for that destination that it wll
be forwarded toward that destination.

Wil e there have al ways been nmitigating circunstances that may
prevent forwarding from succeeding, such as firewalls, the inplicit
promise is that if you accept and use that route, traffic will be
delivered. Firewalls "inappropriately" deployed are an illustration
of when that prom se has been broken. When such situations are
detected by an operator, that operator may take neasures to not use
routes sent by providers that are inappropriately filtering traffic.
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2.2. The pronise of source address validation enforcenent

Sour ce address validation becones involved in this destination-based
forwardi ng prom se. SAV enforcenent, when the traffic’ s source
address is out-of-profile for the installed enforcenment policy, may
result in the traffic not being delivered.

The expectation is that the SAV state will fully cover "legitimate"
sources. As noted previously in the docunent, this depends on a
fully known "source of truth" to be distributed and installed in SAV
enforcing devices.

2.3. The broken prom se

A significant anmount of the current discussion in SAVNET is around
how to best cal cul ate the source of truth for SAV enforcement.
However, it is sinple to distill the situation where the resultant
behavior is incorrect and may cause harmto the expectations of users
of the invol ved networKks.

If a destination-based route is distributed between two network

el enents, and both network el enents consider the route to be
"legitimate", the expectation is that all "legitimtely" sourced IP
traffic for the covered destinations that can reach that network

el enent MJST be forwarded

Any technique for calculating a network element’s source of truth for
SAV enforcenent that cannot arrive at the same result as yiel ded by
destination-based routing and | ocally perceived "legitinmte" source
addresses has broken the proni se of destination-based forwarding.

This property MJST be used as a sanity-check for any techni que used
to build the source of truth for SAV enforcenent.

3. The contract between the synchronization of forwardi ng and SAV
enforcenment state

Even when the fully known SAV enforcement state has been determ ned,
i nconsistencies in the SAV enforcement state vs. forwarding can | ead
to inappropriately dropped traffic. In order to avoid breaking the

promni se of destination-based forwarding, there is the contract that

SAV enforcenent state MJST NOT be installed in such a way as to | ead
to such dropped traffic.

The core considerations are these:

* SAV enforcenent for all legitinmate sources MIUST be installed prior
to attracting traffic to the network el enent.

Haas Expires 5 January 2026 [ Page 5]



I nternet-Draft SAVNET i nter-domain scaling July 2025

* SAV enforcenment state MAY be installed but NOT enforced prior to
attracting traffic to the network el enent.

This requirenent for synchronization of enforcenent and forwarding
illustrates several scaling considerations that will be discussed in
the follow ng sections.

3.1. The asymetric contract between routing and SAV enforcenent

Consi der a sinple dual -honmed BGP stub-AS custoner, C, with two
providers, Pl and P2. P1 and P2 are Internet Service Providers.

+---- 4+ +---- 4+
| P1 | | P2 |
+--- -+ +--- -+
| ook
+--mna | C|----+
+-- -+

Figure 1: Dual - homed st ub-AS cust oner

Presune that C has a single network, N, it w shes to advertise to the
Internet via both P1 and P2.

Presune that C wishes to nmake | oad bal anci ng choices for its Internet
traffic and thus receives the mgjority of the current Internet table
(approximately 1 mllion destinations as of the witing of this
docunent) fromboth P1 and P2.

3.1.1. Provider receiving the custonmer route

If P1 and P2 wi sh to deploy SAV enforcenent for C, their SAV tables
for their interfaces towards C contain only "N'. Presumng that C
al ways advertises its full set of routes to its providers, unicast-
RPF wor ks well as an enforcenent mechanism However, even for this
trivial case we can illustrate the synchroni zati on consi deration
bet ween SAV enforcenent and routing.

If C has not yet advertised Nto Pl, and Pl advertises a single route
to Cthat will start attracting traffic, P1L will drop Cs traffic.

As P1 continues to advertise destinations to C, C advertises its
route to P1. During this tine, any traffic attracted to P1 prior to
C being installed in P1I's FIBw Il still be dropped. This continues
until Cs route is installed in the FIB and u-RPF as the SAV

enf orcenment nmechani sm stops dropping traffic.
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This exanple highlights that if enforcement occurs prior to
programm ng that traffic is inappropriately dropped.

3.1.2. Custoner receiving the provider routes

Consi der the sonewhat | udicrous opposite scenario: C wi shes to depl oy
SAV enforcenment vs. P1 and P2, which send full Internet feeds. Since
Cis taking full Internet table feeds, it al so considers using RPF as
its SAV enforcenent nechani sm

C has yet to receive any routes fromeither P1 or P2.

C advertises its route to P1 and P2. These providers install that
route into their FIBs and propagate the route to the rest of the
Internet. This begins attracting traffic to C

P1 and P2 start advertising their Internet feeds to C. During the

time while the Internet feeds are being advertised to C, traffic may
arrive fromthe Internet for C. Until the covering routes fromthe
providers are received and installed in Cs FIB, traffic is dropped.

3.1.3. Scaling and synchroni zati on consi derations
The above two exanples illustrate where differences in scaling and a
| ack of synchroni zati on between routing and SAV enforcenent can |ead
to dropped traffic.

A potentially different conclusion is that RPF as a SAV enforcenent

mechanismis the wong tool. Consider instead that in each direction
for the network peering that the full source of truth was pre-
calculated and is conplete. |If this is known a priori, and the SAV

enforcement state is installed prior to advertising routes that wll
attract traffic, then traffic will not be dropped. Excellent!

Even with pre-cal cul ated sources of truth, using the two prior
exanples, there are still properties where scaling considerations are
illustrated:

*  Your enforcement state MJUST be fully installed prior to
advertising routing that can attract traffic that will otherw se
be dropped.

* The availability of the SAV table state used for enforcement, if
di stributed dynam cally, becomes a convergence consideration that
needs to be addressed before routing convergence can start.

* SAV table state is very likely to be significantly greater in
scale that routing state. It could vary nore on a per-interface
basis than simlar routing state received by the network el enent.
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3.

1.

* In-band distribution of SAV table state could conpete for
convergi ng both of these sub-systens - routing and SAV
enforcement. The exanple of RPF as an enforcement mechani sm shows
how SAV enforcenent and routing require full alignment. A
mechani sm where SAV enforcenment is simlarly distributed in BGP
and conpetes vs. routing data becones conparable at a higher
scal e.

4. Dynamic updates for SAV enforcenent state

SAV enforcenent state is likely to require dynam c update nechani sns.
Updates to even a single destination’s state for "source of truth”
require that the entire routing system- e.g., the Internet - need to
be able to absorb and install such updates dynamically to avoid
dropped traffic. BGP handles the distribution of destinations for
the Internet. A sinmlar dynam ¢ nechani smfor distributing SAV
sources of truth is required. A requirenent for Internet-scale SAVE
enforcement requires SAV enforcenent and forwarding to be

synchroni zed.

The trivial examples (Section 3.1.1, Section 3.1.2) denponstrate how
difficult addressing synchronization across the Internet is likely to
be, if attenpted at scale.

SAV enforcenment scaling considerations for network el enents

Most di scussion to date about full SAV enforcenent makes a highly

i nappropriate assunption: There are infinite resources to install not
only forwarding state, but able to absorb and i npl ement SAV
enforcenment nechanisns. Instead, it's quite nornmal for there to be
hi ghly asymretric capabilities in the network el enents involved in

f orwar di ng.

Using the prior exanple, for their edge routers, providers Pl and P2
likely have the capacity to carry multiple views of the Internet
routing table along with handling all custoner routes. |If C does

i ndeed wish to carry two full views of the Internet, that's certainly
possi ble. But perhaps it uses a | ower capability device where it
only can carry 20% of the Internet routing table in its FIB. Stub AS
custoners can obtain significant benefit for outbound traffic | oad

bal ancing by only selectively using a portion of the Internet’s table
and ot herwi se choosing to "default" its traffic to its upstream

provi ders.

Simlarly, it may not be possible for Cto do SAV enforcenment based
on limted hardware resources. RPF as an enforcenent nechani sm
becones "silly" to do when defaults are involved. In such
situations, perhaps it is better to not do SAV enforcenent at all?
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While the trivial exanple seens inapplicable to broader scenarios,
the di scussi on above has sinilar considerations for any device

participating in SAV enforcenent with constrained resources. |If your
enforcenment policy drops traffic that is out-of-profile, |ess than
perfect and | ess than fully synchroni zed enforcenent state will |ead

to inappropriately dropped traffic.

There are two conclusions fromthese scaling and linmting capacity
consi derati ons:

* Using "drop" for out-of-profile SAV traffic is only safe when the
devi ces have both fully synchroni zed SAV enforcenent state, but
al so all enforcenent state.

* Sel ectively providing SAV enforcement could provide benefit to
operators. Developing the forns of selective enforcenent and
qualifying their benefits is work that should be taken up for
future study.

5. Violating the contract based on security posture.

The di scussion above is witten fromthe general Internet stance that
dropping traffic as routing and SAV enforcenent is synchronized is

al ways problematic. It's worth noting that in specific operator
scenarios that a "fail closed" nodel may be appropriate for security
reasons. In such cases, until enforcenent for the known good source

addresses is installed, dropping all traffic that fails to match the
SAV enforcenment mechanismis permtted

6. The asymmetric contract and the broken prom se.

Asymretry will exist in in device forwardi ng and SAV enforcenent
capabilities. Performng aggressive SAV enforcenent and droppi ng
out-of-profile traffic requires having perfect sources of truth and
tightly coupled procedures to install and enabl e SAV enforcenent
state require significant care

Ordered installation of up to date SAV tables is required before
routing information can be dissem nated by a SAV enforcing network
el ement .

SAV enforcenent "sources of truth" nmust be fully aligned with any
valid distribution of destination based routing state to avoid
breaki ng the promi se of destination based forwarding.

Achi eving perfection in such a systemat Internet scale may prove to

be inpossible. Benefits of selective enforcenment of SAV may prove to
be nore depl oyabl e.
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7. 1 ANA Consi derations
This meno i ncludes no request to | ANA
8. Security Considerations

Thi s docunent di scusses the inpacts to inappropriately dropped IP
traffic when source address validation enforcenment is depl oyed
inconsistently routing. This document primarily provides the
framework to consider sone of the inputs that cause this inpact to
permt inplenentors to avoid such issues.
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