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Abst r act

Source Address Validation (SAV) is a technique that can be used to
mtigate source address spoofing. draft-huang-savnet-sav-table

codi fies the concept of source address validation on a per-incom ng
interface basis, the validation node, and the traffic handling policy
as a "SAV Tabl e".

Thi s docunent defines a nmechanismfor distributing |ogical SAV Tabl es
in BG. This mechanismis addresses inter-domain SAV use cases.
These SAV Tables may be used to inplenment appropriate device-specific
val idation for source addresses.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 November 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
The following ternminology is defined in [I-D. huang-savnet -sav-table]:

SAV rule: The entry specifying the valid incoming interfaces of
speci fic source addresses or source prefixes.

Traffic handling policy: The policy taken on the packets validated
by SAV.

Val i dation node: The node that describes the typical applications of
SAV in a specific kind of scenarios. Different nodes take effect
in different scales and treat the default prefix differently.

The following terninology is defined in this docunent:

BGP SAV-dist Entry (SAV-D Entry): A tuple consisting of a source
address prefix, validation node, and traffic handling policy.

BGP SAV-dist Target (SAV-D Target): An attribute declaring
menbership of a BG SAV-dist Entry in one or nore BGP SAV-di st
Tabl es.

BGP SAV-dist Table (SAV-D Table): A logical table defined by a set
of BGP SAV-di st Targets and the BGP SAV-dist Entries matching
those targets.

3. A nodel for SAV distribution

Sour ce address validation can be nodeled on a per-interface basis as
a match operation on a list of prefixes. Upon a match, or failure to
match, a traffic handling policy is applied to the traffic. An
instance of a prefix, its validation node, and its traffic handling
policy is a SAV rule.

In the inter-domain SAV use case, this set of prefixes consists of
the set of upstream networks that may receive the adverti sed BGP
routes, either directly or transitively, where the forwardi ng el enent
is a BGP next hop. Determining this set of upstreamprefixes is the
subj ect of a number of savnet proposals.
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A given SAV rule may be applied to a nunber of forwardi ng el enents on
the sane device, or across nultiple devices.

It can be observed that a given SAV rule that mght be applied to a
given interface by a provisioning nmechanismfollow several conmmon
menbership criteria:

* This rule is for this specific interface on a device.

* This rule is for a set of interfaces on this device that may share
a conmon property. For exanple, "all custoner interfaces"

* This rule is for a set of interfaces across the network
(Aut ononpbus Systen) that nmay share a common property. For
exanple, all interfaces for a given service provider

* This rule is for a prefix froman upstream BGP Aut ononbus System

A "SAV Tabl e" may be nodeled as the interface-specific list of
menber shi ps for SAV rul es that share those nmenbership criteria.

These properties have sone simlarity with Layer 3 VPNs. A SAV entry
may be npdeled as a BGP route that is a nenber of sone nunber of
SAV-D Tabl es via one or nore SAV-D Targets.

4, SAV- D Rout es

A SAV-D Route inplenents an instance of a SAV rule. As noted above,
SAV rul es consist of a prefix, a validation node, and a traffic
handl i ng policy.

A prefix for a SAV-D Route may have a | arge number of menberships
across a deployment. Since baseline BGP is linmted by its PDU size
to 4096 bytes, the prefix alone cannot be the "NLRI key". |n order
to pernmit a |large nunber of nenberships for a given prefix, this
docunent defines a new Route Distinguisher. The prefix is encoded in
a BG® NLRI with a new SAFlI, defined below. The validation node and
traffic handling policies are encoded in new BGP Ext ended Conmmunities
[ RFC4360] .

4.1. SAV-D RD-Oi gi nat or
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Type Field: TBD (2 octets)
Value Field: 6 octets

0 1 2 3
01234567890123456789012345678901
R s i o e i ol S e S e T ik ik T S e T S T S
Type: TBD | A obal Admi ni strator |
i s i T e i S S I T sl ATt S S
0
+

bal Adm nistrator (cont.) | Local Admi ni strator |

+-
+-
+- T S S i S T S T S S S e s e e

The d obal Administrator field contains the BG |Identifier of the BGP
speaker originating these SAV-D routes.

The Local Administrator contains a locally chosen value that pernits
uni que conbi nations of SAV-D Routes to be distributed across the
depl oynent .

4.2. SAV-D NLRI

Thi s docunent defines two new BGP NLRI types, AFI=1/2, SAFI=TBD

whi ch can be used to distribute SAV Rules in BG?. The NLRI format
for this address fanmily consists of a fixed-length 8 octet SAV-D RD
Originator followed by a variable-length IPv4 or | Pv6 prefix whose

| engt h depends on AFI

4.3. SAV-D Match Extended Comunity

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Type | Sub- Type | 0 |
i T s i o S i i S R I S I S S S M
| 0 | Val ue |
B T S i T s i i e e SEI S

Type: TBD
Sub- Type: TBD

The first five octets of this Extended Community’s Value field MJST
be zero.

The Val ue of this extended comunity can be:

1: Alow Traffic matching this source address has passed the | ocal
validation criteria and will continue to be processed in the
forwardi ng pipeline.

2: Block. Traffic matching this source address has fail ed
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validation and will be bl ocked.

3: Action. Traffic matching this source address is subject to
further evaluation based on the SAV-D Route Traffic Handling
procedures.

4.4. Encoding SAV-D Route Traffic Handling Actions

VWhen traffic has the "Action" match criteria, the traffic is subject

to additional processing when supported by the |ocal forwarding

el ement .

The foll owi ng extended conmunities are re-used from Section 7 of
[ RFC8955] :

* traffic-rate-bytes - rate-linmting bps.

* traffic-rate-packets - rate-limt pps.

* rt-redirect AS-2octet - traffic redirection by VRF.
* rt-redirect AS-4octet - traffic redirection by VRF.
* rt-redirect IPv4 - traffic redirection by VRF.

* traffic-marking - traffic marki ng DSCP.

* traffic-action, S-bit only - sanpling. Al other bits MJST be
zero.

The foll owi ng extended conmunities are re-used from Section 7 of
[ RFC8956] :

* rt-redirect IPv6 - traffic redirection by VRF.

The foll owi ng extended comunities are re-used from
[I-D.ietf-idr-fl owspec-redirect-ip]:

* Flowspec Redirect to | Pv4

* Flow spec Redirect to |IPv6
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4.4.1. FError handling for SAV-D Traffic Handling Actions

A BGP speaker might not be able to process sone or any of the traffic
handl i ng actions. Since SAV tables are intended to be provisioned on
a per-device per-interface basis, BGP speakers generating SAV-D
routes should have an understandi ng of what features can be

i mpl erented by the receiving device and avoi d encoding actions that
cannot be inplemented by that device.

The followi ng error handling behaviors are specified for SAV-D routes
cont ai ni ng acti ons:

* A SAV-D route MUST NOT contain nmore than one redirection action
If a BGP speaker receives nore than one redirection action it MAY
locally permt traffic to be allowed or bl ocked based on
provi si oni ng.

* A BGP speaker unable to inplenent redirection MAY |ocally permt
traffic to be allowed or bl ocked based on provisioning.

* A BGP speaker unable to inmplenent rate-limting MAY locally permt
traffic to be allowed or bl ocked based on provisoning.

* A BGP speaker unable to inplenment traffic-nmarking MAY | ocally
permt traffic to be allowed or bl ocked based on provi soning.

* A BGP speaker unable to inplenent sanpling SHOULD pernit traffic
to be all owed.

5. SAV-D Targets

SAV-D Routes are menbers of one or nore SAV-D Tables. This
menbership is signaled in SAV-D Routes using one or nore SAV-D Tar get
Ext ended Commruni ti es.

Sone SAV-D Targets are node-specific. 1In order to clearly encode
such node-specific SAV-D Extended Communities and appropriately scope
them routes containing SAV-D node-specific Extended Conmunities MJST
contain a single instance of a Node Target Extended Community,
[I-D.ietf-idr-node-target-ext-comm

5.1. SAV-D Interface Menber Extended Conmunity
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Sub- Type | d obal Admi ni strator |
i i i T i I S i e s o o i i
| G obal Administrator (cont.) | 0 |
R et e s i o e s i i
Type: TBD - non-transitive

Sub- Type: TBD

This is a SAV-D node-specific Extended Comrunity type and requires a
Node Target Extended Comunity for context.

The d obal Administrator field is set to the iflndex [ RFC1213] of the
interface that the SAV Rule is a nmenber of. The Local Adm ni strator
field MUST be set to zero.

5.2. SAV-D Devi ce-Specific Goup Menmber Extended Community

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Sub- Type | Val ue. .. ~
i I e i i S i N SR S
~ ... Val ue

B i s T T i i o S o T Ji I

Type: TBD - non-transitive
Sub- Type: TBD

This is a SAV-D node-specific Extended Comrunity type and requires a
Node Target Extended Community for context.

The 6-octet value is has local significance to the node.
5.3. SAV-D Nei ghbor - AS Menber Extended Conmunity

0 1 2 3
01234567890123456789012345678901
i S i I T it S SR S SRR S
Type | Sub- Type | A obal Admi ni strator |
I i T i S T it S S S S S S
G obal Administrator (cont.) | 0 |
+-

+-
+-
i T S S S T o S S S S s S S SER S S S

Type: TBD - non-transitive

Sub- Type: TBD
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The SAV rul es are associated with a given nei ghbor AS of the service
provi der.

The 4-octet dobal Administrator field is set to the nei ghbor AS that
the SAV table is attached to. The Local Adm nistrator field MJST be
set to zero.

5.4. SAV-D Origin-AS Menber Extended Comunity

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Type | Sub- Type | A obal Admi ni strator |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| dobal Admnistrator (cont.) | 0 |
B T S i T s i i e e SEI S
Type: TBD - non-transitive

Sub- Type: TBD

The SAV rules are associated with a given originating AS. This
menber shi p enabl es such use cases as including the AS nunbers in a
cust omer cone.

BGP speakers inplenenting [ RFC8210] and ensuring that all Oigin AS
state used for SAV rules is present in their RPKI ROA cache MAY
obtain the prefixes for their SAV Rul es fromthat mechani smrather

t han BGP.

The 4-octet G obal Administrator field is set to the nei ghbor AS that
the SAV table is attached to. The Local Adninistrator field MIST be
set to zero.

6. SAV-D Operational WNbdel

The nmethod by which a set of SAV Rules is determined for a given
interface remai ns a somewhat contentious di scussion. For purposes of
this document, it is presumed that a "SAV Controller" exists to
calculate the appropriate SAV rules for the deploynent and that such
a controller inplenents the extensions defined in this docunent to
provi sion SAV within the network.

Each forwarding el ement inplenmenting SAV will be provisioned with the

per-interface SAV-D nenberships for the SAV Rul es inpl emented by that
device. This state constitutes a |ogical SAV Table.
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6.1. SAV-D Route Distribution and Scaling

The SAV Controller originates BGP SAV-D Routes with appropriate
menber shi p Ext ended Comunities to each forwarding el enent. \When the
devi ce has matchi ng nmenbership for such SAV-D routes in a SAV Tabl e,
it installs that route in that |ogical SAV Table using the standard
BGP Deci sion Process to choose the best SAV Route when multiple

candi date routes exist.

[ RFC4684] SHOULD be depl oyed between BGP speakers distributing SAV-D
Rout es.

SAV- D BGP speakers SHOULD origi nate [ RFC4684] routes for SAV-D

Nei ghor - AS and Origi n-AS Menber Extended Communities. Such routes
will attract SAV Rules that may be used in-conmon across multiple SAV
Tabl es in a depl oynent.

6.1.1. Leveraging RPKI-RTR

I n depl oynments where it is known that the SAV Controller would be
emtting SAV Routes with Oigi n-AS Menber Extended Conmmunities that
are identical with the RPKI ROA state carried in RPKI-RTR

([ RFC8210]), inplenmentations MAY exclude originating [ RFC4684] routes
for these Oigin-AS Menmber Extended Communities and instead derive
the local SAV Rules for their SAV Tables fromthe received RPKI-RTR
state.

6.1.2. Node-specific Extended Community scaling considerations

Some SAV Routes have nmenbership that is only only node-specific, i.e.
contai ns only node-specific SAV-D Extended Comunities. Distribution
of these routes to all iBGP speakers within an AS, either via full-

mesh i BGP or route reflection, will result in SAV-D BGP speakers
recei ving SAV Routes they do not care about.

SAV- D BGP speakers SHOULD origi nate [ RFC4684] routes for the Node
Target Extended Conmunities. At the same tinme, such speakers SHOULD
NOT ori gi nate [ RFC4684] routes for SAV-D node-specific Extended
Conmunities. The Node Target Extended Community is sufficient to
attract the appropriate SAV-D Routes wi thout needing to expose

i nternal nenbership details.

As an optimnization, inplenentations MAY distribute such node-specific
SAV-D Routes using "targeted" BGP sessions. |In this case, a

dedi cat ed BGP sessi on between a SAV Controller and a SAV-D speaker is
used to distribute node-specific BGP routes. Such routes SHOULD be
mar ked with the [ RFC1997] NO ADVERTI SE community to prevent further
redi stribution.
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6

9

2

1.

Conpl et eness of SAV informati on and enabl i ng enforcenment

Even presum ng pervasive and instantaneous depl oynent of SAV in a
net wor k, many docunments di scuss the problens associated with

i nconpl ete SAV information. Such issues can include incorrectly
passing traffic that shoul d have been bl ocked or blocking traffic
that shoul d have been passed.

Forwardi ng resources utilized by an inplenentation to enforce SAV may
take tinme to program Such programm ng MJUST be in-place with ful
state and correct prior to enforcenent. Failure to do so may result
in incorrect enforcenent. |nplenentations SHOULD NOT enabl e
enforcenment of SAV until the state is fully programmed.

One possi bl e mechanismfor controlling the activation of enforcenent
is careful control of a SAV-D "default" route for the node. In
circunstances where SAV Rules are primarily of the formof an all ow
list, enforcement of block activity can be nodel ed as a "default"

bl ock action. As long as the default is signaled last and its
processing is deferred until other installation of SAV Table state is
compl ete, inappropriate dropping of traffic rmay be m ni m zed.

Not e that BGP does not permt careful sequencing of NLRI distribution
within the protocol. Routes advertised "last" are only done so
between a pair of BGP speakers on a session. |nplenentations m ght
otherw se re-order advertised NLRI while propagati ng BGP routes
according to their own desires.

I ANA Consi derations
TBD

Security Considerations
A huge list to come. |In particular, incorrect or inconplete
installation of SAVin a network while having attracted traffic to
that network by normal BGP neans is harnful to the Internet.
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Appendi x A, Encodi ng choi ces, why not Fl owspec version 2?

SAV enforcenment of SAV rules in many ways resenbl es an access contro
list (ACL), which are often inplenented via firewalls. BGP Fl owspec
[ RFC8955] is capable of distributing I P source address filtering to
be instantiated in firewalls. However, Flowspec’s original design
for mitigating distributed denial of service (DDoS) attacks generally
has meant that rules distributed via Flowspec are intended to be
applied to the interfaces of all Flowspec routers in a network.

The [I-D.ietf-idr-flowspec-interfaceset] feature provi des scoped
application of Flowspec filters. This feature inspires sone of the
applicability of the SAV-D Device-Specific G oup Menber Extended
Conmuni ty.

G ven the overl appi ng nature of SAV enforcenent behavior, and
firewalls that may be programed via Fl owspec, should SAV enforcenent
be encoded there?

* SAV enforcenent is not required to be inplemented in a forwarding
element’s firewall infrastructure. Encoding SAV state in firewal
functionality inplies that this mght be the case. (Nanespace
confusion.)

* Flowspec provides for ordered filter installation. |If a SAV rule
is present in flowspec, and inplenented in something other than
the firewall infrastructure, and filtering is not executed in the
expected order, that’'s a problem Mninally, it is a matter of
violating the "Principle of Least Astonishnent". Moreover,
firewal | applications built on the expectation that rules are
executed in a particular order may be fail to execute as expected
due to the firewall term dependenci es.

* [I1-D.ietf-idr-flowspec-v2] proposes a user-nmanaged term order
mechanismin additition to the default term order that Flowspec
generates based on filtering conponents. This could be |everaged
to order SAV rules in a nore appropriately logical place in the
filter relative to an inplenentations forwarding pipeline; e.g.
"last". However, this still presumes to know how a given platform
that does not instantiate SAV filtering will perform enforcenent.
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The placement of SAV-D in a different AFlI/SAFI than Fl owspec al so
permits for the distribution of SAV rules distinctly froma BGP
routing topology that may carry Flowspec. Simlarly, a separate
AFl / SAFI means that inplenentations do not conflate distribution
of firewall state vs. SAV state in terns of ordering and
prioritization. SAV state will, in the majority of cases,
significantly exceed the number of entries typically carried in
Fl owspec for firewall by several orders of magnitude

Fl owspec does have a form of encoding that carries a Route

Di stinguisher for VPN Fl owspec purposes in a VPN-specific AFl/
SAFI. However, that format currently carries the expectation that
it is acconpani ed by a BGP Route Target for installing the routes
in a VRF context.

Finally, a significant amount of the fragility that Flowspec is
subject tois a result of the conplexity needed to encode the
various components in a termin the NLRI. SAV-D state has the
much sinpler need to encode only a RD, and a | Pv4/1 Pv6 prefix.
This al so has the benefit of being not only "fit for purpose", but
can pack better in BGP Updates since Flowspec vl/v2 NLRI have nore
over head.

is a valid observation that the G oup Menber Extended Communities

defined for SAV-D nmay have overl appi ng useful ness for general - purpose
BGP Fl owspec applications. Future versions of this document may
repur pose the Extended Conmmunities for such general use.
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