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Abst r act

Path Attributes in the BGP-4 protocol (RFC 4271) carry data
associated with BGP routes. Many of the Path Attributes carried in
BGP are intended for Iimted scope depl oynent. However, the

ext ensi on mechani sm defined by BGP that carries these attributes
often carries themfarther than necessary, sonetines with unfortunate
results.

Thi s docunent defines a nechani smusing BGP Capabilities (RFC 5492)
that permts eBGP speakers to deternine what Path Attributes shoul d
be permitted to cross external BGP routing boundari es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 February 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

A BGP Route (Section 1.1 of [RFC4271]) is a tuple consisting of a set
of Path Attributes (Section 5 of [RFC4271]) and sets of network
reachability carried as Network Layer Reachability Information
(NLRI'). Sone of these Path Attributes are defined as part of the
core BGP-4 protocol. Path Attributes are the nain extension
mechani sm defi ned by BGP, and nay be scoped as "transitive" or "non-
transitive."

Non- Transitive Path Attributes require the BGP speaker to understand
the attribute in order to determine if it will be locally used and
perhaps | ater propagated to additional BGP speakers. Unrecognized
non-transitive Path Attributes are discarded by the receiving BGP
speaker .

Transitive Path Attributes, when not understood by the receiving BGP
speaker, are required to be propagated to ot her BGP speakers.
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Sone Path Attributes defined by BGP extensions are intended to be
used in limted scopes, such as a single BGP Aut ononobus System (AS)
VWhen such attributes are distributed beyond the expected scope, this
is called an "Attribute Escape" [I|-D. haas-idr-bgp-attribute-escape].

Such attribute escapes nay |l ead to i nproper BGP protocol behavior
when recei ved outside of their expected scope, and may lead to
incorrect forwarding, or be a serious security consideration

Thi s docunent defines a nechani sm exchanged through BGP Capabilities
[ RFC5492] where BGP speakers can nore appropriately scope both Path
Attributes to prevent escape, and to limt the distribution of routes
that carry escaped Path Attributes.

1.1. Specification of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. BGP Path Attribute Filtering Capability

The BGP Path Attribute Filtering Capability is encoded as foll ows:

* Capability Code of (TBD).

* Capability Length of 0..32 octets.

* Capability Value contains a bit-string padded to an octet boundary
where a bit is set if this BGP speaker considers the correspondi ng
BGP Path Attribute fromthe renote BGP speaker to be unwanted.
Bit nunber O is the nost significant bit of the first octet, bit

nunber 1 is the second nost significant bit of the first octet,
and so on.
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In this exanple, bits are clear for Path Attri butes:

Oigin (1),

AS_PATH (2),

NEXT_HOP (3),

MULTI _EXI T_DI SCR (4),
ATOM C_AGCREGATE ( 6),
AGGREGATOR (7),
COMMUNI TI ES (8),
MP_REACH_NLRI (14),
MP_UNREACH_NLRI (15),
AS4_PATH (17),
AS4_AGGREGATOR (18).

O her path attributes through attribute 23 are unwant ed.
Path attributes 24 and beyond are accepted.

Figure 1. Exanple encoding for Capability Val ue

Bits 1, 2, 3, 6, 7, 14, 15, 17, 18 MJST be clear (value 0), because
support for [RFC4271], [RFC4760], and [ RFC6793] procedures are
required when this specification is in use.

Any bit not explicitly represented (e.g., bits 24 and beyond in the
above exanple) is deenmed to be clear (value 0). That is, the default
is to accept any path attribute not explicitly unwanted.

3. Operation

A clear (value 0) bit in the Path Attribute Filtering capability

i ndi cates that the BGP speaker advertising it is willing to accept
the corresponding Path Attribute and will process it according to the
normal rules of the BGP protocol and the attribute in question

A set (value 1) bit in the Path Attribute Filtering capability
i ndi cates that the BGP speaker advertising it is not willing to
accept the corresponding Path Attribute. W refer to such Path
Attributes as "unwanted Path Attri butes"”
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A BGP speaker MUST NOT send an unwanted Path Attribute to its peer.
(O course, this expectation will be met only by BGP speakers that
support this specification; therefore a BGP speaker that inplenments
this specification SHOULD be prepared for the possibility it wll
receive unwanted Path Attributes; this is discussed bel ow.)

One strategy to acconplish the above requirenent is for the BGP
speaker to not advertise BGP routes containing the unwanted Path
Attribute in question. This mght require a withdraw to be sent
instead. This is simlar to treat-as-withdraw as defined in

[ RFC7606] .

Anot her strategy that could be used, when appropriate for the
procedure covering a given BGP Path Attribute, is for the BGP speaker
to remove the unwanted Path Attributes when it distributes the route
to the renbte BGP speaker. This is simlar to the Attribute D scard
behavi or defined in [ RFC7606].

Recei ving BGP speakers SHOULD filter routes or discard unwanted Path
Attributes if they are incorrectly sent by the renote BGP speaker.
Mnimally, a receiving BGP speaker receiving an unwanted Path
Attribute SHOULD use treat-as-w thdraw procedures. Receiving BGP
speakers MAY accept the route and discard the unwanted Path Attribute
if permitted to by local configuration.

4. Selecting supported Path Attributes

I npl enent ati ons MJUST, as described in Figure 1, clear the bits
covering required core eBGP Path Attributes.

Common BGP features that are defined for Internet use SHOULD be cl ear
by default between two BGP speakers. These include:

*  Communities (8)

*  Extended Communities (16)

* Large BGP Comunities (32)

*  BGPsec_Pat h (33)

* Only To Custoner (OTC) (35)

BGP features required to support a given AFl/SAFI MJST al so be clear

when that address famly is configured. An exanple of this is the
BGP-LS attribute (29) when the BGP-LS feature is in use.
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5. Error Handling

If the received Capability Length for the Path Attributes Filtering
Capability is greater than 32, the filtering capability MJST be
ignored and treated as if not received by the BGP speaker

To support core BGP features, Section 2 requires that bits 1, 2, 3,

6, 7, 14, 15, 17, 18 be clear (value 0). A BGP speaker receiving a
Path Attribute Filtering Capability with these bits set (value 1) MAY
reject the BGP session. |If it does so, it uses a NOTIFI CATI ON
message with an error subcode of "Unsupported Capability".

6. Operational Considerations
6.1. Inpacts on Path Attribute Transitivity

The feature described in this docunent does not change the senantics
of when a Path Attribute is intended to be transitive per RFC 4271
definition. However, it does act as a policy to linit the
distribution of routes containing a transitive Path Attribute, or may
cause that attribute to be filtered.

6.2. Inpacts on Increnental Deploynment of New Features

eBGP speakers using this features nmust be cogni zant of the inpact
their filtering policies will have on the increnmental deployment of
new BGP features.

6.3. Path Attribute Content Filtering Considerations

Path Attributes originally defined for use solely for one AFI/ SAFI
may | ater be updated to be applicable for other AFI/SAFIs, including
those used by the Internet. Simlarly, sone Path Attribute features
may be internally extensible in a way where filtering choices may be
difficult to characterize using the coarse filtering feature defined
by this docunent.

Docurent s defining new BGP Path Attributes MJIST discuss their
filtering, transitivity, and attribute escape considerations, and
adopt strategies to limt unintentional escape of Path Attributes, or
scoped sub-features of a Path Attribute. At a mininum the new
attribute’ s registration nust provide values for the "Should Filter
By Default" and "Filtering Profile" colums (see Section 7). This
is, however, a minimum |If the attribute has needs nore nuanced
propagati on control than the all-or-nothing (per attribute type code)
behavi or offered by the present specification, it nust be specified
and handl ed on a case-by-case basis.
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6.4. Operational Visibility

eBGP speakers that do not propagate a route on transmt or do not
accept a route on reception due to unwanted Path Attributes SHOULD
provi de operationally visible feedback for this filtering behavior
Using termi nol ogy consistent with BMP ([ RFC7854], et seq.) or the BGP
YANG nodel ([I-D.ietf-idr-bgp-nodel]), routes that are not sent may
have visibility in the Pre-Policy Adj-R bs-Qut view, but not be
available in the Post-Policy Adj-Ri bs-Qut view Updates to BWMP or
BGP YANG may provide operational visibility to this filtering. eBGP
speakers that do not discard received routes with unwanted Path
Attributes nay be able to provide simlar visibility in the Pre- and
Post-Policy Adj-Ribs-1n views.

Since utilizing treat-as-withdraw for routes received with unwanted
Path Attributes is a likely inplenentation choice, inplenentations
SHOULD provi de operational visibility when treat-as-withdraw i s done,
via | ogging or aggregate statistics, on a per-BGP nei ghbor basis.
Such | oggi ng or aggregate statistics should include the unwanted Path
Attribute codes that cause routes to be discarded.

For sonme unwanted Path Attributes, an inplenentation nmay choose to
use attribute discard for the unwanted Path Attributes rather than
using treat-as-withdraw for the entire route. |Inplementations SHOULD
provi de operational visibility when attribute discard is done, via

| oggi ng or aggregate statistics, on a per-BGP nei ghbor basis. Such

| oggi ng or aggregate statistics should include the Path Attribute
codes that are di scarded

Future extensions to BMP or BGP YANG may be proposed to support these
operati onal considerations.

7. | ANA Consi der ations

Thi s docunent requests a new BGP Capability Code to be allocated from
the First Conme First Served range of the Capability Codes registry.
The description should be "Path Attribute Filtering", and the

ref erence should be this docunent.

Thi s docunent requests that the "BGP Path Attributes" registry be
updated to add two new colums, called "Should Filter By Default" and
"Filtering Profile". These colums are to be seeded with the val ues
shown in Table 1. This docunent should be added as a reference for
the registry. Authors seeking guidance for how to popul ate these
columms shoul d refer to Section 6.3 and Section 10.
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8.

Security Considerations

The notivation for this feature is to attenpt to address the numerous
BGP security inplications where BGP Path Attri butes propagate beyond
their intended scope.

The definition of a feature that limts the distribution of BGP Path
Attributes unfortunately noves BG” s default behavior away from

"di stribute unknown things easily" and thus hanpers incremnental

depl oynent of new features. However, operators have al ready begun
indiscrimnate filtering of Path Attributes they do not thensel ves
require. This feature attenpts to provide a nore flexible negotiated
nmode to permt such filtering while at the sanme time not conpletely
precl udi ng i ncremental depl oyment of new features.

Recomrendati ons for Future BGP Extensions

When a new BGP extension defines a new BGP Path Attribute, the
speci fyi ng document MJST define its expected filtering profile for
routes containing the new Path Attribute. The followi ng are
suggest ed propagation policies for new features:

* Default deny: Wthout explicit configuration fromthe sendi ng BGP
speaker and the receiving BGP speaker, routes containing the new
Path Attribute are considered unwanted. |nplenentations
supporting the Path Attribute Filtering Capability SHOULD set the
bit for this Path Attribute to 1 (unwanted) by default. The
sendi ng BGP speaker MJST NOT advertise routes containing such a
Path Attribute to the renote BGP speaker. BGP speakers receiving
routes containing the unwanted Path Attribute SHOULD NOT accept
the route into its Adj-Rib-In for that peer (treat-as-w thdraw).

* Default discard: Wthout explicit configuration fromthe sending
BGP speaker and the receiving BGP speaker, routes containing the
new Path Attribute are considered unwanted. |nplenentations
supporting the Path Attribute Filtering Capability SHOULD set the
bit of this Path Attribute to 1 (unwanted) by default.

The sendi ng BGP speaker MJIST use one of the follow ng two options
to avoid sending the unwanted Path Attribute: it can either send
the route to the renpote speaker after discarding the offending
Path Attribute (attribute discard) or it can avoid sending the
route to such a peer
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10.

The receiving BGP speaker SHOULD NOT accept routes with the
offending Path Attribute into its Adj-Rib-In for that peer (treat-
as-wi thdraw) or MAY discard the offending Path Attribute
(attribute-discard). The choice of the desired behavior to
discard or to not propagate will depend on the operationa
expectations for the feature.

* AFI/ SAFlI conditional: Wen the specified AFlI/SAFI is configured
for the BGP session and the Path Attribute Filtering Capability is
supported, the filtering capability bit SHOULD be set to O
(wanted) by default. When that AFI/SAFI is not configured, the
defining specification should detail whether the default filtering
policy is wanted and the filtering capability bit for that Path
Attribute MUST be set accordingly.

* Default permt: Wthout explicit configuration fromthe sending
BGP speaker and the receiving BGP speaker, routes containing the
new Path Attribute are considered wanted. |nplenentations
supporting the Path Attribute Filtering Capability SHOULD set the
bit of this Path Attribute to O (wanted) by default.

Recomendations for Filtering Path Attributes

The tabl e bel ow provi des suggested default filtering behaviors for
many BGP Path Attributes. In addition to "yes" and "no", which
indicate that an inplenentation SHOULD either filter, or not filter,
the given attribute by default, "never"” indicates that an

i npl ementation MUST NOT filter the given attribute under any
circumstances, and "-" indicates that no recommendati on i s made.

The table al so recommends filtering profiles, as defined in
Section 9. \Were no filtering recomendation is nade, no profile is
suggested either

It is not recoomended that BGP Path Attributes that are deprecated
shoul d be filtered by default. This pernits their long term
reassi gnment and re-use. Qperators with a strong filtering policy
may consider filtering these to block routes from ol der

i npl ement ations of these features that may still be depl oyed.

Upon publication of this docunment as an RFC, this table will becone
historic and the authoritative source of recommendations will be the
rel evant | ANA registry (Section 7).
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S o m e e e e e e e e e e mee— oo - S R +
| 14 | MP_REACH NLRI [ RFCA4760] | Never | Default |
I I I | permit I
E oo e e e e e e e oo oo R S —— S +
| 15 | MP_UNREACH NLRI [ RFC4760] | Never | Default |
I I I | permt I
S o m e e e e e e e e e e mee— oo - S R +
| 16 | EXTENDED COVMMUNI Tl ES | No | Default |
| | [Eric_Rosen][draft-ramachandra- | | permt |
| | bgp-ext-communities-00][ RFC4360] | | |
Fomm o - o m e e e e e e e e e eee o on S Fom e o - +
| 17 | AS4_PATH [ RFC6793] | Never | Default |
I I I | permit I
B S, o mm e e e e e e e e e e e e e e e mam- B S o e e e e oo o +
| 18 | AS4_AGGREGATOR [ RFC6793] | Never | Default |
I I I | permt I
Fomm o - o m e e e e e e e e e eee o on S Fom e o - +
19 SAFI Specific Attribute (SSA) -

I I
| (deprecated) |
| [ Gargi _Nal awade] [ draft - kapoor - |
| nal awade-i dr-bgp-ssa-00][draft- |
| nal awade-idr-mdt-safi-00][draft- |
| wijnands-nt-discovery-00] |

Fomm o - o e e e e e e e e e e eee— oo n S S +
| 20 | Connector Attribute (deprecated) | - | |
I | [RFC6037] I I I
R, T S R S +
| 21 | AS_PATHLIM T (deprecated) | - | |
| | [draft-ietf-idr-as-pathlimt-02] | | |
Fomm o - o e e e e e e e e e e eee— oo n S S +
| 22 | PMSI _TUNNEL [ RFC6514] | Yes | Default |
I I I | deny I
R, T S R S +
| 23 | Tunnel Encapsul ation [ RFC9012] | Yes | Default |
I I I | deny I
Fomm o - o e e e e e e e e e e eee— oo n S S +
| 24 | Traffic Engineering [ RFC5543] | Yes | Default |
| | | | discard |
R, T S R S +
| 25 | 1'Pv6 Address Specific Extended | No | Default |
| | Comunity [ RFC5701] | | permt |
Fomm o - o e e e e e e e e e e eee— oo n S S +
| 26 | Al GP [ RFC7311] | Yes | Default |
| | | | discard |
R, T S R S +
| 27 | PE Distinguisher Labels | Yes | Default |
| | [ RFC6514] | | deny |
Fomm o - o e e e e e e e e e e eee— oo n S S +
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| 28 | BGP Entropy Label Capability | - | |
| | Attribute (deprecated) | | |
| | [RFC6790] [ RFC7447] | | |
AR, T R S +
| 29 | BGP-LS Attribute [ RFC9552] | Yes | AFI/ SAFI |
| | | | Conditional |
Fommma - e T Y T I +
| 30 | Deprecated [ RFC8093] | - | |
R, T S R S +
| 31 | Deprecated [ RFC8093] | - | |
S D e S TRy . +
| 32 | LARGE_COVMUNI TY [ RFC8092] | No | Default |
I I I | permit I
N o e e e e e e e e e e e e e m e e o B o m e e e oo - +
| 33 | BGPsec_Pat h [ RFC8205] | Never | Default |
I I I | permt I
S D e S TRy . +
| 34 | BGP Conmunity Contai ner | No | Default |
| | Attribute (TEMPORARY - | | permit |
| | registered 2017-07-28, extension | | |
| | registered 2024-08-22, expires | | |
| | 2025-07-28) [draft-ietf-idr- | | |
| | wi de-bgp-conmunities-11] | | |
dememaas Y S TR . +
| 35 | Only to Custoner (OTC) [ RFC9234] | Never | Default |
I I I | permit I
R, T S R S +
| 36 | BGP Domain Path (D PATH) | Yes | Default |
| | (TEMPORARY - registered | | deny |
| | 2019-07-08, extension registered | | |
| | 2025-06-06, expires 2026-07-08) | | |
| | [draft-ietf-bess-evpn-ipvpn- | | |
| | interworking-10] | | |
AR, T R S +
| 37 | SFP attribute [ RFC9015] | Yes | Default |
I I I | deny I
Fommma - e T Y T I +
| 38 | BFD Discrimnator [RFC9026] | Yes | Default |
| | | | discard |
AR, T R S +
| 39 | BGP Next Hop Dependent | Yes | Default |
| | Capabilities (NHC) (TEMPORARY - | | discard |
| | registered 2022-12-20, extension | | |
| | registered 2024-12-10, expires | | |
| | 2025-12-20) [draft-ietf-idr- | | |
| | entropy-I|abel -13] | | |
S D e S TRy . +
| 40 | BGP Prefix-SID [ RFC8669] | Yes | Default |
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. +
| 41 I
I I
S +
| 42 I
I I
I I
I I
I I
S +
| 128 |
I I
. +
| 129 |
S +
| 241 |
E +
| 242 |
. +
| 243 |
S +
| 255

I I
E +

| | discard
.................................. o
Bl ER [ RFC9793] | Yes | Default

| | deny
__________________________________ e
Edge Metadata Path Attribute | Yes |
( TEMPORARY - registered | |
2025- 04- 23, expires 2026-04-23) | |
[draft-ietf-idr-5g-edge-service- | |
met adat a- 27] | |
__________________________________ e
ATTR_SET [ RFC6368] | Yes | Default

| | deny
.................................. o
Depr ecat ed [ RFC8093] | - |
__________________________________ Fom e e e e e e e e e e e e - -
Depr ecat ed [ RFC8093] | - |
__________________________________ e
Depr ecat ed [ RFC8093] | - |
.................................. o
Depr ecat ed [ RFC8093] | - |
__________________________________ Fom e e e e e e e e e e e e - -
Reserved for devel opnent | Yes | Default
[ RFC2042] | | discard
.................................. B
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