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Abst r act

Devi ces running SSH are frequently exposed on the Internet, either
because of operational considerations or through mi sconfiguration,
maki ng them vul nerable to the constant 3-degree background radiation
of scanning and probing attacks that pervade the Internet. This
docunent describes a sinple pre-authentication mechanismthat linmts
these attacks with mnimal changes to SSH i npl enentati ons and no
changes to the SSH protocol itself.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 18 February 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.

Tabl e of Contents

1. Introduction .
1.1. Conventions Used in This Document
2. Background .
.1. Requirenents
.2. Threat Model
.3. Usage Scenari os
Description . .
Test Vectors e e e
Contri but or s/ Acknow edgenent s
| ANA Consi derations . .o
Security Considerations
. References o
8.1. Normative References
8.2. Informative References
Aut hor’' s Addr ess

NDNDN

N0 kW
CONNOCITUDDAWWWN

1. Introduction

Devi ces running SSH are frequently exposed on the Internet, either
because of operational considerations or through mi sconfiguration,
maki ng them vul nerable to the constant 3-degree background radiation
of scanning and probing attacks that pervade the Internet. This
docunent describes a sinple pre-authentication nmechanismthat linmts
these attacks with mnimal changes to SSH i npl enentati ons and no
changes to the SSH protocol itself.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Background

This section covers the background and threat nodel for the SSH pre-
aut henti cati on process and nechani sm

2.1. Requirements

The nechanismto limt scanning and probing attacks needs to neet the
foll owi ng requirenents:

* It should stop attackers at the gate, preventing probing past the
first nmessage exchanged. This both limts information | eakage and
mtigates against exploitation of pre-auth vulnerabilities in
i mpl ement ati ons.

* |t should require no changes to the SSH protocol, for exanple the
addi ti on of new handshake nessages or changes to existing
handshake nessages.

In addition to these requirenents there are also additional desirable
properties:

* Jldeally it would require no user-visible changes to the operation
of an SSH client or server, in other words no need to supply
additional or auxiliary keying material or perform other
configuration changes. Unfortunately this goal can't easily be
met, see the conmments in Section 7, with one configurati on change
on the client and server being required to enable pre-
aut henti cati on.

* |In order to encourage adoption by inplenmenters of enmbedded SSH, it
should require mnimal effort to retrofit to existing SSH
i npl ement ati ons, both because enbedded systens using SSH are
frequent targets and because these systens often have m ni nal
effort applied to keep current with new nechani sns.

Not e that al though this mechani smcan be applied to any SSH
implementation, its prinmary intended target is enbedded SSH where few
if any mitigations such as privilege separation or frequent patches
to address vulnerabilities are possible.
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2.2. Threat Model
Thi s docunent considers two different attacker types:

1. The generic three-degree background radi ati on of non-targeted
I nternet scanning and probing fromoff-path attackers. Any pre-
aut henti cati on measure, for example including a static non-public
value at the start of the handshake, will stop this type of
att ack.

2. Mre targeted attacks fromon-path attackers, which require
sonmet hing li ke a chall enge/ response nmechanismto stop

The pre-authentication mechani sm described here targets both off-path
and on-path attackers.

2.3. Usage Scenari os
Thi s docunent considers three different SSH usage scenari os:

1. A conventional server, possibly behind a firewall. Firewal
rul es and security/access-control proxies, if available, would
typically be used to handl e any required SSH access control

2.  An enbedded device that, for operational reasons or possibly just
through m sconfiguration, is exposed to the Internet.

3. As above, but on a private network that’s been penetrated by
attackers who are probing it for targets. In other words the
call is comng frominside the building.

The pre-authentication mechani smdescribed in this docunment is
primarily targeted at the latter two scenari os.

3. Description

The pre-authentication mechani smfor SSH takes the existing exchange
of client and server ID strings and adds a sinple challenge/response
to them preventing the exchange of any SSH handshake nessages, in

ot her words any actual SSH protocol nessages, unless the pre-

aut henti cation succeeds. It does this by adding a random chal | enge
in the Conment field of the server’s SSHID, with the client
responding with the response in the coment field of its SSHID. The
server challenge in the corment field is denoted with ' C=<chal | enge>
and the client response with 'R=<response>". \Wen the pre-

aut henti cati on mechani smused in this docunent is used, these MJST be
the first values in the Coment field, with any further entries that
foll ow separated by a conma.
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The challenge is a 64-bit server-generated nonce which is then
base64-encoded to create a text string suitable for use in the
Comment field. This encoded form and the base64-encoded response
fromthe client, are sent without any base64 paddi ng characters '=
at the end, so that the encoded val ues consist of 11 al phanuneric

characters.

The response to the challenge is an HVAC SHA256 of the chall enge,
with the MAC value truncated to 64 bits and base64-encoded to an
1l1-character formin the sane manner as the server’s challenge. The
server challenge is MAC d in 11-character base64 form as sent,

wi t hout decoding back to binary form

Conputing the response to the chall enge requires a shared secret

" preAut hSecret’ between the client and server. This SHOULD NOT be
the sane as any user password or other authentication val ue that

m ght be used for authentication but should be created or generated

i ndependently and only used for pre-authentication. |In the situation
where nore than a single user or account exists on the device, the
preAut hSecret functions in a manner simlar to a WFi password, with
the preAut hSecret granting access to the SSH server and subsequent
user authentication granting access to whatever sits behind the
server.

The HVAC key is cal cul ated as:

key = SHA256( string chal | enge
string pr eAut hSecret )

The response is then conputed as a truncated HVAC.

rawResponse = HMAC- SHA256( key, chall enge )
response = base64( rawRespone[ 0...7 ]

In other words the response is the base64 encodi ng (w thout adding
base64 padding) of the first 64 bits of the HVAC val ue to give the
required 11-byte response val ue.

Test Vectors

Test vectors to be added when the format is finalised.

Contri but or s/ Acknow edgenent s

| ANA Consi der ati ons
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Security Considerations

As the introduction points out, using this pre-authentication
mechanismfor SSH is not intended to be all things to all people but
to address a specific problem stopping scanning and probing attacks
of SSH enabl ed devices at the gates. Conceptually it works like a
W Fi password, granting initial access to the SSH server while
subsequent user authentication grants access to whatever sits behind
the server. |Its primary usage scenario i s enbedded devices with few
users, nost comonly only one. Use with public SSH systens with

| arge nunbers of users is optionally possible, although unlike
enbedded devi ces these are expected to have up-to-date software and
proper mtigations in place.

However even in the latter case it can provide sone protection

agai nst protocol and inplenentation vulnerabilities by reducing the
possibility of conpromi se of the vul nerable inplenentation or system
until the software is updated. Legitimte users could continue to
access the systemwhile attackers who couldn’'t pass the pre-

aut henti cati on check woul d be prevented from attacking the vul nerabl e
system behind it.

(When fuzzing an inplenentation that provides pre-authentication
protection, remenber to disable the authentication check for the
fuzzing process otherwi se the fuzzer will be prevented from
progressing through to fuzzing the SSH protocol inplenmentation
itself).

The pre-authentication can al so be used to provide risk-based
security in the same way that CAPTCHAs are used on sone web sites in
whi ch suspi ci ous accesses requiring a CAPTCHA in addition to the
normal | ogon process. For exanple accesses fromthe |ocal subnet or
only one or two hops away could be pernmitted w thout pre-

aut hentication while ones that don’'t fall into these requirenents
could only be pernmitted with pre-authentication, conplicating the
task for renpte attackers while | eaving | ocal users unaffected.

The use of a separate preAuthSecret is the |esser of two evils, the
other option being to reuse existing authentication information |ike
a password, after due cryptographic processing, for the pre-

aut hentication. This nakes the pre-authentication process
transparent w thout requiring the nmanagenent of additional keying
material, since nmore than two decades of SSH conpronise history have
taught us that many users are not good at nmanagi ng such keying
material. However with a sinple gatekeeper pre-authentication
mechani sm of the kind described here it appears to be inpossible to
inplement it in a manner that doesn’t open it up to an offline
dictionary attack by an on-path attacker who, even in the presence of
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8.

1.

counternmeasures like a severely truncated MAC that leads to fal se
positives, can intercept many chal |l enge/ response pairs over tine and
use those to get to true positives

An additional benefit of using a distinct preAuthSecret is that it
makes enabling and use of pre-authentication explicit. A downside of
using a distinct preAuthSecret is that it requires explicit
configuration actions to enable and use pre-authentication

It is recomended that inplenentations performrate-limting on pre-
authentication attenpts, throttling back responses if too many pre-
authentication failures occur in a given tine interval. To further
confound attackers, servers nmay in addition opt to continue with an
enul at ed handshake if the pre-authentication fails, eventually
failing anyway or dropping the attacker into a tarpit.

Since the authentication is unidirectional, a pass-the-hash attack is
possible in the presence of an active attacker who convinces a victim
to connect to a fake server and then M TMs the chal | enge and response
fromto the genuine server. However this is nerely a pre-

aut henti cati on mechani sm whose main design goal is to protect the SSH
i mpl ementation behind it from scanni ng and probi ng attacks rather
than a full-blown (and conplex) client/server authentication

protocol. The SSH protocol behind the protective pre-authentication
step provides the required full client/server authentication,

assuning the client verifies the server fingerprint [fingerprints].

The server nonce generation process is described explicitly rather
than in general terns like "a random string"” to avoid inplenentations
using things like the server nane as a nonce value, or nore generally
just hardcodi ng sonething into the otherwi se static server |D.

Following Gigg’s Law, "There is only one node and that is secure",
the pre-authentication nmechani sm hardcodes use of SHA256, the de
facto universal standard hash in SSH inpl enentations. Since the
security property required of the hash function is preinmage
resistance rather than collision resistance, and even beyond that the
ability to find one specific preimage rather than any valid prei mage,
al most any hash function would suffice; SHA256 is chosen because of
its universal acceptance and use.
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