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Abst r act

Thi s docunent describes updates to the PKCS #15 standard nmade since
the original publication of the standard.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 February 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF

Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
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mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.

W t hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. Introduction

After the publication of the original PKCS #15 standard [ PKCS15v1] it
saw ni nor updates that were only published as drafts and circul ated
informally anong i npl ementers [ PKCS15v1_1][ PKCS15v1_2], but never
finalised due to the dissolution of the organisation that published
the standards. Since the standard, including the updates, remains in
active use today, this docunent gathers the updates in a single

| ocation for reference by inplenenters.

The updates cover the extension of the original PKCS #15 identifiers
to handl e validFromvalidTo dates for certificates and PGP/ OpenPGP
keys and emai|l addresses, the addition of support for CMS

Aut hent i cat ed- Envel oped- Data, and support for cryptographic binding
of public-key conmponents to private-key ones.

Si nce names and definitions have changed across the different drafts
(for exanmple v1.0 used PKCS15XXXAttributes while v1.1 and | ater used
XXXXAttributes), this docunent uses the v1.1 ASN. 1 nodul e pkcs-

15v1 _1.asn as its baseline.

2. ValidFronl ValidTo Dates
PKCS #15 v1.0 didn’t support the validFromvalidTo dates that are

required for certificates, these were added in the PKCS #15 v1.2
draft and extend the CommonCertificateAttributes to add:
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val i dFr om Ceneral i zedTi ne OPTI ONAL,
val i dTo [4] CeneralizedTi me OPTI ONAL,

For context, the full CommonCertificateAttri butes are then:

CommonCertificateAttributes ::= SEQUENCE {
i D Identifier,
authority BOOLEAN DEFAULT FALSE,
identifier Credential ldentifier {{Keyldentifiers}} OPTI ONAL,
certHash [ 0] OOBCertHash OPTI ONAL,
trustedUsage [ 1] Usage OPTI ONAL,
identifiers [2] SEQUENCE OF Credentialldentifier{{Keyldentifiers}} OP
TI ONAL,
inmplicitTrust [3] BOOLEAN DEFAULT FALSE,
val i dFr om General i zedTi me OPTI ONAL,
val i dTo [4] CeneralizedTi me OPTI ONAL,
}

3. Key ldentifiers

PKCS #15 v1.0, designed for use with smart cards, didn't support PGP/
QpenPGP or enmmil use, making it difficult to inplenent PKCS #11 with
PKCS #15 as the storage format. The PKCS #15 v1.2 draft extended
Credentialldentifier to include these additional |Ds, which extend
the existing Keyldentifiers values to add pgp, openPGP, and uri
identifiers:
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Keyl dentifiers KEY-IDENTIFIER ::= {
i ssuer AndSeri al Nunber |
i ssuer AndSeri al Nunber Hash |
subj ect Keyl d |
subj ect KeyHash |
i ssuer KeyHash |
i ssuer NameHash |
subj ect NaneHash |
pap |
openPGP |
uri

pgp KEY-1DENTIFIER :: =
{ SYNTAX OCTET STRI NG S| ZE(8) | DENTI FI ED BY 8}
-- RFC 4880 V3 (PGP 2.x) key ID

openPGP KEY- I DENTI FI ER :: =
{ SYNTAX OCTET STRI NG Sl ZE(8) | DENTI FI ED BY 9}
-- RFC 4880 V4 key ID

uri KEY-1DENTIFIER :: =
{ SYNTAX UTF8String | DENTI FI ED BY 10}
-- Typically enail address but may be a nore general UR

4. Authenti cat ed- Envel oped- Dat a

PKCS #15 v1.0 predates the existence of CM5 Aut henti cat ed- Envel oped-
Data, which was added in the PKCS #15 v1.2 draft by extending the
oj ect Val ue/ Pat hOr Cbj ects CHO CE to include a new content type
Aut hEnvel opedDat a al ongsi de the existing Envel opedData. For
hj ectValue this is:

direct-protected-auth [4] AuthEnvel opedData {Type},
For PathOr(bjects this is:

direct-protected-auth [4] AuthEnvel opedData { SEQUENCE OF (bj ect Type},

Note that the tags junp fromthe vl1.1 "direct-protected [2]
Envel opedData’ to 'direct-protected-auth [4] AuthEnvel opedData’, the

[3] tag was used for another object type whose purpose is now | ost.
For context, the full ObjectValue / PathOrObjects are then:
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oj ectValue { Type } ::= CHO CE {
i ndi rect Ref er encedVal ue {Type},
direct [0] Type,
i ndirect-protected [1] ReferencedVal ue {Envel opedData {Type}},
direct-protected [ 2] Envel opedData {Type},
direct-protected-auth [4] AuthEnvel opedData {Type}
}

Pat hOr Onj ects {Obj ect Type} ::= CHO CE {
pat h Pat h,
obj ects [ 0] SEQUENCE OF nj ect Type,
i ndirect-protected [1] ReferencedVal ue {Envel opedData { SEQUENCE OF O

bj ect Type}},

direct-protected [2] Envel opedDat a { SEQUENCE OF (bj ect Type}
direct-protected-auth [4] AuthEnvel opedData { SEQUENCE OF (bj ect Type},
}

5. Public/Private Key Binding

An update to the PKCS #15 v1.2 draft provided for cryptographic

bi ndi ng between the private key and public key data. This protects
the otherw se typically unprotected public-key objects from

undet ect abl e mani pul ation. This cryptographic binding is added by
extending the existing privateXXXKey types w th new privat eXXXKeyExt
types that include the cryptographic binding:

Pri vat eKeyType ::= CHO CE {
pri vat eRSAKey Pri vat eKeyObj ect {Privat eRSAKeyAttri butes},
pri vat eECKey [0] PrivateKeyOhject {PrivateECKeyAttri butes},
pri vat eDHKey [1] PrivateKeyhject {PrivateDHKeyAttri butes},
pri vat eDSAKey [2] PrivateKeyQhject {PrivateDSAKeyAttri butes},
pri vat eKEAKey [3] PrivateKeyOhject {PrivateKEAKeyAttri butes},
privat eRSAKeyExt [4] PrivateKeyQbject {PrivateRSAKeyAttri butesExt},
privat eECKeyExt [5] PrivateKeyObject {PrivateECKeyAttributesExt},
privat eDSAKeyExt [6] PrivateKeyObject {PrivateDSAKeyAttri butesExt},

}

The Ext variants wrap the original XXXPrivateKeyObject in an

addi ti onal SEQUENCE that adds an [ESSCert|Dv2] field, with the
ESSCert|I Dv2 restricted to contain only a SHA-2 hash of the public key
data in SubjectPublicKeylnfo form |In other words the ESSCert| Dv2:

ESSCert | Dv2 :: = SEQUENCE {
hashAl gorithm Al gorithmdentifier DEFAULT {al gorithmid-sha256},
cert Hash Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL
}
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is present as:

ESSCert I Dv2 ::= SEQUENCE {
cert Hash OCTET STRI NG SI ZE( 32),
}
The resulting XXXPrivat eKeyQbject is then, in an ASN. 1-1ike notation:
XXXPrivat eKeyOhj ect ::= SEQUENCE ({
spki Hash ESSCert | Dv2,

-- Followed by the original PrivateXXXKey(hject
}

For exanple for an ECC private key the original:
ECPrivat eKey ::= | NTEGER

woul d become in extended formw th cryptographic binding:

ECPri vat eKeyExt ::= SEQUENCE ({
spki Hash ESSCert | Dv2,
val ue | NTEGER
}
For an RSA private key the original:
RSAPr i vat eKeyObj ect :: = SEQUENCE {
nodul us [0] INTEGER OPTIONAL, -- n
coef fi ci ent [7] |NTEGER OPTIONAL -- inv(q) nmod p
}
woul d becone in extended formw th cryptographic binding:
RSAPr i vat eKeyOhj ect Ext :: = SEQUENCE {
spki Hash ESSCert | Dv2,
val ue SEQUENCE ({
modul us [0] I NTEGER OPTIONAL, -- n
coef ficient [7] |NTEGER OPTI ONAL -- inv(q) nod p
}
}

6. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

Gut mann Expi res 18 February 2026 [ Page 6]



Internet-Draft

PKCS #15 Updat es August 2025

7. Security Considerations

Thi s docunent serves to document minor updates to the original PKCS

#15 st andar

d, there are no security considerations present beyond

those in the original standard.

8. Normative
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