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Abst r act

Events Query is a nminimal protocol built on top of HTTP that allows
user agents to receive event notifications directly fromany resource
of interest. The Events Query Protocol (EQP) is predicated on the
idea that the nost intuitive source for event notifications is the
resource itself.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at

https:// CxRes. git hub. i o/ events-query/draft-gupta-httpapi-events-
query.htm . Status information for this document rmay be found at
https://datatracker.ietf.org/doc/draft-gupta-httpapi-events-query/.

Di scussion of this docunent takes place on the Building Bl ocks for
HTTP APls Working Group mailing list (rmailto:httpapi @etf.org), which
is archived at https://nailarchive.ietf.org/arch/browse/httpapi/.
Subscribe at https://ww.ietf.org/mailman/listinfo/httpapi/.

Source for this draft and an issue tracker can be found at
https://github. com CxRes/ event s-query.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

HTTP was originally designed as a statel ess, request/response
protocol for transferring hypernedi a docunents on the web ([HITP],
Section 1.2). This design was adequate for web pages that were
nmostly static and witten by hand.

But web applications have evol ved over tinme to provide increasingly
dynani c and interactive experiences, requiring near-instantaneous
updates. HITP does not automatically informclients of changes to a
resource. Devel opers have enpl oyed various techni ques, such as Comet
[ COMET] and Server-Sent Events [SSE] to work around this constraint,
but these can be suboptinmal for many applications.

For this reason, web programmers often prefer inplenmenting custom
messagi ng systens over alternate protocols such as WebSocket [W5] and
WebSub [WEBSUB]. Not only does this approach require additiona

| ayers of code, involving nmultiple Wb APIs and/or userland libraries
such as socket.io (https://socket.io/), it demands extra coordi nation
effort to synchronize representation and notifications across

mul tiple protocols. The dual -protocol approach thus conmpounds the
devel opment and mai nt enance overhead. Furthernore, deployment at
scale is challenging with the notifications traffic now opaque to
network internediaries.
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Events Query is a minimal protocol built on top of the Hypertext
Transfer Protocol [HTTP] that allows applications to request event
notifications directly froma resource of interest using the QUERY
met hod ([ HTTP- QUERY], Section 3).

The objective of this specification is to make the request and
recei pt of event notifications extrenely convenient for consuners.
Events Query allows progranmers to incorporate real-tine
functionality in their web applications without the need to switch to
anot her protocol. Further, Events Query can deliver representation
and notifications froma resource in a single response, obviating any
need for coordination and saving on unnecessary round trips.

Wth the help of a suitable conmposite nmedia type parser, Events Query
responses can be consunmed with just a few lines of code, as
illustrated in the JavaScript exanpl e bel ow

const response = await fetch("http://exanple.comfoo", {
nmet hod: " QUERY",
headers: {
Accept: "application/http",
"Cont ent - Type": "exanpl e/ event s-query"
H
body: JSON. stringify({
state: { Accept: "text/plain" },
events: { Accept: "exanpl e/ event-notification" }
b
1)

/1 split the response into an iterable of representation and notifications
const splitResponse = splitHITPResponseStrean(response);

/1 read the representation
const {done, value: representation} = await splitResponse. next();
if (!done) {
/1 do sonmething with the representation
}

/] iterate over notifications

for await (const notification of splitResponse) {
/1 do sonething with a notification

}

Figure 1: Events Query fetch exampl e
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Unli ke other event notification mechani sms, Events Query supports
content negotiation for notifications, just |ike representations.
Thus, the Events Query Protocol preserves the flexibility of
interaction afforded by HTTP and extends it to event notifications.

When conbined with suitable data synchroni zation technol ogies |ike
Conflict Free Replicated Data Types (CRDT) or Operational Transforns
(Or), event notifications can be used to create "live"
representations. This can inmensely sinmplify the task of progranmm ng
mul ti-author distributed real-tinme applications.

2. Design

Events Query is predicated on a resource itself being the nost
intuitive source for events on it. Events Query treats notifications
as a response to a query for an event occurring on the resource.

Wth HTTP all owi ng representations to provide a potentially unbounded
stream of data, the Events Query Protocol is also able to comunicate
multiple events on the resource as a streamof notifications.

2.1. Goals

To aid the devel opnent of real-time applications, it is inperative
that the Events Query Protocol reduces the conplexity of both servers
and clients inplenenting event notifications. Wth this in mnd, the
goal s of the Events Query Protocol are

1. to provide reliable and in-order transfer of event notifications
usi ng the Hypertext Transfer Protocol [HTTP]. Cients fetching
resources over HITP need not switch to another protocol for
receiving event notifications.

2. to send updates directly froma resource of interest, obviating
the need for additional resources to be specifically dedicated as
notification endpoints. In contrast to existing approaches, this
frees up the client fromthe burden of coordinating the response
fromthe resource of interest with notifications froman
endpoi nt ..

3. to deliver the representation and notifications in response to a
single request, mnimzing round trips between clients and
servers. It also elimnates the need to synchroni ze the delivery
of the representation and notifications.
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2.2.

to enable the transfer of event notifications using arbitrary
formats that m ght be content-negotiated. This allows

i npl ementers to serve notifications that are nore expressive,
say, in conparison to existing HTTP-based nessagi ng protocols
such as Server-Sent Events [ SSE].

to specify transparent notification semantics that empowers
intermediaries to scale event notifications, inprove reliability
and reduce latency. Internediaries shall also be able to
proactively update caches in real-tine.

Constraints

To the extent feasible, the Events Query:

1.

2. 3.

adheres to established practices and conventions. In particular,
every attenpt has been nmade to reuse existing protocols and
specifications. Inplenenters shall be able to repurpose existing

tools and libraries for inplenenting this specification

conforns to Representational State Transfer (REST), best
practices for Building Protocols with HTTP [ RFC9205], and Known
| ssues and Best Practices for the Use of Long Polling and
Streaning in Bidirectional HTTP [ RFC6202]. This specification
can thus be used to extend the capabilities of any existing or
future resource to additionally serve event notifications over
HTTP. This is to afford inplenmenters the opportunity to scale
notifications with their data and application

Scope

The Events Query Protocol specifies:

1.

Gupta

A mechani smto discover support for Events Query on a resource
(Section 7).

A mechanismto request event notifications froma resource
(Sections 8.1 and 9.1) along with the representation
(Section 10.1).

An abstract data nodel for requesting event notifications
(Section 6).

Response semantics for a single notification (Section 8.2).
Response semantics for a streamcarrying the representation

(Section 10.2) (if requested) and multiple event notifications
(Section 9.2).
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The Events Query Protocol does not specify:

1. Arealization of the abstract data nodel used for requesting
event notifications.

2. The events for which a notification mght be generated. This can
be varied per resource.

3. The formor content of an event notification. |nplenentations
have the flexibility to generate event notifications for the
applications they wish to support on a resource.

4. Specific representations for the response streamwith nultiple
notifications.

2.4. Limtations

Events Query only allows notifications to be sent for events on a
given resource. To transfer event notifications originating from
multiple resources in a single response, inplenentations will need to
m nt additional resources to serve as notification endpoints. This
is no different fromAPIs built on top of existing nessaging
protocols (See, for exanple, WebSocket [W5] and WebSub [ WEBSUB]).

Browsers cap the number of persistent HTTP/ 1.1 connections per host,
limting the suitability of Events Query for web applications in the
browser that require sinultaneous event notifications fromnultiple
resources on the sane host. This limtation is identical to that of
ot her HTTP-based stream ng protocols, such as Server-Sent Events
[SSE]. Inplenentations are strongly encouraged to adopt HITP/ 2 (or
later). HITP/ 1.1 servers mght consider setting up a reverse proxy
over HTTP/2 (or later) or inplement mtigation strategies, such as,
maxi m zi ng the nunber of concurrent connections and providing
alternate hosts for resources. |Inplenentations nmight alternatively
consi der using endpoints to provide event notifications for nmultiple
resources as previously described. Cients on a browser requesting
event notifications over an HITP/ 1.1 connection are advised to
exerci se caution when sinmultaneously opening multiple persistent
connections to a given host.

2.5. Conparison with Server-Sent Events

At the time of witing, Server-Sent Events (SSE) is the de facto
mechani sm for transferring event notifications over HITP,

st andardi zed through the Event Source APl [SSE] as part of HTM Living
St andard by the WHATWG

/1 As of COctober 2022, HTM. Living Standard mai ntai ner Anne van

/1 Kesteren has stated (https://github.com whatwy/ htm/
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3.

3.

/] issues/8297#i ssuecomrent - 1291658863) t hat WHATWG does not i ntend
/1l to extend Event Source, with reasons for the decision cited in a
/'l subsequent commrent (https://github.com whatwg/ htm/

/1 issues/8297#i ssuecomrent - 1291658863) .

Server-Sent Events defines the text/event-stream nedia type to
transmt event notifications in response to a GET request. This
approach is fundanentally inconsistent with term nol ogy defined in
HTTP Semantics ([HTTP], Section 3.2), transferring a sequence of
asynchronous nessages instead of a representation "that is intended
to reflect a past, current, or desired state of a given resource"
Practically, the text/event-streamnedia type being limted to only
textual content forces developers to opt for alternative protocols
such as WebSockets [WS], despite the increased conplexity. The
Event Source APl does not even allow for headers to be sent with
requests. This has led to a proliferation of aftermarket hacks

/1 such as this (https://ww.npnjs.coni package/ event - sour ce- pl us),
/1 this (https://ww. npnjs.conl package/ @n crosoft/fetch-event-

/1 source), this (https://ww.npnjs.con package/fetch-event-stream
/1 this (https://ww. npnjs. conl package/ ext ended- event source), this
[l (https://ww. npnjs. conl package/ ngx-sse-client) and this

[l (https://ww. npnjs.coni package/ sse.js) that extend Server- Sent
Events with support for custom headers, such as for credentials, or
use the POST nethod to conmuni cate additional configuration in the
request body.

Events Query takes a principled approach to event notifications, as
established in Section 4. In particular, the definition of an event
notification as a "representation" of event(s) (Section 4.3) adnits
the use of arbitrary nedia types for event notifications. Cients
can use content negotiation as well as preconditions in a
subscription request. Further, Events Query not only lets clients
receive both the representation and notifications over the sane
protocol, viz. HITP, but these can be encapsulated within a single
HTTP response. Clients do not need to, say, authenticate nultiple
times, possibly with different nmechanisns, to obtain data fromthe
sane resource or co-ordinate and synchronize nultiple response
streans carrying a representation and notifications.

Conf or mance
1. Docunent Conventions

Al'l exanples and notes in this specification are non-normative.
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3.2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

4. Term nol ogy and Core Concepts

4.1. Event
An event is the instantaneous effect of the (normal or abnornal)
term nation of the invocation of an operation on an object of

i nterest [DESI GNFRAMEWORK]. The entity invoking an operation is
ternmed the *invoker*.

In the specific context of HTTP, the object of interest is data
scoped to sone resource. Wen the operation is an HITP nethod, the
invoker is a user agent. However, an operation need not be linited
to an HITP nethod, it mght just as easily have been invoked using
anot her mechani smor protocol. Events are then an extension of
resource state (See [HTTP], Section 3.2) in the tenporal dinension.

4.2. (Observation

An event is considered observable, if an entity outside the invoker
and object of interest can detect its occurrence [DESI G\ FRAVEWORK] .
This entity is the *observer*.

It follows fromthe HTTP uniforminterface that the observer is
al ways a server. The events that are observed, the mechani sm of
observation, and information recorded fromthe event are

i npl ementation details for the server

That an origin server has to assume the role of an observer in order
to generate event notifications is obvious. An internediary, while
not observing the data scoped to a resource directly, still has the
possibility to serve as an observer. An internediary can observe
events transmtted by an origin server or another internediary,

whet her using Events Query or another mechanism to generate event
notifications for outbound consumers.

4. 3. Event Notification

An event notification, or notification, is information transmtted by
an observer upon an event or contiguous events on a resource.
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Events Query extends "information hiding" behind the HTTP uniform
interface to the tenporal dinension by defining comunication with
respect to a transferable notification of the resource event(s),
rat her than transferring the event(s) thensel ves.

A target resource mght be capable of generating multiple
notifications for the same event(s) that a subscriber can select from
usi ng content negotiation. Hypertext notifications can not only

provi de i nformati on about the resource events but al so processing
instructions that help guide the recipient’s future actions, for
exanple, the possibility to determ ne the current representation from
a previous representation.

4. 4. Subscription

A subscription is an expression of interest to receive event
notifications sent to an observer. The requesting entity is a
*subscri ber *.

Due to the request/response semantics of HITP, the subscriber
coincides with the recipient of event notifications

([ DESI GN- FRAMEWORK] uses the term _requester_ or _broker_to identify
a requesting entity, with the _broker_ and _recipient_ together
form ng the subscriber; for this specification, the distinction is
not necessary).

The subscription in the formof a query affords the user agent the
opportunity to engage in content negotiation for preferred form of
event notifications (as well as the representation, if sinultaneously
request ed).

5. Events Header Field

"Events" is a Dictionary structured header field ([HITP-SF],
Section 3.2) to comrunicate the properties of a response streamto an
Events Query.

In a request, the Events header field allows a client to indicate its
preferences for the properties of the response stream carrying event
notifications. The Events header field is not neant for content
negoti ati on.

In a response, the Events header field allows a server to specify the
properties of a response streamcarrying event notifications.
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The order of keys in the Events header field is insignificant.
Senders SHOULD NOT generate keys not registered with the HITP Event
Field Registry (with the exception nmade to all ow experinentation).
Reci pi ents MAY ignore keys that they are unaware of.

5.1. duration Property

The "duration" property is an Integer ([HTTP-SF], Section 3.3.1) or
Deci mal ([HTTP-SF], Section 3.3.2) valued Dictionary key specified on
the Events header field to communicate the response duration in
seconds.

In a request, the duration property indicates the duration for which
a client wants to receive event notifications. A server MAY ignore
this property.

In a response, the duration property specifies the maxi num duration
for which a server intends to serve event notifications. This
property is nerely advisory, and a server MAY cl ose the response
stream before this duration

Only positive values are valid. A value of 0 indicates an indefinite
duration. A sender MJST conformto these stipulations when
generating the duration property. |If the value of the duration
property fails to conformto these stipulations, it MJST be ignored
by the recipient.

6. Subscription Data Mbdel
The abstract data nodel specifies the semantics of an Events Query.

A realization of the data nodel allows a client to specify in a
subscription request:

* an interest in receiving a stream of event notifications froma
resource in a preferred form

* an interest in receiving a representation of a resource in a
preferred form

I mpl enent ati ons can choose appropriate nedia types to realize the
subscription data nodel. |Inplenmentations are free to extend the data
model to include additional data. A specific realization of the data
model is outside the scope of this specification.
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The foll owi ng exanpl e shows the body of a subscription request
wherein the state and events properties are used to specify request
headers for representation and event notifications respectively in a
YAML- | i ke synt ax.

state:
Accept: text/htm
events:
Accept: exanpl e/ event-notification

Figure 2: Events Query Data Mddel in a YAM.-Ilike syntax
7. Discovery

A user agent can discover if a server enables Events Query on a
resource by exam ning support for query with a nedia type that can
realize the Subscription Data Mbdel. A server MJST advertise nedia
types accepted for Events Query using the Accept-Query header field
([ HTTP- QUERY], Section 3) in a response.

HEAD /foo HTTP/ 1.1
Host: exanpl e.org

Figure 3: Discovery Request

HTTP/ 1.1 200 K

Date: Thu, 02 Jan 2025 10:00: 00 GMI
Accept: text/htm

Accept - Query: "exanpl e/ event s-query"

Figure 4: Di scovery Response
*| npl enent ati on Advi ce*

|

| Servers are advi sed agai nst enabling event notifications on

| long-lived resources over HTITP. A resource night be considered
| long-lived, if a server determines a |ow probability of an

| event on the resource in the duration of the response. In such
| instances, servers are strongly advised to respond with the

| Cache-Control ([HTTP-CACH NG, Section 5) header field and the
| max-age paraneter ([HTTP-CACHI NG, Section 5.2.2.1) set init.

8. Single Notification
The sinplest Events Query is to request a notification for the next

event (s) on a resource. This, in effect, adds long polling
capability ([ RFC6202], Section 2) to a resource.
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8.1. Request

To receive a single notification, a client nakes a QUERY request

([ HTTP- QUERY], Section 3) using a realization of the subscription
data nodel that MJUST NOT include an interest in receiving a stream of
event notifications.

Since the content of the response is an event notification, a client
can negotiate its formw th header fields in the usual manner

QUERY /foo HTTP/ 1.1

Host: exanpl e.org

Accept: exanpl e/ event-notification
Cont ent - Type: exanpl e/ event s- query
Events: duration=0

Figure 5: Single Event Notification Request
8.2. Response

When a single notification is requested, the server MJST cl ose the
connection inmedi ately after sending the event notification

HTTP/ 1.1 200 XK

Date: Thu, 02 Jan 2025 10:10: 10 GMI
Accept - Query: exanpl e/ event s- query
Cont ent - Type: exanpl e/ event-notification
Increnental : ?1

publ i shed: 2025-01-02T10: 11: 12. 345Z
event-id: 456
type: update

Figure 6: Single Event Notification Response
*|] npl enent ati on Advi ce*

using Events Query, user agents are strongly encouraged to

| When a user navigates away froma website or an application
| properly close the response and rel ease the connection

9. Notifications Stream

Events Query can al so be used to request a streamof nultiple event
notifications ([ RFC6202], Section 3).
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9.1. Request

To receive multiple notifications, a client makes a QUERY request
([ HTTP- QUERY], Section 3) using a realization of the subscription
data nodel that MJUST include an interest in receiving a stream of
event notifications in a preferred form

Since the response transnmits event notifications within an
encapsul ati ng representation (Section 9.2), it follows that header
fields cannot be used to negotiate the formof event notifications as

in the case of Single Notification Request (Section 8.1). |Instead,
header fields are useful for negotiating the representation that
encapsul ates event notifications. The follow ng exanples illustrate

subscription requests that negotiate a stream of event notifications
to be transferred respectively using a conposite nedia type
(application/http) and a discrete nedia type (application/json-seq):

The first exanpl e shows a subscription request for effectively a
stream of discrete Single Notifications (Section 8) to be transferred
usi ng application/http ([HTTP/1.1], Section 10.2) as the
encapsul ati ng nedia type. The events property in this exanple
indicates an interest in receiving event notifications and its sub-
properties describe the preferred formof notifications. Since the
notifications are transferred as a pipeline of HITP nessages, these
sub-properties are identical to header fields (Section 8.1, Paragraph
2) used for specifying preconditions and content negotiation in a
Single Notification Request (Section 8.1).

QUERY /foo HTTP/ 1.1

Host: exanpl e.org

Accept: application/http
Cont ent - Type: exanpl e/ event s- query
Events: duration=0

events:
Accept: exanpl e/ event-notification

Figure 7: Request for HTTP Notifications Stream

The second exanpl e shows a subscription request for a stream of JSON
notifications to be transferred using application/json-seq

([ RFC7464]) as the encapsul ating nedia type. The events property in
this exanple is being used to conmuni cate the preferred schenma for
the requested event notifications.
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QUERY /foo HTTP/ 1.1

Host: exanple.org

Accept: application/json-seq
Cont ent - Type: exanpl e/ event s-query
Events: duration=0

event s:
@ontext: activity+json

Figure 8: Request for JSON Notifications Stream
9.2. Response

The response streamtransnits nultiple event notifications in an
encapsul ating nedia type. The following illustrates event
notifications streamed in both a conposite nedia type (application/
http) and a discrete nedia type (application/json-seq) in response to
the exanpl e requests (Section 9.1) in Section 9.1

9.2.1. Header s

A server able to provide a stream of event notifications MJST
i medi atel y send headers, which include:

* The Events header field, to comunicate the properties of the
notifications stream

- The duration property, set to the maxi mum duration for which
the server intends to serve event notifications.

* The Incremental header field ([|NCREMENTAL-HTTP- MESSAGES] ,
Section 3) set to ?1 to indicate that the response is to be
i medi ately forwarded by internediaries and not buffered.

HTTP/ 1.1 200 K

Date: Thu, 02 Jan 2025 10:10: 10 GV
Accept - Query: exanpl e/ event s- query
Events: duration=600

Increnental : ?1

Tr ansf er - Encodi ng: chunked

Figure 9: Notifications Stream Response Headers

| Since the Content-Type header field varies in response to the
| requests in Figure 7 and Figure 8, it has been omtted here.
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9.2.2. Notifications

Subsequently, when event(s) occur, the server transmts a
notification.

An event notification transferred in an application/http response
streamis identical to the Single Notification Response

(Section 8.2), except fields which are redundant with the response
headers (Section 9.2.1) are onmtted
HTTP/ 1.1 200 K Noti fi cation
Content - Lengt h: 31

Cont ent - Type: exanpl e/ event-notification

I
I
|
publ i shed: 2025-01-02T10: 11: 12. 345Z |
event-id: 456 |
type: update |

Fi gure 10: HTTP Update Notification

The sane event notification when transferred in an application/json-
seq response streamis as foll ows:

g St | Notification
"published": "2025-01-02T10: 11: 12. 345Z2", |
"event-id": 456, |
"type": "Update" |
I

Figure 11: JSON Update Notification

A server MJST end the response inmmedi ately after transmtting the
event notification that signals the deletion of a resource.

The notification for a delete event expressed as an HTTP nessage
m ght be as foll ows:

HTTP/ 1.1 200 K Notification

Content-Length: 31
Cont ent - Type: exanpl e/ event-notification

publi shed: 2025-01-02T11:12: 13. 456Z

event-id: 789

I
|
I
I
I
I
type: delete |

Figure 12: HITP Del ete Notification

The sane notification for a delete event in JSON woul d be as foll ows:
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10.

v St | Notification
"published": "2025-01-02T11:12:13. 456Z2", |
"event-id": 789, |
"type": "del ete" |
I

Fi gure 13: JSON Delete Notification

O herwi se, a server MJST end the response when the connection
duration exceeds the period set in the duration property of the
Events header field.

Repr esent ati on

Events Query enables a user agent to ask and receive the current
representation and subsequent event notifications in a single
request/response. Wen conpared to using, say, Fetch [ FETCH and
Event Source [SSE] in conjunction, Events Query not only saves on an
extra round trip, but relieves a user agent fromthe burden of
synchroni zing the representation with event notifications.

1. Request

To receive a representation of the resource al ongside notifications,
a client nakes a QUERY request ([HTTP-QUERY], Section 3) using a
realization of the subscription data nodel that MJST al so i nclude an
interest in receiving the representation in a preferred form

The foll owi ng exanpl e shows a subscription request for the current
representation along with the subsequent event notifications
transmitted using the application/http nmedia type. The state
property indicates interest in receiving representation and its sub-
properties describe the preferred formof notifications. Since the
representation is being transferred in an HTTP nessage pi peli ne,
these sub-properties are identical to header fields used for

speci fying preconditions and content negotiation in a GET request on
the said resource

QUERY /foo HTTP/ 1.1

Host: exanpl e.org

Accept: application/http
Cont ent - Type: exanpl e/ event s-query

st at e:
Accept: text/htm
events:
Accept: exanpl e/ event-notification
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11.

Fi gure 14: HTTP Representation and Notifications Request
2. Response

A server unable to provide a representati on MJST NOT serve event
notifications. This does not apply to a conditional request for
representation that is not fulfilled.

A server able to provide a streamwi th a representati on and event
notifications transmits the representation inmrediately follow ng the
response headers (Section 9.2.1). Qherwi se, the response is the
sane as that described in Section 9. 2.

Again, the application/http media type ([HTTP/1.1], Section 10.2) is
used for the purpose of illustration. Chunks have been onmtted for
clarity.

HTTP/ 1.1 200 K

Date: Thu, 02 Jan 2025 10:10: 10 GMI
Accept - Query: exanpl e/ event s- query
Events: duration=600

Incremental : ?1

Tr ansf er - Encodi ng: chunked

HTTP/ 1.1 200 K | Representation
Content-Length: 14 |
Cont ent - Type: text/plain |

I

I

Hel 1 o Worl d!
Fi gure 15: Representati on Response before Notifications

VWhile this is default behaviour, there is no requirenent that a
representation is the first nessage or that representations are sent
only once. 1In such cases, the encapsul ated nessage needs to indicate
if it is a representation and not an event notification. Such a
mechanismis not defined in this specification

Notifications are transmtted just as in the case of regular
streamng (Section 9.2). See Appendix A 1l for a conplete exanpl e of
a response with representation and notifications.

I mpl ement ati on Status
A toy server built in Express.js denmonstrating the Events Query

Protocol is available at https://github. conl CxRes/event s-query-
express-deno. This denp is powered by the following libraries:
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* Negotiate Events Field (https://github.com CxRes/ negoti at e-events-
field): To read the request Events header field (Section 5) and
negoti ate the response duration (Section 5.1),

* NOSE (https://github.com CxRes/ nose): To observe events on
resources and generate notifications in a preferred format, and

* Extended Response (https://github.com CxRes/ extended-response): To
wite the representation and event notifications on the response
stream for a given duration (Section 5.1)

The denonstration and |ibraries are Free and Open Source Software,
rel eased under the Mzilla Public License, v. 2.0. Please contact
the author for nore information about these prograns.

Security Considerations

Events Query is subject to the security considerations of the HITP
QUERY rnet hod ([ HTTP- QUERY], Section 2) and nore generally HTTP
Semantics. Considerations relevant to the use of HITTP QUERY net hod
are discussed in Section 4 of [HITP-QUERY]. HITP Semantics and its
use for transferring information over the Internet are discussed in
Section 17 of [HITP].

When serving event notifications, servers are required to keep the
response stream open for an extended period of tine. Since the
effort required to request notifications is tiny conpared to the
time, nmenory, and bandw dth consuned attenpting to serve the
notifications, servers inplenenting Events Query have increased
susceptibility to Denial-of-Service attacks. Servers ought to

i gnore, coal esce, or reject egregious subscription requests, such as
repeated requests fromthe same origin within a short interval of
time.

I ANA Consi derations
The change controller for the followi ng registrations is: "IETF
(iesg@etf.org) - Internet Engineering Task Force"
1. HITP Field Registration

I ANA is requested to add the following entry in the "Hypertext
Transfer Protocol (HTTP) Field Nanme Registry
(https://wwv i ana. org/assi gnnents/http-fields/)" (See Section 16.1.1
of [HTTP]):
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13.

[ ooy oo oo sl s g
| Header Field Names | Status | Structured-Type | Reference |
[ e e ey e sl e ety
| Events | Permanent | Dictionary | Section 5 |
T T R I I I I +

Table 1: List of HTTP Field Nane registrations
2. The HITP Events Field Registry
I ANA is requested to create a new registry, "HITP Events Field
Regi stry", under the Hypertext Transfer Protocol (HTTP) Paraneters
(https://wwv i ana. org/ assi gnnents/ http-paraneters/) registry to
regi ster properties for use in the Events header field. New
registrations will use the Specification Required policy ([RFC3126],
Section 4.6).
2.1. Tenplate

The registration of an Events property MJST include the follow ng
fields:

* Property Nane: A Dictionary ([HTTP-SF], Section 3.2) key to be
used in the Events header field.

* Structured Type: The Structured Data Type ([HTTP-SF], Section 3.3)
of the value associated with the key, according to requirenents in
Section 3.2 of [HTTP-SF].

* Reference: A pointer to the specification text.

The registration MAY al so include the follow ng fields:

* (Optional Paraneters: An enuneration of optional paraneters and the
Structured Data Type (Section 3.3 of [HITP-SF]) of val ue
associated with the paraneter, according to requirenents in
Section 3.1.2 of [HITP-SF]

* Comments: Additional information to be included in the tenplate.

2.2. Initial Registry Contents

The initial contents of the HITP Events Field Registry are:
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| Property Nane | Structured-Type | Reference |
[} e ————— = ———————————————————— Lt U
| duration | I'nteger or Decimal Item| Section 5.1 |
S I O +

Table 2: List of HITP Events Field property nane
regi strations

14. End User Consi derations

/1 If we, the IETF, claimthat the Internet is for the end user

/1 [RFC8890] and pronote the end-to-end principle [ RFC3724], every

/'l specification we produce ought to consider its inpact on the

/1 Internet end user. For this reason, | propose that specifications
/1 must include a considerations section where authors assess the

/1 inmpact of their proposal on the Internet end user, aligned with

/1 the mission of |ETF [ RFC3935].

End users of the HTTP protocol can be classified into two groups:
publ i shers and consuners. Consunmers have an incentive to subscribe
to event notifications frommany resources and to hold on to a
connection for as long as possible. Wereas publishers bear the cost
of server infrastructure. Consuners also typically outnunber
publishers, in many cases by multiple orders of magnitude. This
creates an inbalance in the effort to subscribe versus effort to
deliver; consuners can easily place a disproportionate burden on
servers, reminiscent of a denial-of-service attack

At the outset, requiring that clients subscribe to event
notifications per resource serves as an effective filtering mechani sm
that limts the burden on servers. Conpare this to the typica

i mpl ementation of protocols such as WebSockets [W5], where clients
connect to dedicated endpoints to receive notifications; the server
either has to broadcast notifications for multiple resources or track
resources of interest for each client to filter event notifications
accordi ngly.

Events Query enpowers servers to decide the content and the duration
for which event notifications are served on any given resource, as
well as allow ng servers to close the response streamat any tine.
Servers may also limt event notifications and/or their content,
except for authenticated consuners. Such authenticated consuners

m ght, for exanple, be asked to share the cost burden with publishers
in return for a higher quality of service
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The use of HITP Semantics al so enabl es internediation of event
notifications, unlike existing mechanisnms built with protocols such
as WebSockets [WS] or WebSub [WEBSUB]. Internediaries can help with
inmproving the latency and reliability of transm ssion of event
notifications as well as scaling of the event notification traffic to
reach a significantly larger base of consunmers. On the flip side,

economies of scale will likely lead to greater consolidation of
intermedi ary service providers (though not centralization) with the
attendant risk of anti-consumer behaviour. |In the opinion of the

authors, policies designed to treat network traffic as a public
utility mght provide better outconmes for the end user.
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Appendi x A.  Exanpl es

Sone exanpl

es used in this specification are consolidated bel ow

Chunks have been onmitted for clarity.

A. 1. Representation and Notifications

The fol |l ow
represent at

http nedi a-

ng exanple illustrates a conplete request and response for
ion and notifications transferred with the application/
type as described in Section 10: Representation.

A.1.1. Request
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QUERY /foo HTTP/ 1.1

Host: exanple.org

Accept: application/http
Cont ent - Type: exanpl e/ event s-query

state:
Accept: text/htm
events:
Accept: exanpl e/ event-notification

Figure 16: Request for Representation and Notifications
A.1.2. Response

HTTP/ 1.1 200 XK

Date: Thu, 02 Jan 2025 10:10: 10 GMI
Accept - Query: exanpl e/ event s- query
Events: durati on=600

I ncrenental : ?1

Tr ansf er - Encodi ng: chunked
Cont ent - Type: application/http

HTTP/ 1.1 200 K
Content-Length: 14
Cont ent - Type: text/plain

Repr esent ati on

Hel l o Worl d!

HTTP/ 1.1 200 OK Notification
Content - Lengt h: 31

Cont ent - Type: exanpl e/ event-notification

publ i shed: 2025-01-02T10: 11: 12. 345Z
event-id: 456

type: update

HTTP/ 1.1 200 K Noti fi cation
Content-Length: 31

Cont ent - Type: exanpl e/ event-notification

publ i shed: 2025-01-02T11: 12: 13. 456Z
event-id: 789
type: delete

Figure 17: Response with Representation and Notifications
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A.2. Notifications Stream

This follow ng exanple illustrates conplete request and response for
JSON formatted notifications transferred with the application/json-
seq nedi a-type as described in Notifications Stream Notifications
Stream

A.2.1. Request

QUERY /foo HTTP/ 1.1

Host: exanpl e.org

Accept: application/json-seq
Cont ent - Type: exanpl e/ event s-query
Events: duration=0

events:
@ontext: activity+json

Fi gure 18: Request for JSON Notifications
A 2.2. Response

HTTP/ 1.1 200 K

Date: Thu, 02 Jan 2025 10:10: 10 GV
Accept - Query: exanpl e/ event s- query
Events: duration=600

Increnental : ?1

Tr ansf er - Encodi ng: chunked
Cont ent - Type: application/json-seq

v St | Notification
"published": "2025-01-02T10: 11: 12. 3452", |
"event-id": 456, |
"type": "Update" |
I

uf 4E | Notification
"published": "2025-01-02T11:12:13. 4562",

I
"event-id": 789, |
"type": "del ete" |

I

Fi gure 19: Response with JSON Notifications
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